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1 Introduction

This paper addresses various aspects of a Microsoft SQL Server data protection by using Paragon Drive
Backup Enterprise (DBE). It describes the concepts, limitations and best practices for Paragon Drive Backup
Enterprise to protect "no downtime" operational solutions based on Microsoft SQL Server. All mentioned
recommendations are generic and not specific for a certain SQL Server application.

1.1 About Drive Backup

Paragon Drive Backup Enterprise is a backup tool that implements the best of volume imaging techniques
for reliable, fast and convenient data backup and restoration. The program includes end-user tools for
building and automating recovery and replication procedures. It implements high-performance algorithms for
intelligent data analysis and processing, provides an optimized manipulation for a large set of filesystems
that covers all popular filesystems for Windows and Linux platforms and more features.

1.2 Backup Concepts

1.2.1 File-Level Backup and Volume Imaging

There are two concepts about backup subject. A file-level backup is oriented to store separate files. A
volume-level backup or imaging is oriented to store whole filesystem of a volume.

A file-level backup naturally provides an intuitive and flexible way to select objects to store. File-oriented
backup tools allow to choose any combination of both local and network accessible files. A file-level data
restoration allows to selectively restore only damaged files without affecting other ones. However, there are
important file-related system objects which are not files and usually cannot be stored, restored and even
accessed from a file level.

A volume imaging can store files and any associated metadata including distribution information, security
data, quotas, extended attributes, named streams, multiple hard and symbolic links and so on. Imaging
tools generally provide higher backup performance because they do not involve filesystem drivers to the
process. In addition, they can backup offline filesystems including ones not being supported by a host
operating system. A data restoration generally does not require a host operating system to run, so that
imaging technique is a perfect choice for system cloning and disaster recovery tools. Disadvantages of
volume imaging are that it cannot be applied to remote resources and a general ineffectiveness of backup
and restore of selective files within the volume-imaging framework.

1.2.2 Data Consistency

The fundamental requirement to backup is saving of data consistency. This means that if applications are
stopped, and data are restored, and applications are restarted, they will run smoothly with restored data.

A data consistency is conditionally divided into a physical and /logical consistency. A physical consistency
means storing involved data files and file-related attributes in a state that is interpreted by applications as
"integral", or "valid", or "auto-repairable on-the-fly". A /ogical consistency means an application-level
correctness of stored business data. An automatic correction of minor inconsistency of business data is
usually provided by the transactions mechanism, which is a basis of modern technologies of information
processing.

1.2.3 Offline and Online Backup

As regards to the data consistency concept, offline data are in consistent state (with the only condition that
an application or a system was shut down correctly). Offline data archiving is referred to as offiine backup.
Its advantages are ensured data consistency, increased backup speed (due to absence of concurrent data
access), resource saving and low impact to a system performance.

The disadvantage is that offline backup is not applicable for "24x7 availability" systems. For continuously
working systems online backup methods should be applied.
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1.2.4 Snapshots

The great challenge to online backup is to provide a coherent state of all open files and databases involved
in a backup, under the condition that applications may continue writing to a disk.

The "volume snapshot" concept has met that challenge. A snapshot is a point-in-time copy of a volume
involved to a backup process. It must be quickly created at a period when applications do not write to disk.
Once snapshot has been created, a backup utility copies data from it while applications continue working
with an original volume. Modern snapshot technologies reduce backup window down to few seconds.

There are hardware and software based snapshot solutions. Hardware snapshots such as the Split-Mirror
technique instantly provide an independent copy of a whole data set; they make no impact to the system
performance and can participate in off-host backup solutions. Disadvantages are that hardware snapshots
are naturally hardware-dependent, double requirements to storage resources and some time is required in
order to re-synchronize a hardware snapshot after it has been used, with the actual disk data.

Instead, software snapshots are hardware-independent and resource-saving solutions. The disadvantage is
that they cannot make a copy of a whole data set instantly, so that they run and make additional computing
load to a host system until a backup routine is ended and a snapshot is destroyed.

Unlike hardware snapshots, types of software snapshots, which are used in practice, are not independent
from original data. In case an original volume fails, all of its snapshots fail as well. Software snapshots do
not really protect data; they are used as supplementary mechanisms in backup solutions.

Paragon Drive Backup provides the original online backup technique (named Paragon HotBackup) and
supports any snapshot technologies that can participate in the MS VSS framework.

1.2.5 Copy-On-Write

The Copy-On-Write (COW) method predominates among software snapshot techniques. It is based on the
idea of preserving original contents of modified blocks before modifications are written to a disk, in a special
difference storage. COW maintains an original volume in the actual state and stores its original content at
the moment of snapshot creation in the difference storage.

A system-level agent, which is responsible for snapshot maintaining, must keep track of all changes being
made on a volume. On first attempt to overwrite a block, the snapshot agent copies original block's content
to the difference storage and then allows modifying that block. When a backup utility acquires some block
from the snapshot, the agent determines its status and takes a "changed" block from the difference storage
while "unchanged" block is taken from the original volume. The following illustrates COW basics:

1. A volume was partially in use. Blocks A, B, C, and D contained data. A COW based snapshot was created
for this volume. The snapshot provider watches only the used blocks of a volume. Initially they are
marked as "unchanged".

» |—=>| unchanged |—>| >

® || unchanged [—>| &

O |—>| unchanged |— O

O |- unchanged |—>| ©

Original contents of a volume

Status of blocks in the snapshot

unused
unused
unused

Difference storage content
I:' (currently nothing)

Contents of the snapshot
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Some application tried to modify the block B. Before modifications are made, the snapshot provider
copies contents of the block B to the difference storage. The block is now marked as "changed". Then
the block B is updated. The snapshot will redirect all queries to the block B to data stored in the
difference storage. Queries to blocks A, C and D will be directed to appropriate blocks of the volume.

W Some app modifies the block B
| A\l B )C | D | | | | Actual contents of a volume | A W)C | D | | | |
".55,1 E ?’1 51 [ Status of block B is changed ?’1 = ?’1 5 I I
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=| =| =| § B in the Difference storage =| Y| = 5
| A | B | C | D | | | | Contents of the snapshot | A BpC | D | | | |

3. Some application tried to modify the block F, which was not originally in use. This block was not

included in the snapshot. The snapshot provider does not take care of this change. Nothing is changed
in the snapshot data.

Some application modifies a
previously unused block F
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1.2.6 Data Synchronization

Another problem for online backup functionality is that applications may temporarily hold open files in
logically inconsistent state. The snapshot techniques do not solve that problem as it concerns solely to

business application operation. The true reason of the problem is that applications are unaware about a
backup routine running and do not synchronize their data.

Microsoft has made a great attempt to solve the problem. The snhapshot backup framework referred to as
Volume Shadow Copy Service (VSS) has been built in latest versions of Windows, exactly to Windows XP,
Windows Server 2003 and Windows Vista. VSS includes mechanisms for notifying applications about a

backup, interchanging of related information between VSS participants and synchronizing execution of
software components involved to the process.
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VSS has several significant limitations:

o Only VSS compliant applications can benefit from VSS framework.
o VSSis a local solution that works within a single host.

Remote applications and distributed data systems aren't controlled by VSS.
o VSS currently works to its full capacity on Windows 2003 only.

1.2.7 Write Inactivity Paradigm

There are other (partial) solutions for synchronization problem that are applicable for non-VSS compliant
software. There is a popular solution based on the paradigm of Write Inactivity Period (WIP) that was
introduced by St.Bernard Software Company in the middle of 1990-th.

It is supposed that business applications for intensive information processing use transactions mechanismes.
A transaction collects I/O writes into a compact group in order to reduce a chance of incomplete transaction
committing if a failure of any type occurred. Data are in consistent state between transactions, so that a
period when application(s) do not write to a disk is the best moment for a snapshot capture. This period is
referred to as WIP — Write Inactivity Period.

2 Technology Overview

2.1 Paragon HotBackup Description

Paragon HotBackup is an online backup technology for Win'NT+ family operating systems. It was developed
in 2001 and integrated to all company's backup solutions in 2002-2003. Currently it supports all versions of
Windows NT4, 2000, XP and 2003 (including x86, IA64 and AMD64 versions).

2.1.1 Hotbackup Concepts

HotBackup is not a snapshot technology. However its concepts appear to be similar to ones used in software
snapshot technologies. In particular, a sort of WIP observation and COW scheme are implemented.

During an online backup, Drive Backup uses the kernel mode driver HOTCORE.SYS in order to monitor and
control write activity of applications and an operating system. The driver intercepts disk I/O requests and
implements the most time-critical part of COW scheme while the Drive Backup utility includes disk data
analysis and archiving functions.

The HOTCORE driver is installed during the standard Drive Backup setup procedure, and it is the reason why
the system restart is required in order to complete the setup procedure. HOTCORE does nothing until is
activated by the Drive Backup. In the idle mode the driver bypasses any calls, makes no impact to the disk
subsystem performance and only takes few kilobytes of system memory.

2.1.2 How it Works

HOTCORE driver is activated only in case the online backup is performed. In an offline backup mode, the
driver is not involved to the process.

e Drive Backup activates the HOTCORE driver in the beginning of the "physical" backup.
¢ HOTCORE waits for a pause between I/O writes on the targeted volume.
e When the pause is observed, the driver takes a "snapshot".

Within the framework of HotBackup, a "snapshot" is a map of blocks to be protected by the COW scheme
against loosing their original contents. The process requires the close cooperation between the driver and
the utility. Finally, the "protection area" of the snapshot includes only used blocks with optional exception of
excluded files (e.g. PAGEFILE.SYS and HIBERFIL.SYS). The embedded module for filesystem analysis allows
reducing this step down to few seconds or less.

e During the snapshot capture, the driver watches the volume against I/O writes. If a write occurred
before "snapshot" is created, the step is repeated.

e Upon successful snapshot creation, the driver applies the COW scheme to the "protection area".

e The utility starts the backup process. Archived blocks are immediately excluded from the protection
area, so that the area is shrinking during the backup.
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e If a foreign application tried to modify a "protected" block, the driver preserves its original contents in a
buffer. Initially, blocks are stored in a memory buffer. When it becomes near full, the utility moves
blocks to temporary files (named like "X:\hb_nn.tmp", where X: is a drive defined in the Settings).

¢ Normally Drive Backup performs the fastest streamlined backup of used blocks. However, if temporary
files grew very fast or became very large, the utility pauses the streamlined mode and begins
emergency backup of buffered blocks.

In online backup the following time-related restrictions are used:

o A snapshot must be created within 60 seconds.
o Buffered data must be processed within 10 seconds.

These restrictions are hard-coded and cannot be changed. If any of these restrictions were not satisfied, the
online backup session fails. If the backup operation was aborted by a user or the utility failed, the driver
automatically switches to the idle mode in 10 seconds.

2.2 MS VSS Basics

Volume Shadow Copy Service (VSS) is an open system-level framework for snapshot backup solutions. It
was developed by Microsoft in close cooperation with leading vendors of backup solutions. VSS is included in
Windows XP, Windows Server 2003 and Windows Vista.

VSS provides mechanisms for notifying applications about a backup, interchanging of related information
between VSS participants and synchronizing execution of software involved to the process. These
mechanisms ensure consistent backup of online data for VSS compliant applications.

2.2.1 VSS Concepts

VSS is based on concepts of a snapshot and a volume shadow copy. Being invoked by a VSS aware backup
utility, VSS creates snapshots for selected volumes and represents them as virtual read-only devices, which
are referred to as shadow copies of volumes. Once shadow copies are created, a backup utility stores data
from shadow copies while business applications continue writing to original volumes.

There are three kinds of software involved to the VSS framework:

o Providers (snapshot providers) — tools that create and maintain hardware or software snapshots.
o Requestors — tilities that acquire shadow copies, usually backup utilities.
o Writers—VSS compliant applications that hold open files on volumes, actual backup objectives.

Within the VSS framework, VSS writers are able to inform other VSS participants about files being in use, file
grouping and restoration conditions. A group of files that constitute a whole entity in a business application
and should be backed up together is named a writer's component. For example, all files that constitute a
database in MS SQL Server are represented as a single writer's component. VSS writer can be an application
itself or a special agent, which provides VSS-to-application interaction.

SQL Exchange| |[System vss wr.i.rers
server server State

VSS Requestor

VSS

(coordinator) DB“\
/ / VSS providers

@/@‘ @ Storage devices

VSS itself only coordinates activity of providers, writers and requestors. A standard Windows XP/2003
distribution includes the VSS coordinator, the universal software provider (VOLSNAP), several VSS writers for
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system components and the universal VSS writer for MS Desktop Engine (MSDEwriter). MSDEwriter provides
integration of MS SQL Server 2000 to VSS framework.

2.2.2 How it Works

The comprehensive description of VSS can be found on appropriate Microsoft TechNet pages (e.g. see the
descriptive topic "How Volume Shadow Copy Service Works",

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/TechRef/2b0d2457-b7d8-42c3-
b6c9-59¢145b7765f.mspx ). Below is only a brief description of MS VSS operation:

1. A VSS requestor (backup utility) invokes VSS to initialize the backup routine.

2. VSS acquires information from all VSS writers. As a result the Wiriters Metadata Document (WMD) is
created. It contains distinctive names of applications and components, restoration parameters, list of
files and other information.

3. A requestor receives WMD and makes a decision what to backup. It creates the Backup Components
Document (BCD), which defines volumes, writers and components involved to the process and sends it
to VSS. As an option, preferred VSS providers can be selected.

4. VSS commands to all involved VSS writers to finish running transactions and then "freeze". VSS waits

until all involved writers complete that step.

Then VSS commands to appropriate VSS providers to create snapshots for selected volumes.

After snapshots are created, VSS allows writers to "thaw" and to write to disk. In addition, VSS asks

writers if write operations were indeed suspended during the snapshot creation. If it was not the case,

the whole backup procedure fails, snapshots are removed and the VSS requestor is notified.

7. Upon successful completion of above steps (within predefined time intervals), VSS creates shadow

copies from snapshots and provides VSS requestor with appropriate references.

8. VSS requestor performs copying information from shadow copies....

9. Upon the process completion, the VSS requestor informs VSS about the backup completion status.

10. VSS informs all involved VSS writers about the backup completion status. VSS writers may use this
notification to perform some specific actions (for example, Exchange truncates log files).

ow

A shadow copy can be deleted immediately after the backup completes, or it can persist in the system. In
the last case it can be mounted like an ordinary volume (this feature is available in Windows Server 2003
and Vista).

2.2.3 MS VSS Limitations
MS VSS has several significant limitations:

o Only VSS compliant applications can benefit from VSS framework.
o VSSis a local solution working within a single host. Remote applications aren't controlled by VSS.
o VSS currently works to its full capacity on Windows 2003 only.

2.3 How Drive Backup Integrates with MS VSS

Storage management frameworks obviously provide benefits and can simplify storage management activity.
Now Paragon Drive Backup Enterprise is adapted to participate in VSS framework operation as a requestor.

2.3.1 Enabling Backup via VSS

To perform backup operations via VSS services, select the "Microsoft Volume Shadow Copy Service " option:

(menu:) General
% Settings...
% Hot processing options
% Hot processing technology
% Microsoft Volume Shadow Copy Service

Note that MS VSS service is available only in Windows XP, 2003 and Vista. In other operating systems, only
Hotbackup technology is available for online backup.

Drive Backup provides a simplified VSS management, so that not all VSS options are controllable by a user.
The program internally chooses only most reliable VSS operation modes.


http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/TechRef/2b0d2457-b7d8-42c3-b6c9-59c145b7765f.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/TechRef/2b0d2457-b7d8-42c3-b6c9-59c145b7765f.mspx
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2.3.2 How it Works
A VSS aware backup is performed in the following manner:

e A user chooses volume(s) to be backed up in the program's interface.

e When the "physical" backup operation begins, the program receives the compound WMD document from
VSS (see #2 in the VSS description topic).

o Drive Backup determines VSS writers having components located on chosen volumes. These VSS writers
are included to the BCD document (see #3). In other words, all VSS writers containing files on targeted
volumes should participate in VSS operation at the snapshot creation (i.e. should be "frozen" and
"thawed" by VSS).

e Drive Backup commands VSS to use the default order of VSS providers invocation: a hardware provider
first (if available), a third-party software provider next (if available), the last is Microsoft's universal
system provider VOLSNAP (always available).

e The program performs the volume-level backup of the created shadow copy set.

e After the operation completes, the shadow copy set is deleted.

Currently the program does not support restoration via VSS writers. In fact, VSS based restoration is
generally just a file copying. Applications should be stopped, or appropriate components should be
detached/dismounted manually in order to be restored.

2.4 Choosing between Online and Offline Backup

The reasons to prefer offline backup are:

o Online backup via Hotbackup or VSS option is slower than offline backup.

o VSS initialization is long and generally unstable under high IO traffic on a targeted volume.

o Aresulting image produced by Hotbackup is slightly larger than one produced in offline mode,
because of non-sequential image structure, see Hotbackup description.

o Neither of online backup options totally eliminates problems that are naturally inherent for online
backup technologies in general.

VSS provide data consistency for VSS compliant applications only. Hotbackup does not guarantee 100% data
consistency in any case, but only a very high probability of that. In fact, it provides perfect results for any
applications that use transactions (e.g. SQL servers, MS Exchange).

Drive Backup provides some flexibility of choosing between offline and online backup mode. A user can
choose between three modes: (a) "always offline backup”, (b) "switch to online if a volume was in use" and
(c) "always online backup". The differences between these modes are the following:

e (@) Always offline mode:
o The program does not backup volumes being in use. It suggests to reboot in order to complete
the operation in the "Startup Bluescreen" mode.
o If a volume wasn't in use, the program switches to exclusive use of the volume. No applications
can access any files on the volume until the backup procedure is finished.
e (b) Switch to online if a volume was in use:
o If a volume was in use, the program performs the online backup. Other applications are allowed
to access the volume during the operation.
o If a volume wasn't in use, the program performs the offline backup. As it was described above, no
applications can access any files on the volume until the backup procedure is finished.
e (c) "Always online backup™:
o The program unconditionally performs the online backup. Other applications are allowed to access
the volume during the operation.

3 Protecting MS SQL Server

Microsoft SQL Server is a general-purpose relational database server, which can scale from hosting simple
databases to mission critical business applications. It is the most popular relational database on Microsoft
Windows platform. The more your business depends on SQL Server, the more important it is to protect it.
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This version of Paragon Drive Backup Enterprise has no SQL Server specific functionality. For this reason,
some considerations should be taken into account in order to provide reliable SQL Server databases backup.

The best practices presented in this guide are general principles, not guidelines for specific environments.
This chapter discusses general requirements for both OLTP and DSS types of applications (OLTP — On-Line
Transactions Processing applications are characterized by predominated use of rows insertions and
modifications, which is equal to I/O write-after-reads on the disk level. DSS — Decision Support Systems are
characterized by predominated use of rows selections, which is equal to massive I/O reads on the disk
level).

3.1 Databases in MS SQL Server

Designing and implementing a SQL Server database is fairly intuitive, but it is important for database
performance, maintenance and future growth. Understanding the relationship between database files,
volumes and storage devices is essential for optimal use of Drive Backup Enterprise (DBE). This section
discusses various layouts of MS SQL Server databases in relation to Drive Backup usage.

3.1.1 Database Physical Layout
There are two quite different types of database layouts in MS SQL Server:

1. A database can be placed onto a RAW partition.
In-partition database layout provides some performance gain. However, these databases are not
extensible and are rarely used for this reason. Drive Backup can be used for backing up of in-partition
databases with no limitations.

2. A database can be placed into a set of files.
It is a standard type of database layout. Database files can be located on any local volumes and network
shared drives and can be spread over multiple volumes. Drive Backup can be used for backing up of file-
based databases with some weak constraints.

Any database consists of data storage and transaction log. The first one is used for long-term storing of
data, the second one is used for transaction managing and holding most recent data changes. In a
file-based database both parts can be distributed over multiple files. Within the framework of MS SQL
Server, database files usually have the following default extensions:

o .MDF — "main data file", the primary data file. The mandatory part of every database.
It stores data and keeps database's servicing information including list of database files.

o .NDF - "next data file", secondary data file(s). An optional part of a database.
Used for extending a database and sometimes for "multi-streaming" data access.

o .LDF -"log data file", the transaction log file(s). The mandatory part of every database.
It keeps information for transaction management and recovery.

Data files are aggregated into file groups for better manageability. A file group consists of one or more data
files, which by default are placed at same location.

For example, if your database was named "ABC" and placed into the "S:\ABC" folder, if consists of following
files: the primary data file "S:\ABC\ABC_DATA.MDF", the transaction log "S:\ABC\ABC_DATA.LDF" and
secondary data files "S:\ABC\ABC_DATA_1.NDF", "S:\ABC\ABC_DATA_2.NDF" etc.

3.1.2 System and User Databases

There are several system databases in MS SQL Server that keep structure, administration, maintenance and
other servicing information about SQL Server databases:

master | Keeps system level server's settings such as accounts, locations of databases, startup info etc.
model Is used as the template for all newly created databases.

msdb Is used by the SQL Server Agent for storing maintenance jobs information.

tempdb | Is used for temporary storage needs. It is recreated every time SQL Server is started.

While user-defined databases are important for business, system databases are critical for SQL Server
operation. All types of databases have same physical structure (see previous section for details).
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3.1.3 Performance

There are multiple factors that affect database performance. The most significant of them are available
memory and disk subsystem throughput. Available memory affects on read operations throughput, which is
important for Decision Support Systems (DSS) performance. Disk subsystem throughput affects performance
of both read and write operations. High write performance is essential for online transactions processing
(OLTP) applications.

Most effective ways to increase disks throughput are using faster disks and using RAIDs. Striped RAID sets
provide highest read/write performance, which is found nearly a multiple of single disk performance.

RAID 0 Striped Disk Array

RAID 0+1 | Mirroring of striped segments (RAID 1 over RAID 0)
RAID 3 Striped Disk Array with Isolated Parity

RAID 5 Striped Disk Array with Distributed Parity

RAID 10 Striping of mirrored segments (RAID 0 over RAID 1)

It is a good practice to place your production databases on a high-performance RAID set.
3.1.4 Reliability

While database backup provides a disaster recovery option, there are ways to reduce the chance of a failure.
A hardware-based method is to use fault-tolerant RAID configurations (for example, RAID-10 or RAID-5).

Additionally, system reliability can be increased by isolating databases from an operating system, from each
other and from other intensively used file resources. It is a good practice to place your production
database(s) on an isolated non-system volume, or even to place each database on a separated volume.

3.1.5 Backup

User-defined and system databases must be regularly backed up in order to protect business applications
from disaster.

The only exclusion from this rule is tempdb system database. It is automatically re-created every time SQL
Server is started from a clean copy, and its content are automatically dropped on disconnect. The SQL
Server operates in such a way that tempdb contents never require to be saved. During a working session
tempdb may grow large, so that it is reasonable to surely exclude tempdb contents from backups.

3.2 Backing up MS SQL's Databases with DBE

Some concerns should be taken into account in order to use Paragon Drive Backup Enterprise for successful
backing up of MS SQL Server databases. The following circumstances should be considered:

Is a database located on a mapped network drive(s)?

Is a database spread over multiple volumes?

Should a database be backed up online, or it is acceptable to temporarily hold it offline?
Which operating system is running on the host?

O O O O

The governing factors that limit Drive Backup adaptability for SQL Server backup are the following:

e This version of Drive Backup does not backup network drives.

e This version of Drive Backup does not include SQL Server specific agents. For this reason, databases are
backed up like ordinary files. The WIP detection mechanism is used for database's data synchronization.

e Databases are always backed up in a mode that is effectively equal to the 7ull backup (in terms of
database backup types).

This version of Drive Backup is unaware of database logical structure. Drive Backup's "full" and
"incremental" modes refer to volume backup modes at block level, not to database backup modes. At
restoration, a whole database will be rolled back to the pre-backup state including data files and transaction
log. This behavior is effectively equal to the full database backup-&-restore.

3.2.1 Recommended Database Layouts

General recommendations:
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Place your production databases on local volumes.

Place your production databases on volumes located on high-performance RAID set(s).

Place your production databases on a dedicated volume (or each database on an isolated volume).
Place your production databases separately from an operating system.

Place the tempdb system database separately from production databases or on an isolated volume.

There are system-dependent recommendations:

6.

In Windows Server 2003 and Vista, set up Drive Backup to use MS VSS for online backup of databases
distributed over multiple volumes. Choose the "Microsoft Volume Shadow Copy" item in the "Hot
processing technology" pull-down list in the program settings. VSS gives benefits for backing up MS SQL
Server 2000 and 2005 and enhances the chance of successful backup of distributed databases.

Only MS SQL Server 2000 and 2005 are VSS compliant. For earlier SQL Server versions, there is no
noticeable difference between Hotbackup and VSS options. VSS is available only in Windows XP, 2003
and Vista.

In Windows 2000 and NT 4.0 environments, place a whole database (data files and transaction logs) on
a single volume. For these operating systems, only Hotbackup option is available. Hotbackup performs
an asynchronous backup of multiple volumes, so that a distributed database may be archived in logically
inconsistent state.

Distributed databases can be successfully backed up in offline mode. Either detach a database or take it
offline, or stop the SQL Server before backing up volumes that contain distributed databases. For an
offline database, both online and offline backup modes provide successful results.

A preferred system configuration could be like this:

There is a high-performance RAID set that is dedicated for placing production databases. For example, a
RAID 10 provides both high reliability and performance levels.

There is a separate storage (hard disk or another RAID set) dedicated for placing the system partition,
MS SQL Server binaries, and the tempdb database and for storing backup images.

The system hard disk is partitioned in several volumes. The tempdb database is separated from an
operating system and SQL Server binaries and is located on a dedicated volume.

Backup images are stored on a non-system volume, probably on a volume containing tempdb.

. Hard disk

Windows 2003 o > [C:] ar 'S
'MS SQL Server® E:] @
! master
i System model | [D:] cb ROM
databases msdb : Q
l tempdb ! P
! ! [X:] ! ot | et |
! Production databases ! ' '
' SALES sales. MDF | i i
i sales_l.NDF : [y:] : :
! sales.LDF ' iv \_/i
|600DS  goods.MDF | ! , ! :
! goods_1.NDF Logical :_f:f_ _f_'_/__:
! goods.LDF : volumes RAID 10

________________________

3.2.2 Unsupported Database Layouts

This version of Drive Backup has some limitations in relation to backing up SQL Server databases:
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1. A database that is entirely located on a mapped network drive cannot be backed up by using Drive
Backup, because the program does not backup network drives.

2. A database that is partially located on a mapped network drive cannot be backed up by using Drive
Backup, because not all database files can be stored.

Generally, a database partially located on a mapped network drive may be an obstacle for accurate data
restoration for the whole volume. As Drive Backup is unable to backup completely such databases, it is
unable to restore them correctly. To avoid possible problems caused by incomplete database restoration, do
not apply a volume-level restoration of volumes containing distributed databases. Instead, a file-level
restoration should be applied for such volumes. Use the "Image Explorer" utility for the file-level restoration
from Drive Backup's backup images.

3. In Windows 2000 and NT 4.0 environments, distributed online databases cannot be successfully backed
up in online mode (because of Hotbackup option synchronization limitations). Such databases can be
accurately backed up in offline mode. Take offline or detach databases before backing up volumes
containing distributed databases.

3.3 Restoring MS SQL's Databases with DBE

This version of Drive Backup does not apply online restoration for SQL Server databases. Offline restoration
is the only available method. A database migration-at-restoration is not available as well.

A database can be restored in two ways. First, any database can be restored as a part of the volume
restoration procedure. Second, database files can be manually extracted from a volume's image and then
manually placed to their original location. In any case, a database being restored must be offline.

The difference between these methods is the following:

e At volume-level restoration, all contents of a targeted volume are rolled back. For example, if there were
three databases on a volume, all of them are rolled back to the pre-backup state during the volume-
level restoration. File system metadata are also restored and put into consistent state.

The volume-level restoration is very fast and is able to recover volumes from scratch.

At file-level restoration, one can extract from an image only required files. It provides selective data
retrieval. Other volume's contents are not affected. However it is rather slow and requires a targeted
volume to be healthy. File-level restoration cannot be used for recovering damaged volumes.

There are two ways to restore a damaged database and make it available again. The first one is to restore
database files to their original location(s) and re-start SQL Server service(s), so that it will automatically
attach the restored database. However, the SQL Server will be unavailable for users for some time, exactly
for the period required to: disconnect all users, stop all databases, flush data to the disk, stop and re-start
the SQL Server services and perform the so-called "soft recovery" procedure for all attached databases
including the restored one. The whole process may take a while, and it will be the Server's blackout period.

Another way is to detach the damaged database from the SQL Server prior to restoration. It does not
require to stop the SQL Server and thus allows avoiding blackouts for workable databases.

1. Run the SQL Server Enterprise Manager and select the database of interest in the tree view:
Console Root
% Microsoft SQL Servers
& <SQL Server Group>
Y& <Server Instance Name>
% Databases
Y <database name of interest>
%  (popup menu)
& All Tasks
% Detach Database...

The detached database should disappear from the list of databases.
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2. 1In specific cases the SQL Server may display error messages in response to attempts to detach a
damaged database. At first, ignore these error messages and try to close and re-run the SQL Server
Manager. The detached database should disappear from the list.

3. [If it was not the case, try to browse tables of the damaged database in order to force the SQL Server to
update the database status to "Suspect". Then re-run the SQL Server Manager once again.

4. If all previous steps did not help, stop and re-start the SQL Server instance.

These actions are purposed to detach the damaged database without stopping the whole SQL Server. This
step is required, because SQL Server does not allow duplicate names for registered databases regardless of
their actual availability.

After the database is detached, it can be restored from a backup image. The restored database can be
smoothly re-attached to the SQL Server:

Console Root
% Microsoft SQL Servers
Y <SQL Server Group>
Y < Server Instance Name>
% Databases
%  (popup menu)
% All Tasks
% Attach Database...

3.4 Choosing between Hotbackup and VSS Online Backup
Options.

Drive Backup provides two options for snapshot-based online backup in Windows XP, 2003 and Vista. In
Windows 2000 and Windows NT4.0, only Hotbackup option is available.

Underlying technologies (Hotbackup and MS VSS) are different by their concepts and features. As regards to
backing up SQL Server databases, these options exhibit different levels of operation stability and resulting
data consistency. Following considerations can be taken into account when choosing between options:

e Only Microsoft SQL Server 2000 and Microsoft SQL Server 2005 are VSS compliant while earlier versions
are not. For earlier versions of Microsoft SQL Server, the difference between online backup options is
generally unimportant.

e VSS option allows to create coherent backup of multiple volumes. With Hotbackup option, Drive Backup
always performs an asynchronous backup of multiple volumes.

This feature can be determinative for backing up databases distributed over multiple volumes
(regardless of SQL Server version).

e Hotbackup requires less memory and disk resources to operate. For example, latest updates of VSS (for
Windows XP and 2003) need at least 300MB of disk space per every created shadow copy (at the
moment of snapshot initialization), while Hotbackup will consume disk space only under noticeable disk
I/0 traffic. It will take 300MB only under high disk load.

e Both VSS and Hotbackup may fail to initialize or fail to maintain a created snapshot under conditions of
high I/O traffic on a volume being backed up. VSS requires large amount of free space to maintain a
snapshot, while Hotbackup mostly needs high backup performance compared to SQL server's load. The
backup performance depends on (a) throughput of archived volumes and backup storage and (b)
compression throughput, which in turn depends mostly on CPU and memory speed.

e Hotbackup initialization is more stable in comparison to VSS. As concerns to SQL servers, Hotbackup
practically always initializes within predefined time intervals, while VSS may fail under high load of the
SQL Server.

e Only latest versions of VSS are stable enough. It is highly recommended to install the latest service pack
available and also check for latest hotfixes for Windows XP/2003 related to VSS.

The tests have revealed a general instability of VSS initialization under a "stressed load" of the SQL Server
(e.g. under lengthy server's load greater than 1-1.5 thousand modified pages per second). To solve such a
problem, either use the Hotbackup option or force checkpoint-ing for all involved databases.

e VSS option minimizes the portion of the transaction log that will be processed at the full database
recovery, in same fashion as it is made by checkpoint-ing a database. Hotbackup option does not



Drive Backup Enterprise Server 15 Best Practices for MS SQL Server

optimize the log. The difference comes to light only after an image restoration: a database(s) backed up
by the Hotbackup option may require more time to mount (attach) a database because of many
transactions should be rolled forward.

The mentioned effect regarding the different roll forwarding periods is common for all non-VSS snapshot
technologies. To reduce it, run the SQL Server's management console and set the Recovery Interval
parameter to a positive value:

<SQL server instance>
% Properties
% Database Settings
% Recovery Interval (min).

The SQL Server will automatically generate checkpoints and thus dynamically reduce the portion of the
transaction log to process.

3.5 Examples of Using Online Backup Options

This section demonstrates how to use Paragon Drive Backup for online backup of MS SQL databases and
data restoration in case of a database corruption. The methods of retrieval of related database properties
and their correlation to backup parameters are illustrated.

3.5.1 Example 1: Backup and Restore of an Isolated Database

Conditions: the production database (named "test") is placed on the dedicated volume [F:]. All database
files (the main file test_Data.MDF, the log test_log.LDF and the secondary file test_fg1.NDF) are
located on the volume F:. In practice, such database layouts are applicable only for small databases or
under conditions of a tight budget.

Purpose: backup and restore the "test" database.

This example demonstrates how to retrieve information about location of database files, how to backup the
database and how to restore it after a failure.
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1. Inspect database properties to ensure that all database files are located on same volume.
To do this, open the SQL Server Manager console, find the appropriate instance of SQL Server and open
the "Databases" category. Find the appropriate database name in the list (in our example, it is the "test"
database). Explore properties of this database. Location of files is determined on the "Data files" and
"Transaction Log" tabs of the Properties window:

test Properties x|

General DataFiles |Transaction Lngl Filegmupsl Dptionsl Permissionsl

Database files

File Mame Space allocated [ME] | Filzgroup
test_Data t_Data MDF 1068 PRIk&SAY
test_1_Data J F:htesthtest_fgl ndf 1 FGrpl

[

Delete |

File propertiez
—Iv  Automatically grow file

File grawth td awiniun file size
% |n megabytes: |1 j & |Unrestricted file growth
' By percent; 10 j " Bestrict file growth [ME]: 1089 j

0K I Cancel | Help |

More comprehensive information about all database files can be retrieved from the "sysfiles" table of the
selected database. Expand the node of the selected database, click on the "Tables" category. Then go to the
right panel and find the "sysfiles" table in the list. Click right mouse button on the table and select the "Open
table" - "Return all rows" item in the popup menu. The "sysfiles" table contents will be displayed. You can
see file name and current size (expressed in 8KB-pages) and other information for every database file:

Tables 23 Ikems -
Tarme | Cwner | Tvoe © | Create Date |

Items 'Hi Data in Table 'sysfiles’ in "test’ on '(LOCAL)"

Tranz fileid |groupid |size maxsize |growth |status |perf [name filename
Types 1 1 136600 -1 128 32770 0 test_Data F:\kestibest_Data, MOF
dtpraperti ]2 0 128 -1 128 32834 0 test_log F:\testitest_Log.LDF

NE] z 128 -1 128 32770 0 test_1 Data  Fiiestitest_Fgl.ndf

syscalurmn

SYSCOMME

sysdepent | |
,?' ysfilegroups dbo System 06.08.2000 1:29:12

| sysfiles dbo System 06.08,2000 1;29:12

sysfilesl dbo System 06.08.2000 1:29:12
sysforeignkeys dbo System 06.08.2000 1:29:12

sysfullbextcatalogs dbo System 06.08,2000 1;29:12
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2. Run Drive Backup, open Settings dialog (menu: "File" - "Settings..."). Go to the "Hot processing
options" page, enable online backup and choose an online backup technology to implement: Paragon
Hotbackup or Microsoft Volume Shadow Copy:

%, Edit settings 7 x|
Backup image options : :
Copy and baskup options % Hot processing options
CO/DVD recording options
Partitioning Dptlons I Enahle hat processing
— Hot proceszing techhology
I Paragon Het Pracessing j

Paragon Hot Processing technology provides fast backupdcopy of locked
partitions and hard disks under any \Windows MT Family 05 [Windoves
MT/20005P/2003). It does not require conziderable hardware resources.

— Additional gptions
f* Always uze hot processing
" |ze hat processing only when partition iz locked

Hot processing temporany drive:

3. Run the Backup Wizard in order to set up the backup operation (no matter should it be a scheduled task
or "run once" job). On the "What to back up" page, select the volume F: for backup:

What to back up
'ou can back up any combination of hard disk diives or partitions,

Click the check box nest to any hard disk. drive or partition pou want to back up

Mame | Tupe File system | Size | zed |
B~ = My Computer by Cornputer
B- I_ D Basic Hard Disk O [YMware Virtual IDE Hard Drive] Basic Hard Disk Drive 7AGB
E] |_ First Hard Diizk, Track Firzt Track 0 Bytes
----- |_ b aster Boot Hecord MER 0 Bytes
I_ ﬁLnglcal Digk [C Primary MTFS 7aGE 19GE
B- I_ D Basic Hard Disk 1 NMware Yirtual IDE Hard Drive] Basic Hard Disk Drive 186.3 GB
E] |_ First Hard Diizk, Track Firzt Track 0 Bytes
----- |_ tdaster Boot Record MER 0 Bytes
I_ F Logical Disk [ Primary Mat farmatted 18,3 GE 2047.9 GE
_:;Er:tended Fartitioh Euternded 1553 GE
|V_ = cal D ] Logical MTFS 574GE 1.1GE
I_ @Lnglcal Dizk [7) Logical Mat farmatted 97 8 GE 2047.9 GE
B- I_ D Basic Hard Disk 2 [YMware Virtual IDE Hard Drive] Basic Hard Disk Drive 3.9GB
E] |_ First Hard Diizk, Track Firzt Track 0 Bytes
----- |_ b aster Boot Hecord MER 0 Bytes
I_ ﬁLnglcal Dis Primary MTFS 3GE 1GE
R ol = T . . - - R, o
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4. The program will make a backup image of the volume F:

Backup in progress
The Wizard iz perfarming backup of your data.

Owerall progress

NNIRRRRNINNEND
—Backup statistics
Time elapzed:  00:00:18 Wwiritken 2o far: 226 MB
Time remaining: 00:01:15 Eztimated total size: 1.1 GB

Operation details:

(1) Estimated archive size will be 1137 Mb

(1) Backup Logical partition O (digk 1) to file: E:/bck_F_test/bok_F_test pbf
(1) Getting cluster bitmap...

(1) Data writing...

5. Now suppose the "test" database became corrupted (in our example, contents of the test_Data.MDF
file were distorted, which resulted in system information corruption). The SQL Server cannot attach or
use the "test" database. The database features are unavailable:

:m S0L Server Enterprise Manager - [Console Root'Microsoft S0L Servers'S0L Serve
Bﬁ] File  Action  iew  Tools  window  Help
e BEX2RB 2% 0 B
[ console Rook test (Suspect) O Ikems
E Microsoft SOL Servers
Eﬁ S0L Server Group
=3y (LOCAL) (Windows NT)
B Databases
masker
model
msdb
tempdb
tesk (Suspect)
(Mo ikems)
keskl
kesk2
keskd
]--D Data Transformation Services
i-{_7] Management
1] Replication
i1 Security
i-{_7] Support Services
f-[_7] Meta Daka Services

=l
=D

(Mo ikems)

[ O OO e O B s B |
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6. The database should be detached from the SQL Server and then restored from an image and then
attached to the SQL Server again. To detach the "test" database, click right mouse button on the "test"
database in the list and select the "All tasks" - "Detach database..." item in the popup menu:

-y (LOCAL) (Windows NT)

Irnpork Data. ..
Expork Data. ..

Maintenance Plan. ..
Generate SOL Scripk...

Backup Database. ..
Restore Database. ..

=1 Databases {ho items)
[+ masker
[+ model
[+ mzdb
[+ tempdb
: (o il Mevs Dakabase, ..
[+ tesk1 Mew »
[+ teskz
[+ tesks
@1 Data Transfc ~ Yiew »
#- Management  Mew Mindow From Here
-1 Replication
- Security Delete
-0 Support: Sery Refresh
{20 Meta Data 5 ExPortList..
Help

Shirink Catabase, .,

Detach Database..

Take Cffline

oy Subscription Database,
Yiew Replication Canflicks, ..

7. We assume there are no other databases and files on the volume F: than the "test" database, which is
to be restored. Run Drive Backup and restore the entire volume F: from the appropriate image. To do
this, run the Restore Wizard and select appropriate image file (.PBF):

¥} Restore Wizard

Browse For Archive
Fleasze select an archive to restore,

2

2l

Lookin: | [5] Local Disk (E:) B~
M armne | Size | Date ;I
B[] wmpub 03.17.2005 16:26:4
-] ~BCK 019,02, 2006 20:05:55
E-[E] Local Disk [E:)

=] bek_F_test
F
test]
test2

..
..

— drchive File Details

11.02.2006 17:25:06

11.02. 2006 1?:28:35ﬂ

11.02.2006 20:53:03
188.2 MB 11.02.2006 20:36:42

Comment: Mo comment

Caontent type: Partition

Pazzword pratected: Mo

Created: 17.02.2006 20:36:09
Wersion: 131088

To select object(z) to restore, click Next

< Back | Hewt » I

LCancel

4
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8. Select a volume stored in the image:

What to restore
Fleasze select an archive item to restore, I

Flzaze zelect one of the object(z) to restore:

Tupe | File system |Size |Used |
Logical MTFS 57.4GB 1.1GB

—archive Details

Marne: Logical Dizk [7]

. Yolume label Mo label]
File system:  MTFS Total zize:  57.4 GE
Uzed space: 1.1 GE Free zpace: 56.3 GE

To zelect where to restore the zelected object(z]. click Mext

< Back | Hewt » I LCancel

4

9. Select a volume on a disk where data should be restored:

¥ Restore Wizard

Where to restore
Fleaze zelect a place to restore the archive o,

Fleaze zelect a place you would ke to regtore the archive to, Mote that if pou select ;
replaced with the one from the archive.

Basic Hard Disk 0 [WVMware Yirtual IDE Hard Drive]
Q) (C)
T9GB MTFS

Basic Hard Dizsk 1 [WVMware YirtualJDE Hard Drive]
QL. Q) ()
126 GE 183 ..

Basic Hard Digk 2 [WMware Yirtual IDE Hard Drive]

9) [F) ‘ 9
57.4 GE NTFS [ 3781

[- il 171 ”- @2l [Unallocatedl
—archive Details

Mame: Logical Disk [*]
. | Yolume label. [Mo label]

File syster:  WTFS

Uzed space: 1.1 GE
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10. Drive Backup will restore data of the volume:

i} Restore Wizard

Restoring from archive
Thewizard iz now restoring the data from archive.

Drata writing...

@ COCCCCCLT LT LT L LT DL

Time elapzed:  00-00-53
Time remaining: 00:00: 22

Operations details:

1) Updating system...
(1) Restore Logical partition O [dizk 1) from file: E:/bok_F_test/bok_F_test pbf
(1) Drata writing...

11. Re-attach the "test" database to the SQL Server. To do this, run the SQL Server Manager, find the
appropriate SQL Server instance, select the "Databases" item and open the popup menu for it. In the
popup menu, select the "Attach database" item. The program will display the "Attach database" dialog.
Press the "..." button and find the .MDF file of the restored database (test_Data.MDF in our example):

Browse For Existing File - (LOCAL) ﬂ

{:l C:A (B101 ME free)
{:l E:% (18376 ME free)
B0 FAE7F27 MB freg]
O s
-2 System Yolume Information
MOF file of database to att =] test
test_fgl.ndf
Original File Names) +[E) test_Log LDF
4]
Attach az
Specify databaze ovner:
Selected file: F:Mesthbest_Data MDF

QK. I Cancel |

In most cases, SQL Server does not lock files of a corrupted database. So that it really is not required to
detach a database prior to a database restoration. However, it may be required later (prior to a database
re-attachment). The step 6 can be performed just before this step.

In case the SQL Server rejects to detach and attach the database, first check that the database was restored
to a correct location. Then, try to stop and re-start the SQL Server service.
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12. Inspect the next window and ensure that all files of the restored database are referred correctly. All
database files must be marked with the green checkmark, it indicates that SQL Server has found all
database files at their expected location. In this example, all database files must be located in same

directory "F:\test":

Attach Database - (LOCAL})

MODF file of databaze to attach:

IF:'\test'\test_Data.MDF

Original File Mame(s] |Cunent File[z) Location
test_Data MDF Fhtesthtest_Data MDF
test_fgl.ndf Fhtesthbest fgl.ndf
teit_Lng.LDF F:'\test'\test_Log.LIDF
Ll

Aftach as: Itesl

Specify database awner:

[ DOMAINT A dmiristrator

0K | Cancel | Help |

13. The SQL Server will attach the database and update its status. It will become in workable state:

= Rook Databases & Items
rosoft SQL Servers

SGL Server Group

{3y (LocaL) twindows NT)

-3 Datshases

msdb

master maodel tempdb

kst

miodel
msdb
tempdb
kst
bestl
kestz

4 test3
]--{:I Data Transformation Services
]--{:I Management
7-1_7 Replication
7-1_7 Security

3.5.2 Example 2: Restore of a Single Database from an Image Containing Multiple
Databases

Conditions: three production databases ("testl", "test2", "test3") are placed on the dedicated volume [E:].
All their database files are located on the volume E:.

Purpose: backup the "test2" database. Restore the "test2" database without affecting other two databases.

This example demonstrates how to retrieve information about location of database files, how to backup the
database and how to restore a database on a file-by-file level.
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1. The volume E: contains three databases (testl, test2, test3). You can inspect database properties in the
SQL Server Manager. By opening "sysfiles" tables for all databases, you can see all of them at once:
"fti Data in Table 'sysfiles' in "testl’ on ' 101 =l
| F|I3|d grnupld size maxsize |growth [status [perf [name [Filename |
136576 -1 128 32770 0 testl_Daka  E:ltestlibestl Daka,MDF
2 n 178 -1 128 32834 |0 kestl Log  E:itestlitestl Log.LDF
| | | Y
"t Data in Table 'sysfiles’ in 'test2’ on '( =10 x|
F|Ie|d groupid | size maxsize |growth |status [perf [name |filename |
| 1 136576 -1 125 32770 0 testZ_Daka  EiibestZitestZ Data.MDF
_2 0 128 -1 128 32834 0 test? Log  E:ltestZitest?_Log,LDF
3
| | | Y
_|ol x|
fileid | groupid [ size maxsize |growth |skatus  |perf  [name |filename |
.y 1 136576 -1 125 32770 0 test3_Daka  E:lbest3best3_Data.MDF
IR 128 -1 128 32834 O test3_log  E:\test3itest3_Log.LOF
na
| | Y
2. The entire volume E: should be backed up in online mode. Any of online backup options can be used for
that purpose (either HotBackup or MS VSS):
Backup in progress
The Wizard iz perfarming backup of your data.
Overall progress
—Backup statistics
Time elapsed:  00:01:33 wiritten zo far: 2.8 GB
Time remaining: 00:00:12 Estimated total size: 2.5 GB
Operation details:
(1) Estimated archive size will be 2617 Mb
(4 ) Backup Prirmary partition 1 [digk, 3] to file: F:/bck-E-test123/bok-E-test123. pbf
(1) Getting cluster bitmap...
(4 Data writing...
Performance:

virtual machine system:
operating system:

virtual disk max.thoughput:
average backup throughput:

O O O O

o final compression rate ("Best" level):

P4 1.5 GHz, 512 MB RAM

Windows Server 2003, Domain Controller

35 MB/sec

26MB/sec, that is >90GB/hour

(~74% of max.throughput)

(it is 12x backup speed via SQL server API)

~ 1:6 (526MB image against 3.1GB original data)



Drive Backup Enterprise Server 24 Best Practices for MS SQL Server

3. The "test2" database became corrupted (in this example, contents of the test2_Data.MDF file were
distorted, which resulted in system information corruption). The SQL Server cannot attach or use the
"test" database. The database features are unavailable:

7111 Console Root'Microsoft SOL Servers',SQL Server Group?

[ console Root a || testZ (Suspecl
El Microsaft SQL Servers —
E@ S0L Server Group

=y (LOCAL) (Windaws NT)

=1 Datshases

(Mo items)

[ masker
miodel
msdb
tempdb
kst
bestl

(Mo items)
i best3
Daka Transformation Service

[~

4. The database should be detached from the SQL Server and then restored from an image and then
attached to the SQL Server again. To detach the "test2" database, click right mouse button on the
"test2" database in the list and select the "All tasks" > "Detach database..." item in the popup menu:

o

. MNew Database. ..

S% r|::|ata TransF?rmatln New 5
20 R:;Ii?ai:-;in All Tasks Import Data. ..
- Expork Data, .,
-2 Security Mew Window From Here =P
-1 Support Services I Maintenance Plan. ..
(L] Meta Data Services [R_)efeteh Generate SOL Script. .
efres

Backup Database. .

Hel
e Restore Database, .

Shrink Batabase

oy Subscription Database, .,
Yiew Replication Canflicts, .
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5. You should not restore the whole volume E: from the image, because it will back-off all three databases,
including undamaged "test1" and "test3"! To avoid this trouble, you should restore the "test2" database
in the file-by-file mode. You should open the image in the Image Explorer and manually copy files to
their original location.

Run Image Explorer and find the backup image of the volume E:. Open the image by double-clicking on
the appropriate PBF-file. The Image Explorer will display contents of the image.

Image Explorer
File Edit Wew Help
|| % BRI X %
-5 HODO W bick-E- EF
[l-<e» HDD1 |@] bok-E-test123 pfm
[]-e» Extended

=l F: Logical Parkition

[+ HDDZ
[+ HDD3

6. Now you should extract database files. In our example, the whole "test2" database was located in a
single directory (E:\test2). So that the whole directory "test2" can be exported from the image. Open
the popup menu for the directory stored in the image and select the "Export" menu item.

Image Explorer

File Edit Wew Help

HEIEEEEIEE ]
=] JH Archive: Partition NTFS (F: test2_Data.MDF
h:I $Extend testZ_Lc-g.LDF
) Recydled
I3 Systern Yolume Inform.
h:l tesk]
..... _}
SO te Open
Browse Archive
Zuk: Zhrl+3
oy (e
Paste CErl
Irnpark

Delete &

Benanme
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Now choose a parent directory where the "test2" directory should be placed. In this example, the
database was originally located in the E:\test2 directory. So that you should select the "E:\" directory
as a target (to restore the database to its original place).

Image Explorer . =101zl
File Edit Wew Help
eI
Py archive: Partition NTFS (Fiibeket | Mame | size | Modified | Attribut
[ $Extend Saturday, Februar...  HS
[C)Recycled Sunday, February ... HS
=0 By owse for Folder 2l
[Ckest1
[Citestz Select the Folder bo export selected itemis) to
[C)test3
= $artrpe | B (B} Deskiop
=] Bl {,D My Documents
$Bitma[ EI j Iy Compuker
$Bu:u:|t - 314 Floppy (A
$LogFiI| g Local Disk {iC:)
$MFT "“" Local (F:)
> + g
$MFTM e Loca
$53cur| {} Conkrol Panel
-8 My Metwork Places
= fUpCa ‘2] Recycle Bin
$'u'u:nlum
I I 1] | i |
For Help, press F1 o
oK I Zancel |

You can also restore a database to a new location. In this case, take care of correct filenames for all
database files when attaching the restored database.

8. Image Explorer extracts selected files from a volume image:

Image Explorer !

File Edit Wew Help

@) 5 BB X|%

test?_Data.MDF
test?_Log.LDF

47 Recycled -
ia Syskem Wolurme Inform. il
{3 testl
o & 3
Export test2_Data MOF
to E:Mtest2hiest? Data MDF
4%

00:00:19 B zecond(s] left.

Cancel
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9. Re-attach the "test2" database to the SQL Server. To do this, run the SQL Server Manager, find the
appropriate SQL Server instance, select the "Databases" item and open the popup menu for it. In the
popup menu, select the "Attach database" item. The program will display the "Attach database" dialog.
Press the "..." button and find the .MDF file of the restored database (test2_Data.MDF):

Browse For Existing File - (LOCAL) ﬂ

E-0 A [B370 MB free]
=0 E:\[144395 ME free]
-2 Recycled

-2 RECYCLER
{:l Systermn Valume Infarmation
E- test!
= test2
D OE-C test?
test? Data MOF
Original File M ame(z e test? Log LDF
{:I testd
-0 FA (57177 ME free)

HMOF file of database

N I
Attach az

Specify databaze ow

Selected file: E:Mtest2htesty_Data bMDF

ak I Cancel |

In most cases, SQL Server does not lock files of a corrupted database. So that it really is not required to
detach a database prior to a database restoration. However, it may be required later (prior to a database
re-attachment). The step 4 can be performed just before this one.

In case the SQL Server rejects to detach and attach the database, first check that the database was restored
to a correct location. Then, try to stop and re-start the SQL Server service.

10. The database is now in workable state

'fii Console Root'Microsoft SQL Servers'SQL Server Group',{LOCAL) {Windows NT)\Databases

(L] Console Root Databases & Ikems
EI Microsoft SQL Servers
Eﬁ S0L Server Group

=3y (LOCAL) (Windows NT)

-3 Databases

master rodel msdb tempdb

1.

3.5.3 Example 3: Backup and Restore of a Single Database Distributed over multiple
volumes

Conditions: the "Test" production database is placed on multiple volumes and is configured in accordance
with Microsoft’s recommendations for database performance acceleration. The database transaction log files
are placed on the dedicated volume (L:). The data files are grouped in two file groups ("PRIMARY" and
"SECOND"). The "SECOND" file group is active and includes all production tables; it consists of two database
files, which are placed on different volumes. The "tempdb" database is isolated from production databases.
And finally, all mentioned volumes are located on different hard disks:
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E Computer Management = |EI|5|

=] File Action View ‘Window Help | oy = |
&= B2 ENXE o E
@|Computer Managemenk (Local }-p‘olume | Layiouk | T pel File System | Skatus | Capacit | Free Span ~
L——Jﬁ@ System Tools = Partition  Basic  MTFS Healthy (System) S.00GE 6,03 GB
el (gl Event Wiewer RIS rortition  Basic WIS Healthy B.O0GE .61 GB
U“‘% Shared Folders EIDATAZ (F:) Partition Basic NTFS Healthy 8.00GE  6.62GB —
-8 Local Users and Grow | = ogs (1) partition Basic MTFS Healtty B.O0GE 7.95GB
[+ Performance Logs ar
) 1| | 3
2, Device Manager J
=] Storage . ;I
-5 Removable Storage gi?“k 1
""" & Disk Defragmenter &.00 B ;EDPSEB(L:I')FS
- Disk Management Online Healthy
[]--& Services and Applications
Ppisk 2
Biasic DATAL (D:)
.00 GB .00 GB NTFS
Onifire Healthy
EfDisk 3
Easic Logs (L)
&.00 GB .00 GB NTFS
Online Healthy
ZPDisk 4 1
Basic DATAZ (F:) L
.00 GB .00 GB NTFS
Onifire Healthy
Z=CD-ROM D L‘
al | » | | M Primary partition

In case of such database layout, MS SQL Server supports striping of read and write operations for
production tables. It allows to significantly accelerate database throughput due to parallel execution of I/O
requests.

Purpose: backup and restore the "Test" database.

This example demonstrates how to backup distributed databases and how to deal with backup images of
multiple volumes.

1. Inspect database properties in the SQL Server Manager in order to get know names of volumes that
contain database files: expand the "Test" database in the tree view, select the "Tables" category, then
select the "sysfiles" table in the right panel. Then click right mouse button on the table and select the
"Open table" - "Return all rows" item in the popup menu.

'Hi SOL Server Enterprise Manager
File  Window  Help
B (EwmEF | &l i KER

't Console Root'Microsoft SOL ServersiSQL Ser 10| =]

[_1 Console Root -
Marmne ¥ | Cwner | Tvpe ~ ;I
sysfiles dbo System

E| Microsoft SOL Servers
Filenarme

D DATA\Test_Data.MDF

EI--ﬁ QL Server Group
EE} (local) (Windows K
-] Databases f
; masker
miodel
msdb

status Narme
1 125 -1 125 32770 0 Test_Data
u] -1 51z 32834 0 Test_Log L5 Tesk_Log. LDF

2 176256 -1 2048 32770 0 Test_Datal | DiDATA\Test_Datal MDF
2 174524 -1 2048 32770 0 Test_DataZ | F\DATATest_DakaZ NOF

; | Y
'j | syspErmissions dha System ';I -
il : T —1 B o

In this example, the "Test" database is spread over three volumes (D:, F: and L:).
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2. Run Drive Backup, open Settings dialog (menu: "File" - "Settings..."). Go to the "Hot processing
options" page, enable online backup and choose the " Microsoft Volume Shadow Copy " online backup
technology:

% Edit settings 7=

Backup image optiohs % . .
Copy and backup optians Hot processing options

CO/DWD recording options
Partitioning options [v Enable hot processing

F|un during backup options
Yirtual mode optiors I Microsoft Yolume Shadow Copy Service LI

— Hot processing technology

E-mail _optlons _ Microgoft Wolume Shadow Copy Service iz a reliable technology designed to
Operation dependency aptions back up volumes being locked by numerous active transactions of W55
zupporting applications. Microgoft WSS technology requires ower 300 ME of
free space on any mounted MTFS volume for temporany data, Thiz
technology iz only provided for Windows =P o windows Server 2003, It is
not intended for copy operations which will always be performed uzing
Faragon Hot Processing whatewer technology vou chooze here,

Change run during backup optiohs

3. Run the Backup Wizard in order to set up the backup operation (no matter should it be a scheduled task
or "run once" job). On the "What to back up" page, select the three volumes (D:, F: and L:) for backup:

2l

What to back up
Y'ou can back up any combination of kard dizk drives or partitions. W

Click the check box next to arw hard disk drive or partition you want to back up

M armne | Type File system | Size | Uzed |
=1 B My Computer rdy Computer
E| I_ El Basic Hard Disk 0 [vMware Yitual IDE Hard Drive] Basic Hard Digk Drive T.9GE

- [ First Hard Disk Track First Track 0 Bytes
- @Logical Disk [C2] Primnany HTFS TAGE ZGEB
El Bagic Hard Dizk 1 [Unknown bModel) Bagic Hard Dizgk Drive TAGE
#- [ First Hard Disk Track First Track 0 Bytes
- @Logical Disk [T:] Primnany HTFS TAGBERZ2ME
El Bagic Hard Dizk 2 [Unknown bModel) Bagic Hard Dizgk Drive TAGE

- [ First Hard Disk Track First Track 0 Bytes
. %5 Logical Disk (D2 Primary MTFS TO9GE 1.3GB

El Bagic Hard Dizk 3 [Unknown bModel) Bagic Hard Dizgk Drive TAGE

[ First Hard Disk Track First Track 0 Bytes
- @Logical Disk L) Primnany HTFS TAGE 446 ME

El Bagic Hard Dizk 4 [Unknown bModel) Bagic Hard Dizgk Drive TAGE

: - [ First Hard Disk Track First Track 0 Bytes
“ ¥ @iLogical Disk [F:) Prirnary NTFS 7.9GE 1.3GE

The zize of objects to back up: 23.9 GB
Eztimated archive size 2.5 GB
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4. The program will make a backup image of three volumes:

£* Backup partition or disk - 82 % - |EI|£

«’ Backup partition or disk Data witing. .
S Bachun o ordik (T LLLL LT LT

kerge archives into one arc

Time elapsed: 00:02:0%  Time remaining: 00:00:27

I Operation statistice |

(1) &pproximate archive size will be 938 Mb

(i) Backup Primary partition O (disk 4] to file; T:Aarc_1fimg_0_230306_183
(1)W5S is started,

(1) Getting clusters bitmap. .

(1) Data writing...

(1) &pproximate archive size will be 33 Mb

(i) Backup Primary partition O (disk 3 to file; T:Aarc_1img_1_230306_183
(1)W5S is started,

(1) Getting clusters bitmap. .

(1) Data writing...

(1) &pproximate archive size will be 937 Mb

(i) Backup Primary partition O (disk 2] to file: T:arc_1/img_2_230306_183
(1)W5S is started,

(1) Getting clusters bitmap. .

(1) Data writing...

4 | 2l

I
(LI

I~ Cloze progress dialog automatically

5. Now suppose the "test" database became corrupted. The SQL Server cannot attach or use the "test"
database. The database features are unavailable:

:m S0L Server Enterprise Manager - [Console Root'Microsoft S0L Ser

E’] File  Action  ‘Wiew  Tools  Window  Help
& #||XI§'|@|%}C— PN E P 7 )

[_] Console Root test (Suspect) O Ikems
E| Microsoft QL Servers
Elﬁ S0L Server Group
-y (LOCAL) (windows NT)
2] Databases
N masker
model

msdb

tempdb v/
test (Suspect)

(Mo ikems)

(Mo ikems)
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6. Detach the corrupted "Test" database from the SQL Server: click right mouse button on the "test"
database in the list and select the "All tasks" - "Detach database..." item in the popup menu.

Let us assume there are no other databases and files on volumes D:, F: and L: other than the "Test"
database files, which is to be restored. Under these conditions, a volume-level restore can be applied to
the image data. Start Drive Backup, run the Restore Wizard and select the previously created backup
image of volumes D:, F: and L:.

7.

Browsze for Archive
Please zelact an archive to restore. L
Lookin: | [=] Lacal Disk [T:) = &R
MHane | Size | Date |;|

-] Local Uik [F]
- [Z] Local Disk L)
E-[F] Local Disk (T:)

= arc_1
arc_1.pbf

img_0_230306_183755330. pht

img_1_=30306_1583755330 pbf

img_2_=30306_183755330 pbf
TEMFDEB

342342006 3:42:33 PM

5 KB 3/23/2006 9:45:33 PM
435 MB 3/23/2006 5:45:07 PM
21.8 MB 3/23/2006 3:46:04 P
46.2 MB 3/23/2006 3:43:37 PM
242372006 121057 ﬁ«Mz

— Auchive File Details
Comment; [Mo comment iz available]
Cantent type: Complex Archive

Pazsword protected: Mo

Created: [Information iz not available]
Yerzion: 131038

To zelect object(z] to restore, click Mext

< Back | Ment » I

LCancel |

8. The program lists volumes stored in the backup image. You should select them one-by-one and restore

data from each stored image.

2 Restore Wizard

What to restore
Please select an archive item bo restore,

A

2%

Pleaze zelect one of the object(z) ta restore:

Hame | Type | File syztem | Size | Jzed |
B- :jl.&rchive Archive
b @ Logical Disk [ Primary  MTFS 7.9GB 1.3GB
- B Logic Frimary  MTFS 7.9GE 3445 ME
ogic: Primary  MTFS T.9GE 1.6 GB
—archive Details
t ame; Logical Disk [*]
Wolume label: [Mo label]
File spstem:  MTFS Total size: 7.9 GE
Uzed space: 1.6GE Free zpace: 6.3 GE
To zelect where to restore the selected object(z]. click Mext
< Back | Ment » I LCancel
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9. For each restored volume, select a target where data should be restored. You are allowed to choose a
location and size of a partition to be restored and a drive letter for the appropriate image. By default,
the program suggests to restore the partition to its original place and a drive letter remains unchanged.

Restore resultz
Flzaze preview the restore results. i

our hard dizk after the changes:

Basic Hard Digk 2 [Unknown Model)

@) (D)
TAGENTFS

—Logical Digk Restore Options
Mevs Volume Size: 7.9 GB f J

Free Space Before: O Bytes _I
Free Space After: 0 Bytes J

Agzzign the following drive letter: I D: vI

To accept the changes, click Next

< Back | Heut » I LCancel |

#

10. After all restore operations are defined, invoke the physical execution of the restore operation.

4} Restore partition or disk - 88 % 10| =

D ata variting. .

E> Restare partition ar disk.
t ountAdizmount partition
Restare partition ar disk.
Mount/dizmount partition
Restore partition or dizk
Mount/dizmount partition

Tine elapsed: 00:01:00 Time remaining: 00:00:11

I Operation statistics I

(1) Updating system...
(1) Restare Primary partition O [disk 4] from file: T:farc_1,
(1) Drata writing...

1 | >

[~ Cloze progress dialog autornatically
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11. Re-attach the "Test" database to the SQL Server. Run the SQL Server Manager and select:
Console Root
% Microsoft SQL Servers
Y <SQL Server Group>
Y < Server Instance Name>
% Databases
% (popup menu)
& All Tasks
% Attach Database...

The program will display the "Attach database" dialog. Press the "..." button and find the .MDF file of the
restored database (in our example, it is the "Test_Data.MDF" file).

This example describes the volume-level data restoration, when all contents of the volume are "rolled back"
to the state corresponding the moment of backup execution. It is the only acceptable restoration type in
case of filesystem damage or disk hardware malfunction. However in some situations the volume-level
restoration may lead to an undesired loss of most recent data modifications, such as corruption of one file or
a database user's error. A file-level restoration can be implemented in these cases. The Image Explorer
utility or the built-in Volume Explorer tool can be used for restoration of selected files from a backup image:

"¢.¢ Welcome to Paragon Drive Backup 8 Enterprise Server Edition!

=

Tools Changes Wizards Hard Disk  Partition  Wiew Help

@ & & @

G5 Q X

Back Up  Schedule Backup Restore | Copy Hard Digk Copp Partition | Help lndo Redo || Wiew Changes | Apply Discard
Disk View | Volume Explorer | Scheduled Tasks | Help |
Backup/Restore Tasks I ame I Size I W odified
. - Camputsr
Bac_klup hard disks or selected =B Hard Disks
parttions - [5] 0. WMware Vittual IDE Hard Drive 8GB
@ Schedule Backup EE 1. WMware, Wkware Virtual 5 SCSI Disk Devi 8GE
E@D Frirary MTFS [T:] 7AGE
‘}:’ Differential Backup -- $Ewtend 242272006 8:36:01 PM
N - a1 342342006 9.48:39 PM
@ﬁ Riestore hard disks or partitions - AT a1 phf BKE  3/23/2006 3:45:39 PM
= || imo_0_230306_183755390. pbf 435ME  3/23/2006 3:45:07 P
?33 tanage Backup Capsule -0, Partition 7.9GE
QJ r-- $Emtend 342342006 7:04:12 PM
% =- _ DaTA 342342006 8:14:48 PM
Copy Tasks E k Test_Dataz HOF 1.2GE  3/23/2008 9.31:51 PM
- — [#- [ | System Yalume Information 23,2006 33216 PM
Tools — fattDef 2AKE 342342006 F:04:12 PM
(1% $BadClus OBytes  3/23/2006 7:04:12 P
'dﬁ\ Recavery Media Buider l.|6 < - || $Bitmap Z559KB  3/23/2006 7:04:12 PM
- - | $Boot 8KB  3/23/2006 7:04:12 PM
V el Fsaam Dises B $LogFile 429MB  3/23/2006 7:04:12 PM
_ — $MFT 48KB 372372006 7:04:12 PM
B\T_ Check Archive Intedgrity [1}] FAFT Wi 4 KB 32342006 70412 P
-'E $Secure 0 Bytes  3/23/2006 7:04:12 P
ﬁ Synthetic Backup o fUpCase 128KE  3/23/2006 7.04:12 PM
- ) ho | B olume OBytes  3/23/2006 7.04:12 PM
4% Explore Image img_0_230306_183755350.pfm 15.3KB  3/23/2006 9.45:07 PM
- | |img_1_230306_183755390. pbf 21.8ME  3/23/2006 3:46:04 Ph
- img_1_230306_183755390.pfm 4KB  3423/2006 3:46:01 P
Mews and Documentation -:%:- - | |img_2_230306_183755330. pbf 462 MB  3/23/2006 5:48:37 P
- img_2_230306_183755390.pfm 129KB  3/23/2006 9.48:35 PM
@ Abaut Drive B ackup -2 System Yolume Information 323,/2008 94833 PM
+-[ | TEMPDE 24232006 12:10:57 AM
I.’-m L N T e TEVD T MNNC 030N Dhd

& 5tart| & &

I% Welcome to Paragon ...
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4 Appendix
4.1 RAID Levels

Use of RAIDs is the most effective way to increase throughput and provide a hardware-level fault tolerance
of a disk subsystem. Striped RAID sets provide highest read/write performance that is found nearly a
multiple of a single disk performance.

RAID Brief description Amount of disks Size factor Performance Fault
level factor tolerance
0 Striped Disk Array N=>2 x N x N No
1 Mirrored Disk Array M2>2 x 1 x 1 Yes
Mirroring of striped segments MeN > 4
0+1 | RAID 1 over RAID 0) M>2,N>2 xN xN ves
Striped Disk Array x N (for reads)
3 with Isolated Parity N+123 xN x 1 (for writes) ves
Striped Disk Array x N (for reads)
5 with Distributed Parity N+123 xN x 1 (for writes) ves
Striping of mirrored segments NeM > 4
10 | (RAID 0 over RAID 1) N22,M>2 xN xN ves
rH| rHI FHI FHI FHI FHI
1G1 1Gi et 1Gi G ek
IFI IFI IFI IFI IFI IFI
\E,| 1E| 1E| 1E; E| \E|
1D1 1D1 1D 1ID1 1ID1 1D1
ic! ic! icl ic! ic icl
1B 1B 1B 1B 1B 1B
2! A! 2! |A! Ia! 2!
[RADO0\  [RAID1)\ 5 [RAID 0+1 \
Parity %
- e GaH
Gl||H H H GHHH® ® @ GH
| I Ne[|®| EoF |
ool B[] [cNo[S] ceD ol el
Cci oD Cc cC-D
NI 28] AeB |
Aj—B c c ARBH@ ® Aj+B
B B
Alf(a

A more detailed characteristic of various RAID levels can be found in the Internet.



