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Introduction  

Data security nowadays is the burning issue not only for companies and government agencies, but rank and file people 

as well. Our personality is now fully embedded in computer technology. It is computer you apply to when at work, it is 

also computer you use at home for entertainment or as a reservoir for containing some valuable data such as personal 

ŎƻǊǊŜǎǇƻƴŘŜƴŎŜΣ ōŀƴƪƛƴƎ ŀŎŎƻǳƴǘ ƛƴŦƻǊƳŀǘƛƻƴΣ ŎǊŜŘƛǘ ŎŀǊŘ ƴǳƳōŜǊǎΣ ŦƛƴŀƴŎƛŀƭ ǊŜŎƻǊŘǎΣ ǿƘŀǘŜǾŜǊΧ Lǘ ƛǎ ƻōǾƛƻǳǎ ǘƘŀǘ ǘƘƛǎ 

kind of data should in no way be available to others. That is why, when disposing of a storage device (a hard disk or a 

flash memory drive), the crucial thing is to make sure it does not contain any information, because simple deletion, or 

even reformatting do not guarantee data security at all. To do that, you need a specially designed tool. 

Paragon Disƪ ²ƛǇŜǊϰ мм tǊƻŦŜǎǎƛƻƴŀƭ is a fast, convenient and reliable solution providing irreversible destruction of data 

on separate partitions or entire hard disks (IDE, SCSI, SATA, USB, etc.) as well as any type of flash memory devices. 

In this manual you will find the answers to many of the technical questions, which might arise while using the program. 

 

 

Our company is constantly releasing new versions and updates to its software, that's why 

images shown in this manual may be different from what you see on your screen. 
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¶ Check FS Integrity and Data Loss Policies to let you specify the acceptable balance between the operation 

performance and the risk of data loss. 

¶ WinPE 3.0 based bootable environment to enjoy support of a wider range of hardware configurations with the 

option to add drivers for specific hardware on-the-fly. 

¶ The updated Boot Corrector for WinPE that now equals the functionality of the Linux/DOS counterpart. 

¶ WinPE traceroute/ping utility to get detailed information on particular routes and measure transit delays of 

packets across an Internet Protocol (IP) network. 

¶ Better support for 64-bit platforms to reboot your computer to one of the three special modes (Windows 

native, Linux, or DOS) to automatically complete operations, which cannot be accomplished under 64-bit 

Windows. 

¶ Support of the restart-free installation. 

¶ AFD (Advanced Format Drive) ready. 

¶ Support of 2TB+ and non-512B sector size drives. 

¶ USB 3.0 ready. 

Product Components  

In order to cope with different tasks, the product contains several components: 

¶ Windows based set of utilities is the crucial part of the product. With the help of an easy to use launcher you 

may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and 

cloning, etc. 

¶ Linux/DOS based environment is a multi-platform bootable media that enables to run utilities under Linux or 

PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both platforms 
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have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB devices. It 

enables to burn CD/DVD discs. However there can be some difficulties with detecting new hardware. DOS in its 

turn has no problems of that kind but is limited in features. The Linux/DOS environment requires no installation 

and can be of great help when the system fails to boot. Besides it offers a Windows XP like environment. 

¶ WinPE based environment. Especially for keen followers of Windows, our product also offers a WinPE 3.0 based 

bootable media. Unlike the Linux/DOS environment it can boast an excellent hardware support and the same 

interface as the Windows version can. However its system requirements are much tougher. 

Features Overview  

This chapter dwells upon key benefits and technical highlights of the product. 

Features  

Let us list some of the features: 

User Friend ly Fault Minimizing Interface  

¶ Graphical representation of the data to gain a better understanding. 

¶ A handy Launcher to easily find and run the required tasks. 

¶ Comprehensive wizards to simplify even the most complex operations. 

¶ A context sensitive hint system for all functions of the program.  

¶ Previewing the resulting layout of hard disks before actually executing operations (so-called virtual 

operations). 

Partition/Hard Disk M anagement Facilities  

¶ Basic functions for initializing, partitioning and formatting hard disks (create, format, delete). Instead of the 

standard Windows disk tools, the program supports all popular file systems. 

¶ Mount a partition (assign a drive letter) of any file system type to make it available for your operating system. 

Wipe Facilities  

¶ Data wiping to successfully destroy all on-disk information including the standard bootstrap code and other 

system service structures. 

¶ Free space clearing to destroy any remnants of deleted files/directories left on disk without affecting the used 

data. 

Automatization Fa cilities  

¶ Task scheduling to automate routine operations. It can be particularly effective when you have to repeat a 

sequence of actions on a regular basis. 

 

 
Scheduling is only available for the Windows installation of the program. 

 

¶ Scripting to make the program create a script of any set of operations you need. Besides support of all 

operations available in the interactive mode, the unattended mode provides some additional features, such as 
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conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors 

management, etc. 

Auxiliary Facilities  

¶ File Transfer Wizard to make such operations as transferring of files/directories or burning of them to CD/DVD 

as easy and convenient as possible. Providing access to Paragon backups as regular folders, it may also help to 

replace corrupted data from a previously created image in case of an operating system failure. 

¶ Wiping Media Builder to create a bootable media on a CD, DVD disc, or flash memory, which can later be used 

to boot and irreversibly destroy the on-disk data. Moreover, with its help you can save data from partitions of 

your hard disk directly to compact discs or burn ISO-images. The utility supports various formats of laser discs: 

CD-R/RW, DVD-R/RW, DVD+R/RW, DVD-R, DVD+R double layer, Blu-ray and can handle multi-session burning. 

¶ Network Configuration Wizard to establish a network connection on a wiping media. 

¶ Boot Corrector to fix most of the system boot problems that can be a result of a human factor, program error or 

a boot virus activity. 

 

 
Boot Corrector is only available for the bootable environment. 

 

Supported Data Erasure Algorithms  
¶ US DoD 5220.22-M 

¶ US Navy standards NAVSO P-5239-26 

¶ British HMG Infosec Standard No.5 

¶ German VSItR Standard 

¶ Australian ASCI 33 

¶ Russian GOST R 50739-95 

¶ Peter Gutmann's algorithm 

¶ Bruce Schneier's algorithm 

¶ Paragon's algorithm 

¶ Custom algorithm 
 

 
To know more on the subject, please consult the Data Security Standards section. 

 

Supported Technologies  

Along with using innovative technologies from outside, Paragon has developed a number of its own original 

technologies that make its products unique and attractive for customers: 

¶ Paragon UFSDϰ technology to browse partitions of any file system including hidden and unmounted, modify 

and copy files and folders, etc. 

¶ Paragon BTEϰ technology to set tasks for execution during the system restart, thus saving from the need to use 

a bootable media when modifying system partitions. 

¶ Microsoft Dynamic Disk (simple, spanned, striped, mirrored, RAID-5) to offer more management flexibility 

without the partition limitation of basic disks. Dynamic storage can be particularly beneficial for large-scale 

businesses when dealing with many physical hard disks involving complex setup. 
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¶ GUID Partition Table (GPT). It is the next generation of a hard disk partitioning scheme developed to lift 

restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and Linux. 

Supported File Systems 

¶ Full read/write access to FAT16/FAT32 partitions. 

¶ Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files are also 

supported. 

¶ Full read/write access to Ext2FS/Ext3FS/Ext4FS partitions. 

¶ Limited read/write access to Apple HFS+ partitions. 

 

 

Unfortunately, support of non-Roman characters for the HFS+ file system is unavailable at 

the moment. The company is about to implement it in the nearest future. 

 

Supported Media  

¶ Support of both MBR and GPT hard disks (2.2TB+ disks included) 

¶ IDE, SCSI and SATA hard disks 

¶ SSD (Solid State Drive) 

¶ AFD (Advanced Format Drive) 

¶ Non-512B sector size drives 

¶ CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW, DVD-R, DVD+R double layer and also Blu-ray discs 

¶ FireWire (i.e. IEEE1394), USB 1.0, USB 2.0, USB 3.0 hard disks 

¶ PC card storage devices (MBR and GPT flash memory, etc.) 

Getting Started  

In this chapter you will find all the information necessary to get the product ready to use. 

Distribution  

Paragon Disk Wiper 11 is distributed in two ways: 

¶ Boxed package from Paragon Software GmbH and resellers 

¶ Downloadable package over the Internet at the ŎƻƳǇŀƴȅΩǎ ǿŜō-site 

Distributive CD  

The boxed package includes a distributive CD that is in fact a bootable environment with auto-run of the Windows 

installation, thus it can be used as a ready-ƳŀŘŜ ǎƻƭǳǘƛƻƴΦ .ǳǘ ƛŦ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ Ǌǳƴ ǘƘŜ ²ƛƴŘƻǿǎ ŎƻƳǇƻƴŜƴts, you need 

to install them first (see Installation). 

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation package 

as described in Online Distribution). 
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Online Distribution  

Disk Wiper 11 purchased over the Internet will be in form of an MSI package. After installing the product you can launch 

the Wiping Media Builder to prepare a wiping media. 

 

 

Depending on your product and edition, you might need to additionally download an image 

of our WinPE environment, which opens the option to prepare it on a CD/DVD/BD or a flash 

card before installing our software. 

 

Registration  

Paragon Software GmbH provides a wide range of online services through its web-portal - www.paragon-

software.com/support/: 

¶ Registration of new users; 

¶ Registration of purchased products for registered users; 

¶ Available around-the-clock downloading center, where registered users can get product updates/upgrades as 

well as all the necessary documentation; 

¶ Downloadable free demo versions and open documentation for all users. 

 

 
It is recommended to use Internet Explorer 5+ or any compatible browser. 

 

To register as a new user 

To register as a new user, please do the following: 

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/; 

2. Click Create of the Create a Paragon Account section; 

3. Fill out a registration form; 

4. Click Register. 

The most important field in the form is an E-mail address, as it serves as a login to enter the system. Besides your access 

password will be sent to this address as well. 

To register a new product 

If you are a registered user and would like to register Disk Wiper 11, please do the following: 

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/; 

2. In the Email field of the Authorization section, enter an E-mail used for registration; 

3. In the Password field enter a password received after registration; 

4. Click Sign in; 

5. If the user name and password are valid, you will get to your account; 

6. Click Register new product of the Products section; 

http://www.paragon-software.com/support/
http://www.paragon-software.com/support/
https://www.paragon-software.com/my-account/login.htm
https://www.paragon-software.com/my-account/login.htm
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7. Enter your product serial number in the Serial Number field. You can find it in the product box or obtain from 

your reseller. Click Next; 

8. On the next page you will be asked to provide some additional data. Also you will need to decide whether you 

want to get confirmation on registering the product by E-mail or not. Click Next, and then click Finish. 

That is all. The product is now registered. 

How to Download Updates/Upgrades  

Downloading of updates/upgrades can be fulfilled in the following way: 

1. Run an Internet browser and visit the page: www.paragon-software.com/my-account/; 

2. In the Email field of the Authorization section, enter an E-mail used for registration; 

3. In the Password field enter a password received after registration; 

4. Click Sign in; 

5. If the user name and password are valid, you will get to your account; 

6. Select My Downloads of the Products section to see what updates are available for you; 

7. Select the desired update and click Download. 

Contacting Paragon Software  GmbH 

If you have any questions about the company products, please do not hesitate to contact Paragon Software GmbH. 

Service Contact 

Visit Paragon Software web site www.paragon-software.com 

Registration & updates web-service www.paragon-software.com/support 

Knowledge Base & Technical Support kb.paragon-software.com 

Pre-sale information sales@paragon-software.com 

 

System Requirements  

For the Windows installation package 

¶ Operating systems: 

- Windows XP (32 and 64 bit) 

- Windows Server 2003 (32 and 64 bit) 

- Windows Vista (32 and 64 bit) 

- Windows Server 2008 (32 and 64 bit) 

- Windows 7 (32 and 64 bit) 

- Windows Server 2008 R2 (64 bit only) 

¶ Internet Explorer 5.0 or higher  

https://www.paragon-software.com/my-account/login.htm
http://www.paragon-software.com/
https://www.paragon-software.com/support/index.html
http://kb.paragon-software.com/
sales@paragon-software.com
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¶ Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed  

¶ 128 MB of RAM (256+ recommended) 

¶ Hard disk drive with 250 MB of available space  

¶ SVGA video adapter and monitor  

¶ Keyboard 

¶ Mouse 

 

 
During the installation additional free space (up to 1GB) will be required. 

 

For the Linux bootable environment 

¶ Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed 

¶ 256 MB of RAM  

¶ SVGA video adapter and monitor  

¶ Keyboard 

¶ Mouse 

For the WinPE bootable environment 

¶ Intel Pentium III CPU or its equivalent, with  1000 MHz processor clock speed  

¶ At least 512 MB of RAM 

¶ SVGA video adapter and monitor  

¶ Keyboard 

¶ Mouse 

Additional requirements 

¶ Network card to send/retrieve data to/from a network computer 

¶ Recordable CD/DVD drive to burn data to compact discs 

¶ External USB hard drive to store data. 

Installation  

To install Paragon Disk Wiper 11, please do the following: 

1. Run Setup Application. Click on the *.MSI file. This application will guide you through the process of the 

program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard user 

interface and set of installation steps. 

 

 

In case there is some previous version of the program installed on the computer, the 

program will offer the user to uninstall it first. 

 

2. Starting Setup. The Welcome page informs that the application is being installed. Click the Next button to 

continue. 
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3. Confirm License Agreement. The License Agreement page displays the Paragon License Agreement. Read the 

agreement and then select the appropriate option to accept. If you do not agree with any conditions stated 

there, the installation process will be interrupted. By clicking the Print button, the License Agreement may also 

be printed out. 

4. Provide Registration Information. On the Registration page you are to provide your product key and serial 

number. 

5. Provide Customer Information. On the Customer Information page you are to provide the standard 

information, i.e. a user name and an organization. Besides you need to decide whether to make the program 

available for all users of this computer (if several) or only for the current one. 

6. Select an Installation Folder. The Destination Folder page allows you to choose a folder where the program will 

be installed. By default, the installation folder will be created as: 

C:\ Program Files\ Paragon\ Paragon Disk Wiper 11Φ ¢ƻ ǎŜƭŜŎǘ ŀƴƻǘƘŜǊ ŦƻƭŘŜǊΣ ŎƭƛŎƪ ǘƘŜ /ƘŀƴƎŜΧ button. 

After you have selected the required folder, click the Next button to continue. 

 

 

Do not install the program on network drives. Do not use Terminal Server sessions to install 

and run the program. In both cases, the program functionality will be limited. 

 

7. Confirm Installation. On the Ready to Install the Program page click the Install button to start the installation or 

the Back button to return to any of the previous pages and modify the installation settings. 

8. Copying Files. The Copying Files page shows the overall progress of the installation. Click the Cancel button to 

abort the setup. 

9. Finishing the Installation. The Final page reports the end of the setup process. Click the Finish button to 

complete the wizard. 

 

 

To accomplish online operation on locked partitions/hard disks the program uses a kernel 

mode hotcore driver, thus the system reboot is required to complete the installation 

procedure. 

 

First Start  

To start Paragon Disk Wiper 11 under Windows, please click the Windows Start button and then select Programs > 

Paragon Disk Wiperϰ 11 > Paragon Disk Wiperϰ. 

The first component that will be displayed is called the Express Launcher. Thanks to a well thought-out categorization 

and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular 

basis. WƛǘƘ ƛǘǎ ƘŜƭǇ ȅƻǳ Ŏŀƴ ŀƭǎƻ ǎǘŀǊǘ ǳǇ ǘƘŜ ǘǊŀŘƛǘƛƻƴŀƭ ƭŀǳƴŎƘŜǊΣ ǘƘŜ ƘŜƭǇ ǎȅǎǘŜƳ ƻǊ Ǝƻ ǘƻ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ƘƻƳŜ ǇŀƎŜΦ 
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¢ƻ ƪƴƻǿ ƳƻǊŜ ƻƴ Ƙƻǿ ǘƻ ƘŀƴŘƭŜ ǘƘŜ ǇǊƻŘǳŎǘΩǎ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ŀŎŎƻƳǇƭƛǎƘ ǘȅǇƛŎŀƭ ƻǇŜǊŀǘƛƻƴǎΣ 

please consult the Windows Components chapter. 

 

Building wiping media  

Wiping Media Builder can help you accomplish the following operations: 

¶ Prepare the Linux/DOS environment (included in the installation package) on external media (CD, DVD, or flash 

memory) to boot and run utilities under Linux or PTS DOS (strongly recommended); 

¶ Prepare a custom Linux/DOS environment by adding any data you like to the standard image; 

¶ Prepare a bootable environment from any ISO image, including our WinPE 3.0 image (strongly recommended); 

¶ Create from the master CD the Linux/DOS or WinPE environment on a CD/DVD disc, or flash memory. 

Below you can find how to build our WinPE 3.0 based environment on a thumb drive: 

1. Plug in a thumb drive of at least 250 MBs in size. Please note all data on that drive will be deleted. 

2. In the Main Menu: select Tools > Wiping Media BuilderΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

3. On the Wizard's Welcome page, click the Next button. 

4. Select the Flash Memory option. 
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5. Select the User specified CD/DVD image (.iso file) option, then browse for an ISO image of our WinPE 3.0 

environment or manually type in a full path to it. By selecting the Typical option you can build our Linux/DOS 

environment, which we highly recommend you to do as well. 

 

 

 

You can get an ISO image of our WinPE 3.0 environment ǘƘǊƻǳƎƘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǿŜō 

service. 

 

6. Select the required thumb drive from the list of flash memory devices available in the system at the moment (if 

several). 

 

7. You will have to confirm the operation. 

 

Booting from the Linux/DOS wiping media  

The Linux/DOS environment can be used to boot your computer into Linux or PTS DOS to get access to your hard disk 

for maintenance or recovery purposes. It also has the PTS DOS safe mode, which may help in a number of non-standard 

situations such as interfering hardware settings or serious problems on the hardware level. In this case, only basic files 

and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded. 

Startup  

To start working with the Linux/DOS environment, please take the following steps: 

1. Start up the computer from our Linux/DOS wiping media. 
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Wiping Media Builder can help you prepare our environment either on a CD/DVD disc or a 

thumb drive. 

To automatically boot from the wiping media please make sure the on-board BIOS is set up 

to boot from CD/USB first. 

 

2. Launch a boot mode you need (Normal, Safe, Low-Graphics Safe) in the Boot menu. 

 

 
By default the Normal Mode will be automatically initiated after a 10 second idle period. 

 

3. Click on the required operation to start. Hints on the selected at the moment item will help you make the right 

choice. 

4. Consult the help system by pressing ALT+F1 to know more on the subject. 

Boot menu 

The Boot menu contains the following commands: 

 

¶ Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended); 

¶ Safe Mode. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode if it 

fails to work properly; 

¶ Low-Graphics Safe Mode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be 

included, like hard disk, monitor, and keyboard drivers. This mode has simple graphics and a simple menu; 

¶ Floppy Disk. Reboot the computer from a system floppy disk; 

¶ Hard Disk 0. Boot from the primary hard disk; 

¶ Find OS(s) on your hard disks. The program will scan hard disks of your computer to find any bootable operating 

system. 

To move within the menu, please use the arrow keys of the computer keyboard. 

 

 

While working with the environment you might experience some inconvenience caused by 

possible video artifacts. It is just a result of changing video modes and in no way will affect 

the program functionality. If this is the case, please wait a bit and everything will be OK. 
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Normal Mode 

When the Normal mode is selected, the Linux launch menu appears: 

 

¶ Wipe Wizard (enables to destroy all on-disk information or only remnants of deleted files/directories); 

¶ File Transfer Wizard (allows coping files/folders to another disk or a partition as well as recording them to 

CD/DVD); 

¶ Boot Corrector (helps to correct the Windows System Registry without Windows being loaded); 

¶ Log Saver (helps to collect and send the necessary log files to the Technical Support); 

¶ Command Line (allows experienced users to execute any operation); 

¶ Reboot the computer; 

¶ Power off the computer. 

To move within the menu, please use the arrow keys of the computer keyboard. 

Safe Mode 

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the 

Normal mode except for the Network Configurator and Log Saver commands. Besides due to certain limitations of the 

PTS DOS environment, there is no possibility to burn CD/DVD discs. 

Low Graphics Safe Mode 

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and looks 

similar to the Safe mode but graphically simpler. 
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Booting from the WinPE wiping media  

The WinPE environment can be a real alternative to the Linux/DOS environment. Providing nearly the same level of 

functionality it offers an excellent hardware support and the same interface as the Windows version does. 

Startup  

To start working with the WinPE environment, please take the following steps: 

1. Start up the computer from our WinPE wiping media. 

 

 

Wiping Media Builder can help you prepare our environment either on a CD/DVD disc or a 

thumb drive. 

To automatically boot from the wiping media please make sure the on-board BIOS is set up 

to boot from CD/USB first. 

 

2. Once it has been loaded, you will see the License Agreement. Read the agreement and then mark the 

appropriate checkbox to accept. If you do not agree with any conditions stated there, you wƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǳǎŜ 

the program. 

 

3. Once you accept the agreement, you will see the Universal Application Launcher. In general it enables to run 

components of the product, load drivers for undefined hardware or establish a network connection. 
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4. Click on the required operation to start. Hints on the selected at the moment item will help you make the right 

choice. 

5. Consult the help system by pressing ALT+F1 to know more on the subject. 

 

 

Our WinPE 3.0 based environment offers excellent hardware support. However in case it 

ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ŘǊƛǾŜǊ ŦƻǊ ȅƻǳǊ Řƛǎƪ ŎƻƴǘǊƻƭƭŜǊΣ ȅƻǳǊ ƘŀǊŘ Řƛǎƪǎ ǿƛƭƭ ōŜ ǳƴŀǾŀƛƭŀōƭŜΦ tƭŜŀǎŜ 

consult the Adding specific drivers scenario to know how to tackle this issue. 

 

Basic Concepts  

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a general 

notion of the operation performance and makes it easier for the user to operate the program. 

Data Sanitization  

Data security is a two-sided problem. It is to be made clear, that providing confidentiality implies not only information to 

be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know 

exactly which security precautions work and which do not. 

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents. 

Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, leaving all 

file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions. 

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Master 

File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for 

consistency. Even a low-level format does not actually erase the file contents for good, since they can still be 
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resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy 

technology. 

The only way to make sure that all the data has been erased from a hard drive is to overwrite all on-disk sectors with 

random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this. 

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks, 

flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable 

residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level of 

security. 

Data Security Standards  

To irreversibly destroy all on-disk information there have been developed a number of disk sanitizing standards. They 

are distinguished by wiping patterns and number of passes: 

1. US DoD 5220.22-M. US Department of Defense recommends to overwrite all addressable locations with a 

character, its complement and then a random character. Finally, the target data area is to be verified; 

2. US Navy standards NAVSO P-5239-26. 

¶ NAVSO P-5239-26 for RLL encoded drives. At first to write the fixed value (0xffffffff) to the target data area, 

then the fixed value (0x27ffffff), and then random values. Finally, the target data area is to be verified; 

¶ NAVSO P-5239-26 for MFM encoded drives. At first to write the fixed value (0xffffffff) to the target data 

area, then the fixed value (0xbfffffff), and then random values. Finally, the target data area is to be verified; 

3. British HMG Infosec Standard No.5. At first to write a single character pattern, then its complement and then a 

random character. Finally, the target data area is to be verified; 

4. German VSItR Standard. Overwrite the deleted information 7 times, consistently filling it with the following 

patterns: 0x00, 0xFF, 0x00, 0xFF, 0x00, 0xFF, 0xAA. Finally, the target data area is to be verified; 

5. Australian ASCI 33. Overwrite with a character (C), then verify. Overwrite with ς/ όǘƘŜ ŦƛǊǎǘ Ǉŀǎǎ ŎƘŀǊŀŎǘŜǊΩǎ 

inverse), then verify again. Overwrite everything with both C and ςC once again but without verification. Fill 

everything with random characters; 

6. Russian GOST R 50739-95. Destroy information by a single pass with writing random characters into each sector 

byte; 

7. Peter Gutmann's algorithm. A whopping 35 passes, with 27 random-order passes using specific patterns 

combined with eight passes using random patterns; 

8. Bruce Schneier's algorithm. Two passes of specific patterns followed by five passes using a cryptographically 

secure pseudo-random sequence; 

9. Paragon's algorithm. 

¶ Overwrite each sector with a forcefully randomized 512-byte string, new for each sector, using CSPRNG 

(cryptographically secure pseudo-random number generator); 

¶ Overwrite each erased sector with its complement; 

¶ Overwrite each sector with a 512-byte string (CSPRNG), again forcefully randomized and different from the 

first pass, and new for each sector; 
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¶ Fill each erased sector with 0xAA value. Finally, the target data area is to be verified. 

 

Military and government standards always require 100 percent residual data verification. It 

is necessary to make sure that the operation has been properly accomplished. Besides 

corrupted sectors discovered during the operation are to be logged to keep the user 

informed, since these sectors may contain classified information. 

The list of supported military and government standards may vary for your product. 

!ƴȅǿŀȅ ȅƻǳΩǾŜ ŀƭǿŀȅǎ Ǝƻǘ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ŎǊŜŀǘŜ ŀ ŎǳǎǘƻƳƛȊŜŘ ŀƭƎƻǊƛǘƘƳΣ ŘŜŦƛƴƛƴƎ ǳǇ ǘƻ п 

wiping patterns, number of passes for each wiping pattern and for the group of patterns, 

thus providing the maximum possible security level. 

 

Dynamic Disks  

As you probably know, MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four 

primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create 

logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows 

2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four 

primary partitions, one of which can be an extended partition with logical drives. However, these operating systems also 

introduce a new disk configuration type - dynamic disk - which must be understood to effectively configure and manage 

hard disks. 

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes. 

Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly. 

However, computers that aren't running Win2K can access the dynamic volumes remotely when connected to the 

shared folders over the network. 

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic 

disks on the same hard drive. 

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free disk 

space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or more 

physical disks), mirrored (a fault-tolerant volume the data of which is duplicated on two physical disks, and RAID-5 

volumes (a fault-tolerant volume the data of which is striped across an array of three or more disks). 

With dynamic storage, you can perform disk and volume management without the need to restart Windows. 

Limitations: 

¶ Dynamic disks are not supported on portable computers. 

¶ Dynamic disks are not supported on Windows XP Home Edition-based computers. 

¶ You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows XP 

Professional, or Windows XP 64-Bit Edition-based computers. 

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more management 
flexibility without the partition limitation of basic disks. Dynamic disks can contain an unlimited number of volumes, but 
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial for large-scale businesses 
when dealing with many physical hard disks involving complex setup. 
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GPT versus MBR 

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the 

old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated PC 

BIOS, it offers a number of crucial benefits: 

¶ Up to 128 primary partitions for the Windows implementation (only 4 in MBR); 

¶ The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR); 

¶ More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table; 

¶ A well defined and fully self-identifying partition format (data critical to the platform operation is located in 

partitions, but not in un-partitioned or hidden sectors as this is the case with MBR) 

64-bit Support  

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end user. 

However that is not the case when dealing with servers processing large amounts of data with complex calculations of 

very large numbers. That is where 64-bit architecture comes into play.  

It can boast improved scalability for business applications that enables to support more customer databases and more 

simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such as memory 

allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses than a 32-bit processor. 

With these resources, even a very large database can be cached in memory.  

Although many business applications run without problems on 32-bit systems, others have grown so complex that they 

use up the 4 GB memory limitation of a 32-bit address space. With this large amount of data, fewer memory resources 

are available to meet memory needs. On a 64-bit server, most queries are able to perform in the buffers available to the 

database. 

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For instance, system-

level utilities and programs that provide direct hardware access are likely to fail. Our program offers a full-fledged 

support of the 64-bit architecture providing fault-tolerant work for such system dependent modules as Hot Processing. 

Scheduling  

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular basis. 

For example, developing a specific project on a day-to-day basis and having to make a backup every evening so as not to 

lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically 

without your participation. 

!ƴƻǘƘŜǊ ŀǎǇŜŎǘ ƻŦ ŀƴȅ ŀǳǘƻƳŀǘƛƻƴ ǇǊƻŎŜǎǎ ƛǎ ǘƘŀǘ ƛǘ ŀƭƭƻǿǎ ŀƴ ƻǇǘƛƳƛȊŀǘƛƻƴ ƻŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǿƻǊƪ-load. This is 

especially important when operations require a considerable amount of computer resources ς processor time, memory 

and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the 

computer has the least work-load to perform. 

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a 

specified time without interrupting your current activity. 

Windows Components  

In the given section you can find all the information necessary to successfully work with the Windows version of the 

product. 
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Interface Overview  

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake being 

made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are 

accompanied by easy understandable icons. Nevertheless, any problems that might occur while managing the program 

can be tackled by reading this very chapter. 

General Layout  

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards and 

dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration. 

¢ƘŜ [ŀǳƴŎƘŜǊΩǎ ǿƛƴŘƻǿ Ŏŀƴ ōŜ ŎƻƴŘƛǘƛƻƴŀƭƭȅ ǎǳōŘƛǾƛŘŜŘ ƛƴǘƻ ǎŜǾŜǊŀƭ ǎŜŎǘƛƻƴǎ ǘƘŀǘ ŘƛŦŦŜǊ ƛƴ ǘƘŜƛǊ ǇǳǊǇƻǎŜ ŀƴŘ 

functionality: 

 

1. Main Menu  

2. Tool Bar  

3. Virtual Operations Bar  

4. Common Tasks Bar  

5. Explorer Bar  

6. Disk Map  

7. Legend Bar 

8. Status Bar 
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A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of them 

to simplify the interface management. 

All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the screen layout. 

Main Menu  

The Main Menu provides access to the entire functionality of the program. The available functions are as listed below: 

MENU ITEM FUNCTIONALITY 

Tools 

View Log Files View logs on the carried out operations 

Send Log Files Compress and send the log to the Paragon Support Team 

Wiping Media Builder ȣ Start up your computer for maintenance or recovery purposes 

Check Recovery DiscÓȣ Verify the wiping media for integrity and ability to boot from 

&ÉÌÅ 4ÒÁÎÓÆÅÒ 7ÉÚÁÒÄȣ Transfer data from any media 

Settings... Edit the general settings of the program  

Exit  Exit the program 

Changes 

'ÅÎÅÒÁÔÅ 3ÃÒÉÐÔȣ Generate a script for the task 

3ÁÖÅ ÔÏ 3ÃÈÅÄÕÌÅÒȣ Schedule pending operations 

Undo `the last virtual 

operation`  

Cancel the last virtual operation on the List of Pending Operations 

Redo `the last virtual 

operation`  

Cancel the last undo virtual operation on the List of Pending Operations 

6ÉÅ× #ÈÁÎÇÅÓȣ Display the List of Pending Operations 

Apply Changes Launch the real execution of virtual operations 

Discard All Changes Cancel all virtual operations on the List of Pending Operations 

Reload Disk Info  Refresh the current information about disks 

Wizards  

Wipe Hard Disk or 

Partition...  

Destroy all on-disk information or only remnants of deleted files/directories 

Hard Disk  

Update MBR Update MBR (Master Boot Record) of the selected hard disk 

7ÉÐÅ (ÁÒÄ $ÉÓËȣ Irreversibly destroy all on-disk information 
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%ÄÉÔȾ6ÉÅ× 3ÅÃÔÏÒÓȣ View/edit sectors of the selected hard disk 

0ÒÏÐÅÒÔÉÅÓȣ Get in-depth information on the properties of selected hard disk 

Partition  

#ÒÅÁÔÅ 0ÁÒÔÉÔÉÏÎȣ Create a partition 

&ÏÒÍÁÔ 0ÁÒÔÉÔÉÏÎȣ Format a partition 

$ÅÌÅÔÅ 0ÁÒÔÉÔÉÏÎȣ Delete a partition 

!ÓÓÉÇÎ $ÒÉÖÅ ,ÅÔÔÅÒȣ Assign drive letter to the selected partition 

2ÅÍÏÖÅ $ÒÉÖÅ ,ÅÔÔÅÒȣ Remove drive letter for the selected partition 

7ÉÐÅ 0ÁÒÔÉÔÉÏÎȣ Irreversibly destroy all on-partition information 

#ÌÅÁÒ &ÒÅÅ 3ÐÁÃÅȣ Destroy any remnants of deleted files/directories left on disk 

4ÅÓÔ 3ÕÒÆÁÃÅȣ Test surface of the selected partition/block of free space 

Check File System 

InteÇÒÉÔÙȣ 

Check the selected partition for possible file system errors 

%ÄÉÔȾ6ÉÅ× 3ÅÃÔÏÒÓȣ View/edit sectors of the selected partition 

0ÒÏÐÅÒÔÉÅÓȣ Get in-depth information on the properties of selected partition 

View 

Layouts Manage the Launcher layout with several predefined profiles 

Toolbar  Manage the Tool Bar representation: show / hide standard and navigation 

buttons, text labels and large icons 

Status Bar Display the Status Bar 

Common Tasks Bar Display the Common Tasks Bar 

Disk Map Legend Display the Disk Map legend 

Disk Map Location  Select whether the Disk Map will be located on the top of the main window or 

at the bottom 

Help 

Help Open the Help system (you can also do it by pressing F1) 

About  Open the dialog with information about the program 

 

 

The Main Menu contents available at the moment may vary depending on the selected 

object. 
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Tool Bar  

The Toolbar provides fast access to the most frequently used operations: 

BUTTON FUNCTIONALITY 

 

Irreversibly destroy all on-partition 

information 

 

Switch to Express launcher 

 

Open the Help system 

Virtual Operations Bar  

The program supports previewing the resulting layout of hard disks before actually executing operations (so-called 

virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations 

immediately, but places them on the List of Pending Operations for later execution. 

The Virtual Operations Bar enables to manage pending operations. 

BUTTON FUNCTIONALITY 

 
Cancel the last virtual operation on the List of Pending Operations 

 
Cancel the last undo virtual operation on the List of Pending 

Operations 

 
Display the List of Pending Operations 

 
Launch the real execution of virtual operations 

 
Cancel all virtual operations on the List of Pending Operations 

 

 

Virtual mode is an effective way of protection from any troubles, since no operations will 

be executed until clicking the Apply button for confirmation, thus giving a second chance to 

weigh all pros and cons of this or that particular operation. The program politely reminds 

the user that there are unsaved changes by showing the following window: 

 

 

Common Tasks Bar 

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program's 

wizards. 
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The bar contains several tabs. Each tab includes a separate button bar which can be folded by clicking it. 

Wiping Tools 

 
Starting the Wipe Wizard to help destroy all on-disk information or only remnants 

of deleted files/directories. 

 

Starting the Wiping Media Wizard to create a bootable media which can be used 

to get access to your hard disk for maintenance or recovery purposes. 

Help and Documentation 

 
Launching the help system (you can also do it by pressing F1). 

 
Opening the page which contains information about the program. This page will 

be displayed in the Explorer Bar. 

 
Opening a brief review on the Data Sanitization issue. 

 
Opening a brief review on the Paragon Scripting Language. 

Disk Map 

The Disk Map is displayed in the Explorer Bar when the Disk View tab is selected. It is located either at the top or at the 

bottom of the window, depending on the state of the Disk Map Location option (Main Menu: View > Disk Map 

Location). 

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented with 

rectangle bars that contain small-sized bars. These small-sized bars represent logical disks. Their color depends on the 

file system of the appropriate partition. 

 

Large-sized bars display the following information about physical disks: 

¶ Manufacturer, 

¶ Model. 

Small-sized bars display the following information about logical disks: 

¶ Serial number, 

¶ Drive letter, 

¶ Total size, 

¶ File system. 

CǳǊǘƘŜǊƳƻǊŜΣ ƛǘ ƛǎ ǇƻǎǎƛōƭŜ ǘƻ ŜǎǘƛƳŀǘŜ ǘƘŜ ǳǎŜŘ Řƛǎƪ ǎǇŀŎŜ ōȅ ƭƻƻƪƛƴƎ ŀǘ ǘƘŜ ǎƛȊŜ ƻŦ ǘƘŜ ōŀǊΩǎ ǎƘŀŘŜŘ ŀǊŜŀΦ ¢ƘŜ ǇǊƻƎǊŀƳ 

offers to choose froƳ ǎŜǾŜǊŀƭ ǘȅǇŜǎ ƻŦ ǘƘŜ Řƛǎƪ ƭŀȅƻǳǘ ǎŎŀƭƛƴƎΦ LǘΩǎ ŘƻƴŜ ŜǎǇŜŎƛŀƭƭȅ ǘƻ ƛƴŎǊŜŀǎŜ ǘƘŜ ǇǊƻƎǊŀƳ ǳǎŀōƛƭƛǘȅΦ CƻǊ 

ƛƴǎǘŀƴŎŜΣ ƛŦ ȅƻǳΩǾŜ Ǝƻǘ ŀ ƘƛƎƘ ŎŀǇŀŎƛǘȅ ƘŀǊŘ ŘǊƛǾŜ ŎƻƴǘŀƛƴƛƴƎ ōƻǘƘ ǾŜǊȅ ƭŀǊƎŜ όƳƻǊŜ ǘƘŀƴ млл D.ύ ŀƴŘ ǊŀǘƘŜǊ ǎƳŀƭƭ όƭŜǎǎ 

than 10 GB) partitions, you can select the logarithmic type to make all partitions readable, otherwise (selecting the 
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ƭƛƴŜŀǊ ǘȅǇŜύ ȅƻǳ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǎŜŜ ǎƳŀƭƭ ǇŀǊǘƛǘƛƻƴǎ ŀǘ ŀƭƭΣ ōǳǘ ǘƘƛƴƎ ǎǘǊƛǇǎΦ hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ƛŦ ǘƘŜ ǇǊƻǇƻǊǘƛƻƴŀƭ Řƛǎƪ 

layout is critical for you, the linear type is exactly what you need.  

bŜǾŜǊǘƘŜƭŜǎǎ ǘƘŜǊŜΩǎ ŀ ŎƻƳǇǊƻƳƛǎŜ ǎƻƭǳǘƛƻƴ ς linear scaling with the minimal limit to small partitions. So if a partition is 

too small it will remain readable. 

Just click on the arrow icon on the top right side of the Disk Map to select the desired scaling type. 

 

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will 
automatically display detailed information on it. 
 

 

The drag-and-drop functionality is not available when the logarithmic type of the disk 

layout is selected. 

 

Explorer Bar  

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar displays 

reference information including: 

¶ The help system 

¶ General information on the product including its name, version and a list of helpful links 

¶ Detailed information about disks selected on the Disk Map 

¶ List of scheduled operations 

¶ Disk Editor utility 

According to these categories the Explorer Bar has several tabs: 

¶ Disk View, which offers the user the following options: 

- Disk Editor to view/edit sectors of the selected partition/hard disk 

- Properties to view detailed information on the selected partition/hard disk in the bright graphical form 

 

 

You can switch between these components by clicking tabs on the left side of the Explorer 

Bar. 

 

¶ Scheduled Tasks, which gives the user the possibility of browsing and editing scheduled operations and the 

program scripts. 

¶ Help, which contains the program help and general information on the product. 

You can access the desired information by clicking on the appropriate tab. 

The Explorer Bar is a fully-functional embedded HTML browser, which offers the possibility to address, for example, the 

company's website to look through important technical notes or download the latest updates without having to close 

the program.  
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The program help is also HTML-oriented. You can read it and follow external links from to get additional information. 

To easily navigate through browsed pages, the program provides the following functionality: 

BUTTON FUNCTIONALITY 

 
Return to the previously browsed 

page 

 
Open the next browsed page 

 
Stop loading the current page 

 
Refresh the contents of the current 

page 

Legend Bar 

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar with 

the appropriate Main Menu item: View > Disk Map Legend. When it is activated it can be found at the bottom of the 

Explorer Bar.  

The program distinguishes between the following types of known file systems: 

   - FAT16/32 

   - NTFS 

   - Linux Ext2/3/4 

   - Linux ReiserFS 

   - Apple HFS 

Status Bar 

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to. 

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar. 

Settings Overview  

The Settings dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several sections, 

which functions are described in the following paragraphs. The list of sections is placed on the left side of the dialog. By 

selecting a section from the list, you can open a set of options. 

 


  

To get a detailed description to any setting, control, or field of the program just click the 

hint button and then the object you need. 
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General Options  

 

This section contains a set of general options that will be taken into account during any operation carried out with the 

program: 

¶ Partition Alignment mode. There are three options you can choose from: 

- Legacy. 5h{ ŀƴŘ ²ƛƴŘƻǿǎ h{Ŝǎ ōŜŦƻǊŜ ±ƛǎǘŀ ǊŜǉǳƛǊŜŘ ǘƘŀǘ ǇŀǊǘƛǘƛƻƴǎ ƘŀŘ ǘƻ ōŜ ŀƭƛƎƴŜŘ ǘƻ ǘƘŜ άŘƛǎƪ ŎȅƭƛƴŘŜǊέ 

or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives came into scene. When 

partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters, 

thus resulting in a double read-write operation. 

- Vista. Since Windows Vista, operating systems do not use the archaic CHS (cylinder/head/sector) addressing 

scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the whole 

disk drive. It is optimal for both, 512B and new 4K disk drivers. 

- Inheritance. Select the option to disable automatic alignment of partitions. 

¶ Check FS integrity policy. Accomplishment of any data-sensitive operation (resize, move, merge, redistribute, 

change cluster size, etc.) ƛǎ ǇƻǘŜƴǘƛŀƭ ǿƛǘƘ Řŀǘŀ ƭƻǎǎΦ ¢ƻ ƳƛƴƛƳƛȊŜ ǘƘƛǎ ǊƛǎƪΣ ƛǘΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ŎƘŜŎƪ ƛƴǘŜƎǊƛǘȅ ƻŦ 

your file ǎȅǎǘŜƳ ōŜŦƻǊŜ ǘƘƛǎ ǘȅǇŜ ƻŦ ƻǇŜǊŀǘƛƻƴǎΣ ŘŜǎǇƛǘŜ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ƛǘΩǎ ǉǳƛǘŜ ǘƛƳŜ ŎƻƴǎǳƳƛƴƎΦ ²Ŝ ƻŦŦŜǊ ȅƻǳ 

several options to let you choose, which is best for you: 

- Always. Maximum protection, but minimal performance. The file system integrity will be checked each time 

ƛǘΩǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ƎǳŀǊŀƴǘŜŜ ǘƘŜ ƳŀȄƛƳǳƳ ǇǊƻǘŜŎǘƛƻƴ ŦƻǊ ǘƘŜ ƻƴ-disk data. 

- Once. Standard protection with acceptable performance. The file system integrity will be checked for each 

volume only once just before accomplishing data-sensitive operations. 

- Never. bƻ ǇǊƻǘŜŎǘƛƻƴΣ ōǳǘ ƳŀȄƛƳǳƳ ǇŜǊŦƻǊƳŀƴŎŜΦ LŦ ȅƻǳΩǊŜ ƴƻǘ млл҈ ǎǳǊŜ ȅƻǳǊ Řƛǎƪ ƛǎ ǊƻŎƪ ǎƻƭƛŘΣ ǇƭŜŀǎŜ Řƻ 

not use this option. 

¶ Data Loss Protection mode. To guarantee safety for your information when a data-sensitive operation has been 

abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that 

correspond to the options below: 

- Do not protect. bƻ ǇǊƻǘŜŎǘƛƻƴΣ ōǳǘ ƳŀȄƛƳǳƳ ǇŜǊŦƻǊƳŀƴŎŜΦ LŦ ȅƻǳΩǊŜ ƴƻǘ млл҈ ǎǳǊŜ ȅƻǳΩǊŜ ŎƻƳǇƭŜǘŜƭȅ ǎŀŦŜ 

from a power outage, or an accidental reset of your computer, please do not use this option.  
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- Reset. Standard protection with acceptable performance. Maintaining a special journal, our program 

enables to automatically complete a data-sensitive operation interrupted by an accidental reset of your 

computer from our bootable wiping media, thus reviving the corrupted partition. 

- Power loss. Maximum protection, but minimal performance. Besides journaling, our program will also 

disable cache of your disk when accomplishing data-sensitive operations to avoid data loss even in case of a 

power outage. 

Wipe Options  

 

Here you can set a specific data erasure algorithm that will be used by default during wipe operations. 

 

 
The list of supported military and government standards may vary for your product. 

 

Wipe Report Options  

 

In this section you can specify contents and properties of generated wipe reports: 

¶ System information. Mark the option to include a computer name, BIOS version and the used operating system. 
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¶ Hardware Information. Mark the option to include information on the used processor, disk drivers, network and 

USB adapters, etc.  

¶ Bad blocks information. Mark the option to include information on the found bad blocks. 

¶ Supervisor Approval. Mark the option to add a signature field for an executive or supervisor responsible for 

data sanitization procedures in your company. 

¶ Cƻƴǘ ǎƛȊŜΧ Select the most suitable font size from the list (12 pts by default). 

Partitioning Options  

 

This section contains a set of options that will be taken into account during partitioning operations: 

¶ Request confirmation before partition deletion. Mark the checkbox to activate an additional security 

mechanism. Thus when going to delete a partition you will be automatically requested to enter its label. 

¶ Request confirmation when converting FAT16 to FAT32. Mark the checkbox to automatically request 

confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversion 

is the only way out to accomplish the operation. For instance, you are going to migrate your system to a larger 

hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get 

original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no 

way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition 

operation involving an extra upsizing. 

E-Mail Options  

 

This section contains a set of options that will be taken into account during the Send log files and Send e-mail 

notification operations: 
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¶ Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to have access to 

a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to the 

SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a 

traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. xxx.xxx.xxx.xx). 

¶ User e-mail address. Specify an e-mail address that has been assigned by the Internet Service Provider or 

organization's e-mail administrator. 

¶ My outgoing server requires authentication. Activate the option to allow the program to make authentication 

on the server before sending messages. 

- User name. Enter the name that will be used to log in to the e-mail account. 

- Password. Enter the password that will be used to access the mail server. 

²ƘŜƴ ȅƻǳΩǊŜ ǊŜŀŘȅ ǿƛǘƘ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ƻƴ ǘƘŜ Send test e-mail button to check if everything is OK. 

¶ Send e-mail notification on apply. Specify an e-mail to send notifications on the carried out operations.  

- Send mail in HTML format. Activate the option to create messages in the HTML format instead of plain text. 

- Send complete report after applying operations. Activate the option to create an in-depth report on the 

carried out operations and send it after performing the last operation. 

- Send graphical view of the disk sub-system before and after apply. Activate the option to allow the program 

to attach two pictures of the disk layout made before and after the operation is completed. 

 

 

By clicking the link at the bottom of the window you can jump to the Operation 

Dependency Options. 

 

Operation Dependency Options  

 

This section contains a set of options that will be taken into account when the Send e-mail notification on apply function 

is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an e-

mail notification on its completion or not. 
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You won't be notified if an operation requires the system restart. 

 

Virtual Mode Options  

 

In this section you may configure the virtual mode: 

¶ Allow virtual mode. Mark the checkbox to enable the virtual mode. It is an effective way of protection from any 

troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all 

pros and cons of this or that particular operation. 

 

 
We strongly recommend you to enable this mode. 

 

¶ Close progress dialog automatically. Mark the checkbox to automatically close the progress dialog after 

accomplishing operations. 

Log Files Options 

 

In this section you can specify a storage life span for the stubact.log file: 

¶ Infinite not to empty the file ever; 

¶ Minimal to have the file emptied all the time; 

¶ Custom to set a certain storage life span for the file. Please note, once the defined period has been expired, the 

file will be emptied. 

 

 

We strongly recommend you not to choose the Minimal option, as in case of having 

ǇǊƻōƭŜƳǎ ǿƛǘƘ ǘƘŜ ǇǊƻƎǊŀƳΣ ƻǳǊ {ǳǇǇƻǊǘ ¢ŜŀƳ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǎǘǳŘȅ ƻǇŜǊŀǘƛƻƴ ƭƻƎǎΣ ǘƘǳǎ 

help you out. 
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Viewing Disk Properties  

The main tool to view in-depth information on the properties of hard disks is the Disk Map. It represents the actual state 

ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊΩǎ ƘŀǊŘ ŘƛǎƪǎΦ 

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized bars. The small-

sized bars represent logical disks (partitions). When you select a large-sized bar, the Explorer Bar displays information 

about the disk in a bright, graphical form. 

 

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a 

circular graph, where the color of a sector corresponds to a file system of an appropriate partition. On the right you may 

see a table, which contains the following information: 

¶ Type of hard disk (basic or dynamic), 

¶ Total size (in GB), 

¶ Information on geometry of the disk (amount of sectors per track, heads and cylinders). 

Below there is a list of available wizards. If you click a corresponding record the appropriate wizard will be started. All 

ŘŜŦŀǳƭǘ ǾŀƭǳŜǎ ŦƻǊ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ǿƛƭƭ ŎƻǊǊŜǎǇƻƴŘ ǘƻ ǘƘŜ ŘƛǎƪΩǎ ǎŜǘǘƛƴƎǎΦ ¢ƘŜ ƭƛǎǘ ƻŦ ǿƛȊŀǊŘǎ Ŏƻƴǘŀƛƴǎ ŀ ŘŜǘŀƛƭŜŘ 

description of tasks that can be performed by the wizard. This nullifies the possibility of selecting the wrong wizard. 
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When you select a small-sized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it as 

well. The page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored in 

accordance with the volume ratio of the used space to the free space (the light colored sector). The table on the right 

will contain the following information: 

¶ Volume label (if available), 

¶ Type of the logical disk, 

¶ File system (represented by the color of the graph and the selected bar), 

¶ Total size, used space and free space (in GB or MB). 

Below there is a list of wizards, which may be called for this disk. All default values of parameters will correspond to the 

disk settings. 

Partition Management  

In this chapter you will find all the information necessary to carry out partitioning operations supported by the program. 

Basic Partitioning Operations  

Here you can learn how to accomplish basic partitioning operations (create, format, delete). 

Creating Partitions  

The program provides the ability to create a new partition within a block of un-partitioned space. 

Restrictions 

1. Do not use the Create Partition function in order to undelete the last deleted partition. 

2. The program allows creating new partitions only within blocks of un-partitioned space. It cannot convert a free 

space on an existing partition to a new partition. 

3. The program cannot create new partitions on Dynamic Disks. 

Dialog Startup 

1. Select a block of free space on the Disk Map; 
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2. Select in the Main Menu: Partition > Create Partition. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Dialog Setup 

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes 

button to confirm the operation. 

 

¶ Define whether the partition will be Primary, Extended or Logical. You can choose the desired partition type 

from the pull-down list. As a matter of fact, the available alternatives fundamentally depend on the selected 

block of free space - within the Logical free space, only Logical partitions can be created; Within the Primary free 

space, both Primary partitions or the Extended Partition can be created. 

¶ Partition Size. Define the size (in Mb) of the new partition. 

¶ Free space before. Define the position (in Mb) of the new partition relative to the beginning of the block of free 

space. 

¶ Free space after. Define the amount of trailing free space (in Mb) at the end of the new partition. 

 


  

Partition size and position may also be defined by using the drag-and-drop technique. To do 

that, just carry out the required operation on the Disk Map. The virtual operations are to be 

available. 

 

¶ File system for new partition. From the pull-down list select a file system the newly created partition will be 

formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use). 
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¶ Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually 

used for drive identification. 

¶ Drive letter assignment. The pull-down list contains vacant drive letters that can be associated with the newly 

formatted partition. 

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases). 

To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on 

the chosen file system, the following options become available: 

 

¶ Use OS built-in routine. Mark the option to restrict the available values according to the used OS. 

¶ Whether the surface test will be performed. Define the level of the surface check to make the program find bad 

and unstable sectors and mark them unusable in the file system metadata. 

¶ The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems. Set 

the number of sectors to be reserved for the boot area on the partition with this spinner control. 

¶ The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum 

amount of files/directories to be placed in the Root Directory on the FAT16 partition. 

¶ The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control. 

 


  
Number of available options depends on the selected file system type. 

 

Result 

After the operation is completed you receive a fully functional partition. 

Formatting Partitions  

Any partition should contain some file system to be used for keeping data. The process of installing a file system is 

commonly known as formatting. A huge variety of file systems have been developed these days. 

Supported File Systems 

The program provides the ability to format partitions of the following file systems: 

   - FAT12 & FAT16 

   - FAT32 

   - HFS+ 

   - NTFS 

   - Ext2 
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   - Ext3 

   - Ext4 

   - Linux Swap v. 2 

Dialog Startup 

1. Select a partition on the Disk Map; 

2. Select in the Main Menu: Partition > Format Partition. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Dialog Setup 

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Format 

button to confirm the operation. 

 

¶ File system. From the pull-down list select the desired file system type. In fact, the program displays only those 

file systems that can correctly be placed to the selected partition, taking its capacity into account. 

¶ Volume label. Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually 

used for drive identification. 

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases). 

To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending on 

the chosen file system, the following options become available: 

 

¶ Use OS built-in routine. Mark the checkbox to restrict the available values according to the used OS. 

¶ Whether the surface test will be performed. Define the level of the surface check to make the program find bad 

and unstable sectors and mark them unusable in the file system metadata. 
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¶ The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file systems. Set 

the number of sectors to be reserved for the boot area on the partition with this spinner control. 

¶ The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the maximum 

amount of files/directories to be placed in the Root Directory on the FAT16 partition. 

¶ The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this spinner control. 

 


  
Number of available options depends on the selected file system type. 

 

Result 

After the operation is completed you receive a fully functional partition formatted to the specified file system. 

Deleting Partitions  

Dialog Startup 

In order to start the operation you should take the following steps: 

1. Select a partition on the Disk Map; 

2. Select in the Main Menu: Partition > Delete Partition. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Dialog Setup 

Initially the program suggests you just to remove references to the selected partition from the Partition Table.  

 

¶ Enter the volume label to confirm deleting. To confirm deletion of the selected partition, enter its Volume 

Label. The current volume label is displayed above. 

¶ Do not ask volume label next time. Mark the option to inhibit confirmation next time you start the dialog. 

To additionally destroy the on-partition data, click the More options button at the foot of the dialog page, so you will be 

able to define: 
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¶ {ŜƭŜŎǘ ǘƘŜ ōȅǘŜ ƳŀǎƪΧ. The HEX value spinner control enables to set a two-figure hexadecimal character value 

("00" by default). The available range is from "00" to "FF". It is synchronized with the ASCII value. 

¶ Specify the number of wiping passes. You can choose a number of passes for the wiping pattern. 

¶ Verify wipe results. You can also choose whether to carry out residual data verification or not specifying the 

percentage of sectors to check. 

Result 

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the 

modification of the disk layout. 

Hard Disk Management  

In this chapter you will find all the information necessary to carry hard disk operations supported by the program. 

Updating MBR 

The program enables to overwrite the current bootable code in the MBR (Master Boot Record) by the standard 

bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or a 

malfunction of boot management software. 

In order to update MBR of a hard disk you should take the following steps: 

1. Select a hard disk on the Disk Map. 

2. Select in the Main Menu: Hard Disk > Update MBR. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

 

3. The operation will be performed immediately after confirmation. 
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Wipe Tasks 

In this chapter you will find all the information necessary to wipe a hard disk/partition of any file system or only destroy 

any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of 

security. 

The operation can be accomplished with the Wipe Wizard or corresponding dialogs. 

Wizard Startup 

¶ In the Main Menu: select ²ƛȊŀǊŘǎ Ҕ ²ƛǇŜ IŀǊŘ 5ƛǎƪ ƻǊ tŀǊǘƛǘƛƻƴΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Wizard Setup 

The wizard offers the following steps to accomplish the operation: 

¶ The hard disk/partition to wipe. Select a hard disk/partition the data of which you want to destroy. 

 

¶ Wipe mode. This section enables to switch between two options: 

 

- Wipe out all data. Select the option to irreversibly destroy all on-disk data of the selected object. 

- Clear (wipe) free space. Select the option to destroy any remnants of deleted files/directories left on disk 

without affecting the used data. 

 


  

The Clear Free Space operation is available only for Logical and Primary partitions of known 

file systems. 

 



42 

/ƻǇȅǊƛƎƘǘϭ мффп-2011 Paragon Software Group. All rights reserved. 

¶ Wipe method. Here you can select a specific data erasure algorithm or create a customized method by marking 

the appropriate option. 

 

- In case you preferred to use a specific algorithm, the next page of the wizard enables to get detailed 

information on the selected algorithm, choose whether to carry out residual data verification or not specifying 

the percentage of sectors to check and estimate the time required to accomplish the operation. 

 

 


  
The list of supported military and government standards may vary for your product. 

 

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to 4 

wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner 

control allows you to set a two-figure hexadecimal character value ("00" by default). The available range is from 

"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the 

percentage of sectors to check. 

 

¶ Revise your changes. This page informs on all the actions to be made in the wizard in a bright, graphical form. 
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Wizard Result 

After the operation is completed you can see a well informative summary page, providing structurally divided in-depth 

information on all the actions made in the wizard. 

 

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact 

location in the opened dialog. 

To make sure that all on-disk data is irreversibly destroyed call the Disk Viewer dialog by clicking the appropriate tab and 

see it for yourself. 
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The Summary page will be available only when the Virtual operations are disabled. 

 

Available operation scenarios: 

¶ Hard Disk Utilization 

Task Scheduling 

!ǳǘƻƳŀǘƛƻƴ ƻŦ ƻǇŜǊŀǘƛƻƴǎ Ŏŀƴ ǊŜŀƭƭȅ ƘŜƭǇ ȅƻǳ ƻǳǘ ǿƘŜƴ ȅƻǳΩǾŜ Ǝƻt to accomplish certain routine operations on a regular 

ōŀǎƛǎ ŀǎ ƛǘ ŜƴŀōƭŜǎ ǘƻ ŜȄŜŎǳǘŜ ǘƘŜƳ ǿƛǘƘƻǳǘ ȅƻǳǊ ƛƴǾƻƭǾŜƳŜƴǘ ǿƘƛƭŜ ƻǇǘƛƳƛȊƛƴƎ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ǿƻǊƪ-load. 

Setting a Timetable  

Thanks to the embedded Scheduler, you can set a timetable for execution of any operation. It has two categories for 

time settings (these correspond to appropriate items in the Schedule type menu): 

¶ Initiating the operation by an event: 

- One time only (i.e. the Once item) 

- When the system starts (i.e. the At System Startup item) 

- When the user logs on (i.e. the At Logon item). 

¶ Initiating the operation periodically (i.e. Daily, Weekly, Monthly). 
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You need to select one of the variants. Depending on your choice, the scheduler displays a form that enables to set a 

timetable. 

 

 

 

To run the task in the log-off mode, please specify administering login info by following the 

appropriate link in the left lower corner of the page. 

The Shutdown System on Complete option enables to automatically switch off the 

computer on the successful accomplishment of the operation. 

 

Managing Tasks 

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab in the 

Explorer Bar: 

 

On every task you can get in-depth information, including: 

¶ The task name 

¶ The full path to the generated script of the task 

¶ Scheduled time of launch 

¶ Statistics on the last launch 

¶ Scheduled time of the next launch 

¶ Used account information 

¶ Comments to the task 

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking on the 

required property. 
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This feature can be particularly beneficial when the Scheduled Tasks list contains too many 

items. 

 

You can also enable/disable, rename, delete, refresh or modify properties of the selected task. 

Task Editor  

With the Task Editor you can easily modify properties of scheduled tasks. To do that, you should take the following 

steps: 

1. Select a task on the Scheduled Tasks list. 

2. Click the Properties button on the Scheduled Tasks list. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

 

3. In the opened dialog window you can see two tabs - General and Schedule. Click the General tab to modify: 

¶ Full path to the macro-command program-interpreter, which describes the scheduled task; 

¶ Command line for starting the interpreter (i.e. the task described in macro-language) 

¶ Comments referring to the task 

¶ The option of enabling/disabling the task. 

By clicking the Schedule tab you can modify the task timetable. 

In order to apply the changes, you need to click the Apply button at the foot of the dialog. 
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Creating a Scheduled Task 

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy 

wizards, while all the others can be scheduled with the Save to Scheduler dialog. 

To create a scheduled task you should take the following steps: 

1. Make sure the virtual mode of execution is enabled; 

2. Carry out with the program all operations you need to schedule; 

3. Call the Save to Scheduler dialog in the Main Menu: Tools > Save to SchedulŜǊΧ; 

 

4. In the opened dialog enter the required task name and specify the task timetable; 

5. The operation will be performed immediately after confirmation. 

 

 
This command is unavailable if there are no operations on the List of Pending Operations. 

 

Scripting  

The program actions can also be represented in form of a script. The script describes the appropriate operation with 

macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included in the program installation 

package. This utility works in the unattended mode, which enables to automate operations. 

Startup  

You have no need to write a script since the program has a convenient interface for such a task. In order to generate a 

script on the base of the entered parameters of the required operation, you should take the following steps: 

1. Make sure the virtual mode of execution is enabled; 
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2. Carry out with the program all operations you need to be scripted; 

3. Call the Generate Script dialog in the Main Menu: ¢ƻƻƭǎ Ҕ DŜƴŜǊŀǘŜ {ŎǊƛǇǘΧ. 

Setup 

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Generate 

button to confirm the operation. 

 

¶ Script file name and location. By default, the program offers to add the script to the Task List with a name 

containing its creation date and time. Unmark the Add to Task List checkbox to define an exact location and a 

filename for the script file. The default file extension that is reserved for scripting files is .psl, which however can 

be modified. 

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases). 

To activate the advance mode, you need to click the More options button at the foot of the dialog page, so you will be 

able to define: 

 

¶ Interaction with the user. Mark the option to pause the script interpreter during the execution to prompt the 

ǳǎŜǊΩǎ ŎƻƴŦƛǊƳŀǘion or other input. Otherwise the program will not stop using default values for parameters if 

needed. 

¶ Commit after each operation. Mark the option to commit changes after each operation. 

¶ Check for errors after each operation. Mark the option to insert a special code in script, which checks the status 

of the last executed operation and stops the script processing if there are errors of any kind. 

¶ Discard all operations on close. Mark the option to empty the List of Pending Operations after generating the 

script. 

Result 

After the operation is completed you receive a new script file. It is placed into the specified destination, its features 

defined in the dialog. 
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This command is unavailable if there are no operations on the List of Pending Operations. 

To learn more about scripts please consult the Paragon Scripting Language manual. 

 

Extra Functionality  

This chapter describes the supplementary functionality available in the program. 

View Partition/Hard Disk Properties  

The program enables to obtain in-depth information on the properties of hard disks and partitions. Besides the general 

information, such as capacity, used space or file system type it provides the possibility to get info on hard disk geometry, 

cluster size, exact partition location, etc. 

To get properties on a partition/hard disk, please do the following: 

1. Choose a partition/hard disk on the Disk Map. 

2. Select in the Main Menu: Partition/Hard Disk > tǊƻǇŜǊǘƛŜǎΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

 

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get 

information you need. 
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File Transfer Wizard  

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning of them to 

CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused either by 

a virus attack or files corruption, in order to get the system back on track again. Besides it provides access to Paragon 

backups as regular folders to browse through their contents or copy required files. 

Startup 

¶ Select in the Main Menu: Tools > File Transfer Wizard. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Setup 

The wizard offers the following steps to accomplish the transfer operation: 

¶ Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the page. The 

program enables to process both mounted and unmounted (without drive letter assigned) partitions. Besides it 

is possible to map a network drive. 

 

¶ Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by pressing the 

Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remove 

button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pane 

by pressing the appropriate buttons. 
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Files/directories deleted from the Clipboard remain intact on source disks. 

 

¶ Destination to store the object(s). The File Transfer Wizard allows copying data to local or network drives, to 

physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way the data will 

be stored. 

 

¶ Revision of changes. The Transfer Summary page provides structurally divided information on all the actions 

made in the wizard. Check the changes and come back to any step of the wizard (if necessary) by following the 

required hyperlink. 

 

Result  

After the operation is completed the required data will be placed into the specified destination. 

Available operation scenarios: 

¶ Copying of data from the corrupted system disk to another hard disk 

¶ Burning of data from the corrupted system disk to CD/DVD 

Mount Partition  

The program enables to assign or remove drive letters of existing formatted partitions. 

Assign Drive Letter 

In order to mount a partition you should take the following steps: 

1. Select a partition on the Disk Map.  

2. Select in the Main Menu: tŀǊǘƛǘƛƻƴ Ҕ !ǎǎƛƎƴ 5ǊƛǾŜ [ŜǘǘŜǊΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this 

parameter. So you may just press the Yes button to confirm the operation. 
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However you can manually define the required letter by selecting it from the pull-down list of available drive 

letters.  

4. The operation will be performed immediately after confirmation. 

Remove Drive Letter 

In order to un-mount a partition you should take the following steps: 

1. Select a partition on the Disk Map. 

2. Select in the Main Menu: Partition > Remove Drive Letter. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

3. The operation will be performed immediately after confirmation. 

 

 

Modifying drive letter of the system partition will result in inability to boot the operating 

system. 

After having processed partitions with installed software, some programs may not run 

properly. 

 

Test Surface 

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If found 

any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss. 

In order to start the surface test you should take the following steps: 

1. Select a partition or a block of free space on the Disk Map. 

2. Select in the Main Menu: tŀǊǘƛǘƛƻƴ Ҕ ¢Ŝǎǘ {ǳǊŦŀŎŜΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

3. From the pull-down list choose the level of the surface check. 
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4. The operation will be performed immediately after confirmation. 

Check File System Integrity  

The program allows you to check integrity of a file system. It can be used to detect possible file system errors before 

performing any operation on a partition. 

To start the system integrity check you should take the following steps: 

1. Select a partition on the Disk Map. 

2. Select in the Main Menu: Partition > Check File System Integrity 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

 

3. The operation will be performed immediately after confirmation. 

Check Recovery Discs 

¸ƻǳΩǾŜ Ǝƻǘ ǘƘŜ ability to check whether bootable media created with the program is 100 percent error-free and ready to 

use. The Check Recovery Disc Wizard will help you do that. 

Startup 

¶ In the Main Menu: select ¢ƻƻƭǎ Ҕ /ƘŜŎƪ wŜŎƻǾŜǊȅ 5ƛǎŎǎΧ 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

Startup 

The wizard offers the following steps to accomplish the operation: 

¶ CD/DVD drive. Select from the pull-down list of available CD/DVD devices the required drive to use during the 

operation. 
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¶ Set whether to eject the disk after the operation is completed or not. 

Result 

After the operation is completed you can see results of the check. 

Edit/View Sectors  

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks 

providing the possibility to directly access and modify sectors, save and restore sectors from specified files, navigate 

through the system metadata, etc. 

In order to edit/view sectors of a hard disk/partition you should take the following steps: 

1. Select a hard disk/partition on the Disk Map. 

2. Select in the Main Menu: Partition/Hard Disk > Edit/View Sectors. 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 



55 

/ƻǇȅǊƛƎƘǘϭ мффп-2011 Paragon Software Group. All rights reserved. 

 

 

 
Careless use of the Edit Sectors function may result in the irreversible data corruption. 

 

Send Log Files 

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case of 

having difficulties with handling the program, you, with the help of this very function, can address the company support 

engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in 

order to tackle the encountered problem. Information of that kind is stored in Log files. 

In order to send log files to the Paragon Support Team you should take the following steps: 

1. Call the Send Log Files dialog in the Main Menu: Tools > Send Log Files; 

 

 

There are other ways to start up this function, please consult the Interface Overview 

chapter to know more on the subject. 

 

2. Provide a customer name and a product serial number; 
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3. Give a detailed description on the encountered problem. 

 

By clicking the Send button the built-in mail client will generate a template request with attached compressed log files 

and then send it to the Paragon Support Team. 

Log Files 

Log files are simple textual files that can be opened by any text editor. There are several log files automatically 

generated by the program: 

Stubact.log Contains in-depth information on parameters and performance of all operations 

carried out by the program 

Pwlog.txt 
 Besides brief overview on operations it also contains detailed information about the 

state of all hard disks
 

Cdb.log Contains low-level information on the CD/DVD devices used in the system 

BioNTlog.txt  It is an OS-dependent supplementary log file derived from Bioxx.dll. It may contain 

valuable information on Windows family operating systems 

 

 

Log files do not contain any confidential information on the operating system settings or 

the user documents. 

The Send Log Files function is only available when outgoing mail server (SMTP) and the user 

e-mail address are properly set. To learn more about it please consult the Settings 

Overview chapter. 

 

View Logs 

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possible, all 

the information is structurally divided, besides there is the possibility to see the disk layout before and after an 

operation, what is very convenient.  

In order to view logs on carried out operations select in the Main Menu: Tools > View Log Files 
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Typical Scenarios  

This chapter lists a number of the most frequently used scenarios that may be accomplished with the program. You can 

find here useful recommendations and descriptions of operations. 

Recovery Scenarios 

Fixing MBR after a boot virus a ttack  

[ŜǘΩǎ ŀǎǎǳƳŜ ǘƘŀǘ ǘƘŜ a.w όaŀǎǘŜǊ .ƻƻǘ wecord) of your hard disk has been corrupted as a result of a boot virus attack, 

thus your system fails to boot. 

To fix the MBR of your hard disk, please do the following: 

1. Start up the computer from our Linux/DOS wiping media. 

 

 

Wiping Media Builder can help you prepare our environment either on a CD/DVD disc or a 

thumb drive. 

To automatically boot from the wiping media please make sure the on-board BIOS is set up 

to boot from CD/USB first. 
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2. In the boot menu select Normal Mode to use the Linux environment (more preferable) or Safe Mode to use the 

PTS DOS environment όƛƴ ŎŀǎŜ ȅƻǳΩǾŜ Ǝƻǘ ǇǊƻōƭŜƳǎ ǿƛǘƘ [ƛƴǳȄύΦ aƻǊŜƻǾŜǊ ȅƻǳΩǾŜ Ǝƻǘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ōƻƻǘ ƛƴǘƻ ǘƘŜ 

Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case, 

only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has 

simple graphics and a simple menu. 

 

 
By default the Normal Mode will be automatically initiated after a 10 second idle period. 

 

3. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well. 

4. On the Wizard's Welcome page, select the Correct the Master Boot Record (MBR) option. 

 

5. On the next page choose the required hard disk from the pull-down list (if several) and then select the Update 

the MBR executable code option. 

 

6. Confirm the operation. 

 

7. After the operation is completed click the Report button to see a well informative summary page. The program 

also enables to store the resulted report. To do that, just press the Save button and choose the exact location in 

the opened dialog. 
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8. Click the Finish button to close Boot Corrector. 

9. Reboot the computer. 

Correcting BCD (Boot Configuration Data ) 

To automatically correct Windows BCD, please do the following: 

1. Start up the computer from our WinPE wiping media. 

 

 

Wiping Media Builder can help you prepare our environment either on a CD/DVD disc or a 

thumb drive. 

To automatically boot from the wiping media please make sure the on-board BIOS is set up 

to boot from CD/USB first. 

 

2. Launch Boot Corrector. 

3. On the Wizard's Welcome page, click the Next button. 

4. Select /ƻǊǊŜŎǘ ōƻƻǘ ǇŀǊŀƳŜǘŜǊǎΧ to let the wizard fix BCD in all found Windows installations. 

 

5. The wizard will ask you to confirm the operation. Apply the changes to complete. 
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After completing the operation close the wizard, and then reboot the computer. 

Fixing Windows startup a bility  

[ŜǘΩǎ ŀǎǎǳƳŜ ǘƘŀǘ ŘǳŜ ǘƻ ŀƴ ǳƴƪƴƻǿƴ ǊŜŀǎƻƴ ȅƻǳǊ ²ƛƴŘƻǿǎ Ŧŀƛƭǎ to complete the startup procedure. At first everything 

seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up. 

To fix your Windows startup ability, please do the following: 

1. Start up the computer from our Linux/DOS wiping media. 

 

 

Wiping Media Builder can help you prepare our environment either on a CD/DVD disc or a 

thumb drive. 

To automatically boot from the wiping media please make sure the on-board BIOS is set up 

to boot from CD/USB first. 

 

2. In the boot menu select Normal Mode to use the Linux environment (more preferable) or Safe Mode to use the 

PTS DOS environment όƛƴ ŎŀǎŜ ȅƻǳΩǾŜ Ǝƻǘ ǇǊƻōƭŜƳǎ ǿƛǘƘ [ƛƴǳȄύΦ aƻǊŜƻǾŜǊ ȅƻǳΩǾŜ Ǝƻǘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ōƻƻǘ ƛƴǘƻ ǘƘŜ 

Low-Graphics Safe Mode (PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case, 

only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers. This mode has 

simple graphics and a simple menu. 

 

 
By default the Normal Mode will be automatically initiated after a 10 second idle period. 

3. In the Linux launch menu select Boot Corrector. You can find it in PTS DOS as well. 

4. On the Wizard's Welcome page, select the Search for Windows installations to correct option. 

 

5. On the next page choose the required Windows installation from the list of found installations (if several), then 

select the Edit the Boot.ini file ƻǇǘƛƻƴΦ LŦ ȅƻǳΩǊŜ ƴƻǘ ǎǳǊŜ ǿƘƛŎƘ ƛƴǎǘŀƭƭŀǘƛƻƴ ȅƻǳ ƴŜŜŘΣ ǇƭŜŀǎŜ use the Properties 

button to get more info on the selected item. 
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6. Examine the file ς ƳŀȅōŜ ǘƘŀǘΩǎ ǿƘŜǊŜ ǘƘŜ ǇǊƻōƭŜƳ ƛǎΦ LŦ ƛǘ Ŏƻƴǘŀƛƴǎ ŀ ƳƛǎǘŀƪŜΣ ŎƻǊǊŜŎǘ ƛǘ ōȅ ǳǎƛƴƎ ǘhe appropriate 

buttons. 

 

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to 

correct drive letters in the Windows System Registry. 

 






























