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Introduction

Data security nowadays is the burning issue not only forpaories and government agencies, but rank and file people
as well. Our personality is now fully embedded in computer technology. It is computer you apply to when at work, it is
also computer you use at home for entertainment or as a reservoir for contasoimg valuable data such as personal
O2NNBalLRYyRSYOSs olylAy3a 002dzyi AYyF2NNIGA2YS ONBRAU
kind of data should in no way be available to others. That is why, when disposing of a storaggalbeia disk or a

flash memory drive), the crucial thing is to make sure it does not contain any information, because simple deletion, ol
even reformatting do not guarantee data security at all. To do that, you need a specially designed tool.

Paragon Dis 2 A LJS NM ™ Ms atfastPc@nSehidnk ahd/relifble solution providing irreversible destruction of data
on separate partitions or entire hard disks (IDE, SCSI, SATA, USB, etc.) as well as any type of flash memory devices

In this manual you willffid the answers to many of the technical questions, which might arise while using the program.

Our company is constantly releasing new versions and agd to its software, that's why
images shown in this manual may be different from what you see on your screen.

7EAO0B8 O Disk Wipdt 111
1 Check FS Integrity and Data Loss Politielet you specify the acceptabbalance between the operation
performance and the risk of data loss.

1 WinPE 3.0 based bootable environmett enjoy support of a wider range of hardware configurations with the
option to add drivers for specififtardware onthe-fly.

9 The updated Boot Corrector for WinREat now equals the functionality of the Linux/DOS counterpart.

1 WinPE traceroute/ping utilityto get detailed information on particular routes and measure transit delays of
packets across an Internet Protocol (IP) network.

9 Better support for64-bit platformsto rebootyour computer to one of the threepecial mods (Windows
native, Linux, or DOS) smtomatically complet@peratiors, whichcannot be accomplished under &t
Windows.

Support of the restartfree installation
AFD (Advanced Format Drive) ready
Support of 2TB+ and neB12B sector size drives

USB 3.0 ready

=A =4 =4 =4

Product Components
In order b cope with different tasks, the product contains several components:

1 Windows based set of utilitiess the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of angmplexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

1 Linux/DOS basednvironmentis a multiplatform bootable media that enables to run utilities under Linux or
PTS DOS, anldt way to get access to your hard disk for maintenance or recovery purposes. Both platforms
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have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USBtdevices
enables to burn CD/DVD désdHowever there can be s@wlifficulties with detecting new hardware. DOS in its
turn has no problems of that kind but is ltexdl in features. The Linux/D@8vironmentrequires no installation
and can be of great help when the system fails to boot. Besides it offers a Windoiks ZfvIronment.

1 WinPE base@nvironment Especially for keen followers of Windows, our product also offers a V3idP&sed
bootable media. Unlikéhe Linux/DOS%nvironmentit can boast an excellent hardware suppand the same
interfaceasthe Windows versiogan However its system requirements are much tougher.

Features Overview
This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of thieatures:

User Friend ly Fault Minimizing Interface

9 Graphical representation of the datto gain a better understanding.

A handyLauncherto easily find and run the required tasks.

1
9 Comprehensive wizardw simplify even the most complex ogdions.
1 A context sensitive hint systerfor all functions of the program.

1

Previewing the resulting layout of hard disks before actually executing operati(swscalled virtual
operations).

Partition/Hard Disk M anagement Facilities

9 Basic functions for initializing, partitioning and formatting hard disksreate, format, delete). Instead of the
standard Windows disk tools, the program supports all popular fitesys.

1 Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Wipe Facilities

9 Data wipingto successfully destroy all afiskinformation including the standard bootstrap code and other
system service structures.

9 FEree space clearing destroy any remnants of deleted files/directories left on disk without affecting the used
data.

Automatization Fa cilities

9 Task schedulingp automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

A Scheduling is only available for the Windows installation of the program.

9 Scriptingto make the program create a script of any set of operations you need. Besides support of all
operations available in the interactive mode, the unattended mode provides some additional features, such as

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.
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conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

1 Eile Transfer Wizartb make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and convenient as possible. Providing acc&sa&gorbackups as regular folders, it may also help t
replace corrupted data from a previously created image in case of an operating system failure.

1 Wiping Media Builderto create abootable mediaon a CD,DVDdisg or flash memorywhich can later be used
to boot andirreversibly destroy the owlisk data Moreover, with its help you can save data from partitions of
your hard disk directly to compact discs or burn-i®@ges. The utility supports various formats of laser discs:
CDR/RW, DVER/RW, DVD+R/RW, DNR) DVD+R double layer, B&y and can handle mulsession burning.

1 Network Configuration Wizardo establish a network connectiam a wipingmedia

1 Boot Correctorto fix most of the system boot problems that can be a result of a human factor, program error or
a boot virus activity.

A Boot Corrector is only available for thbootableenvironment

Supported Data Erasure Algorithms

US DoD 5220.2®1

US Navy standards NAVSO2R9-26
British HMG Infosec Standard No.5
German VSItR Standard

Australian ASCI 33

Russian GOST R 5078D

Peter Gutmann's algorithm

Bruce Schneier's algthm

Paragon's algorithm

Custom algorithm

=8 =4 =4 =8 =8 =8 -8 a8 9

A To know more on the subject, please consult tBata SecurityStandardssection.

Supported Technologies

Along with using innovative technologies from outsiBaragorhas developed a number of its own original
technologies that make its products unique and attractive for customers:

1 ParagonUFSDx technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

9 ParagonBTEt technologyto settasks for execution during th&ystem restart, thus saving from the need to use
a bootable media Wwen modifying system partitions

1 Microsoft Dynamic Disksimple, spanned, striped, mirrored, RAPpto offer more management flexibility
without the patrtition limitation of basic disks. Dynamic storage can be particularly beneficial fosskzatze
busineses when dealing with many physical hard disks involving complex setup.

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.
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1 GUID Partition Tabl¢GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vigta/ér 3008, Mac OS X and Linux.

Supported File Systems
9 Full read/write access to FAT16/FAT32 partitions.

9 Full read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files ¢
supported.

1 Full read/write access to EX@&/Ext3H&Ext4F Jartitions.

9 Limited read/write access to Apple HFS+ partitions.

Unfortunately, support of noARoman characters for the HFS+ file systis unavailable at
the moment. The company is about to implement it in the nearest future.

Supported Media
1 Support of both MBR and GPT hard digk&TB+ disks includgd
IDE, SCSI and SATA hard disks
SSDgolid State Drive
AFD (Advanced Format Drive)
Non-512B sector size drives
CDR, CERW, DVER, DVD+R, DMRW, DVD+RW, DVR) DVD+R double layer and alsoBludiscs
FireWire (i.e. IEEE1304)JSB 1.0, USB 210SB 3.0ard disks

=A =4 =4 =4 =4 =4 =4

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution
ParagorDisk Wiperl1is distributed in two ways:
1 Boxedpackage from Paragon SoftwaBanbH and resellers

f Downloadable package over the Internet at B2 Y LJ- y &sbed 6 S 0

Distributive CD

The boxed package includes a distributive CD that is irafaobtableenvironmentwith auto-run of the Windows
installation, thus itcan beused asaready RS &a2f dziA2y ® . dzi AT & 2 dzQ NS yod eady 3
to install them first (seénstallation).

If you want to download an update/upgrade of the product, it will be in form of the downloadable installation package
as described i@nline Distributiof.
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Online Distribution

Disk Wiperll1purchased over the Internet will be in form of an MSI packader installing the product you can launch
the Wiping Media Buildeto prepareawiping media

Depending on your producand edition, you might need to additionally download an imag
A of our WinPEenvironment, which opens the ofbn to prepare it on a CD/DVD/BD or a flas
card before installing our software.

Registration

Paragon Softwar&mbH provides a wide range of online services through itspeetal - www.paragon
software.com/support/

1 Registration of new users;
1 Registration of purchased products for registered users;

1 Available aroundhe-clock downloading center, where registered users can get product updates/upgrades as
well as all the necessary documentation;

1 Downbadable free demo versions and open documentation for all users.

A It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

2. ClickCreateof the Create a ParagoAccountsection;
3. Fill out a registration form;
4. ClickRegister
The most important field in the form is annkail address, as it serves as a login to enter the system. Besides your acce:
password will be sent to this address as well.
To register a new product
If you are a registered user and would like to regifiesk Wiperll, please do the following:

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #nail used for registration;
In the Passwordield enter a password received after registration;
ClickSign in

If the user name and password are valid, you will get to your account;

o g A~ w Dk

ClickRegistemew productof the Productssection;

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.


http://www.paragon-software.com/support/
http://www.paragon-software.com/support/
https://www.paragon-software.com/my-account/login.htm
https://www.paragon-software.com/my-account/login.htm

10

Enter your product serial number in ttgerial Numbeffield. You can find it in the product box or obtain from
your reseller. Clicklext,

On the next page you will be asked to provide some additional data. Also yoeed|to decide whether you
want to get confirmation on registering the product byrail or not. Clickext, and then clickinish

That is all. The product is now registered.

How to Download Updates/Upgrades

Downloading of updates/upgrades can be fudfillin the following way:

1
2
3
4.
5
6
7

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #nail used for regitration;

In the Passwordield enter a password received after registration;

ClickSign in

If the user name and password are valid, you will get to your account;

SelectMy Downloadsof the Productssection to see what updates are available for you;

Selet the desired update and clidkownload

Contacting Paragon Software GmbH

If you have any questions about the company products, please do not teeitaontact Paragon Softwa@mbH.

Service Contact

Visit Paragon Softwaraveb site www.paragonsoftware.com

Registration & updates welservice www.paragonsoftware.com/support

Knowledge Base & Technical Support kb.paragossoftware.com

Pre-sale information sales@paragosoftware.com

System Requirements

For the Windows installation package

T

|l

Operating systems:

- Windows XP (32 and 64 bit)

- Windows Server@3(32 and 64 bit)
- Windows Vista (32 and 64 bit)

- WindowsServer2008 (32 and 64 bit)
- Windows 7 (32 and 64 bit)

- WindowsServer2008R2 64 bitonly)

Internet Explorer 5.0 or higher

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.
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11
Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
128 MB of RAM256+ recommended)
Hard disk drive with 25MB of available space
SVGA video adapter and monitor
Keyboard

Mouse

A During the installationadditional free space (up to 1GB) will be required.

For the Linux bootable environment

)l
)l
)l
)l
)l

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
256 MB of RAM

SVGA video adapter and monitor

Keyboard

Mouse

For the WinPE bootable environnms

)l
)l
)l
)l
1

Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
At least 512 MB of RAM

SVGA video adapter and monitor

Keyboard

Mouse

Additional requirements

1 Network card to send/retrieve data to/from a network computer
1 Recordable CD/DVrive to burn data to compact discs
1 ExternalUSB hard drive to stomata.

Installation

To installParagorDisk Wiperl1, please do the following:

1.

Run Setup ApplicatiorClick on the MSiI file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it contains the standard us
interface and set of installation steps.

A

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

2.

Starting SetupThe Welcome page informs that the application is being installed. Click the Next button to
continue.
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3. Confirm License Agreementhe License Agreement page displaysRhaeagoriicense Agreement. Read the
agreement and then select the appropriate option to accept. If you do not agree with any conditions stated
there, the installation process will bet@rrupted. By clicking the Print button, the License Agreement may also
be printed out.

4. Provide Registration InformationOn the Registration page you are to provide your product key and serial
number.

5. Provide Customer InformationOn the Customer Informain page you are to provide the standard
information, i.e. a user name and an organization. Besides you need to decide whether to make the program
available for all users of this computer (if several) or only for the current one.

6. Select an Installation Fder. The Destination Folder page allows you to choose a folder where the program will
be installed. By default, the installation folder will be created as:

C\Program FilesParagonParagonDisk Wiperlld ¢ 2 aSf SO0 I y2 (i KSKittdh2 f RS NE

After you have selected the required folder, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal ®ersessions to install
and run the program. In both cases, the program functionality will be limited.

7. Confirm Installation On the Ready to Install the Program page click the Install button to start the installation or
the Back button to return to any ahfe previous pages and modify the installation settings.

8. Copying FilesThe Copying Files page shows the overall progress of the installation. Click the Cancel button to
abort the setup.

9. Finishing the InstallationThe Final page reports the end of thawgeprocess. Click the Finish button to
complete the wizard.

mode hotcore driver, thus the system reboot is required to complete the installation

j To accomplish online operation on locked patrtitions/hard disks the program uses a kern
procedure.

First Start

To startParagorDisk Wiperl1 under Windows, please click the Windows Start button and then sBlexrams >
ParagonDisk Wipew 11 >ParagonDisk Wipem.

The first component that will be displayed is called the Express Launcher. Thanks to a well-thawgiegorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis WK K A& KStL)I @82dz Oy Ffa2 &adlF NI dz2d §KS (GNIRAGAZY
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&) Paragon Disk Wiper™ 11 Professional o) O

Paragon Disk Wiper™ 11

Professional

o \Vipe Hard Disk or Wipe Hard Disk or
o Partition S
Partition

Ay Tools
| # Wipe Hard Disk or Partition
N
6 SupportContacts x:esdu?vznd):;rHudd&.pmmmdeamemmm&e

® Open Advanced Interface

t2 1y26 Y2NB 2y K2g¢g G2 KIYyRfS GKS LINRRM
please consult theNindows Componentghapter.

Building wiping media
Wiping Media Buildecan help you accomplish the following operations:

1 Prepare the Linux/DO&hvironment(included in the installation package) on external media (CD, DVD, or flash
memory) to boot and run tiities under Linux or PTS D@8ongly recommended);

9 Prepare a custorhinux/DOS%nvironmentby adding any data you like to the standard image;
1 Prepare a bootablenvironmentfrom any ISO image, including our WirlR&Emage (strongly recommended);
1 Create from the master CD the Linux/DOS or WerREronmenton a CD/DVD disor flash memory.
Below you can find how to build our WinBIb basedenvironmenton a thumb drive:
1. Plug in a thumb drive of at least 250 MBs in size. Please note all data on that drive will be deleted.

2. In the Main Menu: selectools >Wiping Media BuildeK

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

3. On the Wizad's Welcome page, click the Next button.
4. Select theFlash Memoryoption.
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@ HRash Memory

Select this option to create the recovery envionment on a flash memory media. Thus you will get al
recovery features avaiable in the program on a compact. relable, and fast device fecommended)

CD/DVD
Select this option to create the recovery envionment on 3 CD/DVD. Thus you will 3lso get a bootable

CD or DVD with all recovery features avadable in the program (ndispensable in case your computer
does not support booting from USB drives)

5. Select theUser specified CD/DVD image (.iso figgtion, then browse for an 1ISO image of our WiisHE
environmert or manually type in a full path to it. By selecting Thgpicaloption you can build our Linux/DOS
environment which we highly recommend you to do as well.

Typical

Use the standard Recovery Media image supplied with the program
& User specified CD/DVD image (iso file)

Use CD/DVD image from specific location

E:/Downloads/Paragon/winpe20_BR10_Sute-ea-ram iso ;. Browse

Copy from a CD/DVD
Choose a source CD/DVD drive

Q You can get an ISO image of our WinPEgh@ironmentii KNR2 dzZ3a K G KS 02 Yl
service.

6. Select the required thumb drive from the list of flash memory devices available in tlmrsgsthe moment (if
several).
Fvailable dives:

Drive Supported Formats

7. You will have to confirm the operation.

WARNING: As a result of this operation ALL DATA cn the flash memory media will be ERASED.
Click "OK" if you agree or "Cancel' if you do not.

Lok ]| conce |

Booting from the Linux/DOS wiping media

The Lmux/DOSnvronmentcan be used to boot your computer into Linux or PTS DOS to get access to your hard disk
for maintenance or recovery purposdsalso hagshe PTS DOS safe mode, which may help in a number edtaodard
situations such as interfering hardware segs or serious problems on the hardware level. In this case, only basic files
and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup

To start working with the Linux/DG®vironment please take the followg steps:

1. Start up the computer from our Linux/D@&ping media
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Wiping Media Buildetrcan help you preare our environmenteither on a CD/DVD disc or a

f thumb drive.
To automatically boot from thewiping mediaplease make sure the ghoard BIOS is set up
to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Booemu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints oretbelected at the moment item whielp you make the right
choice.

4. Consult the help system by pressifigT+F1o know more on the subject.

Boot menu

The Boot menu contains the following commands:

=+ Hormal Hode Main recouvery
& Safe Mode enuironsent

& Lou-Graphics Safle Hode

& Floppy disk

& Hard disk B8 HER

& Find 0Ses on your hard disks

1 Normal Mode Boot into the Linux normal mode. This mode uses tilesét of drivers (recommended);

i Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux ndeniiit mo
fails to work properly;

1 Low-Graphics Saf¢ode. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode mgdesgraphics and a simple menu;

91 Floppy DiskReboot the comuter from a system floppy sk;
9 Hard Disk OBoot from the primary hard disk;

9 Find OS(s) on your hard diskBhe program will scan hard disks of your computer td éiny bootable operating
system.

To move within the menu, please use the arrkeys of the computer keyboard.

While working with theenvironmentyou might experience some inconvenience caused k
A possible video artifacts. It is just a result of changing video modes endo way will affect
the program functionality. If this is the case, please wait a bit and everything will be OK.
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Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

— This will launch Wipe Wizard. To wipe hard

[i disk or pannion, just fllow instructions in the
wizard, All drives (including NTFS) are
already maunted as o d; & &k

4 File Transler Wizard

@ Boot Cormector
@ Log Saver

Start the command line

1 Wipe Wizard(enables to destroy all adisk information or only remnants of deleted files/directories);

File Transfer Wizar@allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD);

=

Boot Corrector(helpsto correct the Windows System Registry without Windows being loaded);

)l
1 Log Savethelps to collect and send the necessary log files to the Technical Sypport)
I Command Lindallows experienced users to execute any operation);

1 Reboot the computer

1 Power off the computer

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode excepr the Network Configuator andLog Savecommands. Besides due to certain limitations of the
PTS DOS environment, there is no paksilio burn CD/DVD disc

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the sanadifyiacti looks
similar to the Safe mode but graphically simpler.
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wmtmm_I This will launch Hipe

i Hizard. To wipe hard disk
BE File Transfer Hizard or partitiom, just follow
[E] Boot Corrector instructions in the wizard.

M Connmand 1ine

& Reboot

Booting from the WIinPE wiping media
The WinPEnvironmentcan be a real alternative to the Linux/Dé&$s/ironment Providing nearly the same level of
functionality it offers an excellent hardware support and the same interéatbe Windows version does.

Startup
To start working with the WinP&hvironment please take the following steps:

1. Start up the computer from our WPEwiping media

Wiping Media Buildercan help you prepar®ur environmenteither on a CD/DVD disc@

f thumb drive.
To automatically boot from thawiping mediaplease make sure the choard BIOS is set up
to boot from CD/USB first.

2. Onceit has been loaded, you will see the License Agreement. Read the agreement and then mark the
appropriate checkbox taccept. If you do not agree with any conditions stated there, yauwQ @G 0 S
the program.

N

Press Page Up and Page Down to scroll the text

End User License Agreement 3
bétween

PARAGON Software GmbH,
Heinrich-von-Stephan-Str. 5 ¢, 79100 Freiburg, Germany,

and

You, as end user

If you accept the terms of the agreement, click the check box below

v [ggcept the terms in the License Agreement |

Accept Decline I

3. Once you accept the agreement, you will see the Universal Application Launcher. In gesvaables to run
components of the product, load drivers for undefined hardware or establish a network connection.
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{3 Paragon Disk Wiper™ 11 Professional =10l x|

Paragon Disk Wiper™ 11

ylparacon

Professional

Wipe Hard Disk or Wlpe Hard Disk or

B 4 Partition e
Partition
E’ Boot Management

o
# Wipe Hard Disk or Partition
- . Wipes data on your Hard disk, partition and clear free space to make
/‘\ Tools your sensitive data unrecoverable

0 Support Contacts

€ Open Advanced Interface B8 Restant [0) Shutdown

4. Click on the required operation to start. Hints on the sedelcat the moment item wilhelp you make the right
choice.

5. Consult the help system by pressidgT+F1o know more on the subject.

Our WInPE 3.0 baseehvironment offers excellent hardware support. However in case it
A R2Say Qi KIFI@S I RNRAGSNI F2NJ 82dzNJ RAal Oz2y
consult theAdding specific driverscenario to knav how to tackle this issue.

Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a gent
notion of the operation performance and makes it easier for the user to operate the program.

Data Sanitization

Data security is a tweided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourskifas/to
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters refees to partitions in the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions

Formatting a drive also does not guarantee data destruction. Formatting puoeéchplies modification of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a lelevel format does not actually erase the file contents for good, since thetll be
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resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwriteiak sactors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally kmoas Data Sanitization. A device that has been sanitized has no usable
residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level c
security.

Data Security Standards
To irreversibly destroy all edisk information there have been developed a number of disk sanitizing standards. They
are distinguished by wiping patterns and number of passes:

1. US DoD 5220.2R1. US Department of Defense recommends to overwrite all addressable locations with a
character, tis complement and then a random character. Finally, the target data area is to be verified,;

2. US Navy standards NAVSEP39-26.
1 NAVSO PB23926 for RLL encoded driveét first to write the fixed value (0xffffffff) to the target data area,
then the fixed viue (0x27ffffff), and then random values. Finally, the target data area is to be verified;
T NAVSO B23926 for MFM encoded drivesAt first to write the fixed value (Oxffffffff) to the target data
area, then the fixed value (Oxbfffffff), and then randontuess. Finally, the target data area is to be verified,;

3. British HMG Infosec Standard No.At first to write a single character pattern, then its complement and then a
random character. Finally, the target data area is to be verified;

4. German VSItR Standar@verwrite the deleted information 7 times, consistently filling it with the following
patterns: 0x00, OxFF, 0x00, OxFF, 0x00, OxFF, OXAA. Finally, the target data area is to be verified;

5. Australian ASCI 30verwrite with a character (C), then verify. @vete withe/ 6 0 KS FANR G LJ a
inverse), then verify again. Overwrite everything with both C @ance again but without verification. Fill
everything with random characters;

6. Russian GOST R 50732 Destroy information by a single pass withiting random baracters into each sector
byte;

7. Peter Gutmann's algorithmA whopping 35 passes, with 27 randonder passes using specific patterns
combined with eight passes using random patterns;

8. Bruce Schneier's algorithnTwo passes of specific patts followed by five passes using a cryptographically
secure pseudo@andom sequence;

9. Paragon's algorithm
1 Overwrite each sector with a forcefully randomized Hi2e string, new for each sector, using CSPRNG
(cryptographically secungseuderandom number gnerator);
1 Overwrite each eased sector with its complement;

1 Overwrite each sector with a 53#te string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;
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9 Fill each erased sector with OXAA value. Finally téinget data area is to be verified.

Military and government standards always require 100 percent residual data verification
is necessary to maksure that the operation has been properly accomplished. Besides
corrupted sectors discovered during the operation are to be logged to keep the user

2 informed, since these sectors may contain classified information.

The list of supported military and governent standards may vary for yayproduct.
lyegle &2d2Q@S Ffglea I20 GKS LRaaroAfAd
wiping patterns, number of passes for each wiping pattern and for the group of patterns,
thus providing the maximum possiblsecurity level

Dynamic Disks

As you probably know, MBOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of whichan be an extended partition with logical drives. However, these operating systems als
introduce a new disk configuration typelynamic disk which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk thaedn't use partitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can accessyimamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can axist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of damic volumes: simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or mo
physical disks), mirrored (a fattilerant volume the data of which is duplicated on two physical disks, and-RAID
volumes (a fauktolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without e toerestart Windows.
Limitations:

9 Dynamic disks are not supported on portable computers.
1 Dynamic disks are not supported on Windows XP Home Edlitiead computers.

9 You cannot create mirrored volumes or RAIBolumes on Windows XP Home Edition, Wind&®s
Professional, or Windows XP-B# Editionbased computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more managemer
flexibility without the partition limitation of basic disks. Dynamic disksaartain an unlimited number of volumes, but
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial feadalebusinesses
when dealing with many physical hard disks involving complex setup.
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GPT versus MBR

GUIDPartition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of th
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated
BIOS, it offers aumber of crucial benefits:

1 Up to 128 primary partitions for the Windows implementation (only 4 in MBR);

1 The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);

1 More reliable thanks to replication and cyclic redundancy check (CR@rfootof the partition table;
1

A well defined and fully seiflentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is the case with MBR)

64-bit Support

The bulk 6 software today is written for a 3Bit processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations «
very large numbers. That is whe#é-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and moi
simultaneous users on each server. Besides-bittkernel can access more system resources, suaheasory

allocation per user. A 68it processor can handle over 4 billion times more memory addresses thaiia @dcessor.

With these resources, even a very large database can be cached in memory.

Although many business applications run without probdéeom 32bit systems, others have grown so complex that they
use up the 4 GB memory limitation of a-BR address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On alfidserver, most queries are able p@rform in the buffers available to the
database.

Some 32bit applications make the transition to the @t environment seamlessly others do not. For instance, system
level utilities and programs that provide direct hardware access are likely to faipbr@gram offers a fulfledged
support of the 64bit architecture providing faultolerant work for such system dependent modules as Hot Processing.

Scheduling

The automation of operations is particularly effective when you have to repeat a sequenctiookan a regular basis.

For example, developing a specific project on atagtay basis and having to make a backup every evening so as not tc
lose the valuable data, you will really appreciate, when this kind of routine operations will be carriadtontatically
without your participation.

l'Y20KSNJ FaLISOoG 2F ye Fdzi2aYlFGA2Yy LINRPOSAaa -laad Thisksk G A 0
especially important when operations require a considerable amount of computer resaypresessoitime, memory

and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least wodoad to perform.

The program has a special tool for scheduling. You can set out a timetable for anyi@parat it will start at a
specified time without interrupting your current activity.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.
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Interface Overview

This dapter introduces the graphical interface of the program. The design of the interface precludes any mistake beir
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easy understdable icons. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to rds amh
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

¢CKS [ dzyOKSNR& gAyR2¢g Oly 06S O2yRAGAZ2YIff& &adzoRADARS
functionality:

= ~,—.@-x': -

Type: intemal Hard Disk Deve

Total size: 16GB
Sect track: 63
P eads: 255 Explorer Bar
Cylinders: 2088

Wipe out your sanstive data from the entire hard disk. You can use one of the predefined wipe

algorthms, or create your own.
Waming: Al the data on the hard disk wil be lost without any possibilty to restore |

@ Data Sanitization Methodology
@ Serpt Manual

FAT32 FAT16 Uinux B42 Linux Ext4
s ,

(1) No changes.

1. Main Menu
2.Tool Bar

3. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar
8. Status Bar
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A number of panels offer similar functioftglwith a synchronized layout. The program enables to conceal some of therr
to simplify the interface management.

All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the screen layc

Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as listed below:

MENU ITEM FUNCTIONALITY

Tools

View Log Files View logs on the carried out operations

Send Log Files Compress and send the log to the Paragon Support Team
Wiping Media Builder 8 Start up your computefor maintenance or recovery purposes
Check Recovery DiscO 8 Verify thewiping mediafor integrity and ability to boot from

&EIT A 40AT O&A O | Transfer data from any media

Settings... Edit the general settingsf the program
Exit Exit the program
Changes

AT AOAOA 3 A OE B Generate a script for the task

3AOA O1 3 AEAAQJ Schedule pending operations

Undo “the last virtual Cancel the last virtual operation on the List of Pending Operations
operation®

Redo “the last virtual Cancel the last undo virtual operation on the List of Pending Operations
operation®

6 EAx #EAT CAO8 | Display the List of Pending Operations

Apply Changes Launch the eal execution of virtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations

Reload Disk Info Refresh the current information about disks

Wizards

Wipe Hard Disk or Destroy all ordisk information or only remnants of deleted files/directories
Patrtition...

Hard Disk

Update MBR Update MBR (Master Boot Record) of the selected hard disk

7EDPA ( AOA $ E OBF Irreversibly destroy all odisk information
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AEOT6EAXx 3AAQ

View/edit sectors of the selected hard disk

00I PAOOEAOS

Get indepth information on the properties of selected hard disk

Partition

# OAAOA 0 AOOE OH Create a partition

&1 O AO 0 AOOE OHF Format a partition

$ A1 AGA 0 AOOE OF Delete a partition

Il OOECT $OEOA | Assigndrive letter to the selected partition

2AI 1T OA $OEOA

Remove drive letter for the selected partition

7EPA O0OAOOEOEI I

Irreversibly destroy all opartition information

#1 AAO &OAA 3DPA

Destroy any remnants of deleted files/directories left on disk

4 A006 3O00&FEAAAS

Test surface of the selected partition/block of free space

Check File System
InteCOEQUS8

Check the selected patrtition for possible file system errors

WAEOT6 EAx 3AA(Q

View/edit sectors of the selected partition

001l PAOOEAOS

Get indepth informatian on the properties of selected partition

View

Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels and large icons

Status Bar Display he Status Bar

Common Tasks Bar

Display the Common Tasks Bar

Disk Map Legend

Display the Disk Map legend

Disk Map Location

Select whether the Disk Map will be located on the top of the main window

at the bottom

Help
Help Open the Help system (yourtalso do it by pressing F1)
About Open the dialog with information about the program

A

object.

The Main Menu contents available at the moment may vary depérglon the selected
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Tool Bar

The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY

3% J; Irreversibly destroy all opartition
[ information

@ Switch to Express launcher

@ Open the Help system

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operaticaltegso
virtual mode of execution). In fact, when the virtual mode ialdied, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

&_-'j Cancel the last virtual operation on the List of Pending Operatior|
@ Cancel the lastndo virtual operation on the List of Pending
Operations

Display the List of Pending Operations

Qp Launch the real execution of virtual operations

% Cancel all virtual operations on the List ohBmg Operations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply buth for confirmation, thus giving a second chance t
weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:

A ‘1) There are unsaved changes. X

Pbawumlm@mvcmnmlocm the changes ondlhe% Discard
command to permanently undo the changes.

You can view the changes history via the . View Changes command and

lwwaiyuﬂoaredodwm&mbymdhﬁ)umme Redo
commands.

Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program'
wizards.
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Thebar contains several tab&achab includesa separate button bar whitcan be folded by clicking it.

Wiping Tools

Starting the Wipe Wizard to help destroy alldisk information or only remnantg

ij Wipe Hard Disk or Partition _ . )
of deleted files/directories

Starting the Wiping Media Wizard to create a bootable media which can be u

ﬂ\ Wiping Media Builder ) )
to get access to your hard disk for maintenance or recovery purposes.

Helpand Documentation

@ Disk Wiper™ Help Launching the help system (you can also do it by pressing F1).

Opening the page which contains information about the program. This page

'\_.fl About Disk Wiper™ ) )
be dispayed in the Explorer Bar.

\? Data Sanitization Methodology Opening a brief review on the Data Sanitization issue.

EE:{' Seript Manua Opening a brief reviewrothe Paragon Scripting Language.

Disk Map

The Disk Map is displayed in tBgplorer Bawhen the Disk View tab is selected. It is located either at the top or at the
bottom of the window, depending on the state of thésk Map Location option (Main Menu: View > Disk Map
Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented wit
rectangle bars that contain smalized bars. These smalked bars remsent logical disks. Their color depends on the
file system of the appropriate partition.

-

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)
Local Disk (C:)

4999 GB NTFS
Largesized bars display the following information about physical disks:

1 Manufacturer,

1 Model.
Smalisizedbars display the following information about logical disks:

1 Serial number,

9 Drive letter,

1 Total size,

i File system.
CdzNIKSNXY2NBz Al Aa LRaaArofsS 2 SadAaAYFrdS (GKS dzaSR RAZ
offerstochoose frt¥ & S@SNI f GeLlSa 2F GKS RA&| flreéz2dzi al0lrftAy3ao
Ayaiul yoOSz AT &2dz2Q@S 320 | KAIK OF LI OAGE KFENR RNAGS (
than 10 GB) partitions, you caelect the logarithmic type to make all partitions readable, otherwise (selecting the
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fAYSEFEN GeaLlSv &2dz 62y QG oS FofS G2 4SS avrff LI NUGAGASZ
layout is critical for you, the linear typs exactly what you need.
bSOSNIKSt Saa GKSNES Qlineat scaling Withi@ nvidini@lSimitt2stalzipaktifioyis. So if a partition is
too small it will remain readable.
Just click on the arrow icon on the top right side of the Disk Magkect the desired scaling type.

T |

+ Linear
Limear Scaling Min Width

T

Lirnex Ext4 ReiserFS

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will
automatically display detailed informatiam it.

The dragand-drop functionality is not available when the logarithmic type of the disk
layout is selected.

Explorer Bar

The Explorer Bar Iscated in the center of the main window which emphasizes its importance. The bar displays
reference information including:

1 The help system
1 General information on the product including its name, w@nsand a list of helpful links
1 Detailed information aboudisks selected on thBisk Map
9 List of scheduled operations
9 Disk Editor utility
According to these categories the Explorer Bar has several tabs:
1 Disk View which offers the user the following options:
- Disk Editoto view/edit sectors of e selected partition/hard disk

- Propertiedo view detailed information on the selected partition/hardsHliin the bright graphical form

Q You can switch between these components by clicking tabs on the left side of the Explo
Bar.

1 Scheduled Tasksvhich giveshe user the possibility of browsing and editing scheduled operations and the
program scripts.

91 Help, which contains the program help and general information on the product.
You can access the desired information by clicking on the appropriate tab.

The Exmrer Bar is a fulljunctional embedded HTML browser, which offers the possibility to address, for example, the
company's website to look through important technical notes or download the latest updates without having to close
the program.
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The program hgl is also HTMhbriented. You can read it and follow external links from to get additional information.

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

) i
@ Return to the previously browsed
page

@ Open the next browsed page

5% Stop loading the current page

& Refresh the contents of the current
| page

Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar w
the appropriate Main Menu item: View > Disk Map Legend. When it is activatad lbe found at the bottom of the

Explorer Bar
The program distinguishes between the following types of known file systems:

-FAT16/32
-NTFS

- Linux Ext2/84

- Linux ReiserFS
- Apple HFS

Status Bar
Thisis the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings Overview

The Settings dialog is availabterf the Main Menu: Tools > Settings. All the settings are grouped into several sections,
which functions are described in the following paragraphs. The list of sections is placed on the left side of the dialog.
selecting a section from the list, you capen a set of options.

Q To get a detailed description to any setting, control, or field of the program just click the
hint button and then the objectyou need.
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General Options

{‘g General oplions

Partition Abgrment Mode

‘st

[a]

Align partitions according to the nuies usad in Windows Vista and later 05es

Check F5 integrity policy

Oreze

(2]

Standard profection from data loss with acceptable pafomance. The file system
inbegrity will be checked for each volume only once just before accomplshing
data-sensiive operations

Data Loss Protection mods

Resst

4]

Mediam protection from data loss

This section contains a set of general options that will be taken into account during any operation carried out with the
program:

T

1

1

Partition Alignmentmode. There are three options you can choose from:
- legacy5h{ YR 2AyYyR2g4a h{Sa 0STF2NB +Aaill NBIdzANBR
or 63 sectors to address and access sectors correctly. It was OK, until 4K hard drives cacem@td/hen

partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters
thus resulting in a double readrite operation.

- Vista Since Windows Vista, operating systems do not use the archaic CHS=(dytind/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the who
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance Select the option to disable automatic alignmef partitions.

Check FS integrity policAccomplishment of any datensitive operatiorfresize, move, merge, redistribute,

change cluster size,etd)da L2 GSY Al f S6AGK RFEGF f2aad ¢2 YAYAYA

yourflea @ A SY o60ST2NB GKAa (elLI)S 2F 2LISNIGA2YyaY RSaLRd

several options to let you choose, which is best for you:

- Always Maximum protection, but minimal performance. The file system integrity will be checkeuteae
AlQa ySOSaal NB (2 3dz NI yiSdskdateS YI EAYdzy LINERGSOI

- Once Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accomplishing daemnsitive operations.

- Neverb2 LINPGSOGA2YyYX odzii YIFEAYdzY LISNF2NXIyOSo LT @
not use this option.

Data Loss Protection modd o guarantee safety for your information when a daémsitive operation has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Donotprotectb2 LINRGSOGA2Y S odzi Yl EAYdzY LISNF2NXYIyOSo
from a power outage, or an adintal reset of your computer, please do not use this option.
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- Reset Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a dadansitive operation interrupted by an accidental reséyour
computer from our bootableviping mediathus reviving the corrupted partition.

- Power lossMaximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when accomplishing d&tasitive operdbns to avoid data loss even in case of a
power outage.

Wipe Options

H Wipe options

Diefaudt wipe method
US Dol 5220.22-M []

Crvenwrite al addressabls locations with a chamacier, s complement, then a random
character and verfy

Here you can set a specific data erasure algorithm that will be used by default during wipe operations.

A The list of supported military and government standards may vary for ypuoduct.

Wipe Report Options

ﬂ Wipe report structure options

Please enter customer information to put in data sanitization reports:

Customer name:

Customer onganisation
¥ you did not provide any information in these fields the default system data wil
be displayed

Please mark the issues to be placed in data sanitization reports:

V! System information

Choose this option to put system information in report. System information
includes a computer name, OS and BIOS versions

V| Hardware information

Choose this option to put information about hardware used in your computerin
report. This section inchudes information about processors, disk dives. network
and USB adapters etc.

V| Bad blocks information

Choose this option to put information about found bad blocks. This includes
total bad blocks count and a bad sectors kst

Supervisor Approval

Please choose this option £ wipe reports require mandatory formal approval from
an executive or supervisor. i enabled, every wipe report will contain a signature
field for a person responsible for duly data santtisation procedures in your
Company

Fort size to use when penting report: | Middle forts (12pts) [

In this section you can specify contearsd propertieof generated wipe reports

1 System information Mark the option to include a computer name, BIOS version and the used operatiamsyst
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Hardware Information Mark the option to include information on the used processor, disk drivers, network and
USB adapters, etc.

Bad blocks informationMark the option to include information on the found bad blocks.

SupervisorApproval Mark the opton to add a signaturéeld for anexecutive or supervisaesponsible for
data sanitization procedures in your company

C2 y (i Selkcith8 ost suitable font sizfom the st (12 pts by default).

Partitioning Options

Corfimations

| Agk for volume label before partition delete

Ask confirmation when comverting FAT16t0 FAT3Z2.

This section contains a set of options that will be taken into account during partitioning operations:

T

T

Request confirmation before partition deletionMark the checkbox to activate an additional setyuri
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

Request confirmation when converting FAT16 to FATBRrk the checkbox to automatically request
confirmation before converting FAT16 to FAT32. Tlaeesa number of situations when this kind of conversion

is the only way out to accomplish the operation. For instance, you are going to migrate your system to a large
hard disk with the proportional resize of existing partitions, what is very conversrda. result you can get

original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation nvolving an extra upsizing.

E-Mail Options

Specify your e-mail account options:
QOutgoing mald server (SMTP)

User e-mai address

SMTP port number 25

My outgoing server requires authentication

Send test emai

Ciick this button to test e-mal account options. The program wil send generated e-mal message to
the address you've specfied in User e-mall address field

Specify e-mail notification options:
Send E-Mal notification on apply

This section contains a set of options that will be taken into account during the Send log files aneh&ehd e
notification goerations:
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Outgoing mail server (SMTPJo send messages by using the kuilinail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to t

SMTP server, whidh its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

1 User email address Specify an-enail address that has been assigrby the Internet Service Provider or

organization's email administrator.

1 My outgoing server requires authenticatiarActivate the option to allow the program to make authentication
on the server before sending messages.

- User name. Enter the name thaill be used to log in to the-mail account.

- Password. Enter the password that will be used to access the mail server

2 K8y &2d2QNB NBI Ra

& A Sdad téskeSail Aufidn o £heck & aven@hing iOQK 2y (K S

1 Send email natification on aply. Specify an-enail to send notifications on the carried out operations.

- Send mail in HTML forma#Activate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operationg\ctivate the optiorto create an irdepth report on the
carried out operations and send it after performing the last operation.

- Send graphical view of the disk stdystem before and after applyActivate the option to allow the program
to attach two pictures of the disk laut made before and after the operation is completed.

A By clicking the link at the bottom of the window you can jump to tl@@peration
[ Dependency Options

Operation Dependency Options

Operation dependency oplions

Flaase sslact & task to be camead out when ane or mone of the following operations ane

commitbed
Perom the task: | Send e-mall notfication [

Operation

Adust 05 to boot on new hardware
Adust 05 to boot on vitual hardwane
Backup parition or disk

Baot recond comaction

Changa NTFS wersion

Change SID

Check fie system

Compact SMFT

Comnert Dynamec Disk: lo Basic
Copy partition

Copy parition with fles eclusion

) ] | [ P ) | | [ e

Selactal | [ Olearal | [Restos defaits |

This section contains a set of options that will be taken into account when the Smad eotification on apply function
is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an

mail notification on its completion or not.

/ 2 L& N 3 RG16 Paradodg Software Group. All rights reserved.



33

A You won't be notified if an operation requires the system restart.

Virtual Mode Options

Operations mode
J| Alow vitual mode
Set this option on to cany out all the operations vitualy. You will be able to

commit the changes or rolback all of them or the last one. ¥ you switch this
option off, the operations will be camed out immediately

Close progress dialog automatically
Set this option on to automatically close the progress dialog after committing the
changes

In this section you may configure the virtual mode

1 Allow virtual mode Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or thatpticular operation.

A We strongly recommend you to enable this mode.

9 Close progress dialog automaticallilark the checkbox to automatically close the progress dialog after
accomplishing operations.
Log Files Options

“og Log files options

Choose a storage e span for the stubact og file. Please nate. once the defined pesiod
hias bean eqpirad, the: fils will be smptied.
@ Infinde
Marurnal

Custom

In this section you can specify a storage life span fosthbact.log file
1 Infinite not to empty the file ever;
1 Minimal to have the file emptied all the time;

1 Customto set a certain storage life span for thiefiPlease note, once the defined period has been expired, the
file will be emptied.

LINPGfSYa 6AGK GKS LINRIANI YI 2dzNJ { dzLJLJ2 NI

j We strongly recommend you not to choose the Minimal option, ascase of having
help you out.
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Viewing Disk Properties

The main tool to view walepth information on the properties of hard disks is sk Map It represents the actual state
2T GKS O02YLlzi SNN& KINR RAa&al1a®
Generally the hard disks are represented on the map by rectangular bars, which also contasizaddihrs. The small

sized bars represent logical disks (partitions). When you tsellexgesized bar, thé&xplorer Badisplays information
about the disk in a bright, graphical form.

Basic Hard Disk 1 {(FUJITSU MPF3102AT)

Type: Basic Hard Disk Drive
Total size: S5GB
Seclors per track: &3
Heads: 295
Cylinders: 1245

’_ Create an image of the entire disk
hods)  Back up all the data this hard disk containg, All the partitions on this disk wil be added to the archive

E! Restore an image of the entire disk

Warning: This operation wil delete all the data on this haid disk. All the pattitions will be replaced with ones from
the image you have chosen. You may also be asked to restaet your computer during this operation

~ Copy the entire hard disk
@I Create a copy of the enbire haed disk
~4  Althe patilions on this disk wil be copiad on the specified targat disk,

The model and serial number of thésk serve as the title of the browsed page. The disk layout is shown in form of a
circular graph, where the color of a sector corresponds to a file system of an appropriate partition. On the right you m
see a table, which contains the following infornaet

1 Type of hard disk (basic or dynamic),
1 Total size (in GB),
1 Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate wiZaedstatted. All
RSFldzZ & O fdzSa F2NJ GKS 2LISNIGAZ2Y LI NIFYSGSNB gAft O2N
description of tasks that can be performed by the wizard. This nullifies the possibility of selecting the wr@amnt wi
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' Logical Disk (G:)

Volume letter: (G:) Sernal number: 74S3EASF
Volume label: FAT32-LINLX Partition ID: 008 FAT32
Type: Primary Total size: 68GB
File system; FAT32 Used space: 57GB
Sectors per boot: 36 Free space: 1GB
Sectors per cluster: 8 Aclivity: Inaclive

Hidden state: Not hidden

—~ 7 Create an image of the logical disk
g Back up all the data this logical disk contains.

Warmning: This operation will delete all the data on thes logical disk and replace them from the image you have

fg-\ Restore the logical disk from an imaqe
C‘ ¥ chosen. You may also be asked to restart your computer during this operation.

% Copy the selected partition
& Cieate a copy of the pattiion. A new partiion will be created and all the data will be copied there.
= You can create an exact copy. of copy only the area that is occupied by data.

When you select a smaldized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it as
well. The page title will contain a drivetter, which is assigned to the disk. The disk layout graph will be colored in
accordance with the volume ratio of the used space to the free space (the light colored sector). The table on the right
will contain the following information:

1 Volume label (iavailable),

1 Type of the logical disk,

91 File system (represented by the color of the graph and the selected bar),
1 Total size, used space and free space (in GB or MB).

Below there is a list of wizards, which may be called for this disk. All default valp@saofeters will correspond to the
disk settings.

Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by the progran

Basic Partitioning Operations

Here you can learn how to accorighl basic partitioning operations (create, format, delete).

Creating Partitions

The program provides the ability to create a new partitiithin a blockof un-partitioned space
Restrictions
1. Do not use the Create Partition function in order to undelete kst deleted partition.

2. The program allows creating new partitions only within blocks gpartitioned space. It cannot convert a free
space on an existing partition to a new patrtition.

3. The program cannot create new partitions on Dynamic Disks.
Dialog Sartup

1. Select a block of free space on the Disk Map;
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2. Select in the Main MenWPartition > Create Partition

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Yes
button to confirm the operation.

[ ]
Are you sure you wanlt lo create a new parlition on disk 37

You are about to create a new parition in (Unallocated). 19.9 GB arca. Flease select size.
position and file sysiem of the new partition.

Basic Hard Disk 3 (VMware, VMwane Virtual 5 5C51 sk Dev)

I I 1) New Volume (H:) I
19.9GE NTFS

Create new partiion s Prmasy patton [

Flease spacify new partibon size 20479 - TMB-20473 MB

Please speciy size of free space befors the parition: 0 * OMB - 20,465 MB

Please specify size of free space afterthe patition: 0 % OMB-20472 ME

Flease sedact file system for new partition: | NTFS El

Flease snter new volume label: Naw Voluma

Flaasa spacify dive letter H E|

%) [More options | Yes ] l Mo |

1 Define whether the partition will be Primary, Extended or Logic®ou can choose the desired partition type
from the pultdown list. As a matter of fact, the availaldlternatives fundamentally depend on the selected
block of free spacewithin the Logical free space, only Logical partitions can be created; Within the Primary fre
space, both Primary partitions or the Extended Partition can be created.

1 Partition Size Define the size (in Mb) of the new partition.

1 Free space beforeDefine the position (in Mb) of the new partition relative to the beginning of the block of free
space.

9 Free space afterDefine the amount of trailing free space (in Mb) at the end of tbe partition.

Partition size and position may also be defined by using the desgl-drop technique. To do

that, just carry out the required operation on the Disk Map. The virtual operations are to
available.

9 File system for new partitionFrom thepull-down list select a file system the newly created partition will be
formatted to, otherwise the partition will remain unformatted (so that it will not be ready to use).
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1 Volume label Enter a label for the selected partition in this textual fields &m irrelevant parameter usually
used for drive identification.

1 Drive letter assignmentThe pulldown list contains vacant drive letters that can be associated with the newly
formatted partition.
In addition, there is the possibility to make further diga settings (although the default values will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending ol
the chosen file system, the following options become available:

| Usa 05 busk in format routine
Flease select number of sectors per cluster: | 8 [=]
Please selact number of sectons per boot

Please sebact number of root entres
l‘HﬂStQﬂ:: defaults
9 Use OS buikn routine. Mark the option to restrict the available values according to the used OS.

1 Whether the surface test will be performedDefine the level of th surface check to make the program find bad
and unstable sectors and mark them unusable in the file system metadata.

1 The amount of sectors per booflhis parameter is available exclusively for FAT16 and FAT32 file systems. Set
the number of sectors to beeserved for the boot area on the partition with this spinner control.

1 The amount of root entriesThis parameter is available exclusively for FAT16 file system. Set the maximum
amount of files/directories to be placed in the Root Directory on the FATRipa.

1 The amount of sectors per clusteDefine the Cluster Size for the formatted partition with this spinner control.

A Number of available options depends on the selected file system type.

Result

After the operation is completed you receive ayudlunctional partition.

Formatting Partitions

Any partition should contain some file system to be used for keeping data. The process of installing a file system is
commonly known as formatting. A huge variety of file systems have been developed thase day

Supported File Systems
The program provides the ability to format partitions of the following file systems:
-FAT12 & FAT16
-FAT32
-HFS+
-NTFS
- Ext2
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- Ext3
- Ext4

- Linux Swap v. 2
Dialog Startup
1. Select a partition on the DkdMap;

2. Select in the Main MenWPartition > Format Partition

There are other ways to start up this function, please consult tinéerface Grerview
chapter to know more on the subject.

Dialog Setup

Initially the program suggests some consistent values for all parameters. In most cases, you can just press the Form:
button to confirm the operation.

P ]

- * Are you sure you want to format volume (F:)?

You are about to format volume (F:) [No label]. NTFS. Your computer may
no Jonger boot or work comectly

Please select new fie system:  [ZNECNNNN )
Please enter new volume label; | New Volume

¥) More options l Foemat 1 | No

1 File systemFrom the puldown list select the desired file system type. In fact, the program displays only those
file systems that can correctly be placed to the selected partition, taking its capoitgccount.

1 Volume label Enter a label for the selected partition in this textual field. It is an irrelevant parameter usually
used for drive identification.
In addition, there is the possibility to make further detailed settings (although the defaluies will do in most cases).
To activate the advance mode, you need to click the More options button at the foot of the dialog page. Depending ol
the chosen file system, the following options become available:

J| Use OS5 bult in format routine
Plaasa sslact mumber of sectors per cluster: | 128 E|
Plaasa salact number of sectors per boot ;

Fleasa salact number of root entries:
Restore defauls |
1 Use OS buittn routine. Mark the checkbox to restrict the available values according to the used OS.

1 Whether the surface test will be performedDefine the level of the surface check to make the progfind bad
and unstable sectors and mark them unusable in the file system metadata.
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1 The amount of sectors per booflhis parameter is available exclusively for FAT16 and FAT32 file systems. Set
the number of sectors to be reserved for the boot area om plartition with this spinner control.

1 The amount of root entriesThis parameter is available exclusively for FAT16 file system. Set the maximum
amount of files/directories to be placed in the Root Directory on the FAT16 partition.

1 The amount of sectors gr cluster Define the Cluster Size for the formatted partition with this spinner control.

A Number of available options depends on the selected file system type.

Result

After the operation is completed you receive a fully functional partition forndhttethe specified file system.
Deleting Partitions

Dialog Startup
In order to start the operation you should take the following steps:

1. Select a partition on the Disk Map;

2. Select in the Main MenWPartition > Delete Partition

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Dialog Setup

Initially the program suggest®u just to remove references to the selected partition from the Partition Table.

- |l

W7, Are you sure you want to delete volume (F:)?

A" 4

You are about to delete volume (F:) [No label]. NTFS. Your computer may
no longer boot or work comactly

v ‘Dom(asi{vd‘une!abdnentmg

i1 Enter the volume label to confirm deletingl'o confirm deletion of the seltsd partition, enter its Volume
Label. The current volume label is displayed above.

91 Do not ask volume label next timeMark the option to inhibit confirmation next time you start the dialog.

To additionally destroy the epartition data, click the More opns button at the foot of the dialog page, so you will be
able to define:
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V| Also wipe partition data

Please select the byte mask to wipe out the data with
HEX value: 00
ASCll valve: 20

Please specfy the number of wiping passes
1

Verdfy wipe results

1. Wiping wil destroy all data wehout any possbilty to restore!
T { St SO0  KSThe BEXSalu¥ $pi@arientontrol enables to seicafigure hexadecimal character value
("00" by default). The available range is from "00" to "FF". It is synchronized with the ASCII value.

1 Specify the number of wiping passe¥ou can choose a number of passes for the wiping pattern.

1 Verify wipe results You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.
Result

By default, the operation takes only a fraction of a second. However, the program waits until Windows completes the
modification of the disk layout.

Hard Disk Management

In this chapter you will find all the information necessary to carry hard disk operations supported by the program.

Updating MBR

The program enables to overwrite the current bootable code in the MBR (MasteR&moird) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk resulted from a boot virus attack or ¢
malfunction of boot management software.

In order to update MBR of a hard disk you should take the followirsste
1. Select a hard disk on the Disk Map.
2. Select in the Main Menward Disk > Update MBR

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

o el

1 Are you sure you want to update master boot record?
=t Cumrent MBR contents for hard disk number 0 will be lost after this operation. Your

computer may no longer boot comectly
i Yes i | No

3. The operation will be performed immediately after confirmation.
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Wipe Tasks

In this chapter you wliffind all the information necessary to wipe a hard disk/partition of any file system or only destroy
any remnants of deleted files/directories left on disk without affecting the used data, thus providing high level of
security.

The operation can be accorighed with the Wipe Wizard or corresponding dialogs.
Wizard Startup

 Inthe MainMenu:sele@ AT F NRa B 2ALIS I I NR 5Aa] 2NJtFNIAGAZ2YX

There are other ways to start up this functiopjease consult thénterface Overview
chapter to know more on the subject.

Wizard Setup

The wizard offers the following steps to accomplish the operation:

9 The hard disk/partition to wipe Select a hard disk/patibn the data of which you want to destroy.

Please choose an cbiect for wiping. & can be 3 whole hard disk, a single partition or a block of unaliocated space. You

can set 1o wipe all data on the parition or only unoccupied space on £ (see the next step)
' Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

I ©) Local Disk (C:) . ©) data (Z))
282.3GB NTFS 217GB NTFS

Basic Hard Disk 1 (VMware, VMware Virtual S SCSI Disk Dev)

I ©) Local Disk (%)
493.5 GB NTFS

Basic GPT Hard Disk 2 (VMware, VMware Virtual S SCSI Disk Dev)

I l ©) (Unallocated)
569.8 GB

1 Wipe mode This section enables to switch between two options:

O | Wipe out 3l the data

Choose this option £ you want 1o destroy completely all the data on the selected object

Choose this option £ you want 10 destroy the traces of data that may have been left after an ordinary delete
operation

- Wipe out all data Select the option to irreversibly destroy all-disk data of the selected object.

- Clear (wipe) free spaceSelect the option to destroy any remnants of deleted files/directories left on disk
without affecting the usediata.

e The Clear Free Space operation is available only for Logical and Primary partitions of kr
file systems.
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1 Wipe method Here you can selectspecific data erasure algorithm or create a customized method by marking
the appropriate option.

@ | Specfic algorthm

US DoD 5220.22-M -

tion and st the leval of vedfication on the naxt page

Create your own Data Santization method

You can creata your own Data Santtization method

- In case you preferred to use a specific algorithm, the next pagesoiibard enables to get detailed
information on the selected algorithm, choose whether to carry out residual data verification or not specifying
the percentage of sectors to check and estimate the time required to accomplish the operation.

Wipa mathod

US DoD 5220.22-M

Orverarite all addressable locations with a character, s complement, then a random character and verfy

Erase passes count: 3

erfy passes count: 1

) [Verky wipe resus |

=,

srcantage of sacion to check: | 100

FApprocimate wips time: 14:02:40

{ = \I You can skip varfying completaly or partly by disabling # or reducing parcentage of sactors to chack
h,ﬂ_l_,r Please note. & would be & devistion from US DoD 5220.22-M

A The list of supported military and government standards may vary for ypuoduct.

- In case you preferred to create a customized algorithm, the next page of the wizard enables to define up to £
wiping patterns, number of passes for each wiping pattern and for the group of patterns. The Mask spinner
control allows you to sed two-figure hexadecimal character value (00" by default). The available range is from
"00" to "FF". You can also choose whether to carry out residual data verification or not specifying the
percentage of sectors to check.

Wipe pacameters

Mask: (0() & Passcount: 1
Mask Pass coun
Mask Pass coun
Mask Pass coun
Pass count for the group of pattems

1 Revise your changed his page informs on all the actions to be made in the wizard in a bright, graphical form.
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Your hard disk before the changes
Basic Hard Disk 0 (VMware, VMware Virlual 5 SCS1 Disk Dev)

It_yLucath..k[L:l demam]

L8235k A Gl NIE:

Your hard disk sfher the changes
Basic Hard Disk 0 (VMware, VMware Virdual 5 5C51 Disk Dev)

I @) (Unallocated)
4995 GE

Wizard Result

After the operation is completed you can see a well informative summary page, providing structurally dixdegdhin
information on all the actions made in the wizard.

'Repoﬂ Disk Viewer

S‘ ParaGgcon

$°"WA.( GROUP

Data Sanitization Report

Customer Information

Person: Windows User
Company:

Report Information

Report Date: Thu 16 December 2010 06:38:03 am
Version: Paragon Hard Disk Manager™, version 10.0.15,12617(16.12.10)

Svstem Information v
Save | Pret

The program also enables to store the resulted report. To do that, just press the Save button and choose the exact
location in the opened dialog.

To make sure that all edisk data is irreversibly destroyed call the Disk Viewer dialadi¢king the appropriate tab and
see it for yourself.
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A TheSummary page will be available only when the Virtual operations are disabled.

Available operation scenarios:

i Hard Disk Utilization

Task Scheduling
Ldzi2YFGA2Y 2F 2LISNI GA2ya Ol tyo adddriplisH certai iButine) operatitns drdairegudak
olara & AG SylofSa (G2 SESOdziS GKSY 6AGK2dpad. &2 dzNJ Ay ¢
Setting a Timetable

Thanks to the embedded Scheduler, you can set a timetable for executgny afperation. It has two categories for
time settings (these correspond to appropriate items in the Schedule type menu):

1 Initiating the operation by an event
- One time only (i.e. the Once item)
- When the system starts (i.e. the At System Startup item)
- When the user logs on (i.e. the At Logon item).

1 Initiating the operation periodically (i.e. Daily, Weekly, Monthly)

Please specfy how and when would you like to pedform the task
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You need to select one of the variants. Dependingaur ghoice, the scheduler displays a form that enables to set a
timetable.

Fleasa spacify how and when would you Boe to perdomn the task

Shutdown system after backup
| Generate unique names for scheduled bacloups

Run the task on
09022009 | at | 12:00 AM

Every
1 = weskiz) on | Monday Friday
Tuesday Saturdary
Wednesday Sunday
Trursday

Do not run the task after:

specily yser name and password

To run the task in the log@ff mode, please specify administering login info by following th
f appropriate link in the left lower corner of the page.

The Shutdown System on Complete option enables to automatically switch off the
computer on the siccessful accomplishment of the operation.

Managing Tasks

All scheduled tasks are placed in a separate list, which can be retrieved by clicking the Scheduled Tasks tab in the
Explorer Bar:

Disk View | Scheduled Tasks | Archives |Hu|p
Scheduled Tasks =) [& [k

Hame Script When to Run
| Backup of MBR of hard disk 0 scr_020909124744450pal At 1.2:00:00 AM every Man, of every weel, starting 3/2/2009

On every task you can getdepth information, including:
1 The task name
9 The full path to the generated script of the task
1 Scheduled time of launch
I Statistics on the last launch
1 Scheduled time of the next launch
1 Used account information
1 Canments to the task

To easily manage tasks, the program enables to arrange them according to a certain characteristic just by clicking or
required property.
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E This feature can be particularly beneficial when the Scheduled Tasks list contains too m
items.

You can also enable/disable, rename, delete, refresh or modify properties of the selected task.

Task Editor

With the Task Editor you can easitpdify properties of scheduled tasks. To do that, you should take the following
steps:

1. Select a task on the Scheduled Tasks list.
2. Click thePropertiesbutton on the Scheduled Tasks list.

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

"%, Task Properties: Backup of MBR of hard disk0 e
O Program: |C\Program Fles'Paragon Software’\Deve Backup 10 Server Edtion'grogram’scnipls exe
| Seript n Files/Parsgon Software/Drive Backup 10 Server BEdtion/scripts/scr_020909124744450 psl
[ Ea. |[ Bowse. |

Comenents Backup has been scheduled: 3/2/2009 5:47-44 AM

| Enabled

[ ok ][ ey |[ Conce

3. In the opened dialog window you can see two tali2eneral and Schedule. Click the General tab to modify:
1 Full path to the macreommand programinterpreter, which describes the scheduled task;
1 Command line for starting the interpreter (i.e. the task descrilvechacrelanguage)
1 Comments referring to the task
I The option of enabling/disabling the task.
By clicking the Schedule tab you can modify the task timetable.
In order to apply the changes, you need to click the Apply button at the foot of the dialog.
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Creating a Scheduled Task

You can set a timetable for execution of any operation. For backup and copy operations the program offers handy
wizards, while all the others can be scheduled with the Save to Scheduler dialog.

To create a scheduled task you should tihefollowing steps:

1. Make sure thevirtual mode of execution is enablgd

2. Carry out with the program all operations you need to schedule;

3. Call the Save to Scheduler dialog in the Main Mdinals > Save to SchedINX

(-2
5?‘ Schedule virtual operations?

Al vitual operations you have made will be saved to the scheduler. No operations will be
apped

Task name:  Schedued Task
Please specify how and when would you ke to peform the task
@) E—)

Shutdown system after camying out the tasks

Run the task on

05/02/2009 5 a 1200 AM
Every

1 * dayls)

Do not run the task after.

er 0 and WO

Discard all operations on close l Yes ] No

4. In the opened dialog enter the required task name and specify the task timetable;

5. The operation will be performed immediately after confirmation.

A This command is unavailable if there are no operations on the List of Pending Operatior

Scripting

The program actions can also be represented in form of a script. Tipé describes the appropriate operation with
macralanguage commands. There is an interpreter utliBCRIPTS.exe, which is included in the program installation
package. This utility works in the unattended mode, which enables to automate operations.

Startup

You have no need to write a script since the program has a convenient interface for such a task. In order to generate
script on the base of the entered parameters of the required operation, you should take the following steps:

1. Make sure thevirtual mode of execution is enablpd
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2. Carry out with the program all operations you need to be scripted,;
3. Call the Generate Script dialoginthe MainMetit2 2 f & B DSYSNI 4GS { ONX LI X
Setup

Initially the program suggests senconsistent values for all parameters. In most cases, you can just press the Generat
button to confirm the operation.

@EMW'?
All wirtual cperations you have made will be written to the script. No operations
wil be appled.

Please spaciy & name for the task seript file
script 020908 _125123443 psl

o Addto Task List

%) [More options Generate ]

9 Script file name and locationBy default, the program adfs to add the script to the Task List with a name
containing its creation date and time. Unmark the Add to Task List checkbox to define an exact location and a

filename for the script file. The default file extension that is reserved for scriptingdilpsli which however can
be modified.

In addition, there is the possibility to make further detailed settings (although the default values will do in most cases)

To activate the advance mode, you need to click the More options button at the foot ofdaleggage, so you will be
able to define:

Please select script generation options
Alow to interact with the user

Tum this option off # you do not want to get confirmation dialogs when the script is
beng camied out

V| Commi after each operation

Tum this option on to ensure the changes will be committed after each operation
V| Check for emors after each operation

Tum this option on to make script interpreter to check the result of each operation
Discard all operations on close

Tum this option on to dscard all the pending operations after generating the script

1 Interaction with the user Mark the option to pause the script interpreter during the execution to prompt the

dza SN a idhdnoher NPt Qitherwise the program will not stop using default values for parameters if
needed.

1 Commit after each operationMark the option to commit changes after each operation.

9 Check for errors after each operatioMark the option to insert apecial code in script, which checks the status
of the last executed operation and stops the script processing if there are errors of any kind.

9 Discard all operations on closélark the option to empty the List of Pending Operations after generating the
script.

Result

After the operation is completed you receive a new script file. It is placed into the specified destination, its features
defined in the dialog.
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f This command is unavailable if there are no operations on the List of Pending Operatior

To learn more about scripts please consult the Paragon Scripting Language manual.

Extra Functionality

This chapter describes the supplementary functionaitgilable in the program.

View Partition/Hard Disk Properties

The program enables to obtain-depth information on the properties of hard disks and partitions. Besides the general
information, such as capacity, used space or file system type it providgossibility to get info on hard disk geometry,
cluster size, exact partition location, etc.

To get properties on a patrtition/hard disklease do the following
1. Choose a paftion/hard disk on the Disk Map.
2. Select in the Main MenuPartition/Hard Disk > N2 LIS NIi A S & X

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

General| | Fie System Info l Advanced

Local Disk (C:)

Volume: label: [No lsbel]
File system: NTFS
Type: Prmary
Capacity: 43533GB
536.868,814.848 Bytes
1.048.571.904 Sectors
Used by data: 53GB(1%)
10,016,497 664 Bytes
19,563,472 Sactors
Free space: 4306GB (39%)
526.852,317,184 Bytes
1.029.008,432 Sectors

In the opened dialog information will be grouped according to its properties, thus by clicking tabs you can get
information you need.
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File Transfer Wizard

File Trasfer Wizard is designed to make such operations as copying of separate files/directories or burning of them t
CD/DVD as easy and convenient as possible. It may be of particular use in case of a system malfunction, caused eitl
a virus attack or filesorruption, in order to get the system back on track again. Besides it provides ac&ssagon
backups as regular folders to browse through their contents or copy required files.

Startup

1 Selectin the Main Menutools > File Transfer Wizard

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup

The wizard offershte following steps to accomplish the transfer operation:

9 Place to look for files/directoriesSelect a source disk from the pddwn list in the left pane of the page. The
program enables to process both mounted and unmounted (without drive letter asbigratitions. Besides it
is possible to map a network drive.

Source

[5] Local Disk ) | ’} o X ¥

N (S)DVD RW Drive (D) a
[5] Local Disk E) B
(5] Local Disk F)

(5] Archives G)

[Z] New Volume (H:) B
@) Physical partitions

vy NEW VOLUME. Disk 1
1] Network places s

Cl] Network -

9 Object(s) of operation Choose files/directories you want to copy and place them to Clipboard by myebei
Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane and press the Remov:
button. You can also create a new folder, rename or irreversibly delete existing files/directories of the left pan
by pressing the apppriate buttons.
Clipboard Source
Name  Souce Path 5] Local Disk (F) x] @ X ¥
images F/images/

Name -
O CONNg ByS

%, hibedil sys
) %, pagefie sys
& [35] somecmd emd
DVD RW Drive (D?)
- ; ;Loca Disk (E)
+| Local Disk (F?)
l—

System Volume Information
Total data size: 132.8 KB
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A Files/directories deleted from the Clipbad remain intact on source disks.

1 Destination to store the object(s)The File Transfer Wizard allows copying data to local or network drives, to
physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose the way thdldata wi
be stored.

There are several ways the Wizand can store your data. Plese select how would you ke 1o save the data:
9 | Sorve clekn bo locel netwod: cives. |
Crvenwribe masting files
Save data to physical parttions
Bum the data to CD or DVD

1 Revision of changesThe Transfer Summary page provides structurally divided information on all the actions
made in the wizard. Check the changesl come back to any step of the wizard (if necessary) by following the

required hyperlink.
Please overview the transfer options. You can retum to the comesponding page and change the options by cicking on tithe
hypedinks

Obiacts to transfer

Object(s) selected: 1

Total data size: 132.8 KB (136,024 Bytes)
Transfer destination

Destination path: c/

Space available on destination: 490 6 GB (526.821.834 752 Bytes)

Overwrite existing files: No
Result
After the operation is completed the required data will be glddnto the specified destination.
Available operation scenarios:

1 Copying of data from the corrupted system disk to another hard disk

9 Burning of data from the corrupted system diskCD/DVD

Mount Partition

The program enables to assign or remove drive letters of existing formatted partitions.

Assign Drive Letter
In order to mount a partition you should take the following steps:
1. Select a partition on the Disk Map.
2. SelectintheMaMenu:t  NIAGA2Y B ! aaAady S5NRGBS [ SG0SNX

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

3. Specify a drive letter for the selected partition. Initially the program suggests some consistent value for this
parameter. So you may just press the Yes button to confirm the operation.
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'\\\ Assign a drive letter?

1 This allows access to the volume by using the drive letter assigned. The
assignment is not recommended f the volume contains a file system not
supparted by your operating system

Assign the folowing drve letter: NN ~ |

However you can manually define the required letter by selecting it from thedputh list of available drive
letters.

4. The operation will be performed immediately after confirmation.

Remove Drive Letter
In orderto un-mount a partition you should take the following steps:
1. Select a partition on the Disk Map.

2. Select in the Main MenWPartition > Remove Drive Letter

There are other ways tatart up this function, please consult thiterface Overview
chapter to know more on the subject.

3. The operation will be performed immediately after confirmation.

Modifying drive letter of the system partition will result in inability to boot the operating

f system.
After having processed partitions with installed software, some programs may not run
properly.

Test Surface

The program enables to test surface of existing partitions and blocks of free space for bad or unstable sectors. If four
any it automatically marks them unusable in the file system metadata, thus minimizing the risk of data loss.

In order to sart the surface test you should take the following steps:
1. Select a partition or a block of free space on the Disk Map.
2. SelectintheMainMenu:  NITAGA2y B ¢Sad { dzNFI OSX

There areother ways to start up this function, please consult theterface Overview
chapter to know more on the subject.

3. From the puldown list choose the level of the surface check.
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-5

@ Test surface of volume (C:)?

Testing volume suface allows 1o find bad blocks and other problems

Please select 3 suface test level: [ ~ |
| Yes | No

4. The operation will be performed immediately after confirmation.

Check File System Integrity

The program allows you to check integrity of a file system. It can be used to detect possible file system arers bef
performing any operation on a partition.

To start the system integrity check you should take the following steps:
1. Select a partition on the Disk Map
2. Select in the Main MenwPartition > Check File System Integrity

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

2 s
@\ Check volume (C:) [No label]. NTFS for errors?

1 Please note that check operation needs exclusive access to the volume, You may be
asked to restart your computer to complete the operation

[ Yes |

3. The operation will be performed immediately after confirmation.

Check Recovery Discs

. 2dzQ @S allig id chédk Bhether bootablmedia created with the program is 100 percent erfare and ready to
use. The Check Recov&isc Wizard will help you do that.

Startup
f Inthe MainMenu:selet 22t & B / KSO]l wSO2@SNE 5iA3a0aX

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Startup

The wizard offers the following steps to accomplish the operation:

1 CD/DVD driveSelect from the pullown list of available CD/DVD devices the required drivestoduring the
operation.
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Dxive: | Optiarc DVD RW AD-T1704A 3
Eect the disc after check

1 Set whether to eject the disk after the operation is completed or not.

Result

After the operation is completed you can see resulf the check.

Edit/View Sectors

With the builtin Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard disks
providing the possibility to directly access and modify sectors, save and restore sectors from spkssfiadvigate
through the system metadata, etc.

In order to edit/view sectors of a hard disk/partition you should take the following steps:
1. Select a hard disk/partition on the Disk Map.
2. Select in the Main MenwPartition/Hard Disk > Edit/View Sectors

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.
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A Careless use of the Edit Sectors function may result in the irreversible data ptiat.

Send Log Files

The program enables to simplify the procedure of sending support requests to the Paragon Support Team. In case o
having difficulties with handling the program, you, with the help of this very function, can address the company suppc
engineers and provide them with all the information they need such as the disk layout, performed operations, etc. in
order to tackle the encountered problem. Information of that kind is stored in Log files.

In order to send log files to the Paragon Someam you should take the following steps:

1. Call the Send Log Files dialog in the Main M&@mwls > Send Log Files

There are other ways to start up this function, please corighie Interface Overview
chapter to know more on the subject.

2. Provide a customer name and a product serial number;
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3. Give a detailed description on the encountered problem.

Send log files

/; Send log files.
" Please enter short description of your problem and send log fles bo support

Customer Name
John Smith
Serial Mumber
(% de-654ac-a4%c-Tdaf §-237a2|
Conbent of inguiry
Help!

By clicking the Send button the budiitt mail client will generate a template request with attached compressed log files
and then send it to the Paragon Support Team.

Log Files

Log files are simple textual filesaihcan be opened by any text editor. There are several log files automatically
generated by the program:

Stubact.log Contains indepth information on parameters and performance of all operations
carried out by the program

Pwlog.txt Besides brief overviewn operations it also contains detailed information about t
state of all hard disks

Cdb.log Contains lowlevel information on the CD/DVD devices used in the system

BioNTlog.txt It is an OSlependent supplementary log file derived from Bioxx.dll. dyncontain
valuable information on Windows family operating systems

Log files do not contain any confidential information on the operating systemtisgfs or
the user documents.

A The Send Log Files function is only available when outgoing mail server (SMTP) and th
e-mail address are properly set. To learn more about it please consult$e#tings
Overview chapte.

View Logs

With a handy dialog you can study logs on any operation carried by the program. To make this job as easy as possib
the information is structurally divided, besides there is the possibility to see the disk layout before and after an
operation, what is very convenient.

In order to view logs on carried out operatiosedectin the Main MenuTools > View Log Files
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Session event
Started 9732009 at 12-40:12 AM. Frished at 12:40:29...

Started 9732009 at 12-40045 AM. Finished at 12:41:21...
Started 9732009 at 12-42:11 AM. Freshed at 12:4429
Started 3732009 at 12-45:04 AM. Firished at 12:45:12...
& Started 9°3/2009 at 12-45:19 AM. Freshed at 1:28:51
& Started 3722009 at 31740 AM. Finished at 3:21:28 AM N operations have besan found for the sslected session.
& Started 922009 at 3:30:36 AM. Finished at 3:41:04 AM
# Started 3722009 at 3:41:05 AM
& Stared 9722009 at 12-15:48 PM. Fnished at 12:20:26...
& Started 3722009 at 12-20-26 PM. Frished at 12:24:46..
# Started 922009 at 12:24:456 FM
# Sared 922009 at 12-06:15 PM. Freshed at 12:0747...
¥ Stated 97272009 at 12107:47 PM. Finished at 12:21:18...
¥ Stated 3722009 at 12-27:18 PM. Fnished at 12.30:15...
Started 97272009 at 1230015 PM. Finished at 12.31:33..
Sarted 37272009 at 12-31:33 PM. Finished at 12:41:47...
Started 9722009 at 12-44:44 PM. Finished at 12.58:38...
#- Started 3722009 at 1:08:03 FM

Cisk System Configuration Bafore Season Cisk: System Configuration After Session
Basic Hard Disk 0 (Viware, Viware Vidual 5 SC51 Disk Dey) - OF Basic Hard Disk 0 (Viware, Viware Virdual 5 SC51 Disk Dev) - OF

@ ) W ()
NTFS NTFS

Basic Hard Disk 1 (Viware, Viware Villual 5 SC51 Diske Dey) - OF Basic Hard Disk 1 (Viware, Viware Vidual 5 SC51 Diske Dev) - OF

P  P—
FREE FREE

Basic Hard Disk 2 (ViMware, Viware Vidual 5 SCS1 Diske Devy) - OF Basic Hard Disk 2 (ViMware, Viware Vidual 5 SCS51 Diske Dev) - OF

 [h— o —
FREE FREE

Typical Scenarios

This chapter lists aumber of the most frequently used scenarios that may be accomplished with the program. You cat
find here useful recommendations and descriptions of operations.

Recovery Scenarios

Fixing MBR after a boot virus a ttack

[ SGQa | aadzyS KI ( edorid)®fyaur hard disk hai lie€Ndrrup2ed d@s a vesult of a boot virus attack,
thus your system fails to boot.

To fix the MBR of your hard disk, please do the following:
1. Start up the computer from our Linux/D@&ping media

Wiping Media Buildeican help you prepare ouenvironmenteither on a CD/DVD disc or a

E thumb drive.
To automatically boot from thewiping mediaplease make sure the ehoard BIOS is set up
to boot from CD/USB first.
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2. In the boot menu selediormal Modeto use the Linuwenvironment(more preferable) oSafe Modeto use the
PTS DO&wironmento Ay OF 88 &2 dzQ@S I 22INBINRINISeY2dzBA S KI J (A yHEES
Low-Graphics Safe ModéPTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be included, like hard disk, monitor, and keyboard drivers.dddshas
simple graphics and a simple menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Inthe Linux lanch menu select Boot Corrector. You can find it in PTS DOS as well.

4. On the Wizard's Welcome page, select @arrect the Master Boot Record (MBRJtion.

Flease choo e the operation

() search for Windows installations 1o correct
(®) Correct the Master Boot Record (MBR)

() Correct the partition beot record

) madify paniion parameters

() Correct boot paramessrs (bost.ini, BCD)

To begin, click Next

5. On the nextpage choose the required hard disk from the midivn list (if several) and then select thipdate
the MBR executable codeption.

Please choose the hard disk o correct boot problems

A

Flease pointout the operation o perdorm:

) View the MBR

(& Updare the MER executable code

) Reorder primary panitions (change sk1s)

6. Confirm the operation.

i ‘ Updae the MBR executable code of the Basic Disk 0 (40.0 Gb)7

h‘ffs}_]l"ﬂl

7. After the operation is completed click the Report button to see a well informative summary page. The prograrn
also enables to store the resulted report. To do that, just press thre Batton and choose the exact location in
the opened dialog.
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'_ Reporting

i You have successfully completed boot correction. To view the repan
on the operations pedormed, click Report.

155, Report

Report

Paragon Bool Correcior's Repon
Operations perdormed:

Operation #1: Correct the Master Boot Record
Hard disk targeted: Basic Disk 0

Status: Succesalul

Dave and Time: 2009 Jan 14 Wed 140109

8. Click the Finish button to close Boot Corrector.

9. Reboot the computer.

Correcting BCD (Boot Configuration Data )
To automatically corredVindowsBCD, please do the following:

1. Start up the computer from our WinRfping media

Wiping Media Buildeican help you prepare ouenvironmenteither on a CD/DVD disc or a

f thumb drive.
To automatically boot from thewiping mediaplease make sure the ehoard BIOS is set up
to boot from CD/USB first.

2. LaunchBoot Corrector
3. On the Wizard's Welcome page, click the Next button.
4. Select 2 NNB Ol 0 2 2 io letgheNzavdSixiBE NI Al found Windowmstallations.

Windows installation to comect
View the st of all windows installations and comect boot parameters

Cormect the Master Boot Record (MBR)
View the st of all Hard Disks and corect MBR executable code on some of them

@ Edit/View Sectors
View, edt, backup and restore sectors or a group of sectors on the hard disk or parition of your
choice

Comect boot parameters (boot ini, BCD)
_ Automatically comect bootini and BCD on all hard disks in system

5. The wizard will ask you to confirm the operation. Apihe changes to complete.
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" The wizard has not apphed the changes yet. On this page you can etther accept or reconsider the
= changes

Note: ¥ you accept the changes. the wizard wil physically perform all operations. You won! be able to
interrupt this process or undo the changes.

k may take some time to apply the changes. You may also be asked o restart your computer during this
process.

Would you ke to apply the changes?

= [ Yes. apply the changes physcaly. |

" No, let me

After completing the operation close the wizard, and then reboot the computer.

Fixing Windows startup a bility

[ SGQa FaadzyS GKFG RdzS (2 I yocdayplety ResiartupliBdcet@e/ At &irst dubiytifing v F
seems quite OK, you can see the standard startup messages on the screen, but at some moment it hangs up.

To fix your Windows startup ability, please do the following:

1. Start up the computer from our hiix/DOSwiping media

Wiping Media Buildercan help you prepare ouenvironmenteither on a CD/DVD désor a

f thumb drive.
To automatically boot from thewiping mediaplease make sure the ehoard BIOS is set up
to boot from CD/USB first.

2. Inthe boot menu seledflormal Modeto use the Linwenvironment(more preferable) oSafe Modeto use the
PTS DO&wironmento Ay OF 4S8 @2dz0@S 320G LINRof Sya gAGK [ AydzE
Low-Graphics Safe Mod@PTS DOS safe mode) to cope with a serious hardware incompatibility. In this case,
only the minimal set of drivers will be includeittgl hard disk, monitor, and keyboard drivers. This mode has
simple graphics and a simple menu.

A By default the Normal Mode will be automatically inittad after a 10 second idle period.

3. Inthe Linux launch menu select Boot Corrector. You can find it in PTS DOS as well.

4. On the Wizard's Welcome page, select 8earch for Windows installations to correoiption.

Please choose the aperation

O

(&) Search for Windows installations 1o comect

O

Correct the Masier Boot Recard (MBR)

b

L Cormect the panition baat recond

'

) Medify partition parameters

() Correct boot parameters (boovini, BCD

~

To begin, click Mext

5. On the next page choose the required Windows installation from the list of found installations (if several), ther
select theEdit the Boot.inifile2 LI A2y ® LT @2 dzONB y2{ & dzNiBe thekProgekiesA Yy &
button to get more info on the selected item.
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Correct Windows installations

Pragram has searched for valid Windows installations on your
computer, The results of the seaich you can e below, Stalus 5 reler
10 a system partition (you can edit the Bootini file), B - a boot panition
{you can correct the System Registry).

N |Partitan |Staws [Sysem oo [Type
1  Disk0, Partition 0 S5+B  WINDOWS WinxpP

Far the highlighted Windows installation, please

point out the operation W perdorm:
) Correct drive letiers in the System Registry

(%) Edit the Boot.ini file

) Correctihe partition oot record

Adjust 05 o oot on new hardwane

Tao continue, click Mext

6. ExaminethefileYl €6 S GKIF 1 Qa ¢6KSNB (KS

LINP O f SY A Aedappropriaté (i
buttons.

Edit the Boot.ini file on Hard Disk 0, Partition 0

[boat loader]

imeout=10

defauh=mulitOdiski0irdiskiDip anition] IIWINDOWS
[operating systems)

multi{00di sk (0rdisk (D) p anition( IWINDOWS ="Paragaon VikiWare Windows XP Partition 01° fasideisct 1

[ coww | | Insen | | Add ] [ peee |

l Edin ] |_ Insert the sample || Add the sample ]

7. If the Boot.ini file does not contain any mistake, please return to the Correct Windows Installations page to

correct drive letters in the WindosvSystem Registry.
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