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Introduction

ParagorHard Disk Manager 11 Serveris an integrated set of powerful tools that is specially designed to tackle most of
the problems you might face while using PC. Its functionality covers all aspects of a computer life cycle beginning fro
carrying out all the necessary partitimg operations to install the system from scratch and providing its data reliable
protection to secure utilization of an outdated hard disk.

In this manual you will find the answers to many of the technical questions, which might arise while usingytiaenpro

A

Our company is constantly releasing new versions and updates to its software, that's wt
images shown in this manual may be different from whgbu see on your screen.

7EAO0B8 O Hakl®iskiManager 11

1

Migrate OS to SSid move any Windows OS since XP froragularhard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to adeeddata exclusion capabilities.

GPT Loadema special system driveéo allow use of all space of modern ultra high capacity drives (larger than
2.2TB) on systenthat don't support it

The updated P2P Adjust OS Wizaodsuccessfully start up a Windowbysical system on a different hardware
platform (P2P) by allowing injection of all required drivers and the other actions crucial for this type of
migration. Including thehird generation oParago®ad ! RIF LJGA @S wSai2NBu (§SOKy2

- Analyze all installed drivers inside a target system to report on devices without drivers.
- Search for and install lacking drivers from the bmlWWindows repository.

- Notify the user about boot critical devicesthout drivers (HDD/RAID controllers, etc.), automatically
prompting to provide a path to a driver repository.

- Name all devices according to their model description, not some alphanumeric code, which requires
additional deciphering.

- Determine and instaliirivers not only for boot critical devices, but for physically connected NICs as well.
Automatic partition alignmentduring partitioning/copy operationt optimize performance of your hard disk.

Check FS Integrity anidata Loss Policie® let you specify the acceptable balance between the operation
performance and the risk of data loss.

Conversion of basic MBR disks to basic @&njoy all benefits of the newest partitiamg scheme with
minimal effort.

WinPE 3.0 based bootable environmetat enjoy support of a wider range of hardware configurations with the
option to add drivers for specific hardware-time-fly.

The updated Boot Corrector for WinREat now equals the functionality of the Linux/DOS counterpart.

Backupfiles or entire disk¢o an FTPSFTP serveo provide a new level of system and dgirotection.

BesidedJS DoD 5220.2®1 and a custom wipe algorithms, there are two more available to Resian GOST
FYR tIFN}3I2yQaod
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9

Better support for64-bit platforms to rebootyour computer to one of the threspecial mode (Windows
native, Linux, or DS) to automatically completgperations, whichcannot be accomplished under &t
Windows.

AFD (Advanced Format Drive) ready
Support of 2TB+ and neB12B sector size drives
USB 3.0 ready

Product Components

In order to cope with different tasks, the gufuct contains several components:

T

T

Windows based set of utilitiess the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of datasystiem protection, hard disk partitioning and
cloning, etc.

Linux/DOS basedecovery environments a multiplatform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get accessurohard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices It enables to burn CD/DVD dis¢iowever there can be some difficulties with detegtnew hardware.

DOS in its turn has no problems of that kind but istéthin features. The Linux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XI
like environment.

WinPE basedecovery environment Especially for keen followers of Windows, our product also offers a WinPE
3.0based baotable media. Unlikéhe Linux/DOS recovery environmeihtan boast an excellent hardware

support and the same interfacasthe Windows versiocan However its system requirements are much

tougher.

Features Overview

This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of thf=atures:

User Friendly Fault Minimizing Interface

T

)l
1
)l
|l
)l

Graphical representation of the datto gain a better understanding.

A handyl aunchetto easily find and run the required tasks.

Comprehensive wizard® simplify even the most complex ofaions.
Resize partitions directly on the Disk Magith the dragand-drop technique.
A context sensitive hint systerfor all functions of the program.

Previewing the resulting layout of hard disks before actlyaéxecuting operationgso-called virtual
operations).

Backup Facilities

1

Archive Databasé¢o help the user easily manage backup images (get properties, add, delete, mount, etc.).
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A This feature is only available for the Windows installation of the program.

9 Available location forbackup images

- Backup to local mounteglartitions
- Backup to local unmounted (without drive letter assigned) partitions

- Backup to an external mounted storatgeprovide for a higher level of data protectiamd system
independence

- Backup to a special secured place on the hard disk calldgbitiaup Capsulbat has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden andrihos loe

mounted in the operating system.

- Backup to external media (CD/DMByuarantee a high level of data protection as longhesbackup media is
kept secure.

- Backup to a network drivi® stand a better chance of successcase of a hard diskifare.
- Backup taan FTPSFTPserverto provide a new levieof system and data protection.

1 Smart Backup Wizarthb secure system and data with the minimal efforts possible. With a unique intelligent
work algoribhm and a highly intuitive user interface, you can easily back up exactly what you theeghole
system, email databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders.

9 Differential backupto a sector image to only archive changes since the last full sbas®d image, thus
considerably saving the backup storage space. To restore this kind of backup you will require a full inage an
one of its differentials.

1 Incremental backupo a file image to only archive changes since the last full or incrementaifiled image.
An incremental image is smaller and takes less time to create, but yoeguire the initial full image and all of
its incrementals to restore the latest point of this kind of backup.

1 Eile backup to a sector imagét is a unique technology on the market so far that bridges two pritigip
different approaches of the data backup: the filased backup and the disk imaging backup. With its help you
can now create a sectdrased backup of your system to get it back on track in minutes in case of a virus attack
or a hardware malfunction ahthen just make fildased incremental images to the previously created sector
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

1 Cyclic backupo automate the backup of separate partitions. It is an ideal option if you want to establish a self
acting data protection system.

A This feature is only available for the Windows installation of the program.

91 Synthetic backugo change any property (merge a given differential image with its full image, spslit)
compress/decompress, etc.) ain existing backup image without carrying out a physical backup operation.
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Bootable Backup Capsute get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the computer. Withs help you will be able to run utilities under Linux or PTS DOS, and that way ftc
get access to your hard disk for maintenance or recovery purposes.

A This feature is only available for the Windows installation of the program.

Restore Facilities

)l
)l

Restore an entire diskseparate partitionsor only files you needrom the previously created backup image.

Restore with Shrinko restore a backup image tofeee block of smaller size taking into account only the
amount of actual data of the image.

Adaptive Restordo successfully migrate a Windoyhysical system to a different hardware platform (P2P) by
allowingautomatic injection of all required drivers and the other actions crucial for a migration of this kind.

A This featureis only available for the bootale recovery environment.

Copy Facilities

1

Migrate OS to SSid move any Windows OS since XP froragularhard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to advanced data exclasipabilities.

Partition/ hard disk copyto successfully transfer all effisk information including standard bootstrap code and
other system service structures, thus maintainifgS 2 LISNI GAy 3 aeadsSyQa 62N] Ay

A Copy functionality can also be used as an alternative way of data protection.

Boot Management Facilities

T

Boot Manager Setup Wizarth easily manage several operating systems on one computer.

Partition/Hard Disk Management Facilities

1

Basic functions for initializing, partibning and formatting hard diskécreate, format, delete). Instead of the

standard Windows disk tools, the program supports all popular file systems.

Express Create Partition Wizatd create a new partitiorin the most appropriate place of a hard disk, format it

to NTFS and then make it available in the system by assigning a drive letter.

Merge Partitions Wizardo consolidate the disk space, which originally belomgsvo adjacent partitions

(NTFS, FAT16/FAT32), into a single, larger partition.

Redistribute Free Space Wizatd increase free space on one partition by-iaking the ondisk unallocated

space and the unusegbace of other partitions.
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1 Express Resize Partitions Wizaalincrease free space on one partition by-tafing the unused space of an
adjacent partition of a hard disk (including partitions of Apple Boot@am

1 NTFS hot resize upwatd enlarge an NTFS partition (system, locked) without rebooting Windows and
interrupting its work.

Convert a file systenfFAT16/32, NTFS, Ext2/Ext3) without reformatting.

Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Maodify file system parametergmake active/inactive, hide/unhidetc.).

Install New OS Wizarth make a system ready to install a new operating system.

=A =4 =4 =4 =4

Undelete Partitions Wizardo recover an accidentally deleted partition.

File System Optimization Facilities

27 defragmentation strategieavailable to defragment FAT and NTFS file systems.

1
1 MFT defragmentation and shrinkingp improve performance of NTFS.

1 Safe Defragmentation Modéo guarantee dta loss free defragmentation of any version of NTFS and FAT.

1 Low free space defragmentatiofless than 1% of the free space required) to successfully defragment almost fu
disks.

Defragmentation is accomplished with a separate component calRatagonTotal Defrag.
To know more on the subject, please consult its help.

Wipe Facilities

1 Data wipingto successfully desty all ordisk information including the standard bootstrap code and other
system service structures.

9 FEree space clearin destroy any remnants of deleted files/directories left on disk without affecting the used
data.

Automatization Facilities

1 Task schedulingp automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a regular basis.

A Scheduling is only available for the Windows installation of the program.

9 Scriptingto make the program create a script of any set of operations you need. Besigigsrsof all
operations available in the interactive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Faci lities

1 GPT Loadeisa special system drivéo allow use of all space of modern ultra high capacity drives (larger than
2.2TB) on systenthat don't support it
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1 Conversion of basic MBR disks to basic @r&njoy all benefits of the newest partitioning scheme with
minimal effort.

1 Eile Transfer Wizartb make such operations as transferring of files/directories or bgmhthem to CD/DVD
as easy and convenient as possible. Providing acc&s#&gorbackups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

1 Volume Exploreis a handy tool when you have different file systems on the disk, whether they contain an
operating system or just data. Volume Explorer will let you explore a file system of any type and provide acce:
to the necessary files andrdctories regardless of their security attributes.

1 Recovery Media Buildeto create abootablerecoverymediaon a CD,DVDdisg or flash memorywhich can
later be used to boot and recover your computercase of an operating system failure. Moreover, with its help
you can save data from partitions of your hard disk directly to compact discs or buim&8€s. The utility
supports various formats of laser discs-RIRW, DVER/RW, DVD+R/RW, DY) DVD+R dible layer, Bltray
and can handle mukgession burning.

1 Network Configuration Wizardo establish a network connecticabootable recovery medieither to save a
backup of a partition/hard disk or just severdé$ on a network computer or retrieve a previously made backup
from a network computer for recovery purposes.

1 Boot Correctorto fix most of the system boot problems that can be a result of a human factor, programogrro
a boot virus activity.

A Boot Corrector is only available for the bootable recovery environment.

Supported Technologies

Along with using innovate technologies from outsid€aragorhas developed a number of its own original
technologies that make its products unique and attractive for customers:

§ Paragonl 2 (i . I t€&hndibgy to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

9 Paragon Hot Copy technology to copyocked partitions and hard disks under Windows NT+ family operating
systems providing both high operating efficiency as agllow hardware requirements.

 Paragon R LJi A @S teehBolody2odiiBcassfully migrate a Windowhysical system to a different
hardware platform (P2P)

 Paragont 2 ¢ S NJ {tekhn@dgyRotprovide data consistency in case of a hardware malfunctioverpo
outages or an operating system failure.

1 ParagonUFSDx technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

 Paragonl 2 (i w Se&hhdlo§yno enlarge NTFS partitions (system, lockéitiput rebooting Windows and
interrupting its work.

 Paragorw S a ( 2 NE ¢ kechKolodyKoNdstgré adbackup image to a free block of smaller size taking into
account only the amount of actual data of the image.

 Paragor{ Y I NI t Heddindlogyiceyurely perform hard disk partitioning operations of any complexity.
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ParagonBTE« technologyto settasks for execution during thgystem restart, thus saving from the need to use
a bootable media Wwen modifying system partitions

Microsoft Volume Shadow @py ServicgVSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Btiftrim close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Microsoft Dynamic Disksimple, spanned, striped, mirrored, RAPto offer more management flexibility
without the partition limitation of basic disks. Dynamic storage can be particularly beneficial fordeate
businesses when dealing with many physical hard disks involving complex setup.

GUID Partition Tabl¢GPT). It is the next generation of a hard disk partitionahgse developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and L

Supported File Systems

)l
)l

Full read/write access to FAT16/FAT@&#®titions.

Full read/write access to NTFS (Basic Diskder Windows, Linux and PTS DOS. Compressed NTFS files are al:
supported.

Full read/write access to Ext2FS/ExtEx® FJartitions.

Limited read/write access to Apple HFS+ partitions.

A

Unfortunately, support of nonRRoman characters for the HFS+ file system is unavailable
the moment. The company is about to implement it in the nearest future.

Supported Media

T

=A =4 =4 =4 =4 =4 =9

Support of both MBR and GPT hard di@2TB+ disks includgd

IDE, SCSI and SATA hard disks

SSDS%olid State Drive

AFD (Advanced Format Drive)

Non512B sector size drives

CDR, CERW, DVER, DVD+R, DMRW, DVD+RW, DVER) DVD+R double layer and alsoaludiscs
FireWire (i.e. IEEE1304)B 1.0, USB 2.USB 3.0ard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

Distribution

ParagorHard Disk Managetlis distributed in two ways:

)l
|l

Boxedpackage from Paragon SoftwagmbH and resellers

52gyf2FRIFI0ftS LI O3S 20SNJ 6tkS LyGSNySd +d GKS 02
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Distributive CD

The boxed package includes a distributive CD that is irafaobtable recovery environmemtith auto-run of the
Windows installation, thus itcan be used asare¥dy RS & 2f dziA2y ® . dzi AT &2 dzQNB 3:
you need to install them first (sdestallatior).

If you want to download an update/upgraa¢ the product, it will be in form of the downloadable installation package
as described i@nline Distributio.

Online Distribution

Hard Disk Managell purchased over the Internet will be in form of an MSI paekafter installing the product you
can launch the Recovery Media Builtieprepare arecovery media

Depending on your producand edition, you might need to additionally download an imag
A of our WIinPE recovery environment, which opens the option to prepare it on a CD/DVD
or a flash card before installing our software.

Registration

Paragon Softwar&mbH provides a wide range of online services through itspeetal - www.paragon
software.com/support!

1 Registration of new users;
1 Registration of purchased products for registered users;

9 Availabé aroundthe-clock downloading center, where registered users can get product updates/upgrades as
well as all the necessary documentation;

1 Downloadable free demo versions and open documentation for all users.

A It is recommended to use Internet Explorer 5+ or any compatible browser.

To register as a new user
To register as a new user, please do the following:

1. Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount

2. ClickCreateof the Create a Paragon Accouséction;
3. Fill out a registration form;
4. ClickRegister
The most important field in the form is annkail address, as it serves as a login to enter the system. Besides your acces
password will be sent to this address as well.
To register a new product
If you are a registered user and would like to registard Disk Managell, please do the following:

1. Runan Internet browser and visit the pageww.paragonsoftware.com/myaccount

2. IntheEmailfield of theAuthorization section, enter an #nail used for registration;
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In the Passwordield enter a password received after registration;
ClickSign in
If the user name and password are valid, you will get to your account;
ClickRegister new producof the Productssection;

Enter your product serial number in tt&erial Numbeffield. You caiffind it in the product box or obtain from
your reseller. Clicklext,

On the next page you will be asked to provide some additional data. Also you will need to decide whether you
want to get confirmation on registering the product byrail or not. Clickext, and then clickinish

That is all. The product is now registered.

How to Download Updates/Upgrades

Downloading of updates/upgrades can be fulfilled in the following way:

1
2
3
4.
5
6
7

Run an Internet browser and visit the pagevw.paragonsoftware.com/myaccount/

In the Emailfield of theAuthorization section, enter an #ail used for registration;

In the Passwordield enter a password received after registration;

ClickSign in

If the usemame and password are valid, you will get to your account;

SelectMy Downloadsof the Productssection to see what updates are available for you;

Select the desired update and clidkwnload

Contacting Paragon Software GmbH

If you have any questions abailite company products, please do not hesitéao contact Paragon SoftwatembH.

Service Contact

Visit Paragon Softwaraveb site www.paragonsoftware.com

Registration & updates welservice www.paragonsoftware.com/support

Knowledge Base & Technical Support kb.paragorsoftware.com

Pre-sale information sales@paragosoftware.com

System Requirements

For the Windows installation package

|l

Operating systems:
- Windows XP (32 and 64 hit)

- Windows Server 200@32 and 64 bit)
- Windows Vista (32 and 64 bit)

- WindowsServer2008 (32 and 64 bit)
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- Windows 7 (32 and4%bit)

- WindowsServer2008R2(32 and 64 bit)

Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
128 MB of RAM256+ recommended)

Hard disk drive with 25MB of available space

SVGA video adapter amaonitor

Keyboard

=A =4 =4 =4 =4 =4 =4

Mouse

A During the installation additional free space (up to 1GB) will be required.

For the Linux bootable environment
1 Intel PentiumCPU or its equivalent, with 300 MHz processor clock speed
1 256 MB of RAM
1 SVGA video adapter and monitor
1 Keyboard
T Mouse
For the WIinPE bootable environment
91 Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
1 Atleast512 MB of RA
1 SVGA video adapter and monitor
1 Keyboard
T Mouse
Additional requirements
1 Network card to send/retrieve data to/from a network computer
1 Recordable CD/DVD drive to burn data to compact discs
1 ExternalUSB hard drive to stomata.

Installation
To installParagonHard Disk Managet1, please do the following:

1. Run Setup ApplicationClick on the *MSiI file. This application will guide you through the process of the
program installation. The setup utility is compiled with the InstallShield SDK, hence it conéastandard user
interface and set of installation steps.
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In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

2. Starting SetupThe Welcome page informs that the application is being installed. Click the Next button to
continue.

3. Confirm License Agreementhe License Agreement page displaysRheagorLicense AgreemenRead the
agreement and then select the appropriate option to accept. If you do not agree with any conditions stated
there, the installation process will be interrupted. By clicking the Print button, the License Agreement may alsc
be printed out.

4. ProvideRegistration Information On the Registration page you are to provide your product key and serial
number.

5. Provide Customer InformationOn the Customer Information page you are to provide the standard
information, i.e. a user name and an organization. @=siyou need to decide whether to make the program
available for all users of this computer (if several) or only for the current one.

6. Select an Installation FoldeiThe Destination Folder page allows you to choose a folder where the program will
be instaled. By default, the installation folder will be created as:

C\Program FilesParagonParagonHard Disk Managet1® ¢ 2 &St SOG I y2 i KS Kittd2 f R

After you have selected the required folder, click the Next button to continue.

Do not install the program on network drives. Do not use Terminal Server sessions to in
and run the program. In both cases, the program functionality viié limited.

7. Confirm Installation On the Ready to Install the Program page click the Install button to start the installation or
the Back button to return to any of the previous pages and modify the installation settings.

8. Copying FilesThe Copying Fidepage shows the overall progress of the installation. Click the Cancel button to
abort the setup.

9. Finishing the InstallationThe Final page reports the end of the setup process. Click the Finish button to
complete the wizard.

To accomplish online operation on locked patrtitions/hard disks the program uses a kern
A mode hotcore driver, thus the system reboot is required to complete the installation
procedure.

First Start

To startParagorHard Disk Managelrl under Windows, please click the Windows Start button and then select
Programs >ParagonHard Disk Managet 11 >ParagonHard Disk Managet.

just to be on the safe side, please make a backup of your data before carrying out any

: The program provides wide opportunities in the field of hard disk structure modification,
operation.
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The first compnent that will be displayed is called the Express Launcher. Thanks to a well Hootightegorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
basis. With its help you can algoi I NIi  dzLJ G KS OGN} RAGA2Y It I dzyOKSNE GKS

&) Paragon Hard Disk Manager™ 11 Server =8 s <"
Paragon Hard Disk Manager™ | Sapa,m
S(:‘.‘[\‘/(.‘T ‘.. p ‘Ol'wlll GROUP
@ Ferioning Partitioning

l — Backup and Recovery ' #» Create Partition }

M L\ Oeaeamw?mmwtsw
=%, : - - Format Partition
@"Q-’ Copylng and Mlgratlon \‘ Format partition to a file system of your choice. Note, all data this partition

contans wil be deleted
( PRCINY S0 @& Delete Partition
Optlmlzatlon s Delete existing partition and all data t contains
“ Tools # Resize Partitions
7 N Move border of adjacent parttions of the same type (oth logical or both prmary)

to redistribute space between them, Note: this wizard covers only basic resize
scenanos, ¥ resize operation cant be camied out with Express Resize Wizard,

please switch to Advanced Interface, right click on a parttion you would like
Support Contacts to resize and select "Move/Rasize Patition”

# Merge Partitions

. Merge two adacent partitions with the same file system and the same type
{peimary to pamary or logical to logical)

€ Open Advanced Interface

Q ¢t2 1y26 Y2NB 2y K2g (2 KFIYyRtfS GKS LINEBRA

please consult thaVindows Componentghapter.

Building Recovery Media
Recovery Media Builder can helpuyaccomplish the following operations:

1 Prepare the Linux/DOS recovery environment (included in the installation package) on external media (CD, D
or flash memory) to boot and run utilities under Linux or PTS DOS, and that way to get access to ydigk hard
for maintenance or recovery purposes (strongly recommended);

1 Prepare a custom Linux/DOS recovery environment by adding any data you like to the standard image;

1 Prepare a bootable recovery environment from any ISO image, including our ®/hRtage étrongly
recommended);

9 Create from the master CD the Linux/DOS or WInPE recovery environment on a CD/DVD disc, or flash memc

Below you can find how to build our WinBB based recovery environment on a thumb drive:
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1. Plug in a thumb drive of at least 2MBs in size. Please note all data on that drive will be deleted.

2. Inthe MainMenu:seleat 22t & H wSO2FSNEB aSRAI . dzA f RSNX

There are other ways to start up this function, pleasensult the Interface Overview
chapter to know more on the subject.

3. On the Wizard's Welcome page, click the Next button.
4. Select theFlash Memoryoption.

@ Rash Memory

Select this option to create the racovery environment on a flash memory media. Thus you will get al
recovery features avaiable in the program on a compact. relable. and fagt device frecommended)
CD/DVD

Select this option to create the recovery environment on 3 CD/DVD. Thus you will 3iso get a bootable
CD or DVD with all recovery features avalable in the program (ndispensable in case your computer
does not support booting from USB drives)

5. Select theUser specified CD/DVD image (.iso fitgtion, then browse for an 1ISO image of our WisRE
recovery environment or manually type in a full path to it. By selectingthpécaloption you can build our
Linux/DOS recovery envitment, which we highly recommend you to do as well.

Typical
Use the standard Recovery Meda image supplied with the program
& User specified CD/DVD image (iso file)
Use CD/DVD image from specific location
E-/Downloads/Paragon/winpe20_BR10_Sute-ea<am iso [ Browse
Copy from a CD/DVD
Choose a source CD/DVD drive

YoucangetanISOimdg 2F 2dzNJ 2 Ayt 9 odn NBEO2@GSNE S
web service.

6. Select the required thumb drive from the list of flash memory devices available in the system at the moment (i
several).
Forailable drives:

-ch Supported Formats

7. You will have to confirm the operation.

WARNING: As a result of this operation ALL DATA on the flash memory media will be ERASED.
Click "OK" if you agree or "Cancel’ if you do not.

‘ OK I 1 Cancel
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Booting from the Linux/DOS Recovery Media

The Lmux/DOS recovery environmeoan be used to boot your computer into Linux @iS”PDOS to get access to your
hard disk for maintenance or recovery purposéslso haghe PTS DOS safe mode, which may help in a number ef non
standard situations such as interfering hardware settings or serious problems on the hardware level.dseth@ty

basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup

To start working with the Linux/DOS recoverywironment please take the following steps:

1. Start up the computer from our Linux{@5 recovery media.

Recovery Media Buildecan help you prepareur recovery environment either on a

2 CDDVD disc or a thumb drive.
To automatically boot from the recovery media please make sure thebmard BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Boot menu.

A By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment itehhayi you make the right
choice.

4. Consult the help system by pressiigT+F1o know more on the subject.

Boot menu

The Boot menu contains the following commands:

=+ Mormal Hode Hain recouvery
& Safe Mode enyironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk 8 MBR

& Find 05es on your hard disks

1 Normal Mode Bootinto the Linux normal mode. This mode uses thedet of drivers (recommended);

I Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux ndaniiit mo
fails to work properly;

1 LowGraphics Safe lde. Boot into the P$ DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode mgdesgraphics and a simple menu;

91 Floppy DiskReboot the coruter from a system floppy disk;
1 Hard Disk OBoot from the primary hard disk;
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Find OS(s) on your hard diskBhe program will scan hard disks of your computer td &éiny bootable operating
system.

To move within the menu, please use the arrkgys of the computer keyboard.

While working with the recovery environment you might experience some inconvenience

Q caused by possible video artifacts. It is just a result of changing video modes and in no\

will affect the program functionality. If this is the case, please wait a bit and everything v
be OK.

Normal Mode

When the Normal mode is selected, the Linux launch menu appears:

€
=

&
>

£
%
e

| You can copy an emire hard disk or its

Paragon Hard Disk Manager™ panitions 1 new lcations, You can also save
them as image files for later restoration
Please select the drive, its partition if
necessary, and then activate the ‘Hard Disk’
or 'Fartition” pulkdown menu and select the
Disk Copy Wizard operation nesded

Simple Restore Wizard

Undelete Parition
Wipe Wzard

File Transfer Wizard
Boot Corrector
Metwork Configurator
Log Saver

Eject CO/DVD

Stan the command line

W

M
. [E

=A =4 =4 =4 =

=

Hard Disk Managefenables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuratipn

Simple Restore Wizar¢hllows restoring hard disks and partitions);

Disk Copy Wizar¢helps b clone a hard disk);

Undelete Partition(allows recovery of accidentally deleted partitions);

Wipe Wizard(enables to destroy all adisk information or only remnants of deleted files/directories);

File Transfer Wizar@allows coping files/folders to anlér disk or a partition as well as recording them to
CD/DVD);

Boot Corrector(helps to correct the Windows System Registry without Windows being loaded);

Network Configurator(enables to establish a network connection under Linux);

E If you are going to use network resources, first launch the Network Configuration Wizarc

establish a network connection.
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1 Log Save(thelps to collect and send the necesséog files to the Technical Support)

1 View the mounted partitions(the list of all mounted partitions will be displayed);

The Linux/DOS recovery eimenment assigns drive letters to partitions the way it is done i
A DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may hawvi
different drive letters from Windows.

1 Eject CD/DVD

1 Command Lingallows experienced users toepute any operation);
1 Reboot the computer

1 Power off the computer

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same fuastionalit
Normal mode excepor the Network ConfiguratorandLog Savecommands. Besides due to certain limitations of the
PTS DOS environment, there is no paksilio burn CD/DVD disc

Low Graphics Safe Mode

When the Low Graphics mode is selectdet PTS DOS launch menu appears. It has the same functionality and looks
similar to the Safe mode but graphically simpler.

You can create, delete and
# Simple Restore Hizard format hard disk partitions
B File Transfer Hizard using this program, which
[E Boot Corrector will start now.

Upon the start, please
M Start the command line select the drive and one of
& Reboot the computer its partitions or its free

space. Then activate the
'Partition’ pull-down menu
and select one of the
partitioning operations.

Booting from the WIinPE Recovery Media
The WinPEecovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly tl
same level of functionality it offers an excellent hardware support and the same intexfdlce Windows version does.

Startup

To start working wh the WiIinPE recovery environment, please take the following steps:

1. Start up the computer from our WinPE recovery media.

Recovery Media Buildetan help you prepar@ur recovery environment either on a

A CD/DVD disc or a thumb drive.

To automatically boot from the recovery media please make sure thebmard BIOS is set
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up to boot from CD/USB first.

2. Onceit has been loaded, you will see the License Agreement. Read the agreement and then mark the
appropriate checkbox to accept. If you do not agree with any conditions stated there, 0@ o©S | o
the program.

License

Press Page Up and Page Down to scroll the text

End User License Agreement ﬂ
between

PARAGON Software GmbH,
Heinrich-von-Stephan-Str. 5 ¢, 79100 Freiburg, Germany,

and

You, as end user

If you accept the terms of the agreement, click the check box below

W&wmmmmmw ]

g | peane |

3. Once you accept the agreement, you will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a network connection.

) Paragon Hard Disk Manager™ 11 Server x -lgl}J

‘O'YWAll’ GROUP

Paragon Hard Disk Manager"‘ 11 P S‘Par

‘ Partitioning Pan'tlon'ng
- # Create Partiion
ol Backup and Recovery B? i o s
= , S # Format Partition
@{3 Copying and Migration \ Fomat parttion to a file system of your choice. Note, all data this parttion contains
wil be deleted
SGCUrRy Sl # Delete Partition
Optimization L Delete existing partition and al data ¢ contains
Y Yools ‘ Resize Partitions
A Move border of adjacent parttions of the same type (both logical or both primary)

to redistribute space between them. Note: this wizard covers only basic resize
scananos, f resize operation cant be camed out with Express Resize Wizard,

pleasa swich to Advanced Interface. nght chck on a panttion you would ke
Support Contacls to resize and select "Move/Resize Pastition”

‘ Merge Partitions
Merge two adiacent paditions with the same file system ; mur»mmm

€ Qpen Advanced Interface 8 Restant [8) Shutdown

/ 2 L3 N 3 R@1& Paragnd Software Group. ddhts reserved.



25

4. Click on the required operation to start. Hints on the selected at the moment iterheljilyou make the right
choice.

5. Consult the help system by pressiigT+F1o know more on tle subject.

OFasS Al R2SayQi KI @S e yoir NadBBKIvifF 2 NdavdiRitddeNJ

: Our WInPE 3.0 based recovery environment offers excellent hardware support. Howeve
Please consult thédding specific driverscenario to know how to tackle this issue.

Basic Concepts

This chapter explains terms and ideas that show how the prograrksyTo understand these helps to obtain a general
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more pedpl thdeed, it is hardly to find a
person who will be particularly happy when all precious information on the hard disk is irreversible lost as a result of i
malfunction. So how this tragedy can be prevented?

File Backup versus Sector Backup

Sincethd RSy i 2F GKS O2YLIziSNJ I 3S 1LIS2L)X S oSNB Ay (GKS 3¢
now two principal approaches: the fileased backup and the sectbased backup. The main difference between the

two lies in the way data is treate

A sectorbased backup operates with an image (or a snapshot) of the whole disk system or its separate partitions. It n
only includes the contents of all userade files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enables to successfully process system or encrypte
partitions of any file system type, no matter what kind of information they contain.

In contrast, a filebased backup takes into accountile system structure and only functions on a file or folder level. So
it is very efficient when archiving separate files or folders, but in no way will help you back up a system patrtition.

You should understand pretty well that each of the two approack@sily good when properly chosen. In the
comparison table below you can see when this or that approach will suit you at most.

SectorBased Backup File-Based Backup

Merits

It does not dependent on a particular file systen Functioning on a file/folder level, it is ideal for
Thus it can successfully procesgstem or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its ®rvice data. Thus it is ideal fora  the future backup image by using an advanced
backup/restore of a system partition or a fast  system of filters.

deployment to a bunch of identical computers.
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It allows achiving data of the same volume with
different backup policies.

It is easy and efficient when creating backup
chains.

Demerits

Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. g2y Qi 0 Socés®unkpowi e systéins.

It is ineffective when trying to maintain a backug It cannot be used to back up a system partition.
chain, especially when little amount of data is
being changed.

It is much slower when processing large amoun
of data.

Backup Types

At the present moment the market is offering various types of backup imaging to meet the needs of any user. Beside
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.

Full and Differential Sector Backups

A full sectorbased backup image includes all contents of a partition or a hard disk at the moment of its creation. If yoL
NREff ol O1 @2dz2NJ 428aGSY G2 G4KS AyAGAILIf &aGFrGS 2y | wh3c
multiple backup archives of the same partition reflecting certain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed
supplementary technigg called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realizedkbygttb#wise
comparison of the previous patrtition's data (saved in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very
convenient.

Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday

Full Sector
Backup

) i

—
.....

— Monday restore point —

[—————— Tuesday restore point _

Saturday restore point
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A This function is only available for sirgprimary and logical partitions.

Full and Incremental File Backups

A full filebased archive only contains files and folders. It is really efficient when backing umaihdatabase or
particular documents, as no redundant data is processed. Butiitgoe about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changed since the time of creating a full or incremedfasdidearchive. It
is smdler and takes less time to create, but you will require the initial full image and all of its increments to restore the
latest point of this kind of backup.

Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

e — e — S —
Base File Incrament #1 Increment £2 —®| Increament #n
Backyp | L. L1

— Monday restore point —

———— Tuesday restore point 1

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backup: the fihased backup and the sectbased backup. With its help you can nokeate a
sectorbased backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunc
and then just make fibased incremental images to the previously created selbtmed backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.

Backup Storage

Ourprogram supports severdl SOKY AljdzSa 2F aG2NAy3 o6 O1dzld AYl3ASad [ S
what kind of storage is able to provithetter security:

1 You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not t
use it. You can delete your backup just by accident or lose it as a result of a hardware malfunction, or a virus
attack;

1 Youcan place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence

1 You can place a backup image to a special secured place on the hard disk called the Backup Capsule that ha
independent sgtem layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backup data, this partition is hidder
and thus cannot be mounted in the operating systén2 ¢ S @S NJ A (I ¢ eageiia hatdvaré) & 2 dz .
malfunction;
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1 You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as lor
as the backup media is kept secure;

1 You can place a backup image to a network drivstind a better chance of success in case of a hard disk
failure. Moreover, by storing it on a speefirpose server you may be pretty sure nothwij happen to it;

1 Finally you caplace a backup image to an FEPvsr to provide a new level of systesnd data protection.
Known Issueson FTR'SFTP

1. You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

2. You cannot restore data selectively (with Restore Wizard) from an FTP/&SF&P s

3. You can browse an FTP server in the passive mode only.

4. Parallel access to several FTP/SFTP servers is liraitgdone password for all servers is available.
Adaptive Restore

Technology Background

Windows family operating systems are notorioustfogir excessive sensibility to hardware, especially when it turns to
replacement of such a crucial device as HDD controller or motherkpactually Windows will most likely fail to boot
as a result of this operation.

In 2008 our company came with an &sive technology calleBaragod R LJG A @S wS&ai2NBud Ly A
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available ir
the P2P Adjust OS Wizard, enables to nak@WindowsOS since XBootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept
[ SGQa GF 1S | ParagpradapideReswre wdrkd. K 2 &
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Source environment

L

Madifying OS5

Adij k |
internal sellings djusting kerne

Crivers for PS/
Devices

Maodifying additional
sefttings

asetting CP
parameters

¥

Injecting drivers for
# boot critical devices
and NICs

From additional
driver repositories

From the Windows
Repository

Dastination
Environment

As you seesuccessful migration of a Windowgstem to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuratibine prgram detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devicesIhe program detects those without drivers and automatically
tries to install lacking drivers frothe builtA y 2 Ay R26a& NBLR aAAG2NRB® LF G KSNF
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until &
drivers for the found boot critical devices are installed. In chseers for these devices are installed, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboaithis action will onlydaccomplished for Windows
XP/Server 2003.

4. Installation of drivers for network cardsThe program dects those without drivers and automatically tries to
install lacking drivers fromthe buiky 2 Ay R2 g4 NBLRaAAG2NE® LT GKSNBQA
user to set a path to an additional driver repository.

These adbns guarantee a Wdowssystem will start up on dissimilar hardware. After the startup, Windows will initiate
NBO2YyFAIdzNI GA2y 2F Fff tfdaAUyUdtfl & RSOAOSaAD LIQA | 2
at this step to get the most out of the/stem.

additional driverswhen dealing with WindowsXP/Server 2003, because for these syste

: Though all Windowsystems have builin driver repositories, please be prepared to have
they are very modest.

Technology Application
[ SGQa O2yaARSNI I ydzYoSNI 2F aAilddza GdAz2ya oKSy (GKS | RILIX
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9 If you need to migrate to a different hardware platform with minimal effort
9 If you need to upgrade hardware whiteeping all programs and settings intact

1 If you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues

1. After transferring Microsoft Vista and later versions to different hardware, you will need-actreate license of
GKS ada2aidsSyo LOIQa y2N¥NIf O0SKIF@GA2N | & ( KastiabiondsdgalyS Y :
justified in this case, as you transfer your system to another PC.

2.LF &2dz2Q@S Ayail tf SR as @ditoNwé cazanhadd diiverg B thé ldtestivésioa of 2 y
OS. Microsoft highly recommends that you install an operating system on a separate partition.

3.ttSHasS y24S RNAGSNB N5 y20 OF OKSR RdzNRA Yy Iterd, it SO |
AGQa It NBIFRe dzyl @FAflFo6fS RdzZNAYy3I GKS 2LISNI GA2y >

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various méshof data processing. Despite different work concept,
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the idatansistent state (the operating
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties highdpegeating

efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently mdglified.
LI NI A Odzf NI &8 dzaS¥dzA F2NJ aeadSvya oAGK KAIK | SFAfFoATL A
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a proce
taking intoaccount that applications may still keep writing to disks. As a result an online data processing cannot boas
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it off
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

ParagorHot Processing is an online copy/backup technology for Windows NT+ family opeyat@ims. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

ParagorHot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program &s the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the se
LINE OSRdzZNBE 60K Q& ¢ Kid taidériplete théisetGp\prodediie Fokithe inast pddtjediriver is in
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the systeamaory.

ParagorHot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ famil
operating systems providing both high operating efficiency as well as low hardware requirements.
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It is not recommended to us€aragonHot Processing with active SQL Server, Exchange
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsof
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistént point
time copies of data known as atiow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected\aidmepresents them as
virtual readonly devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

UnlikeParagorHot Processing theSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchang
2003 or Oracle databases located on multiple volumes the iay@écommended by Microsoft to improve the level of
database performance and reliability, thus providing f@@cent data consistency.

A To use VSSi$ necessary to have a mounted 300 MB+ NTFS partition.

Dynamic Disks

As you probably know, MBOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Qertiaéme is the possibility to create

logical drives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maXauum of
primary partitions, one of which can be an extended partition with logical drives. However, these operating systems a
introduce a new disk configuration typelynamic disk which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only dynamic volumes
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers tht aren't running Win2K can access the dynamic volumes remotely when connected to the
shared folders over the network.

Dynamic disks can axist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the samedrd drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from free dis
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or mo
phystal disks), mirrored (a fadlblerant volume the data of which is duplicated on two physical disks, andRAID
volumes (a faultolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can performidesnd volume management without the need to restart Windows.
Limitations:

9 Dynamic disks are not supported on portable computers.
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1 Dynamic disks are not supported on Windows XP Home Edliisead computers.

M You cannot create mirrored volumes or RAIBolumes on Windows XP Home Edition, Windows XP
Professional, or Windows XP-B# Editionrbased computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more managemer
flexibility without the partition limitdion of basic disks. Dynamic disks can contain an unlimited number of volumes, bu
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial feadaleybusinesses
when dealing with many physical hard disks inv@complex setup.

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of tl
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intekcw ttepbutdated PC
BIOS, it offers a number of crucial benefits:

1 Up to 128 primary partitions for the Windows implementation (only 4 in MBR);
1 The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);
1 More reliable thanks to replicatioand cyclic redundancy check (CRC) protection of the partition table;
1 A well defined and fully seiflentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is theseavith MBR)
Apple Boot Camp

Boot Camp is a special utility to help you set up a dual boot system (Mac OS Xknd@/Blows XP/Vista) on Intel

based Macs. It enables to securelypartition your hard disk (resize an existing HFS+ partition to cres¢parate

partition for Windows) and then launch the installation process. With Boot Camp all the necessary drivers will be at y:
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating syster
to startup.

It is strongly recommended not to modify the hard disk configuration with Windows Disk
Manager. Otherwise it may lead to unexpected consequenagght up to BSOD and

A inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64-bit Support

The bulk of software today is written for a-B# processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations ¢
very large numbers. That is where-bit architecture comes into play.

It can boast improved scalability for business applications that esablsupport more customer databases and more
simultaneous users on each server. Besides-hitidernel can access more system resources, such as memory
allocation per user. A 6Bit processor can handle over 4 billion times more memory addresses tR2#ia processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems oibiB2ystems, others have grown so complex that they
use up the 4 GB memory limitation of a-BR address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On alfidserver, most queries are able to perform in the buffers available to the
database.
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Some 32bit applications make the transition to the @4t environment seamlessly others do not. For instance, system
level utilities and programs that provide direct hardware access are likely to fail. Our program offeféeddelt
support of the 64bit architecture providing faultolerant work for such sstem dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantag
can offer. First of all, many people clone hard disks just to back up datacfanity reasons. The present day copy

utilities enable to successfully transfer all-disk information including standard bootstrap code and other system
ASNIDAOS aiNMzOGdzNBasz GKdza YIFIAYGFAYyAy3a (KS d@unSiontiediséd 2
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive dou
evely two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require considerable amount of free space. One day the user realizes that there is no more free spa
left on the hard disk and the onlay out is to upgrade. Usually that means that besides purchasing a new hard disk,
the user is to face a large-iestallation procedure spanning several days of tedious work. But all of this can be avoidec
just by copying the contents of the old hardklito a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a system administrator to install an apgtstem from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it isuparved
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled tt
entire hard disk and contained an OS. The situation has changed however, thanks to neffectise high capacity

hard drives, tlis opening up numerous possibilities for PC users, such as editing video, archiving music, backing up C
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which are effectiv
data organization and speed.

Lage drives are always going to take longer to search than smaller volumes, and an operating system is going to ha
work cut out both finding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but thee is an easy solutiogdrive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of which servers as a container with its own drive letter and volume label, thus enabling the
operating system to procestata more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storin
video and another 50 GB for your favorite rausollections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de
fragmentation or consistency check will not be that annoying and-tior@suming any more.

Bydetaching the OS from the rest of the data you can tackle one more cruciakigsgase of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on the other partition
the hard drive.

Butthat is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 10@ercent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on angile hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.
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Data Sanitization

Data security is a twsided problem. It is to be made clear, that providing confidentiality implies not onlyniafiiwn to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconception that repartitioning a diskredlult in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, &aving
file data intact. In fact, there are a number of programs available to sutdlys®cover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Mastel
File Table (MFT) that keeps track of where file contents are stored on the disk and venfafatach sector for
consistency. Even a lelevel format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwriteliak sactors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irrevesli removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable
residual data and even advanced forensic tools should notleveble to recover it, thus providing maximum level of
security.

Data Security Standards
To irreversibly destroy all edisk information there have been developed a number of disk sanitizing standards. They
are distinguished by wiping patterns and numlbépasses:

1. US DoD 5220.2R1. US Department of Defense recommends to overwrite all addressable locations with a
character, its complement and then a random character. Finally, the target data area is to be verified,

2. US Navy standards NAVSGP39-26.

T NAVSQOP-523926 for RLL encoded driveat first to write the fixed value (Oxffffffff) to the target data area,
then the fixed value (Ox27ffffff), and then random values. Finally, the target data area is to be verified,;

1 NAVSO B23926 for MFM encoded drivesAtfirst to write the fixed value (0xffffffff) to the target data
area, then the fixed value (Oxbfffffff), and then random values. Finally, the target data area is to be verified

3. British HMG Infosec Standard No.At first to write a single character pattgrthen its complement and then a
random character. Finally, the target data area is to be verified,;

4. German VSItR Standar@®verwrite the deleted information 7 times, consistently filling it with the following
patterns: 0x00, OxFF, 0x00, OxFF, 0x00, @#AA. Finally, the target data area is to be verified,;

5. Australian ASCI 3®verwrite with a character (C), then verify. Overwrite vgth 6 G KS FANB G LI &
inverse), then verify again. Overwrite everything with both C @ance again but withdwerification. Fill
everything with random characters;

6. Russian GOST R 50728 Destroy information by a single pass with writing randdraracters into each sector
byte;
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7. Peter Gutmann's algorithmA whopping 35 passes, with 27 randonder passes usingscific patterns

combined with eight passes using random patterns;

8. Bruce Schneier's algorithmTwo passes of specific patterns followed by five passes using a cryptographically
secure pseudwandom sequence;

9. Paragon's algorithm
1 Overwrite each sector with forcefully randomized 51Byte string, new for each sector, using CSPRNG
(cryptographically secungseuderandom number generator);
1 Overwrite each eased sector with its complement;

1 Overwrite each sector with a 51&te string (CSPRNG), again forcefatydomized and different from the
first pass, and new for each sector;

1 Fill each erased sector with OXAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 percent residual data verification
is necessary to make sure that the operation has been properly accomplished. Besides
corrupted sectors discovered during the operation are to be loggedkéep the user

2 informed, since these sectors may contain classified information.

The list of supported military and government standards may vary for ypuoduct.
lyegle @2dz2Q@S Ffglrea 3F20 GKS LIRaaAroAftAl
wiping patterns, number of passes for each wiping pattern and for the group of patterns,
thus providing the maximum possible security level

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actiamegular basis.

For example, developing a specific project on atagtay basis and having to make a backup every evening so as not tc
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out dasdimat
without your participation.

l'Y20KSNJ FaLISOoG 2F ye Fdzi2aYlFGA2Yy LINRPOSaa -laad Thisksk G A 0
especially important when operations require a considerable amount of computer resaypresessor time, ramory

and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least wodoad to perform.

The program has a special tool for scheduling. You can set out a timetable for any operatiowitirsiart at a
specified time without interrupting your current activity.

Windows Components
In the given section you can find all the information necessary to successfully work with the Windows version of the

product.

Interface Overview

This chaptemtroduces the graphical interface of the program. The design of the interface precludes any mistake bein
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
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accompanied by easy understandaldens. Nevertheless, any problems that might occur while managing the program
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards ar
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

¢CKS [ dzyOKSNRA& gAyR2g Oly 06S O2yRAGAZ2Yy I ffe& adzoRADARS
functionality:

Main .\llen

Tooks Changes Wizards Hard Disk Partition Archives View Help

Basic MBR Hard Disk 0 Disk Map O™
Local Disk (C:)
M 1s9GeNTFS

| M NTFS B rat2 W FATIE Linux B2

[« s J »
© No :h‘"95~

1. Main Menu
2.Tool Bar
3. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6.Disk Map

7. Partition List
8. Properties Bar

9. Legend Bar
10. Status Bar
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A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of th
to simplify the interface management.

All panels are separated by viedl and horizontal expandable sliders, allowing the user to customize the screen layout.

Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as listed below

MENU ITEM FUNCTIONALITY

Tools

View Log Files View logs on the carried out operations

Send Log Files Compress and send the log to the Paragon Support Team

3A0O6DP "1 16 - Al| Manage sveral operating systems on one computer

2AAT OAOU - A AE A Restore the system even when the current operating system cannot boot
anymore

Check Recovery DiscO 8 Verify the recovery media for integrity and ability to boot from

&E1T A 40AT O&FA O | Transfer data from any media

Settings... Edit the general settings of the program

Exit Exit the program

Changes

AT AOAOA 3 A OE B Generate a script for the task

3AOA O1 3 AEAA(J Schedule pending operations

Undo “the last virtual Cancel the lastitual operation on the List of Pending Operations
operation®

Redo “the last virtual Cancel the last undo virtual operation on the List of Pending Operations
operation®

6 EAx #EAT CAO8 | Display the List of Pending Operations

Apply Changes Launch the real execution girtual operations

Discard All Changes Cancel all virtual operations on the List of Pending Operations
Reload Disk Info Refresh the current information about disks

Wizards

%@DOAOO # OA A OA Createan NTFS partition and make it ready for work

# OAAOGA 0 AOOE OH Create a partition of any file system

&1 Ol AO 0 AOOE OH Format a partition of any file system
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Delete a partition of any file system

Total Defrag

Launch Total Defrag to optimize NTFS and FAT file systems

Wipe Hard Disk or
Partition...

Destroy all ordisk information or only remnants of deleted files/directories

%PIDOAOO 2AOEUA

Increase free space on one partition by-iaing the unused space of an
adjacent partition

51 AAT ACGA 0AOOH

Recover an accidentally deleted partition

- AOCA 0AOOEOEI

Merge adjacent partitions of NTFS, FAT or FAT32 file systems

Redistribute available disk space of existed partitions

)1 6OO0AI T . Ax /3

Make your system ready to install a new operating system

Smart" AAEODS

Back up exactly what you neethe whole system, enail databases (MS
Outlook, Express, Windows Mail) media files or office documents of the My
Documents folder, or any other files and folders

Differ AT OEAI " AAE

Create a differential to a partition backup

Createa& EI1 A #1101 DI

Create an increment to a full partition backup

# OAAOA A &EIT A

Createan increment to a file backup

Restore 8 Restorean entire hard disk, separate partitions, fdes from the backup image
- AT AcCA " AAEOPD | Create and manage the backogpsule

#EAAE | OAEE OA | Perform integrity check for the required backup image

#UAI EA " AAE OP 8 Automate a partition backup

3Ul OEAOEA " AAH

Change any property of an existing archive (splitting, password protection,
compression level, etc.) without accomplishing the backup operation

-ECOAOA /138 Move any Windows OS sin® from a regular hard disk to a fast SSD
#1 DU (AOA $ E OH Create a hard disk copy

SAEAAOI A (AOA

Set a timetable for a hard disk copy

#1 PU O0AOOEOET I

Create a partition copy

SAEAAGI A 0AOOH

Set a timetable for a partition copy

Hard Disk

"AAE 5b (AOA $

Create a backup archive of the selected hard disk

Burn Hard Disk to CD or
D6 $ 8

Back up the selected hard disk and burn the resulted image to CD/DVD
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2A001 OA ( AOA ¢ Restore the selected hard disk from a backup image

#1 1 OAOO O1 " A Convertadynamic MBR disk containing sinvaleme(s) into a basic MBR dis

Convert to Basic MBR hard Convert a basic or a dynamic GPT disk containing simple volume(s) into a
AEQES MBR disk

Convert to GPT hard disk Convert a basic MBR disk into a basic GPT disk
Update MBR Update MBR (Master Boot Record) of the selected hard disk

#EAT CA 0OET A OU Modify the primary partitiongnumeration for the selected hard disk

7EDPA ( AOA $ E OE Irreversibly destroy all odisk information

wAEOT 6 EAx 3 AA(J View/edit sectors of the selected hard disk

PropAOOEA OGS Get indepth information on the properties of selected hard disk

Partition

# OAAOA 0 A OOE OH Create a partition

&1 OI AO 0 AOOE OF Format a partition

$ AT AGA 0 A OOE OH Delete a partition

"AAE 5B 0AOOE ({ Create abackup archive of the selected partition

Burn Partition to CD or Back up the selected partition and burn the resulted image to CD/DVD
$6%$8
Restore Partiti T T 8 Restore the selected partition from a backup image

-1 OAT2AOEUAS Move/Resize the selected partition

#1 1 OAOO &EIT A 3| Convert file system of the selectedntition

Il OOECT $OEOA | Assigndrive letter to the selected partition

2AT 1T OA $ OEOA || Remove drive letter for the selected partition

(EAA 0AOOEOET 1| Make the selected partition unavailable for the operating system

51T EEAA 0 A OOE OH Make the selected partition available for the operating system

Mark Partition as Active Make the selected partition bootable by default

Mark Partition as Inactive Make the selected partition nchootable by default

#EAT CA 611 Oi A | Change volume label of the selected partition

#EAT CA #1 ©OOA Q Change cluster size of the selected partition

Change Serial Number8 Change serial number of the selected partition
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$1 x1 COAAA . 48&3

Decrease version of the selected NTFS partition

Change identifier of the sele=d partition

-AEA 0AOOEOETI

Make the selected partition Primary

-AEA 0AOOEOETI

Make the selected partition Logical

7EPA O0AOOEOEI I

Irreversibly @stroy all onpartition information

#1 AAO &OAA 3PA

Destroy any remnants of deleted files/directories left on disk

4A00 3O00AFAAAS

Test surface of the selected partition/block of free space

Check File System
)1 OACOEOUS

Check the selected partition for possible file system errors

WAEOT6EAx 3AA(Q

View/edit sectors of the selected partition

PorDAOOEAOS

Get indepth information on the properties of selected partition

View

Layouts Manage the Launcher layout with several predefined profiles

Toolbar Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels anthrge icons

Status Bar Display the Status Bar

Common Tasks Bar

Display the Common Tasks Bar

Disk Map Legend

Display the Disk Map legend

Properties and Commands

Display the Explorer Bar

Disk Map Location

Select whether the Disk Map will be located twe top of the main window or
at the bottom

Help
Help Open the Help system (you can also do it by pressing F1)
About Open the dialog with information about the program
The Main Menu contents available at the moment may vary depending on the selected
object.
Tool Bar

The Toolbar provides fast access to the most frequently used operations:

BUTTON FUNCTIONALITY
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@E Back up exactly what you need with
Smart Backup Wizard

.,_'g"_'_-"‘v Increase free space on one partitio
== by uptaking the unused space of at
adjacent partition

@;' Copy a hard disk

. Migrate OS to SSD

)
¥

Defragment the selectedastition

@ Switch to Express launcher

@ Open the Help system

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operaticaltegso
virtual mode of execution). In fact, when the virtuabde is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

z’-_\_—j Cancel the last virtual operation on the List of Pending Operatior
@ Cancéthe last undo virtual operation on the List of Pending
Operations

Display the List of Pending Operations

Launch the real execution of virtual operations

Cancel all virtual operations on thést of Pending Operations

X &

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking thé\pply button for confirmation, thus giving a second chance 1

A weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:
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I There are unsaved changes.

Please use the ¥ Apply command to commat the changes and the X Discard
command to permanently undo the changes

You can view the changes history via the . View Changes command and

temporarily undo of redo the oparation by means of the " Undo and " Redo
commands

Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the program'
wizards.

Thebar contains several tab&achab includesa sepaate button bar which can be folded by clicking it.

Basic Partitioninglrasks

EE—\’P Express Create Starting the Express Create Partition Wizard to create an NTFS patrtition and
it ready forwork.

EJ_Q Creste Partition Starting the Create Partition Wizard to create a partition of any file system.

Starting the Format Partition Wizard to format an existing partition to one of t

@,’{ Fomat Partition i
file systems supported by the program.

%@? s e Starting the Delete Patibn Wizard to delete a partition of any file system.

Advanced Partitioning Tasks

a Total Defrag Starting Total Defrag to optimize NTFS and FAT file sgstem

= . . N . o
éﬁ:ﬁ}. Express Resize Starting the Express Resize Partitions Wizard to redistribute free space betw

two adjacent partitions.

Starting the Merge Partitions Wizard to merge adjacent partitions of NTFS, F

QE_E Merge Partitions
' FAT32 file systems.

Starting the Redistribute Free Space Wizard to tatige available disk space o

ﬁ Redistribute Free Space o o
existing partitions.

@ Undelete Partitions Starting the Undelete Partitions Wizard to recover accidentally deleted partiti

Copyng Tasks
63 Migrate 05 Starting the Migrate OS to SSD Wizard to migrate Windows OS to a fast SS[
[@J.I Copy Disk Starting the Copy Hd Disk Wizard to copy a hard disk.

2 Copy Parton Starting the Copy Partition Wizard to copy a partition.
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Backup Tasks

ﬁTT Smart Backup

Starting the Smart Backup Wizard to back up exactly what you +thedvhole
system, email databases (MS Outlook, Express, Windows Mail) media files o
office documents of the My Documents folder, or any other files and felde

ﬁ. L'j Manage Backup Capsule

Starting the Manage Backup Capsule Wizard to create, resize or delete the I
capsule.

[3 Restare

Starting the Restore Wizard to restore a hard disk, separate patrtition, or files
the backup image.

Tools

- File Transfer Wizard

Starting the File Transfer Wizardtransfer data from any media. Besides it
provides access tBaragorbackups as regular folders to browse through their
contents or copy required files.

E!I Boot Manager Wizard

Starting the Bot Manager Setup Wizard to easily manage several operating
systems on one computer.

=
W™ Install new 05 wizard

Starting the Install New OS Wizard to install a new operating system.

Helpand Documentation

\? Hard Disk Manager™ Help

Launching the help system (you can also do it by pressing F1).

{;ﬁ About Hard Disk Manager™

Opening he page which contains information about the program. This page W
be displayed in the Explorer Bar.

k= Script Manual

Opening a brief review on the Paragon Scripting Language.

Disk Map

The Disk Map is displayed in tBgplorer Bawhen the Disk View tab is selected. It is located either at the top or at the

bottom of the window, depending on the state of the Disk Map Location option (Main Memw: /[2isk Map

Location).

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented wit

rectangle bars that contain smalized bars. These smalked bars represent logical disks. Their color depemdthe
file system of the appropriate partition.

Basic Hard Disk 0 (VMware, VMware Virtual S SCSI Disk Dev)

Local Disk (C:)
4399 GB NTFS

Largesized bars display the following information about physical disks:

i Manufacturer,

1 Model.
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Smalisized bars display the followingformation about logical disks:

9 Serial number,

9 Drive letter,

1 Total size,

1 File system.
CAdINIKSNNY2NBEZ Al A& LRaaroftsS G2 SadAYIFrdS GKS dzaSR RAZ
offers to choose from several types of the diskd 2 dzii a OF f Ay3ad LGQa R2yS SaLISOAL
AyaillyOSz AFT &2dz2@S 320G | KAIK OFLI OAGE KFENR RNAGS (
than 10 GB) partitions, you can select the logarithmic typmake all partitions readable, otherwise (selecting the
fAYSEFENI GelLlSv @2dz 62y QG oS FtofS G2 4SS avlrftft LI NUGAGAS?Z
layout is critical for you, the linear type is exactly what you need.
Ne\S NIl KStf Saa G KSNB Qaclidear &alivglINERNe midiBal [ tb sizialkpariftions. So if a partition is
too small it will remain readable.

Just click on the arrow icon on the top right side of the Disk Map to select the desired sgading ty
I |

«  Limear
Limear Scaling Min Width

k]

Lirnee Ext4 ReiserFS

Disk Map is synchronized with the Explorer Bar. Thus by selecting a disk on the Disk Map, the Explorer Bar will
automatically display detailed information on it.

The dragand-drop functionality is not available when the logarithmic type of the disk
layout is selected.

Explorer Bar

The Explorer Bar is located in the cemdf the main window which emphasizes its importance. The bar displays
reference information including:

9 The help system
1 General information on the product including its name, i@msand a list of helpful links
9 Detailed information about disks selected the Disk Map
9 List of scheduled operations
9 List of archives
1 Volume Explorer utility
9 Disk Editor utility
According to these categories the Explorer Bar has several tabs:
91 Disk View which offers the user the following options:
- Partition Listo get a cleatcut picture of the current state ohe system hard disks/partitions
- Disk Editoto view/edit sectors of e selected partition/hard disk
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- Volume Exploretio browse and export contents olié selected partition/hard disk

- Propertiedo view detailed information on the selected partition/hardsHiin the bright gaphical form

Q You can switch between these components by clicking tabs on the left side of the Explo
Bar.

1 Schealuled Taskswhich gives the user the possibility of browsing and editing scheduled operations and the
program scripts.

1 Archives which enables to manage the Archive Database.
1 Help, which contains the program helmd general information on the product.
You can access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fuliynctional embedded HTML browser, which offers the possibility to address, for example, the
company's website tabk through important technical notes or download the latest updates without having to close
the program.

The program help is also HT¥tiented. You can read it and follow external links from to get additional information.

To easily navigate through breed pages, the program provides the following functionality:

BUTTON FUNCTIONALITY

Return to the previously browsed

(2]

i page
[ -w Open the next browsed page
5% Stop loading the cuent page

Refresh the contents of the current
page

Partition List

The Partition List is another helpful tool that enables you to getarclat picture of the current state of the system
hard disks/partitions. Partitions are sorted according to their starting position. For every item of the list there is the
possibility to call the contexdensitive popup menu with available operations. iBes, the program provides detailed
information on all hard disks/partitions found in the system including the following properties:

- Name,

- Volume label (if exists),

- Partition type (Primary/Extended /Logical),
- File system type,

- Size

- Amount of used and unused (free) space,
- Start/End cylinder,

- Start/End head,
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- Start/End sector
- Free size in sectors/bytes
- Active/Inactive attribute
- Hidden/Unhidden attribute

You may customize outlook of the Partition lbgtclicking on the arrow icon on the top right side of the panel.

Pleaze select properties to display.
Flease select properties you would ke 1o display in the Disks and Partitions view

Hame
Size (sactors)
F5 Size (sacioms)
Usad [sactors)
Start (seciors)
End {sectors)
Start CHS frex)

o] (] [ o] ] o] [ 2

Partian D
Saciors per Cluster
Slot

By marking a checkbox opposite the required item you can choose whether to display it or not. Besides, jrangan ¢
its order by pressing the Move up or Move down buttons.

LT &2dz R2yQii ySSR G(KS 5A41 al Ll LIXSIFHaAaS OtA0] GKS &aK:

Siad fsectors) | End [secions) | Stad CHShest) | End CHShex)

800k ZI5FETFFR

0 21 504D 61 14

020
J35FEA0Ch  3ETFEFFRN 304D E1 15 FEFE 34 1E

800h  3ETFEFFFh 2021 FEFE 34 1E

L)

Properties Bar

The Properties Barovides information on the selected at the moment partition/hard disk:

For a hard disk

1 Model,

M Serial number,

1 Type of hard disk (basic or dynamic),

1 Total size (in GB),

9 Information on geometry of the disk (amount of sectors per track, heads and cylinders).
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For a partition
9 Drive letter assigned to the disk,
1 Volume label (if available),
1 Type of the logical disk,
1 File system (represented by the color of the graph and the selected bar),
1 Total size, used space and free space (in GB or MB).

Besides you can modifyractically any partition property by clicking on the required value.

Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. You can hide (or show) the bar w
the appropriate Main Menu item: View > Disk Map Legahtien it is activated it can be found at the bottom of the

Explorer Bar
The program distinguishes between the following types of known file systems:

-FAT16/32
-NTFS

- Linux Ext2/84

- Linux ReiserFS
- Apple HFS

Status Bar
This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

The user can hide (or show) the bar with the appropriate Main Menu item: View > Status Bar.

Settings Overview

The Setting dialog is available from the Main Menu: Tools > Settings. All the settings are grouped into several sectior
which functions are described in the following paragraphs. The list of sections is placed on the left side of the dialog.
selecting a sectiofrom the list, you can open a set of options.

A To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.
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General Options

{"z General optlions

Partiion Abgrment Mods
'Ll’__stn

1]

Align partitions acconding to the nules used in Windows Vista and later 05es

Check F5 integrity policy
Oz -

Standand profection from data loss with acceptable pesformance. The file system
inbegrity will be checked for each wolume only once just before accomplshing
data-sensdive operations

Deta Loss Protection mods
Faset
Mediem protection from dats loss

4]

This section contains a set of general options that will be taken into account during any operation carried tl with
program:

9 Partition Alignment mode There are three options you can choose from:

- legacy5h{ IYR 2AyR2g4a h{Sa 0ST2NB +Aall NBIdzANBR
or 63 sectors to address and access sectors correctly. It Waar@il 4K hard drives came into scene. When
partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters
thus resulting in a double readrite operation.

- Vista Since Windows Vista, operating systensnidt use the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the who
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance Select the ofion to disable automatic alignment of partitions.

1 Check FS integrity polichccomplishment of any dasensitive operatiorfresize, move, merge, redistribute,
change cluster size,etd)da LI GSYy ALt GAGK RIFGF f 2 a3 dcliegkinédrity af Y A
@2dzNJ FAES a2adSY oST2NB (GKAA GeL)S 2F 2LISNIilAz2ya:z
several options to let you choose, which is best for you:

- Always Maximum protection, but minimal performance. The filesstgm integrity will be checked each time
AlQa ySOSaal NB (2 3dz NI yiSdskdateS YI EAYdzy LINERGSOI

- Once Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accongling datasensitive operations.

- Neverb2 LINRGSOGA2YS odzi YIFEAYdzY LISNF2NXYIyOSed LT @
not use this option.

9 Data Loss Protection modd o guarantee safety for your information when a dagasitive opertion has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Donotprotectb2 LINRGSOGA2Y S o6dzi YIEAYdzY LISNF2NXYI y@&So
from a power outage, or an accidental reset of your computer, please do not use this option.
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- Reset Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a dadansitive operatiomterrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power lossMaximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk whascomplishing dataensitive operations to avoid data loss even in case of a
power outage.

Backup Image Options
Eﬁ’ Backup image options

| Control archive imtegrity

Choose this option to allow wiiting of specific data that will later be wsed during
reston to check the archive infegrty. k can slow down the backup opermation

o | Sef image fie names sutomaticaly
Chooss this opbion to aulomatically name files in complex archive.

Cemprassion lavel
Homal compression :l

Good compression. Provides average speed with the reasonable image size

Image splt

o | Enable image spitting
Choose this option to snable spliting the archive to several files

Masdimum splt sire; | 4000 MB

This section contains a set of options that will be takea account during backup/restore operations:

1 Control archive integrity Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operatiod vedel about
3-5% less time.

1 Setimage file names automaticallyviark the checkbox to make the program automatically set a file hame for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

1 Compresn level From the puldown list you can select the desired compression level for backup images that
will be used by default.

1 Enable image splittingMark the checkbox to automatically split every backup image to volumes of a particular
size.

Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

1 Maximum split size With the spinner control you capecify a maximum size for backup volumes.
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General Copy and Backup Options

~ General copy and backup options

N

&

Hdd raw processing
Copy an entire hard disk sector by sector without taking into account its partition
structure

Partition raw processing
Copy/Backup each parttion sector by sector. All sectors will be processed one by
one (even unused sectors). Requires more time to complete the operation

V| Skip OS awdkary files
Choose this option to skip OS awdiary files fike pagefile sys. hibedil sys etc ), This
will reduce operation time and backup image size

V| Skip archive files stored in archive libeary
Choase this option 1o skip archive files stored in archive lbrary, This will reduce
operation time and backup image size

Adpsst exciude from copy/backup options

This section contains a set of options that will be taken into account during copyaakdoperations:

9 HDD raw processingMark the checkbox to copy/back up a hard disk in the sdayesector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This caelp to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

1 Partition raw processingMark the checkbox to copy a partition in the seelgrsector mode ¢ successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

1 Skip OS auxiliary filesviark the checkbox to skip OS auxiliamsfiflike pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

9 Skip archive files stored in archive librariark the checkbox to skip backup images registered in the archive
database, thus reducintpe operation time and the resulted size of the backup image.

/\ By clicking the link at the bottom of the window you can jump to ti@opy/Backup Exclude
. Options
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CD/DVD/BD Recording Options

Bum every CD/DVD/BD disk to the end
Choose this option allow the disk to be copied by third party tools

Recording speed
Select speed automatically t]
Auto recording speed. Choose this option to allow the recorder to choose the best
speed
Boot options
Spacfy a bootable IS0 image to place on CD, DVD or BD along with backup data

\.\ISO'bootcd iso Bowse |
Specfy how would you like to boot from CD, DVD or BD

Boat from any CD. DVD or BD vl
IS0 image folder

Browse

Please selact a folder to place 1SO images to when CD, DVD or BD 1SO maker is

used

This section contains a set of options that will be taken into account d@W®VIBD burn operations:

1

Burn every CD/DVIBD to the end By default, the program does not create ISO 9660 compliant burning
sessions, as it processes datatba-¥f @ | YR OFly 2yfé SadAYlIdS GKS NBa
party tool will ge access to the recorded data. To tackle the issue, mark the checkbox to make the program
create a standard Diskt-Once session. It may slow down the burning process, as every CIBDW be

recorded up to the end, no matter how much actual informatiorcontain.

Recording speedThe user may define how fast a CD/IBMDwill be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVIBD.

Bootable ISO image ¢ Khe iin&ya to Be placed together with the backup data. By default, the program
offers its own bootable ISO image, which contains a Linux/DOS recovery environment. However, the user is f
to use any bootable ISO image.

CD/DVDBD bhoot capability. The progranenables to choose whether any recorded CD/IBDwill be
bootable, or only the first one for a session, or without that function at all.

Folder where the ISO image is to be plac&tihen the user decides not to physically burn a CD/BB[but
create an |18 image file, this very folder will be used to contain these images.
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Hot Processing Options

V| Enable hot processing

Hot processing technology
Microsoft Volume Shadow Copy Service Z]

Microsoft Volume Shadow Copy Service is a relisble technology designed to back
wp volumes being locked by numerous active transactions of VSS suppoting
appiications. Microsoft VSS technology requires over 300 MB of free space on
any mounted NTFS volume for temporary data. This technology is provided for
Windows XP and newest Windows versions, but unavaiable for old versions of
Windows (38/ME/NT/2000)

Addtional options

Always use hot processing

9@ Use hot processing only when partition is locked

Hot processing temporary dive

C

=]

Number of attempts to start VSS: 3

Timeout between attempts §n seconds). 120
V| Switch between Hot Processing technologies

In this section you may configure the hot processing mode:

1

Enable hot processg. Mark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technologyFrom the puldown list you can select the required hot processing tedbgy.

Always use hot processingelect the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only when partition is locke8elect the option to use the hot processingyowhen

partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that onc
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep workingith it as usual.

Hot processing temporary driveHere you can select a disk drive that will be used to store the temporary hot
backup data (by defaui C:).

Attempts to start VSSHere you can set how many attempts to start Microsoft VSS the progranddisbefore
automatically rebooting the system and accomplishing the operation in a specialipaobde.

Timeout between attempts (in secondsHere you can set a time period between different attempts to start
Microsoft VSS.

Switch between hot processiptechnologies Mark the checkbox to automatically switch betwdearagorHot
Processing and Microsoft VSS if one of them is unavailable at the moment.

JAN

By clicking the link at the bottom of the window you can jump to tfiRun during Backup
Options
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Run during Backup Options

@ Run during backup oplions

Fer backup operstions in the Parsgen Hol Processng mode you have & possbdly to run edemal
programs and commands ot different stages of the backup process. The key point to link such
execution to is a short period of time when a snapshot is taken. (Snapshot is a map of used
blocks; the system is totally frozen for weiting when & is takoen).

Please spacily executable files for each stage f necessany:
Execute at the begirning of the backup process before taking a snapshot

Browse
Exmcute after taking a snapshot

Browse
Exmcute after finishing the backup process

Browse

Change hot processing options

In this section you can specify external applications to execute at various phases of the backup process. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create aonsistent snapshot even as the data is currently modified. The point is to provide a coherent state
of all open files and databases involved in a backup, taking into account that applications may still keep writing to dis

Actually the backup processmsists of two phases: the preparation phase (snapshot) and theataiging phase.
There are three points of the backup when external commands/programs can be launched:

1 Execute at the beginning of the backup process before taking a snapstete you canpecify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc. Everytt
depends on the usedpplications.

9 Execute after taking a snapsholere you can specify an executable file that will run just after taking a
shapshot. It may contain specific commands/programs, e.g. to resume the previously suspended services, etc
Everything depends on the ed applications.

9 Execute after finishing the backup proceddere you can specify an executable file that will run after the
backup process has been accomplished. It may include commands/ programs that will move the backup imag
to a particular location, te.

/'\ By clicking the link at the bottom of the window you can jump to théot Processing
. Options

By clcking the Browse button you can get into the browdike window to choose an executable file.
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'@, Select a file to run. R ="
lockin: | [] Local Disk ) -] @ % &
@ Hame Size Date
=1 [5] Local Disk (C)
Disk Drives 1 |, archive_db 9/2/2009 5:359:22 FM
i | Pedlogs 7/13/2009 7:37:05 PM
+ Frogram Fles 9252009 5:38:26 PM
@ |, Users 8/11/2009 121849 PM
Netwosk Piaces ), Lis 8/11/2009 1:32:53 AM
# | Windows 9/2/2009 5:33:40 FM
T mutoexes bat 24 Bytes /10072009 2:42:20 PM
OByes 5/2/2005 55400 PH
+(5) BD-ROM Drive [D:) OFFICE12
File name: somecmd cmd
Fles of type: | Executable Fles =
=

The program provides the ability to work with three types of exabld files (.exe, .bat, .cmd). It is up to the user to
write batch files to safely prepare applications for backup. There are some certain general requirements for that:

1 All programs and commands must execute sequentially and finish before the .batfipdates its work.
1 Itis recommended to use external commands/programs in the following fori@tdrt/wait program.exe The

wait option will help to start an application and wait until it completes its work. This will guarantee that all
included commands/grams complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled.

The program enales to set parameters for an executable file directly from the line.
However, if the file path contains word gaps it is necessary to enclose it in quotes in ord
to make the program distinguish between the path and the used parameters.

By clicking the lik at the bottom of the window you can jump to thélot Processing
Options

Wipe Options

H Wipe options

Diefaudt wipe method
US Dol 5220.22-M []

Crvenwrite al addressabls locations with a chamacier, s complement, then a random
character and verfy

Here you can set a specific data enasalgorithm that will be used by default during wipe operations.
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A The list of supported military and government standards may vary for ypooduct.

Wipe Report Options

fk— Wipe report structure options

Please enter customer information to put in data sanitization reports:

Customer name:

Customer onganisation
¥ you did not provide any information in these fields the defaut system data wil
be displayed

Please mark the issues to be placed in data sanitization reports:

V! System information

Choose this option to put system information in report. System information
includes a computer name, OS and BIOS versions

(V] Hardware information
Choose this option to put information about hardware used in your computerin

report. This section inchudes information about processors, disk dives. network
and USB adapters etc.

V| Bad blocks information

Choose this option to put information about found bad blocks. This includes
total bad blocks count and a bad sectors kst

Supervisor Approval
Please choose this option f wipe reports require mandatory formal approval from
an executive or supervisor. i enabled, every wipe report will contain a signature

field for a person responsible for duly data santtisation procedures in your
Company

Font size to use when penting report: | Middle forts (12 pts) | w|

In this section you can specify conteatsd propertiesof generated wipe reports

1 System information Mark the option to include a computer name, BIOS version and the used operating systen

1 Hardware Information Mark the option to include information on the used processor, disk drivers, network and
USB adapters, etc.

9 Bad blocks informationMark the opton to include information on the found bad blocks.

9 SupervisorApproval Mark the option to add a signatufeld for anexecutive or supervisaesponsible for
data sanitization procedures in your company

 C2y (G Selkcithd dost suitable font sizfom the list (12 pts by default).

Partitioning Options

Enable 64 KB clusters for FAT16

Choose this option to enable 64 KB clusters for FAT 16 partitions. With this setting,
you will be able to create FAT 16 parttions with capacity up to 4 GB. Please note
that only Windows NT famiy systems will ba able to access such paditions

Confirmations
V| Ask for volume label before partition delete

Ask confimation when converting FAT16to FAT32.

This section contains a set of options that will be taken into account during partitioning operations:

1 Enable 64KB cluster size for FAT1Blark the checkbox to enable 64KB clusters for FAT16 partitions. Thus you
will be able to create FAT16 partitions up to 4GB in size
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Due to the maximum cluster size of 32KB for Windows 95/98/ME or MS DOS, FAT16
partitions larger than 2GB are not reliably accessible under these operating systems.

1 Request confirmation before partition deletionMark the checkbox to activate auditional security
mechanism. Thus when going to delete a partition you will be automatically requested to enter its label.

1 Request confirmation when converting FAT16 to FATBIrk the checkbox to automatically request
confirmation before converting FAB1o FAT32. There are a number of situations when this kind of conversion
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a large
hard disk with the proportional resize of existing partitions, whateis/ convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard diiskipart
operation involving an extra upsizing.

E-Mail Options

Specify your e-mail account options:
Outgoing mal server [SMTF)
User &-mail address

My outgoing senver requires authentication

Specify e-mail notificalion oplions:
Send E-Mai notification on apply

Selact the operations you would Bos to be notified about

This section contains a set of options that will be taken into account during the Send log fileerahemail
notification operations:

9 Outgoing mail server (SMTP)o send messages by using the Huiltnail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages aretfirfiesent
SMTP server, which in its turn delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

1 User email address Specify an-enail address that has been assigned by the Internet Service Provider or
organization's email administrator.

1 My outgoing server requires authenticatiarActivate the option to allow the program to make authentication
on the server before sending messages.

- Username. Enter the name that will be used to log in to thenail account.
- Password. Enter the password that will be used to access the mail server.

1 Send email notification on apply Specify an-enail to send notifications on the carried out operations.
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- Send mail in HTML formafActivate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operationg\ctivate the option to create an-eepth report on the
carried out operations and send it aftperforming the last operation.

- Send graphical view of the disk stdystem before and after applyActivate the option to allow the program
to attach two pictures of the disk layout made before and after the operation is completed.

A By clicking the link at the bottom of the window you can jump to tl@&peration
[ Dependency Options

Operation Dependency Options

@ Operation dependency oplions

Flaase sebact & task to be camed out when one or mone of the following operations are
commitbed .

Perom the task: | Send e-mall notfication [ =]

Operation -
Adust 05 to boot on new hardwars
Adust 05 to boot on vitual hardwane
Backup parttion or disk
Boot recond comaction
Changa NTFS vemsion
Changs SID
Check fie system
Compact SMFT
Connvert Dynamec Disk: 1o Basic
Copy partition
Copy partition with fles sochusion -

e ] ] ] [ () ] ] | [

Select all ][ Ciear al Fl.uumdufm

This section contains a set of options that will be taken into account when the Smad aotification on apply function
is enabled. By marking/unmarkiagcheckbox opposite the required operation you can choose whether to receive an e
mail notification on its completion or not.

A You won't be notified ifan operation requires the system restart.

Virtual Mode Options

Operations mode
7| Alow vitual mode

Set this option on to cany out all the operations vitualy. You will be able to
commit the changes or rolback all of them oc the last one. ¥ you switch this
option off, the operations will be camed out immediately

Closa progress dialog automatically
Set this option on to automatically close the progress dialog after commiting the
changes

In this section you may configure the virtual mode:
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1 Allow virtual mode Mark the checkbox to enable the twial mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.

A We strongly recommend you to endd this mode.

1 Close progress dialog automaticalliark the checkbox to automatically close the progress dialog after
accomplishing operations.

File System Conversion Options
‘\(g File system conversion options

Select 3 time zone
{GMT) Greenwich Mean Time; Dublin, Ednburgh, London, Uisbon -

Select language for file names
Engish (CP-850)
This language wil be used to specfy national symbols In file names

Confirm settings before NTFS <-> FAT/FAT32 conversion

Choose this option to make the program to allow to customize these sattings each
time when converting fie systems

This section contains a set of options that will be taken into account when converting FAT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different stardards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATXxX
systems.

To tackle problems of that kind you can manually set:

9 Time zoneo use during the convert operation. NTFS keeps file timestamps in GMT {@echdviean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differences and enabl
to adjust timestamp values.

A An incorrectly chosen time zone might lead to inability to launch certain software.

9 Language for file name® use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to save short file names (also called tlaid»@§. The codepage information is
required for the correct conversion of neenglish file names from Unicode to ANSI and vice versa.

An incorrecty chosen codepage will certainly result in corruption of n&mglish file
t : s names.

1 Request confirmation of settings before NTFS>FAT/FAT32 conversioMark the checkbox to automatically
display the local settings dialog to check and modify (if neggpshe default parameters before launching the
convert file system operation.
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Copy/Backup Exclude Options

#E.  Exclude from Copy/Backup

Specly masks for fies and folders that must be excluded from copy/backup operations

Files that contains your e-mail data (3 fiters)

Agdd fiter Hename calegory [Delste categor:

= wab Dalete filter
“pab  Dolete fler
= oab Dialete filtar
= pst Daletn fller B

* ot [islat s filtar
= dbx Dalats filtar
*log Delete fiter
*rwz Delete filter

*contact [lelete flfer

Executable & installations (8 fiters)

Add fiter Rename category  Delete category

L4 L3

In this section the program enables to specify what déiausd be automatically ignored during copy and sediased
backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contents afbamkup images or partition/hard disk
copies.

& RSTldzZ 6§ GKSNBE FINB y2 FGLAfrofS FAEGSNAD ¢2 ONBI

% Create new category T ||
Nama: |
Filter- [ Browse
Diescription:
You can use wiklcards 7 and * as file name mask. Wildcands
in path are not allowed.
0K [ Cancel

In the opened dilng the program allows the user to define the following parameters:
1 Name Give to the filter any name you like, but try to use an informative one;

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specifyradilkeby
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether tse it or not.

By clicking the link at the bottom of the window you can jump to tligeneral Copy and
BackupOptions
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File Backup Exclude Options

#E. Exclude from file backup archives
Specify masks for files and folders that must be excluded from archives:

Executable & installations (8 fiters)

fgd filter Bename category [elele categony

“.dl [Dalets filter
*exe [elefe flfer
*.ocx [Delefs filter
“vud Diclete fiter
*cab Delste fillar
“mai [alefs flter
“msp Delete fiter
*drv [alets filter

= PAupdliary files (18 fiters)

Add filter Rename category Delete category

*“hak [Deletsfiller
“old [Dalete filler

“tmp  Delele fller b

Ly L}

-

In this section you can find a lot of reathadeexcludefilters to effectively control contents of your fileased backup
images.Please notgby selectingcertain filtersyou specify what data will be ignored duifilke-based backup
operations, thus you specifpfe R G &2dzQR fA1S y2d4 G2 oS IRRSR (2 G(KS

lyegle @2dzQ@S 320G GKS 2080 AGtyA Gij2A yONKIKISS 1 8R2RIZND | 2019Sy/3 2TNBE X

&, Create new category e
Mame: |
Filter: | Browse
Diescription:

You can use wikdcards 7 and * as file name mask. Widcards
in path are not allowed.

OK le::d

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you likeut try to use an informative one;

1 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Clik the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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File Backup Include Options
#E. include into file backup archive

Specy masks for files and folders that must be added ko archives:

Readable files (44 fiters)

Add fiter Hename category [elete categon: E

“chm [Delete fiter

“him  [lelete fiter

*miht Delsts filter

“himl [elete fiter E
“pdi  Delete fiter

i | Dajate fitar

“hip [Delete fiter

=i Dielets filtar

“doc [alete flter

* docx Delste filter

“xis  Delete fiter

*adsx  [elete filter

“wml  Delats filter

“ppt el fiter

*pptx Delste filter

“wad [alsts fiter =

-

a [

In this section you can find a lot of reathade include filters to effectively control contents of your-filesed backup
images. Please notby selecting certain filters you specify what data will be processedgltite-based backp
2LISNF GA2yasy (GKdza @2dz dzi2YFGAOFffe A3Iy2NB FAfSa GKIC

lyeaglte 82d2Q@S 320 GKS 2LIA2y G2 ONBIGS 82dNJ 26y FAL(

'@, Create new category =
Hama: |
Filter- [ Browse
Diescription:

You can use wiklcards 7 and * as file name mask. Wildcands

in path are not allowed.
oK [ Cancel

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

9 Filter. Press the Browse button to select filmsfolders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By markingiitkimg a checkbox opposite its
name you can choose whether to use it or not.
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Log Files Options

'-o_g Log files oplions

Choose a storage e span for the stubact log file. Please note. once the defined period

has been eoqired, the file will be emptied.
@ nfinle

Mirimnal

Custom

In this section you can specify a storage life span fosthbact.log fie:
1 Infinite not to empty the file ever;
1 Minimal to have the file emptied all the time;

1 Customto set a certain storage life span for the filease note, once the defined period has been expired, the
file will be emptied.

LINPOf SYa 6AGK GKS LINPAINIF YI 2dzNJ { dzLJLJ2 NIi

: We strongly recommend you not to choose the Minimal option, as in case of having
help you out

Viewing Disk Properties

The main tool to view idepth information on the properties of hard disks is sk Map It represents the actual state
2T (KS O02YLlzi SNN& KINR RAalao®
Generally the hard disks are representedtba map by rectangular bars, which also contain sisiaktd bars. The small

sized bars represent logical disks (partitions). When you select ademgg bar, th&explorer Badisplays information
about the disk in a lght, graphical form.

' Basic Hard Disk 1 (FUJITSU MPF3102AT)

Type: Basic Hard Disk Drive
Total size: S5GB
Seclors per track: &3
Heads: 295
Cylinders: 1245

’_ Create an image of the entire disk
btz Back up all the data this hard disk containg, All the partitions on this disk will be added to the archive,

S Restore an image of the entire disk
@ Warning: This operation wil delete all the data on this haid disk. All the pattitions will be replaced with cnes from
the image you have chosen. You may also be asked to restaet your computer during this operation

Copy the entire hard disk
@ Create a copy of the enbire haed disk
Al the patitions on this disk wil be copied on the specified targat disk,
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The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in form of a
circular graph, where #color of a sector corresponds to a file system of an appropriate partition. On the right you ma
see a table, which contains the following information:

1 Type of hard disk (basic or dynamic),
1 Total size (in GB),
1 Information on geometry of the disk (amouot sectors per track, heads and cylinders).

Below there is a list of available wizards. If you click a corresponding record the appropriate wizard will be started. Al
RSFldzZ G O fdzSa FT2NJ G§KS 2LISNI GA2Yy LI Nstovvzar§shadntaigsra detaile® 2 N
description of tasks that can be performed by the wizard. This nullifies the possibility of selecting the wrong wizard.

' Logical Disk (G:)

Volume letter: (G:) Sernal number: 74S3EASF
Volume label: FAT32-LINLX Partition ID: 008 FAT32
Type: Primary Total size: 68GB
File system: FAT32 Used space: 57GB
Sectors per boot: 36 Free space: 1GB
Sectors per cluster: 8 Aclivity. Inaclive

Hidden state: Not hidden

=1  Cieate an image of the logical disk
g,] Back up all the data this logical disk contains

Warmning: This operation will delete all the data on thes logical disk and replace them from the image you have

QA Restore the logical disk from an imaqe
&' 7 chosen. You may also be asked to restart your computer during this operation.

- C { cagtit
I 5 Cieate a copy of the pattiion. A new partiion will be created and all the data will be copied there.
> You can create an exact copy, of copy only the area that is occupied by data.

When yau select a smabized bar (i.e. corresponding to a logical disk) the Explorer Bar will display information on it as
well. The page title will contain a drive letter, which is assigned to the disk. The disk layout graph will be colored in
accordance withhe volume ratio of the used space to the free space (the light colored sector). The table on the right
will contain the following information:

1 Volume label (if available),

1 Type of the logical disk,

1 File system (represented by the color of the graph andsidected bar),

1 Total size, used space and free space (in GB or MB).
Below there is a list of wizards, which may be called for this disk. All default values of parameters will correspond to t
disk settings.
Viewing Image Properties

General information ofvackup archives can be obtained either witie following tools

Using the Restore Wizard

1 Inthe Main menu: seledtVizards > RestorX

There are other ways to start up this functn, please consult thénterface Overview
chapter to know more on the subject.
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At first, the wizard displays the Welcome pag&mply click the Next button at the foot of the dialog window.

The next page refer®tBrowse for Archive. By clicking tBaitch to Archive List Viewnk, you can see a list of images
contained in the Archive Database (if any).

(% Restore Wizard Co e |

Browse for Archive : 1
Please select an archive lo resions.

) Show al x| & B &
.TH:-E -C.reumD.!:e v -Sn-.nuctqed -sz F
7] 22009 2.21:01 AM  Basic Hard Disk 1 (Vware, Wiware Vidual 5 5C5| Disk Dev) 0GB

Archive File Details

NHame: Basic Hard Disk 1 (Unknown Model)
Commend; My hdd2

Type: Irtemal Hand Disk Dfve

Total size: 10GE

Fle C:/are_peve/are_new PBF

To continus, clck Next

[<Boa [ het>_] [ Conca

To get a cleacut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

1 Information on a type of the archive contents (whether it is sedtased or filebased),
1 Whetherthe archive is compressed or not,

1 Whether the archive is password protected or not,

1 The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

E Disk archive

= Partition archie
d File archive

g | MBR archive
(e System archive

Encrypted archive
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Compressed archive

Complex archive

Filtered archive

Differential archive

Incremental archive

g File increment to a partition
archive

To easily manage images in the Arclidagabase, the program provides the following functionality:

BUTTON FUNCTIONALITY

& Refresh the contents of the database

B Show only existing archives

s Add the selected archive to the database

% Delete the selected archive from the
database

Besides you may filter backup archives to decitietiver to show only file, partition or hard disk archives. To do that,
please select the required filter in the left top corner of the page.

Browsze for Archive
Flease select an aichive bo tesione,

Souwce Object
Master Book Reca
Master Book Reco
J 20052008 160643 Fie-lavel Archive
F 20,05.2008 160548 Filedevel duchive
= 14122007 200219 Master Boot Feco

By clicking tkb Switch to File Viewink, you can find the required image in the browdige window.

/ 2 L3 N 3 R@1& Paragnd Software Group. ddhts reserved.



66

Files of type: | Archinve files

Switch to Archive List Miew
Archive File Detals
Hame: Basic Hard Disk 1 (Unknown Model)
Commerd: My hdd2
Type Irtemal Hard Disk Dive
Total size: 10GE
Fle C/'anc_neve/arc_new.PEF

To continue, cick MNext

arc_new FBF S8KE 97272009 221:28 AM

(% Restore Wizard -
Browse for Archive :
Flaase sebact an archive to nestons.
Lookin: | [5] Local Disk () =] @ ® 2
| Name Sze | Date -
7 [5] Local Desk IC2)
arc_new Q272008 2:21:21 AM

(oo J[ee> ) [[oowe

The section below (i.e. Archive File Details) displays a short deseritibe selected image, including:

Whether the archive is compressed or not,

1
1
1 Whether the archive is password protected or not,
1

The date, when the archive was created

a2NB2@0SNE 2y (KAa LI 3IS &2dz2Q@S 3I2i

drives by clicking the appropriate buttons.

iKS

Information on a type of the archive contents (whether it is sedtased or filebased),

LI2aaAroAf Ade

The next page (i.e. What to restore) displays detailed information about the contents afc¢heve.
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(% Restore Wizard -8 [l
What to restore |
Flaase selact an archive Rem to restors.
Plaaze sslact one of the object (5] to restone:
Hame Type 'F-lemwh Size | Used
B [=] Basic Hard Disk 1 (Unknown Model] Irtemal Hard Disk Drive 10GE
5 Local Disk (7 Frimary Linue Swap2 5098 MB KB
o) &= Local Disk (1) Primary Linuo: B3 14GE 58.1MB
& [P New Volume (F:) Primary NTES 24GE 3561 MB
#- [ NEW VOLUME (E)) Prmary FAT32 34GE LHE
Archive Details
MName: Local Disk (%)
Volume labal: [Mo label]
Fie system:  Linux Ext3 Total size: 1.4 GH
Used space: 581 ME Free space: 1.3GE
To select whene to restore the selected objectis), click Next Data size to restore: 1.4 GB
[ <Back |[ Mea> | [ concel |

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Achive Database, click the appropriate tab in the Explorer Bar. The database window can be conditionall
subdivided into several sections that differ in their purpose and functionality:
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Disk View | Scheduled Tasks Archives | Help
Archive of Basic Hard Disk 1 (VMware, VMware Vir * Hace

Disk D = G} CD/DVD Drives
SCsl ) 4 (9)CD/OVD Dave D
- = G} Hard Disks
Source Object Size: 10GB 3 [5] 1. VMware, VMware Virtual S SCSI Disl
Archive Size: 2226M8 = @1, Pimary NTFS (C)
Location: C/arc_new/arc_new F #} B2 SRecydle.Bn
Creation Date: 9/2/2008 221.01 AM PR
Comments: My hdd2 i~
Rags: - Compressed ac_new PBF S
= arc_new pm E
arc_new_0100p.000
_ : § arc_new_0100p pfm
R Acch 3 ac_new_0101p.000
@ Restore the sslected archive 1 ac_new_0101p pfn
ac_new_0102p.000
Check Archive Inteqrity 0
ﬂ‘", This wizard helps you to test existing archives. The wizard wil check § arc_pew_01025 pfm
5] the archive is vald and makes you sure the archive integrity is not arc_new_0103p.000
viclated arc_new_0103p pfm
i Differential Backup t 0 archive_do
_ Use this command to create a diferential image of the selected archive ¥ 2 Boot
Create Incremental File Archive -8 Documents and Setirge
@ Use this command to create an incremental file archive. #) [ Pardlogs
+) 5 Program Fles
Synthetic Backup -
ﬁ Thes wizard allows you to perform a range of operations on the selected # [ ProgramData
archive to create 3 new backup entty. that is, to synthesize new backup 8 5 Recovery
archives without doing backup physically. + 5 System Volume iformation
<« » <« e | »
%5 Show af ] @ B i 1% 3
Type Creation Date  ~ Source Object Size Aags Co Mounted

< 9/2/2009 2:33:00 AM  Local Disk (C:) 45939GB =t M

9/2/2009221:01 AM  Basic Hard Disk 1 (VMware, Vidware Vitual S SCSI Disk Dav) 10GB

1. Explorer Bathat displays properties of the selected image.

2.Volume Explorethat enables to access the selected image as a regular folder to
explorerits contents or to retrieve certain files.

3. Archive Listhat displays a list of images contained in the Archive Database (if any
Besides the program provides all the necessary functionality to manage backup ima
the database (add, delete, moungfresh, etc.)

All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customittee screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this infaomahould be processed, the program
offers a number of handy backup wizard@®. make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configuraetietbsary

settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxill
information on every single option. Moreover you can get adepth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.
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Smart Backup Wizard Startup

1 Inthe Main Menu: seledlVizards >Smart Backup

There are other ways to start up th function, please consult thinterface Overview
chapter to know more on the subject.

Smart Backup Wizard Setup
The wizard offers the following steps to accomplish the backup operation:
1 The object to back upCick on a section you find answering to your task.

@ Disks or Partitions

Back up your hard disk or a saparate pariion

E-mal
Back up emai messages. accounts and the address book of MS Outlook. Outlook Express, and
Windows Mai

Media Fles
Back up your photos, videos, music and other media files located n the My Documents folder

Documents
ck up documents of all major office formats located in the My Documents folder

Other Files and Folders
Select fies and folders to back up

- Disk or Partitiongo create a sectebased backup of the whole disk system, or only separatétjoes;

- Email to create a filebased backup of-eail databases, accounts and address books of MS Outlook, MS
Express, and Windows Mail;

- Media Filedo create a filebased backup of all media files (photo, video, music, etc) stored in the My
Documentdolder;

- Documentsto create a filebased backup of all office documents stored in the My Documents folder;

- Other Files and Foldelt® create a filebased backup of any files and folders.

If selecting Disk or Partitions or Other Files and Folders you will need to specify more
A exactly the object of operationTo know more on the subject, please consult tfgackup
Scenarioxhapter.

1 Name ard location of the resulted imageProvide a file name for the new image and its exact location. The
program automatically offers an easy to understand name containing the date and the time of the archive
creation, which can anyway be modified.
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Select a folder wherne archive should be placed and speciy archive name. Archive name wil be used as a
subfolder where backup data files will be stored

Archive location: | G-farc_fest/ L .

Name Size | Date
= Il My Computer

4[] Local Disk (C))

#- 5] Local Disk ()

1 [5] Archives 1G9

4 [5] images (\200.001.164'e) (2
7 E1] Metwork

Archive detais
Archive name are_tes)|
Estimated archive size: 2MB

Space available on backup destination: 38 GB

The program automatically calculates size of the future archive and informs the user ab:
space ®ailable on the selected destination.

1 Archive CommentYou can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter a shof comment bo describa the archive
F

Mo comenent
Result

After the backup operation is completed you receive an image of the selebijedt This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

9 Backng up a hard disk or partition to the Backup Capsule

Backing up a hard disk or partition to external media (CD/DVD)

Backing up a hard disk or partition to a network drive

Backing ugilesto an FTESFTRserver

Backing up a dual boot Mac to an external USB drive

Backing up files to a local mounted/unmounted (without driviteleassigned) partition

Creating a differential to a full partition backup

Creating an increment to a full partition backup

Creating an increment to a full file backup

=A =4 =4 =4 =4 =4 4 4 =

Creating a cyclic partition backup

=

Merqing a full partition backup with one of its differentials
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Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup imag
created with the program. It provides easy to understand instructions to configure and perform all the necessary
settings. Moreoer you can get an #depth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup

1 Inthe Main Menu: seledtVizards > Restope

There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the restgperation:
1 A backup image to be restored’he Browse for Archive page enables to find a backup image you need.

By clicking the&switch to Archive List Viewnk, you can see a list of images contained in the Archive Database (i
any).

To get a cleacut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Details) display a short description.

A To know more on the subject, please consult théewing Image Propertieshapter.

By clicking th&witch to Fié Viewlink, you can find the required image in the browdige window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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