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Introducing Protect & Restore  

This chapter will help you get general information on a concept-new product from Paragon ς Protect & Restore (PPR). 

What is PPR? 

PPR provides comprehensive agentless protection for virtual environments hosted by VMware vSphere or standalone 

ESX servers. It can also protect physical and virtual Windows systems remotely through on-site agents. Our solution 

supports a complete scenario for Microsoft Hyper-V that involves agent-based backup for the host and agentless for its 

guest machines. By operating at the application level PPR enables to create consistent backup images of MS Exchange 

databases without any impact on the production email server. !ǎ ŀ ōŀŎƪōƻƴŜ ƛǘ ǳǎŜǎ tŀǊŀƎƻƴΩǎ ōǊŀƴŘ-new distributed 

architecture that allows efficient central management of hundreds of computers.  

.ŜƛƴƎ ƻōǾƛƻǳǎƭȅ ŀ ǇǊƻŘǳŎǘ ŦƻǊ L¢ ǇŜǊǎƻƴƴŜƭΣ ƛǘΩǎ ŀƴȅǿŀȅ ǊŜŀƭƭȅ ŦƭŜȄƛōƭŜ ƛƴ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΦ CƻǊ ǘƘƻǎŜΣ ǿƘƻ ŀǊŜ ŀŎŎǳǎǘƻƳŜŘ 

to automation scripts and command-ƭƛƴŜ ǘƻƻƭǎΣ ǘƘŜǊŜΩǎ ŀ ²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭ ōŀǎŜŘ ŎƻƴǎƻƭŜΣ ǿƘƛƭŜ ŦƻǊ ǘƘƻǎŜΣ ǿƘƻ value 

comfort ς a well thought-out GUI console. 

Agentless Protection  

More and more companies are adopting virtualization as a powerful tool for consolidating hardware and infrastructure. 

Reduced IT costs, increased availability of hardware and applications and improved overall service levels are only few 

benefits virtualization can offer. However, despite of its tremendous promise, it also leads to a significant increase in 

storage capacity due to virtual machine image files and associated metadata that virtual servers create and run. So the 

number one fact: Virtualized systems generate more data, thus they demand more resources for protection. 

The world of virtual machines is arranged in such a way that you CAN treat each virtual environment running on a virtual 

host as pure physical, thus applying traditional backup and disaster recovery strategies for its protection. But it can only 

ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ŀ ŦƻǊŎŜŘ ǘŜƳǇƻǊŀǊȅ ǎƻƭǳǘƛƻƴ ŀǎ ȅƻǳ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ƎŜǘ ŀŘǾŀƴǘŀƎŜ ŦǊƻƳ ŀƎŜƴǘƭŜǎǎ ōŀŎƪǳǇ ŀƴŘ 

replication functions, snapshot and changed block tracking (CBT) mechanisms of your hypervisor, its fast transport 

system and many other useful features. So the number two fact: A backup tool designed specifically for virtual 

environments is a priori much more flexible and efficient. 

For VMware guest machines 

PPR offers fast and reliable agentless disk-imaging backup and replication of online and offline virtual machines resided 

on VMware vSphere or a standalone ESX server. The use of VMware CBT (Changed Block Tracking) and the patent-

peƴŘƛƴƎ tŀǊŀƎƻƴΩǎ L¢9 όLƳŀƎŜ ¢ǊŀƴǎŦŜǊ 9ƴƎƛƴŜύ ŜƴǎǳǊŜ full and incremental backups or replicas are created with the 

minimum time and impact on ESX. Flexible retention policies, enhanced data processing methods, automatic exclusion 

of irrelevant data (page files, etc.), and the innovative pVHD format allow the optimal usage of backup storages. 

Employment of MS VSS (Volume Shadow Copy Service) when taking snapshots of Windows machines, guarantees data 

consistency. LƴǘǊƻŘǳŎǘƛƻƴ ƻŦ tŀǊŀƎƻƴΩǎ tǊƻ¢Ǌŀƴϯ, a unique data transport protocol and a two-tier backup storage 

infrastructure, open up further minimization of backup windows and network traffic for simultaneously made backups. 

tŀǊŀƎƻƴΩǎ DƻCƻǊ{ǳǊŜ ǘŜŎƘƴƻƭƻƎȅ ŜƴŀōƭŜǎ ǘƻ be pretty sure created policies will be completed with a success. 

When time comes for disaster recovery, our product does it in compliance with the most aggressive RPOs (Recovery 

Point Objectives). ̧ ƻǳΩǾŜ Ǝƻǘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ restore a backup to the original or a new location according to a certain 

restore point. When restored to a new location the target virtual machine will be appropriately reconfigured during the 

process. For replicas the whole disaster recovery procedure comes just to its launch, which may take a couple of 

seconds, thus ensuring the maximum business continuity. To make sure replication goes on as expected you can test 

any replica machine. 
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For Hyper-V guest machines 

Operating at the virtualization layer through MS VSS API, PPR can also agentlessly protect virtual machines hosted by 

Hyper-V (Linux, Windows, and other OSes supported by this hypervisor). The current version can only protect entire 

virtual machines (online and offline) registered on a local Hyper-V host, where our Backup Agent and Hyper-V 

Application plug-in are deployed. The Tray Application utility is used to manage backup and restore tasks, thus it should 

be installed on the host as well. Centralized management through PPR Console is not yet available. 

A Hyper-V guest machine can be backed up to a local disk or network share as a pVHD, VHD, or VHDX virtual container. 

When attempting to create another image of the same machine, our product prompts to reduce backup storage 

footprint by taking advantage of the incremental imaging. 

When time comes for disaster recovery, PPR enables to restore a previously backed up virtual machine to the original or 

a new location according to a certain time stamp. If using VHD/VHDX as target backup format, you can attach the image 

to an existing Hyper-V virtual machine and OS will be launched successfully. 

Agent-based Protection  

PPR offers agent-based backup of Windows physical machines. Any Windows OS computer on the network can be 

protected entirely, by separate volumes or drive letters. Almost all technologies used for the agentless protection of 

VMware ESX guests are also available for machines protected through on-site agents όa{ ±{{Σ tŀǊŀƎƻƴΩǎ L¢9Σ tǊƻ¢ǊŀƴΣ 

GoForSure, pVHD). 

By embedding a special plug-in, users can monitor backup activities on target machines through the system tray. Wake-

on-[!b !ǎǎƛǎǘŀƴǘ ŀƭƭƻǿǎ ǿŀƪƛƴƎ ǳǇ ǊŜƳƻǘŜ ǘŀǊƎŜǘ ƳŀŎƘƛƴŜǎ ǘƻ Řƻ ōŀŎƪǳǇΦ ¢ƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ it on all machines 

that require it ς the administrator just picks one and it will automatically wake up all others that share the same subnet 

when needed. 

The agent-based backup technique can also be applied for protecting guests hosted by non-commercial VMware ESX, 

where the VMware snapshot mechanism is unavailable, or for VMware fault-tolerant configurations that do not allow 

agentless protection. Moreover, it can help to protect Windows OS guests of any other hypervisor. 

When time comes for disaster recovery, data volumes can be restored remotely, while system volumes or entire 

machines ς on-site from a special WinPE media. The third generation of ParagonΩǎ !Řaptive Restore technology 

guarantees successful bare metal recovery of Windows OS systems to dissimilar hardware by injecting required drivers 

and other actions crucial for this type of migration. tŀǊŀƎƻƴΩǎ wŜŎƻǾŜǊȅ L5 ŀƭƭƻǿǎ ƳƛƴƛƳƛȊƛƴƎ ǘƛƳŜ ŀƴŘ ŜŦŦƻǊǘ ƻŦ restore ς 

the administrator sets up a one shot restore policy in the console, assigning it a particular ID. The user only starts up the 

failed computer from the WinPE recovery media and enters the obtained ID, thus initiating the pre-configured restore 

operation. 

MS Exchange Protection  

PPR offers agent-based protection of Microsoft Exchange Server 2007/2010/2013 and its email databases. By operating 

at the application level through MS VSS (Volume Shadow Copy) API, administrators have no need to allocate time for 

backup windows, for PPR enables to create consistent database backups without any impact on the production email 

server. 

As for MS Exchange, PPR supports all latest backup technologies, like incremental backup chains, data retention 

mechanisms, block-level data de-duplication, replica databases, etc. But its main advantage is in flexible restore ς 

restore of all or certain databases to the original or new location, including restore to RSG/Recovery Database with the 

option to create a dialtone database to let users send or receive emails in the process. When restoring the latest backup 

ƛƴ ǘƘŜ ŎƘŀƛƴΣ ǘƘŜǊŜΩǎ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ǊŜǇƭŀȅ ǘǊŀƴǎŀŎǘƛƻƴ ƭƻƎǎΣ ǘƘǳǎ ŀŎƘƛŜǾƛƴƎ ƳƛƴƛƳŀƭ ǇƻǎǎƛōƭŜ Řŀǘŀ ƭƻǎǎΦ 
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PPR also allows non-destructive restore of certain mailboxes. By default, their contents will be restored to the original 

location, provided none of the already existed email items are lost. If necessary, you can specify any mailbox and a 

ŦƻƭŘŜǊ ǿƘŜǊŜ ȅƻǳΩŘ ƭƛƪŜ ǘƘŜ ǊŜǎǘƻǊŜŘ Řŀǘŀ ǘƻ ōŜ ǇƭŀŎŜŘ ǘƻΦ 

If using PPR together with Paragon Granular Recovery (PEGR), you can easily connect a backup email database to MS 

Outlook to view and extract certain emails. 

Key Benefits of PPR 

Supported VMware Hypervisors 

PPR supports VMware ESX/ESXi 4.xx, ESX/ESXi5.xx, vSphere 4.0 - 5.5 configurations and non-commercial VMware ESX. 

Supported Hyper-V Hypervisors 

PPR supports Microsoft Hyper-V of Windows 8.1, 2008 R1/R2, 2012 R1/R2. 

Supported Virtual Machines 

You can protect any Windows, Linux, or other OS guest supported by VMware or Hyper-V. Through the on-site backup 

agent you can also back up Windows virtual machines of any other hypervisor available on the market. 

Supported Physical Machines 

You can protect any Windows OS machine since Windows XP. 

Supported Storages 

You can configure and use local (on Backup Server), ESX (on ESX datastore), network (UNC), and FTP/SFTP storages. 

.ŜǎƛŘŜǎ ȅƻǳΩǾŜ Ǝƻǘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ǎŜǘ ǳǇ Ŧǳƭƭȅ ƛƴŘŜǇŜƴŘŜƴǘ Řƛǎƪ Ǉƻƻƭǎ ǘƘŀǘ ǳƴƛǘŜ ŦǊƻƳ ƻƴŜ ǘƻ ŀƴ ǳƴƭƛƳƛǘŜŘ ƴǳƳōŜǊ ƻŦ 

external disks. The disk pool concept of PPR implies that you can add to or remove from a pool any disk at any moment 

without the need of reconfiguring backup policies that use this pool as destination. Once the first disk has been filled 

with backup data, another disk is used and so on.  

Distributed Archit ecture 

PPR has a modular architecture that allows flexible scalability for environments of different size and configuration. A 

unified installation package includes all components of the product, which can be deployed all on one machine, or be 

spread over several machines according to particular needs. Some components require manual deployment on-site 

(Protect & Restore Server and Console), the others can either be installed centrally from Console (recommended) or 

manually on-site when having trouble with the remote mode. 

In complex environments consisting of hundreds of virtualized servers and workstations, distribution of roles among 

several machines enables to considerably speed up backup, replication or disaster recovery operations. By setting up a 

two-tier backup storage infrastructure for instance, you take workload off the primary backup server. .ŜǎƛŘŜǎ ȅƻǳΩǊŜ 

allowed to have several management points to run tasks or monitor the operation progress from any machine on the 

net. 

VM Backup 

Unlike traditional backup tools designed to work with physical machines, PPR can operate at the virtualization layer and 

directly employ the VMware snapshot mechanism to do backupsΦ Lǘ ŘƻŜǎƴΩt need an agent on a target virtual machine 

to create its point-in-time copy including its configuration, operating system, apps, etc. This approach significantly 

enhances the backup performance, while minimizing the load on target machines and the hypervisor during the process. 

Besides, ǘƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ǇǊƻǾƛŘŜ ŎǊŜŘŜƴǘƛŀƭǎ for every guest to do backups. 
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One backup task can involve one or many virtual machines. By default, for every machine our product creates a full 

backup in a special proprietary format during the first run, then incremental updates according to a set timetable. It 

allows configuring general retention policies for backup storages or a particular policy for a certain backup task, 

specifying how long backups should be kept or the amount of space they can take. When time comes, all restore points 

beyond the set limit are merged with their full backup thus creating a new full backup. All backup images are being 

highly compressed during creation by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a 

pVHD backup format, which eases the backup storage requirements. 

Operating at the virtualization layer through MS VSS API, PPR can also agentlessly protect virtual machines hosted by 

Hyper-V (Linux, Windows, and other OSes supported by this hypervisor). The current version can only protect entire 

virtual machines (online and offline) registered on a local Hyper-V host, where our Backup Agent and Hyper-V 

Application plug-in are deployed. The Tray Application utility is used to manage backup and restore tasks, thus it should 

be installed on the host as well. Centralized management through PPR Console is not yet available. 

VM Replication 

For high-availability virtual environments that run the first tier applications, PPR complements VM Backup with VM 

Replication. Replication provides the best RTO (Recovery Time Objective), for this technique implies creation of clones 

(replicas) of target machines on a certain ESX datastore and their registering on the host under different names. 

Replicas are stored uncompressed in their native format, thus they are ready-to-go at any moment. All changes since 

the initial full replica are written to VMware native snapshot files, acting as restore points, thus allowing the usage of 

the VMware revert-to-snapshot mechanism to further accelerate disaster recovery scenarios, providing for almost zero 

downtime operation. You can also define a retention policy for replicas, thus all snapshots that breach the set policy will 

be automatically collapsed. 

Physical Backup 

PPR enables to protect any physical Windows machine since Windows XP. Target machines should be added to the 

infrastructure directly from the console or on-site to embed a special agent that will interact with the infrastructure and 

ŀŎŎƻƳǇƭƛǎƘ ōŀŎƪǳǇ ǘŀǎƪǎΦ LǘΩǎ ǇƻǎǎƛōƭŜ ǘƻ ŎǊŜŀǘŜ ŀ ǎǇŜŎƛŀƭ ǇƻƭƛŎȅ ǘƘŀǘ ǿƛƭƭ ǇŜǊƛƻŘƛŎally check Active Directory OUs for new 

members to automatically add them to the infrastructure. When setting up a physical backup policy, you can specify as 

a backup object entire computers or separate volumes. By default, for every machine our product creates a full backup 

in a special proprietary format during the first run, then incremental updates according to a set timetable. It allows 

configuring general retention policies for backup storages or a particular policy for a certain backup task, specifying how 

long backups should be kept or the amount of space they can take. When time comes, all restore points beyond the set 

limit are merged with their full backup thus creating a new full backup. All backup images are being highly compressed 

during creation by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a pVHD backup 

format, which eases the backup storage requirements. 

MS Exchange Backup 

PPR can treat MS Exchange 2007/2010/2013 at the application level, opening up the option to create consistent 

database backups without any impact on the production email server. 

Incremental Imaging 

When scheduling a backup or replica task, PPR employs a similar approach: For the first run it creates a full backup or a 

full replica, and then only saves changes since the last performed operation, increments for backup, and snapshots for 

replica. The delta to write is parsed through ±aǿŀǊŜ /.¢ ƻǊ tŀǊŀƎƻƴΩǎ L¢9 or both. This enables to maintain many 

restore points with the minimal backup storage requirements. Besides incremental updates require much less time to 

create, which takes the load off the whole infrastructure. 
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Enhanced Backup Format 

Paragon introduces a pVHD (Paragon Virtual Hard Drive) format ς a special VHD, optimized for storing backups of virtual 

ŀƴŘ ǇƘȅǎƛŎŀƭ ƳŀŎƘƛƴŜǎΦ LǘΩǎ ǾŜǊȅ ŜŦŦƛŎƛŜƴǘ ƛƴ ƘŀƴŘƭƛƴƎ ƛƴŎǊŜƳŜƴǘŀƭ ŎƘŀƛƴǎΣ Řŀǘŀ de-duplication and synchronization. pVHD 

does away with all limitations of a standard virtual drive format, such as a poor compression ratio, integrity control, and 

encryption capabilities. As a result it allows obtaining backups that are up to four times smaller than original backup 

objects. If necessary, pVHD can be easily converted back to VHD. 

Pre- and Post-scripts 

To get consistent snapshots of virtual machines hosting applications that do not support Microsoft VSS, PPR enables to 

set for execution custom scripts before creating a snapshot to properly freeze these applications and after it to bring 

them back to normal work. PPR supports all popular script formats of Windows and Linux environments (.cmd, .bash, 

.sh, .tcsh, .bat, .php, .js, .vbs). 

Backup Data Deduplication 

tŀǊŀƎƻƴΩǎ ŘŜŘǳǇƭƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ǎignificantly reduces backup storage footprint. By linking existing local and/or 

network backup storages to Deduplication Server, you can make sure backup storages do not contain data duplicates, 

thus significantly cutting on storage requirements. Besides, it enables to cut even more on network traffic, as again only 

unique blocks of data are transferred to storages, thus having a positive effect on backup timings, RTOs and RPOs of 

ŎƻƳǇŀƴȅΩǎ L¢ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ. 

All backup data generated by various protection policies and sent to backup storages that are linked with one 

Deduplication Server will be deduplicateŘΦ tŀǊŀƎƻƴΩǎ ŘŜŘǳǇƭƛŎŀǘƛƻƴ ǿƻǊƪǎ ǘƘŜ ǎŀƳŜ ǿŀȅ ŦƻǊ ōƻǘƘΣ ǾƛǊǘǳŀƭ ŀƴŘ ǇƘȅǎƛŎŀƭ 

backup images, thus enabling to achieve better deduplication efficiency. Lƴ ŎƻƳōƛƴŀǘƛƻƴ ǿƛǘƘ tŀǊŀƎƻƴΩǎ Řǳŀƭ ōŀŎƪǳǇ 

mechanism, backup data deduplication becomes efficient for near-CDP scenarios (Post-processing deduplication) when 

the inline deduplication is either impossible or considerably slows down performance of incremental imaging. 

PPR offers an intelligent continuous validation technique to guarantee all unique data blocks used by multiple restore 

points and backup storages are consistent. An additional level of protection can be achieved by using multiple 

deduplication servers in a mirrored configuration. 

Two-tier Backup Storage Infrastructure 

PPR supports a two-tier backup storage infrastructure that provides for further minimization of backup windows and 

network traffic for simultaneously made backups. In this type of infrastructure, you can allow the first-tier (primary) 

storage to reside as closer to target machines as possible, thus ensuring the highest backup or replication performance, 

while the second-tier (secondary) storage to be offsite (FTP, tape repositories, etc.), even on another continent, but 

huge and reliable. So during the dual protection process, first all target machines are quickly backed up or replicated to 

the primary storage, thus minimizing the impact on the production environment, and then these objects are being 

copied (archived) to the secondary storage during the night or a weekend as scheduled. Besides before copying all 

replicas are additionally converted to backups and vice versa to minimize the backup storage and network bandwidth 

requirements. 

Backup Storage Browser 

For easier administration of backups and replicas, all backup storages are open for browsing. Having a list of all created 

backups and replicas at hand, you can easily find and initiate an integrity checkup for those you consider critical, or 

ŘŜƭŜǘŜ ǘƘƻǎŜ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ŀƴȅ Ƴƻre. When deleting an incrementΣ ȅƻǳ ŘƻƴΩǘ ŎƻǊǊǳǇǘ ǘƘŜ ǿƘƻƭŜ chain, for our product 

automatically reorganize it for you.  
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Backup/Replica Validation 

PPR enables to create rather complicated backup and replication policies that include a lot of parameters. To make sure 

a task will be successfully completedΣ ǘƘŜǊŜΩs a special mode (Save & Validate), when the corresponding backup or 

replication ǇƻƭƛŎȅ ŘƻŜǎƴΩǘ Ǌǳƴ ǘƛƭƭ ǘƘŜ ŜƴŘΣ ōǳǘ ŀ ǇŀǊǘƛŎǳƭŀǊ ǎǘŜǇΣ ǿƘƛŎƘ ƛǎ ŘŜŦƛƴed by a level of validation (fast, medium, 

ǘƘƻǊƻǳƎƘύΦ ¢ƘŜ άCŀǎǘ ƭŜǾŜƭέ ƛƴŎƭǳŘŜǎ checkup of all policy rules and their parameters, availability of the storage and ESX 

connection parameters. ¢ƘŜ άMŜŘƛǳƳ ƭŜǾŜƭέ ƛƴŎƭǳŘŜǎ connection to the specified ESX host to scan for target virtual 

machines as well as connection to the storage to retrƛŜǾŜ ƳŜǘŀŘŀǘŀ ŦǊƻƳ ƛǘΦ ¢ƘŜ ά¢Ƙorough ƭŜǾŜƭέ ƛƴŎƭǳŘŜǎ 

creation/deletion of snapshots of target virtual machines, creation of an uncompleted backup/replication session and 

data items in the storage without opening data streams and data copying. The Save & Validate mode is always active for 

backup and replication tasks. 

VM Recovery 

With PPR you can recover a virtual machine to any good-to-know point in time and place it to the original or a new 

location. When restored to the original location, the original machine will be deleted (it should be offline). When 

restored to a new location you will be prompted to provide a new name for the machine, a host and datastore to reside 

it, virtual disk type, and network properties. Our product will change the VM configuration file and store the target 

machine according to the defined location. For replicas the whole disaster recovery procedure comes just to its launch 

(replica failover), which may take only a couple of seconds. 

Replica Test Failover 

PPR helps to test the sanity of any time stamp of an existing replica machine by non-disruptively simulating recovery 

procedure in an isolated network environment to make sure a certain replication policy produces valid replica machines, 

do field test for an existing recovery plan to rely on it in case of disaster or train IT personnel on what is to be done in 

case of emergency. 

In PPR, backup techniques for physical and virtual machines are closely integrated, which opens a way to easily convert 

backup images of physical machines to VM replicas as part of a dual backup process that involves archiving to ESX-based 

secondary storage. Beside other advantages, obtaining ESX replica machines out of physical backup images allows 

Administrator to benefit from the replica failover / replica test failover functions. 

Physical Recovery 

With PPR you can recover a physical machine to any good-to-know point in time. Data volumes (non-system volumes) 

can be restored remotely, while system volumes and entire machines ς on-site with a special WinPE media prepared 

beforehand through Recovery Media Builder. To do a restore operation the target computer should have a network 

connection to Administration Server or one of Backup ServersΦ ¢Ƙŀƴƪǎ ǘƻ ǘƘŜ ǘƘƛǊŘ ƎŜƴŜǊŀǘƛƻƴ ƻŦ tŀǊŀƎƻƴΩǎ !ŘŀǇǘƛǾŜ 

Restore technology, the same hardware components are no more a demand ς you can restore a Windows based system 

(any since Windows XP) to a completely different hardware by injecting required drivers and other actions crucial for 

this type of migration. tŀǊŀƎƻƴΩǎ wŜŎƻǾŜǊȅ L5 ŀƭƭƻǿǎ ƳƛƴƛƳƛȊƛƴƎ ǘƛƳŜ ŀƴd effort of restore operations ς the 

administrator sets up a one shot restore policy in the console, assigning it a particular ID. The user only starts up the 

failed computer from the WinPE recovery media and enters the obtained ID, thus initiating the pre-configured restore 

operation. 

Launch Backup 

The launch backup aka instant restore is another feature that helps you minimize downtime of a failed production 

system. It enables to immediately run a physical or virtual machine directly from one of available restore points in 

VMware ESX environment. Thus users may continue their activities, while you've got enough time to pinpoint and fix 

the failed system. 
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File-Level Recovery 

PPR allows browsing contents of virtual or physical backup images as well as VM replicas to do granular recovery of 

separate files and/or folders. Required data can be restored either locally (on a machine where Protect & Restore 

Console is installed) or on a network share, provided the original directory structure is kept intact if necessary. 

MS Exchange Recovery 

PPR enables to recover Microsoft Exchange Server 2007/2010/2013 at the database or mailbox level. Besides it can be 

used together with Paragon Granular Recovery (PEGR) to recover certain email data directly in MS Outlook. 

Separate data stores or storage groups or all groups at once can either be restored to the original or some alternative 

ƭƻŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ŎǊŜŀǘŜ ŀ ŘƛŀƭǘƻƴŜ ŘŀǘŀōŀǎŜ ƛŦ ƴŜŎŜǎǎŀǊȅΦ LǘΩǎ ŀƭǎƻ ŀǾŀƛƭŀōƭŜ ǘƘŜ ǎƻ-called non-destructive 

restore of certain mailboxes. By default, their contents will be restored to the original location, provided none of the 

already existed email items are lost. If necessary, you can specify any mailbox and a folder to place the restored data to. 

Role-based PPR Security 

Only authorized users are able to access the PPR infrastructure. It is realized through a special authentication 

handshakeΦ ¢ƘŜ ŜƴǘƛǊŜ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ǇǊƻŎŜǎǎ ƛǎ ŀŘƳƛƴƛǎǘŜǊŜŘ ōȅ !ǳǘƘƻǊƛȊŀǘƛƻƴ {ŜǊǾŜǊΣ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ǘƘŜ άǘƻƪŜƴ ǎŜǊǾƛŎŜέ 

and a plug-in to interact with external authorization facilities (MS Active Directory or Windows Workgroup). All traffic 

after a successful handshake is encrypted, eliminating any chance of confidential data leak. 

Thanks to a role-based security model, the PPR Administrator can effectively manage user privileges. There are several 

predefined security groups that are automatically created during the product installation (locally for a workgroup 

environment and in Active Directory for a domain). Users of each group have a certain set of permissions (operations 

they are allowed to accomplish in PPR). In general, PPR fully complies with the Bronze Certification requirements (at 

least two security groups, traffic encryption, support of user account policies, like password complexity, expire date, 

etc.). 

Local and network backup storages can also be encrypted against unauthorized access through an industry-standard 

256-bit AES encryption algorithm. 

Realtime Statistics, Notifications, and Reporting 

PPR includes smart tools of monitoring. You will be notified through popup windows on start of run-now policies. In 

Console you can get real-time statistics on any activity executed at the moment, filter error, warning or information 

infrastructure events, set up notifications and reports by a particular type of events or several types (errors, warnings, 

ƛƴŦƻǊƳŀǘƛƻƴΣ ŜǘŎΦύ ŦƻǊ ŀƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŎƻƳǇƻƴŜƴǘ ƻǊ ŀŎǘƛǾƛǘȅ ȅƻǳΩǊŜ ƛƴǘŜrested in (backup or replica policies, etc.). 

 

 

Our company is constantly releasing new versions and updates to its software, that's why 

images shown in this manual may be different from what you see on your screen. 
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How PPR Works  

Terms  

Term Definition 

Administration Server The main service of the infrastructure. It manages all members of the infrastructure and 

controls usage of shared resources. It also includes Installation Server at the moment 

Installation Server The main service of remote installation and update of infrastructure components 

Backup Server A service that takes care of storage and maintenance of backups and replicas 

Deduplication Server A service that controls deduplication of backup data 

ESX Agent A service that interacts with the VMware infrastructure and does backup or replication of ESX 

guests 

Agent A client service that conducts maintenance of a single machine 

Backup Agent A client service that conducts backup of a single machine 

Plug-in A module that extends functionality of agents 

Console Provides user interface for management and control 

Role Purpose of a particular functionally independent group of modules 

Policy A synonym for a task or job involving one or many participants 

Rule Any parameter of a policy is a rule, except for its type 

Task Every launch of a policy specific operation on a particular machine 

Backup Item A particular backup object, e.g. database, volume, file 

Backup Storage Resource for storing backup images and VM replicas 

Backup Catalog Management structure on Backup Storage that keeps information on backup images 

Backup Session Any task that has to do with a backup image, either created or stored on Backup Server 

Installation Client An agent of remote installation 

Database Replication The process of synchronizing local databases with the main database 

Repository Resource for storing installation packages (a local folder on Installation Server) 

Events Any event that takes place in the infrastructure (collected from all servers and agents) 

Event Viewer A utility to view infrastructure events 
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Architecture  

 

Policies  

In PPR most actions are done by submitting corresponding policies. There are service and user policies. Service policies 

are created automatically by an event, for instance when adding new target machines to the infrastructure. The 

administrator can only create and manage user policies. 

A user policy determines: 

Á Operations to execute 

Á Their parameters 

Á Executers 

Á Schedule. 

Rules 

In PPR each policy is presented by several policy objects. The main properties of a policy are called rules, which in their 

turn are presented by rule objects. For instance, an operation schedule is a rule, the same goes for a backup item 

(object), and so on.  
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Roles 

In the PPR infrastructure each machine acquires one or several roles. Roles describe functions of components installed 

on a given machine. Components are grouped by functional identifiers. Each group forms a particular functionally 

independent service, e.g. Installation Server, Backup Agent, Backup Server, etc. Thus these groups of components are 

called roles. Components of each role are always installed and set up together, in order to work as a single fully 

functional service. 

There can be the following roles: 

Á Administration Server (the main service of the infrastructure that keeps the central database, distributes resources, 

solves conflicts between the others, etc.) 

Á Installation Server (conducts deployment or update of components) 

Á Backup Server (responsible for storing and managing backups and replicas on local, ESX, UNC (network), and FTP 

storages) 

Á Deduplication Server (conducts deduplication of backup data) 

Á ESX Agent (interacts with the VMware infrastructure and does backup or replication of ESX guests) 

Á Agent (executes operations on a single machine) 

Á Backup Agent (conducts backup of a single machine) 

Á Wake-on-LAN assistant (allows waking up remote target machines to do backup). 

LǘΩǎ up to the administrator to choose a role for this or that computer. One computer can have several roles at a time, 

ōǳǘ ƛǘΩǎ ƴƻǘ ŀƭƭƻǿŜŘ ǘƻ ƘŀǾŜ ǎŜǾŜǊŀƭ Administration Servers in the PPR infrastructure. Roles can be changed from the 

Console. 

 

 

Administration and Installation Servers are always installed on one computer having a 

general name of Protect & Restore Server in the Installer. 

 

Administration Server 

LǘΩǎ the main service of the infrastructure that has the following functions: 

Á Maintenance of the central database 

Á Synchronization of the central database with local databases 

Á Commitment of policies 

Á General operation planning 

Á Distribution of resources 

Á Primary operation analysis and conflicts solving. 

 

 

Administration and Installation Servers are always installed on one computer having a 

general name of Protect & Restore Server in the Installer. 

 

Installation Server 

It is a service of remote installation and update of PPR components. Its main functions are:  
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Á Installation, removal, update of components on all machines that join the infrastructure 

Á Management of the repository that contains all installation packages 

All actions of Installation Server are presented by different installation policies. The administrator cannot directly create 

or modify this type of policies, they are formed automatically by an event, for instance, when changing roles assigned to 

a particular machine. 

 

 

Administration and Installation Servers are always installed on one computer having a 

general name of Protect & Restore Server in the Installer. 

 

Backup Server 

LǘΩǎ ŀ ǎŜǊǾƛŎŜ that is responsible for storing backups and replicas on storages registered on this server. PPR supports the 

use of several backup servers, besides on each server you can register several primary and secondary storages. 

Deduplication Server 

LǘΩǎ ŀ ǎŜǊǾƛŎŜ ǘƘŀǘ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŘŜŘǳǇƭƛŎŀǘƛƴƎ ōŀŎƪǳǇ Řŀǘŀ ƻƴ ǇǊƛƳŀǊȅ ŀƴŘ ǎŜŎƻƴŘŀǊȅ ƭƻŎŀƭκƴŜǘǿƻǊƪ ōŀŎƪǳǇ ǎǘƻǊŀƎŜǎΦ 

PPR supports the use of several deduplication servers. 

ESX Agent 

LǘΩǎ ŀ ǎŜǊǾƛŎŜ that interacts with and employs facilities of the VMware infrastructure to do backup or replication of ESX 

guest machines, thus providing for much higher performance and safety of backup or replication operations. For the 

maximum performance, ESX Agent should be installed on a Windows OS guest of an ESX host that has access to 

ŘŀǘŀǎǘƻǊŜǎ ǿƛǘƘ ǾƛǊǘǳŀƭ ŘǊƛǾŜǎ ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ protect. Its installation can be initiated either from the Console (default 

way) or manually on-site. 

Agent 

LǘΩǎ ŀ client service that executes service operations on a single machine that joins the infrastructure. By creating a policy 

in the Console, the administrator initiates one or several agents. Its installation can be initiated from the Console. 

Backup Agent 

It's a client service that protects data of a single machine at various levels (sector, file, or business apps). Its main 

functions are: 

Á Analyzing possible backup items of the given machine 

Á Execution of operations required to correctly back up protected backup items 

Á Splitting backup streams by backup items 

Á Collecting information on the protected machine, configuration of business applications 

Á Plug-in system to extend functionality 

Á Offline operation after receiving tasks. 

Wake-on-LAN Assistant 

It a service that allows waking up remote target machines ǘƻ Řƻ ōŀŎƪǳǇΦ ¢ƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ ǘƘƛǎ ǇƭǳƎ-in on all 

machines that require wake-up-on-LAN. Just select one that is always online and it will automatically wake up all others 

that share the same subnet when needed. 
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Console 

PPR actually includes two consoles, one GUI and one Windows PowerShell based. Both serve for administering the 

infrastructure. They ŘƻƴΩǘ ŀŎǉǳƛǊŜ ŀny role in the infrastructure and can be installed on several computers on the net, 

providing for the so called dynamic site management. 

 

 

Both consoles are always installed together. In this guide only the GUI console will be 

considered for administering the infrastructure. 
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Getting Started  with PPR 

In this chapter you will find all the information necessary to get the product ready to use. 

System Requirements  

PPR Core Components: Administration/Installation Server, Backup Server, Management Consoles 

Operating System - aƛŎǊƻǎƻŦǘϯ ²ƛƴŘƻǿǎϯ ·t {tо 

- Windows Vista 

- Windows 7 

- Windows 8 

- Windows 8.1 

- ²ƛƴŘƻǿǎ {ŜǊǾŜǊϯ нлло {tн 

- Windows Server 2008 R1/R2 

- Windows Server 2012 R1/R2 

Note! VMware Advanced Transport is only supported under Windows Server 2003 SP2/2008/2012 

Architecture 32/64-bit 

Memory 2GB or higher 

Processor x86/x64 processor (minimum 2 cores / 4 cores for Backup Server). The use of fast multi-core 

processors improves the data processing performance, and allows for more concurrent jobs 

Storage - Administration/Installation Server: 400 MB to install 

- Backup Server: 200 MB to install 

- Console: 50 MB to install 

Note! If you'd like to use disk pool (rotating media) as storage tie, please make sure Backup Server 

is installed on a physical machine 

Environment Active Directory domain environment or Workgroup environment 

Credentials - Domain administrator credentials 

- Domain administrator must have permissions of the local domain administrator on all machines 

that join PPR infrastructure 

Services - Running WMI service (Windows Management Instrumentation) 

- File and Printer Sharing is allowed in Firewall, which enables default system shares on local 

volumes (ADMIN$, C$, D$, etc.) 

 

PPR ESX Agent 

Operating System - ²ƛƴŘƻǿǎ {ŜǊǾŜǊϯ нлло {tн 
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- Windows Server 2008 R1/R2 

- Windows Server 2012 R1/R2 

- Windows Hyper-V Server 2012 

Architecture 64-bit 

Memory 2GB or higher 

Processor x64 processor (minimum 2 cores). The use of fast multi-core processors improves the data 

processing performance, and allows for more concurrent jobs 

Hypervisors - ±aǿŀǊŜϯ Ǿ{ǇƘŜǊŜϯ 5.5, 5.1, 5.0, 4.1, and 4.0 (any guest OS supported by VMware) 

- VMware E{·ϯ ŀƴŘ ±aǿŀǊŜ 9{·ƛϰ пΦȄ ŀƴŘ рΦȄ (any guest OS supported by VMware) 

- Non-commercial VMware ESX (Windows OS guests only through on-site backup agents) 

- VMware fault-tolerant configurations (Windows OS guests only through on-site backup agents) 

- Other hypervisors (Windows OS guests only through on-site backup agents) 

 

PPR Agents 

Operating System - aƛŎǊƻǎƻŦǘϯ ²ƛƴŘƻǿǎϯ ·t {tо 

- Windows Vista 

- Windows 7 

- Windows 8 

- Windows 8.1 

- ²ƛƴŘƻǿǎ {ŜǊǾŜǊϯ нлло {tн 

- Windows Server 2008 R1/R2 

- Windows Server 2012 R1/R2 

- Windows Hyper-V Server 2012 

Architecture 32/64-bit 

Memory 2GB or higher 

Exchange Servers - Exchange Server 2007 

- Exchange Server 2010 

- Exchange Server 2013 

- Single Copy Clusters (SCC) support 

- Cluster Continuous Replication (CCR) support 

 

 

LŦ ǘƘŜ ΨWindows Firewall/Internet Connection Sharing (ICS)Ω service had been stopped 

during the installation, and then started by the administrator, Protect & Restore Console 

would not be able to connect to Administration Server. To tackle this problem, please 
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consult the PPR and Windows Firewall chapter. 

 

Infrastructure Deployment  

Deployment Phases 

Mandatory actions on-site 

To start working with PPw ƛǘΩǎ ŜƴƻǳƎƘ ǘƻ ƛƴǎǘŀƭƭ ǘǿƻ ŎƻƳǇƻƴŜƴǘǎΣ ƴŀƳŜƭȅ PPR Server and PPR Console. You can do it 

through the PPR Installer. Once done, you can launch PPR Console to remotely install and manage all other 

infrastructure components. 

Getting the infrastructure ready to work  

Depending on machines and applications ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǇǊƻǘŜŎǘ and preferred backup storage tiers, the following 

additional actions might be required: 

¶ Installation of Protect & Restore ESX Agent to protect guests of one or several ESX hosts or vSphere. 

¶ Registering of a standalone ESX host or vCenter to access its guests for protection and/or management. 

¶ Installation of Protect & Restore Backup Server to configure backup and/or replica storages. 

¶ Setup of backup and/or replica storages. 

¶ Installation of the Backup Virtualizer plug-in to accomplish launch backup (instant restore) tasks. 

¶ Installation of Protect & Restore Deduplication Server to deduplicate backup data. 

¶ Setup of deduplication storage. 

¶ Adding Windows physical machines to the infrastructure to do agent based protection. 

¶ Installation of the Exchange Server 2010/2013 application plug-in that extends functionality of the general 

agent allowing it to back up and restore databases of MS Exchange Server 2010/2013. 

¶ Installation of the Exchange Server 2007 application plug-in that extends functionality of the general agent 

allowing it to back up and restore databases of MS Exchange Server 2007. 

¶ Installation of the Hyper-V Application plug-in that extends functionality of the general agent allowing it to 

back up and restore guest machines resided on the local Hyper-V host. Please note that the current version of 

the product supports the mentioned scenarios through the Tray Application utility only. 

 

 

All the mentioned above components can be installed centrally through PPR Console 

(recommended) or manually on-site through a custom mode of the PPR Installer. 

Additional ac tions 

¶ Creation of WinPE recovery media to do bare metal recovery of Windows physical machines. It can be done 

with Boot Media Builder. 

¶ Installation of Protect & Restore Tray Application on a Windows physical or a virtual machine protected by 

Backup Agent. The main purpose of this utility is to equip local users with tools to monitor backup activities 

initiated remotely by PPR Administrator. Additionally, it enables to back up contents of the machine to a local 

disk or network share to later restore individual files or entire volumes. If the target machine runs Microsoft 
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Hyper-V and has the Hyper-V Application plug-in installed, the Tray Application utility can also be used to 

agentlessly protect virtual machines hosted by this hypervisor. 

Using PPR Installer  

1. The product comes in one .exe file. Click on it to initiate the installation. 

2. First the installation wizard checks the machine for the presence of Microsoft .Net Framework 4.0 and prompts 

to install it if required. 

 

 

 

The setup language depends on the system local settings. Currently PPR supports English, 

German and Russian languages. 

 

3. In order to continue the installation, please read and accept all conditions of tŀǊŀƎƻƴΩǎ ƭƛcense agreement by 

selecting the appropriate option. 

 

4. Choose the preferred installation mode from two available options: 
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Á Install. Use this mode to deploy mandatory PPR components in order to start working with the 

infrastructure. These include PPR Server (the main service that manages all other members of the 

infrastructure and controls usage of shared resources) and PPR Console (actually two consoles, one GUI and 

one command-line based on PowerShell). hƴŎŜ ȅƻǳΩǾŜ Ǝƻǘ ǘƘŜǎŜ ǘǿƻ ŎƻƳǇƻƴŜƴǘǎ ƛƴǎǘŀƭƭŜŘΣ ŀƭƭ ƻǘƘŜǊǎ Ŏŀƴ 

be deployed centrally through one of the consoles. 

Á Customize. Use this mode to deploy a particular PPR component(s) from the list of available for your 

license. This option can save time if you need to install on one machine not only PPR Server and PPR 

Console, but other components. Besides this option can help if ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ Řƻ ǘƘŜ ǊŜƳƻǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴΦ 

 

LŦ ȅƻǳ ŘƻƴΩǘ ƛƴǎǘŀƭƭ ttw {ŜǊǾŜǊ ŀǘ ǘƘƛǎ ǎǘŀƎŜΣ ōǳǘ ŀƴȅ ƻǘƘŜǊ ttw ŎƻƳǇƻƴŜƴǘ όŜȄŎŜǇǘ ŦƻǊ ttw /ƻƴǎƻƭŜ and PPR 

Installation Client), the wizard will prompt you to provide a DNS name or IP address of a machine where PPR 

Server has been installed and credentials to access it. If this computer should be accessed with some other 

credentials, please also provide them after marking a corresponding checkbox. 

 

5. Next you need to select whether MS Active Directory facilities (In Domain) or credentials of a local machine (In 

Workgroup) will be used to authenticate users to grant access to the PPR infrastructure. 
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6. Depending on your choice at the previous step, provide credentials of a domain or a local administrator. Please 

ƳŀƪŜ ǎǳǊŜ ǘƘŜ ŘƻƳŀƛƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŀƭǎƻ Ƨƻƛƴǎ ǘƘŜ ΨƭƻŎŀƭ ŀŘƳƛƴǎΩ ƎǊƻǳǇΦ 

 

 

 

Beside domain or local administrators, PPR can also be administered by members of special 

groups created during the installation. For more information, please click here. 

 

7. If selecting Active Directory environment (In Domain option), the setup wizard will display all of its 

organizational units (OU) prompting you ǘƻ ŎƘƻƻǎŜ ǿƘŜǊŜ ttwΩǎ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǳƴƛǘ ǿƛǘƘ ǘƘŜ default security 

groups should be created. 

 

8. The setup wizard will accomplish installation of PPR components according to the specified parameters, which 

may take several minutes. The wizard will also analyze the computer for required prerequisites and additionally 

install them if necessary. 

 

Installing PPR Server and PPR Console 

 

 

LǘΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ŘŜǇƭƻȅ PPR in a Windows domain environment as this configuration 

offers more options and flexibility. 
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1. Choose a computer to install Protect & Restore Server on. It can be any domain or workgroup machine, but the 

more powerful, the better. 

2. Make sure it meets the systems requirements. 

3. Run PPR Installer and go through the default installation procedure. 

4. The main indicator that PPR Server has been successfully installed is the PRM service running ς you can check it 

up in Windows Task Manager. 

 

 

 

LŦ ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ŘŜǇƭƻȅ ttw {ŜǊǾŜǊ ŀƴŘ ttw /ƻƴǎƻƭŜ ƻƴ ŘƛŦŦŜǊŜƴǘ ƳŀŎƘƛƴŜǎΣ ǳǎŜ a 

custom mode of the PPR Installer. 

 

Launching Console 

1. Launch Protect & Restore Console, by either clicking on its desktop icon or going to Start > Programs > Protect 

& Restore Console. 

2. Provide a DNS name or IP address of a machine where PPR Server has been installed and access credentials. 

Click Connect. 

 

Installing ESX Agent 

To get the maximum backup or replication performance, the ESX agent that interacts with the VMware infrastructure 

should be located as close to datastores containing protected machines as possible. Obviously, when having to do with 

several vSpheres or ESX hosts, this requirement is not possible to comply via one entry point. In PPR this problem is 

addressed through an intelligent mechanism, which lets to deploy several ESX agents, one for each datastore. The 

system then automatically chooses one of the agents as primary to delegate it the management role. 

Prerequisites 

Á Windows Automount should be disabled on the target machine. This requirement is relevant for all versions of 

Windows OS since 2003. You can disable Windows Automount by launching Windows CMD as Administrator, then 

ŜƴǘŜǊƛƴƎ Ψdiskpart > automount disableΩΦ 
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You can install ESX Agent either centrally through Protect & Restore Console (recommended) or manually on-site. 

hōǾƛƻǳǎƭȅ ǘƘŜ Ƴŀƴǳŀƭ ƻǇǘƛƻƴ ƛǎ ƴƻǘ ŘŜŦŀǳƭǘΣ ŀƴŘ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ ƛŦ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ Řƻ ǘƘŜ ǊŜƳƻǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴΦ 

Through Console 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select 

Add ESX Agents, or go to Infrastructure > ESX Agents, then click on Configure ESX agent now. 

 

3. Choose a machine to install ESX Agent on. Despite the fact that it can be any machine, the maximum 

performance and stability can be achieved only when ESX Agent is installed in a guest environment of an ESX 

server that hosts ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜǎ ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǇǊƻǘŜŎǘ.  

 

Through the AD browser: 

Á Click the Browse Active Directory hyperlink. 

Á By default, there only listed machines registered in Active Directory that join a forest domain where PPR is 

deployed. Select the required machine, then click Finish to confirm. 
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LŦ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ǎǇŜŎƛŦȅ ŀ ƳŀŎƘƛƴŜ ǘƘŀǘ ōŜƭƻƴƎǎ ǘƻ another forest click on the arrow button at the top right 

corner of the window, then the Change forest link. 

 

In the opened dialog enter the required forest name. Click Change when ready. 

 

To specify a machine that belongs to some workgroup either use the network browser (convenient, but may 

take some time to enumerate all machines on the net), or manually provide a name or IP address of the 

required machine and its access credentials (recommended). 

Through the Network browser: 

Á Click the Browse Network hyperlink. 

Á Wait till all machines on the net are browsed, then select the required one from the list. Please use the Find 

machines field to quickly find the required machine. 
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Á Provide access credentials of a local administrator. Click Finish when ready. 

 

Through the Add new machine dialog: 

Á Click the Add new machine hyperlink. 

Á Provide a name or IP address of the required machine and its access credentials. Click OK when ready. 

 

4. There will be created a summary page and a new installation policy, submitted immediately, which you can see 

through a popup window. 
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5. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire 

the roles of Agent/ESX Agent. 

 

 

To make ESX Agent access the VMware infrastructure, you should add at least one ESX host 

or vSphere. Please consult the Managing ESX Agent chapter for more information. 

 

Manually 

1. Choose a machine to install ESX Agent on. Despite the fact that it can be any machine, the maximum 

performance and stability can be achieved only when ESX Agent is installed in a guest environment of an ESX 

ǎŜǊǾŜǊ ǘƘŀǘ Ƙƻǎǘǎ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜǎ ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǇǊƻǘŜŎǘΦ 

2. Make sure it meets the systems requirements. 

3. Run PPR Installer and go through a custom mode of the PPR Installer. 

4. The main indicator that ESX Agent has been successfully installed is appearance of the computer in Protect & 

Restore Console in the online state. To check it out launch the console, then select Machines > Physical 

Machines to see the required computer. 

 

 

To make ESX Agent access the VMware infrastructure, you should add at least one ESX host 

or vSphere. Please consult the Managing ESX Agent chapter for more information. 

Installing Backup Server  

You can install Backup Server either centrally through Protect & Restore Console (recommended) or manually on-site. 

Obviously tƘŜ Ƴŀƴǳŀƭ ƻǇǘƛƻƴ ƛǎ ƴƻǘ ŘŜŦŀǳƭǘΣ ŀƴŘ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ ƛŦ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ Řƻ ǘƘŜ ǊŜƳƻǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴΦ 

Through Console 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select 

Add Backup Servers, or go to Infrastructure > Backup Servers, then click on Set up Backup Server now. 
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3. Choose a domain or a workgroup machine ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǳǎŜ ŀǎ Backup Server. The procedure is similar to 

the remote installation of ESX Agent, so please consult the corresponding scenario for more information. 

 

4. There will be created a summary page and a new installation policy, submitted immediately, which you can see 

through a popup window. 

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire 

the roles of Agent/Backup Server/ESX Storage plug-in/Remote Storage plug-in. 

 

 

LŦ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ƛƴǎǘŀƭƭ .ŀŎƪǳǇ {ŜǊǾŜǊ ƻƴ ŀƴ ŜȄƛǎǘƛƴƎ ƳŜƳōŜǊ ƻŦ ǘƘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǇƭŜŀǎŜ ǳǎŜ 

the Edit Roles dialog. As a result of this operation the PPR service will be restarted. 

LŦ ȅƻǳΩŘ ƭƛƪŜ ǘƻ launch machines directly out of backup images in VMware ESX environment, 

please use the Edit Roles dialog to additionally install the Backup Virtualizer plug-in. 

To allow Backup Server to store backups of physical and virtual machines or VM replicas, 

you should configure corresponding primary storages, a local or network one for backups, 

and an ESX one for replicas. Please consult the Configuring Backup and Replica Storages 

chapter for more information. 
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Backup Server can also be deployed through the Add Machines Wizard. 

 

Manually 

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more 

information. 

Installing Deduplication Server  

You can install Deduplication Server either centrally through Protect & Restore Console (recommended) or manually 

on-siteΦ hōǾƛƻǳǎƭȅ ǘƘŜ Ƴŀƴǳŀƭ ƻǇǘƛƻƴ ƛǎ ƴƻǘ ŘŜŦŀǳƭǘΣ ŀƴŘ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ǳǎŜŘ ƛŦ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ Řƻ ǘƘŜ ǊŜƳƻǘŜ 

installation. 

Through Console 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select 

Add Deduplication Servers, or go to Infrastructure > Deduplication Servers, then click on Add Deduplication 

Servers. 

 

3. /ƘƻƻǎŜ ŀ ŘƻƳŀƛƴ ƻǊ ŀ ǿƻǊƪƎǊƻǳǇ ƳŀŎƘƛƴŜ ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǳǎŜ ŀǎ Deduplication Server. The procedure is 

similar to the remote installation of ESX Agent, so please consult the corresponding scenario for more 

information. 
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4. There will be created a summary page and a new installation policy, submitted immediately, which you can see 

through a popup window. 

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire 

the roles of Agent/Deduplication Server. 

 

 

LŦ ȅƻǳΩŘ ƭƛƪŜ ǘƻ ƛƴǎǘŀƭƭ 5ŜŘǳǇƭƛŎŀǘƛƻƴ {ŜǊǾŜǊ ƻƴ ŀƴ ŜȄƛǎǘƛƴƎ ƳŜƳōŜǊ ƻŦ ǘhe infrastructure, 

please, please use the Edit Roles dialog. As a result of this operation the PPR service will be 

restarted.  

To let Deduplication Server work, you need to configure a deduplication storage and link 

existing backup storages to the server. 

Deduplication Server can also be deployed through the Add Machines Wizard. 

 

Manually 

The procedure is similar to the manual installation of ESX Agent, so please consult the corresponding scenario for more 

information. 

Adding Target Machines  

To do agent based protection of Windows machines (physical or virtual), you need to add them to the infrastructure. It 

can be done either centrally through Protect & Restore Console (recommended) or manually by installing Backup Agent 

on all target computers. Obviously the manual option is not default, and should oƴƭȅ ōŜ ǳǎŜŘ ƛŦ ǘƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ Řƻ ǘƘŜ 

remote installation. 

 

 

LŦ ȅƻǳΩŘ ƭƛƪŜ ǘƻ Řƻ ŀƎŜƴǘ ōŀǎŜŘ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ŀ ƳŀŎƘƛƴŜ ǘƘŀǘ ŀƭǊŜŀŘȅ Ƙŀǎ ǘƘŜ ǊƻƭŜ ƻŦ 

Administration Server, Backup Server, or both, please use the Edit Roles dialog, as 

machines that already join the infrastructure with one of the mentioned above roles will 

not be available in the Add Machines Wizard. As another option, you can always install 

Backup Agent manually on-site. 

 

Through Console  

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon then select Add Machines. 
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3. Choose domain or workgroup machines ȅƻǳΩǊŜ ǇƭŀƴƴƛƴƎ ǘƻ add to the PPR infrastructure. The procedure is 

similar to the remote installation of ESX Agent, so please consult the corresponding scenario for more 

information. 

 

 

 

The wizard lists both physical and virtual machines. ̧ ƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ŀŘŘ ƎǳŜǎǘǎ ƻŦ 

VMware ESX to the PPR infrastructure to protect them, as this can be done agentlessly 

through ESX Agent (much higher performance, complete data safety, minimal downtime, 

etc.)Φ IƻǿŜǾŜǊΣ ƛŦ ȅƻǳΩǊŜ ŘŜŀƭƛƴƎ ǿƛǘƘ ŀ ±aǿŀǊŜ Ŧŀǳƭǘ-tolerant system that cannot be 

protected agentlessly, you can add this machine to the infrastructure to protect it through 

the on-site backup agent. 

 

4. Specify roles to install. By default, the wizard will only add all selected machines to the infrastructure, assigning 

them the general role of Agent. To allow their protection, you should extend functionality of this agent by 

selecting required plug-in(s). The number of available plug-ƛƴǎ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ǇǳǊŎƘŀǎŜŘ ƭƛŎŜƴǎŜΦ [ŜǘΩǎ ǘŀƪŜ ŀ 

detailed look at all possible plug-ins: 
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¶ ESX Backup Agent. It embeds the ESX agent role to all selected machines. 

¶ Volume backup application plug-in. It extends functionality of the general agent allowing it to back up an 

entire machine or separate volumes at sector level. It also enables to do remote restore of data volumes.  

- Exchange Server 2007 application plug-in. It extends functionality of the general agent allowing it to 

back up and restore databases of MS Exchange Server 2007. 

- Exchange Server 2010/2013 application plug-in. It extends functionality of the general agent allowing it 

to back up and restore databases of MS Exchange Server 2010/2013. 

- Hyper-V Application. It extends functionality of the general agent allowing it to back up and restore 

guest machines hosted by Hyper-V. 

- Quick backup tray application. It allows the user to create backup images on his own to later restore 

individual files or entire volumes. Besides through this utility the user can monitor backup activities 

initiated remotely on his computer by PPR Administrator. 

¶ Wake-on-LAN assistantΦ Lǘ ŘƻŜǎƴΩǘ provide any backup functions. It only allows waking up remote target 

ƳŀŎƘƛƴŜǎ ǘƻ Řƻ ōŀŎƪǳǇΦ ¢ƘŜǊŜΩǎ ƴƻ ƴŜŜŘ ǘƻ ƛƴǎǘŀƭƭ ǘƘƛǎ ǇƭǳƎ-in on all machines that require wake-up-on-LAN. 

Just select one that is always online and it will automatically wake up all others that share the same subnet 

when needed. 

¶ Backup Server. It embeds the backup server role to all selected machines. 

- Backup virtualizer. It extends functionality of the backup server, allowing it to launch machines directly 

out of backup images in the VMware ESX environment through the NFS (Network File System) server 

facilities. 

¶ Deduplication Server. It embeds the deduplication server role to all selected machines. 

 

 
The number of available plug-ins depends on the purchased license. 

 

5. Specify how and when the selected plug-ins ǎƘƻǳƭŘ ōŜ ƛƴǎǘŀƭƭŜŘΦ ¸ƻǳΩǾŜ Ǝƻǘ ǘƘǊŜŜ ƻǇǘƛƻƴǎ ǘƻ ŎƘƻƻǎŜ ŦǊƻƳΥ 
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¶ Install now. Installation will start immediately after confirmation. 

¶ Deferred installation. If you choose this option all target machines will become available in the 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǿƛǘƘ ǘƘŜ ǎǘŀǘǳǎŜǎ ΨwƻƭŜ ǇŜƴŘƛƴƎΩΣ ΨhŦŦ-ƭƛƴŜΩ ŀǎ ǎƘƻǿ ōŜƭƻǿΦ 

 

That means no installation procedures will be initiated until you right click each machine and then select 

Update roles. 

 

¶ Install on specified date and time. By choosing this option you can schedule installation of roles on target 

machines. 

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

7. The required machine(s) will be added to the list of computers that join the infrastructure (select Machines > 

Physical Machines) and eventually acquire the specified roles. 

 

Automatically through policy 

1. Launch Protect & Restore Console. 
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2. If a connection with the server has been established, click on the Home ribbon then select Configure Discovery 

Policy. 

 

3. Either manually enter a name of the required organizational unit or AD container in ǘƘŜ Ψ{ŜŀǊŎƘΩ ŦƛŜƭŘ or click on 

the Browse Active Directory hyperlink to navigate through all OUs of your Active Directory. 

 

 

 

LŦ ȅƻǳΩǾŜ Ǝƻǘ too many organizational units in AD, their browsing and listing may take 

ǇƭŜƴǘȅ ƻŦ ǘƛƳŜΦ tƭŜŀǎŜ ǳǎŜ ǘƘŜ Ψ{ŜŀǊŎƘΩ ŦƛŜƭŘ ƛŦ ȅƻǳ ƪƴƻǿ ŜȄŀŎǘƭȅ ǿƘŀǘ h¦ǎ ƻǊ ŎƻƴǘŀƛƴŜǊǎ 

ȅƻǳΩŘ ƭƛƪŜ to search for. 

 

4. Specify one or several units or containers ȅƻǳΩŘ ƭƛƪŜ ƻǳǊ ǇǊƻƎǊŀƳ ǘƻ ŎƘŜŎƪ ŦƻǊ ƴŜǿ ŎƻƳǇǳǘŜǊǎ. Mark the 

Recursive search ƻǇǘƛƻƴ ƛŦ ȅƻǳΩŘ ƭƛƪŜ ǘƘŜ ǇǊƻƎǊŀƳ ǘƻ ǇǊƻŎŜǎǎ ƴƻǘ ƻƴƭȅ Ǌƻot but all subfolders inside selected 

objects. 

 




























































































































































































































































































































































































































