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Introducing Protect & Restore

This chaptewill help you get general information oncanceptnew product fom Paragorg Protect & Restor¢PPR)

What is PPR?

PPRorovides comprehensivagentlesgprotection forvirtual environments hosted by VMwarept&reor standalone
ESX serverdt can alsgrotect physical and virtual Windows systemesnotelythrough onsite agents. Our solution
supports a complete scenario for Microsoft Hypéthat involves agerbvased backup for the host and agentless for its
guest machinesBy operating at the applicatioevel PPR enables to create consisteatkup imagesf MS Exchange

databases without any impact on the production emailserved | o6 O1 62y S A (-nedzdisiiduted I NI
architecture that allows efficient central management of hundreds of pot@rs.

.SAy3 200A2dzate | LINPRdzOG F2NJL¢ LISNER2YYyStI AGQa I ye
to automationscripts and commanfl A yS (22f a> GKSNBQa || 2AyR2g4a t 2val@NJ F

comfort ¢ a well thoughtout GUI console.

Agentless Protection

More and more companies are adopting virtualization as a powerful tool for consolidating hardware and infrastructure
Reduced IT costs, increased availability of hardware and applications and impr@ratl service levels are only few
benefits virtualization can offer. However, despite of its tremendous promise, it also leads to a significant increase in
storage capacity due to virtual machine image files and associated metadata that virtual sesegesacid run. Sthe
number one fact Virtualized systems generate more data, thus they demand more resources for protection.

The world of virtual machines is arranged in such a way that you CAN treat each virtual environment running on a vir
host as prre physical, thus applying traditional backup and disaster recovery strategies for its protection. But it can on
0S O2y&aARSNBR a | F2NOSR GSYLRNINER aztdziazy Fa @&2dz
replication functions, snapshaind changed block tracking (CBT) mechanisms of your hypervisor, its fast transport
system and many other useful features.tBe number two fact A backup tool designed specifically for virtual
environments is a priori much more flexible and efficient.

For VMware guest nachines

PPRoffersfast and reliablegentless diskmaging backuandreplicationof online and offlinevirtual machinesesided

on VMware vSphere or a standalone ESX seiler.use of VMware CBTHanged Block Tracking) atheé patent-

pey RAYy3a tIFNF3I2yQa L¢9 o landinSrenteNadibgciupss Keplidagai krgageo with tfied dzNB
minimumtime and impact on ESHKexibleretention policies enhanced dat@rocessingnethods,automatic exclusion

of irrelevant data(page fies, etc.), and the innovative pVHD fornadtow the optimal usage obackupstorages.
Employment oMS VSS (Volume Shadow Copy Serwibe) takingsnapshos of Windows machineguaranteegdata
consistencyL y i N2 RdzO G A 2 y 2 a unijusHaBtean5Sebit pratoddred idIwgtier backup storage
infrastructure open upfurther minimization of backup windows ametwork trafficfor simultaneously made backap

t NI 32y Q& D2 C2 NJ dzNBe pietfy Sukeyeradted poBciesSnyll Ibedcorfatwith 2 success

Whentime comes for disaster recovery, our product does itompliance wittthe most aggressive RPOs (Recovery
PointObjectives), 2 dzZQ@S 3 2 (i resitdteSa backuy th the/original or a new locatiaccording to a certain
restore point Whenrestored to a new location the target virtual machine willd@propriatelyreconfigured during the
process. For replicas the whole disaster recoverg@dorecomesjustto its launch, whichay takea couple of
secondsthus ensuringhe maximum business continuityi-o make sureaplication goes on as expectgdu can test
any replica machine.
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For Hyper-V guest nachines

Operating at the virtualization layer through MS VSS API, PPR cagetesslyrotect virtual machines hosted by
HyperV (Linux, Windows, and other OSes supported by this hypervidw)current version can only protect énet
virtual machines (online anaffline) registered on a local Hyp®frhost, where ouBackup Agent anHyperV
Applicationplug-in are deployel. The Tray Application utilitys used to manage backup and restore tasks, thsisauld
be installed on thdnost as well. Centralized management through PPR Console is not yet available.

A HypefV guest machine can be backed up to a local disk or networlk sisaa pVHD, VHD, or VHDX virtual container.
When attempting to create another image of the same machine, our product prompé&dtaebackup storage
footprint by takingadvantage of the incremental imaging

When time omes for disaster recovery, PBRalles to restore a previously backed up virtual machinth®original or
a new location according to a certain time startfpusing VHD/VHDX as target backup format, you can attach the image
to an existingHyperV virtual machine and OS will be launchedcessfully.

Agent-based Protection

PPRoffers agentbased backup dlVindowsphysicaimachines. AnWindows OSomputer on the networkcanbe

protected entirely by separate volumesr drive letters Aimost all technologies used for the agentless protectibn
VMware ESX guesase also available for machines protected throughsiteagentso a{ +{ { Z t I NI} 32y Q
GoForSure, pVHD)

By embedding a special phigg users can monitor backup activities on target machines through the systenWeke

onf ' b laaradlyd Ftft2a ol {Ay3d dzLJ NBY203dS (i lit dldaBiachiies OK A
that require it¢ the administrator just picks one and it will automatically wake up all othieasshare the same subnet
when needed.

Theagentbased backup technique can also be applied for protecting guests hosted wpnonercial VMware ESX,
wherethe VMware snapshot mechanism is unavailable, or for VMware-falgtant configurations that do not allow
agentless protection. Moreover, @an help to protect Windows OS guestsaaf/other hypenisor.

Whentime comes for disaster recovegata volumes can be restored remotely, while system volumes or entire
machines; on-site from a special WinPE mediEhe third generation oParagof2 & aptive Restore technology
guarantees successful bare metal recovefryVindows OS systesto dissimilar hardware by injecting required drivers
and other actions crual for this type of migrationt I NI 32y Q&4 wSO2@SNE L5 I f fegtarer Y A
the administrator sets up ane shotrestore policy in the console, assigning it a particular he.useronly stars up the
failed computer from the WiIinPE recovery media and entbe obtained ID, thus initiating thare-configuredrestore
operation.

MS ExchangeProtection

PPR offers agesiiased protection of Microsoft Exchange Server 2007/2010/2013 and its email databases. By operatir
at the application level through M&SSVolume Shadow Copy) API, administrators have no need to allocaddim
backup windows, for PPR enables to create consistent database backups without any impact on the production emai
server.

As for MS Exchange, PPR supports all latest backup technologies, like incremental backup chains, data retention
mechanisms, bloclevel data deduplication, replica databases, etc. But its main advantage is in flexible restore

restore of all or certain databases to the original or new location, including restore to RSG/Recovery Database with tt
option to create a dialtone databado let users send or receive emails in the process. When restoring the latest backu
Ay (GKS OKFAYyS GKSNBQa (GKS 2LJiA2y (2 NBLX & GNIyal OGA
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PPR also allows natestructive restore of certain mailboxes. &gfault, their contents will be restored to the original
location, provided none of the already existed email items are lost. If necessary, you can specify any mailbox and a
F2ft RSNJ 6 KSNBE &2dzQR fA{1S GKS NBad2NBR RFEGF G2 06S LI I C
If using PPR togetheritlr Paragon Granular Recovery (PEGR), you can easily connect a backup email database to M:
Outlook to view and extract certain emails.

Key Benefits of PPR

Supported VMware Hypervisors
PPRsupports VMware ESX/ESXi 4BRX/ESXi5.x$phered.0- 5.5 configurationsand ron-commercial VMware ESX

Supported HyperV Hypervisors
PPRsupportsMicrosoft HyperV of Windows 8.12008R1/R2 2012R1/R2

Supported Virtual Machines

You can potect any Windows, Linux, or oth€S guest supported by VMwawe HyperV. Through the onsite backup
agent you can also back up Windows virtual machines ob#drgr hypervisor available on the market.

Supported Physical Machines

You can potect any Windows OS machine since Windows XP.

Supported Sorages

You carconfigure and uséocal (on Backup Server), ESX (on ESX datastore), n¢tid@) and FTRSFTRstorages.
.SaARSa &2dz2Q@¥S 320 GKS 2LJiAz2y G2 &aSi dzL) FdzZ f & AYRSLE
external disksThe disk pool concemtf PPRmpliesthat you can add to or remove frompool any disk at any moment
without the need ofreconfiguringbackup policieshat use this pool as destination. Once the first disk has been filled
with backup data, another disk is used and so on.

Distributed Architecture

PPFhas a modular architecture that allows flexible scalabilityeiovironmentsof different size and configuratiarA
unified installation package includes all components of the product, which can be depglbpedonemachine, or be
spread oveseveral machines according to particutereds. Some componesitequire manual deploymerin-site
(Protect & Restor&erver andConsole), the others can eithbe installed centrally fron€onsole (recommendedy
manuallyon-site when having trouble withite remote mode.

In complex environmergconsisting of hundreds of virtuaedservers and workstations, distribution of roles among
several machinesnables taconsiderablyspeed up backupeplicationor disaster recovery operationBy ®tting upa
two-tier backup storage infrastructure for instang®u takeworkload off theprimarybackup server. S&A RSa @& 2
allowed to have several management points to run tasks or monitor the operation progress from any machine on the
net.

VM Backup

Unliketraditional backup tools designed to workith physical machine®PRcan operateat the virtualiation layer and
directly employthe VMware snapshot mechanismdo backup® L { t nRe?l Srdagefit on target virtual machine
to create itspoint-in-time copyincluding its configuration, ograting system, apps, etc. Tlipproachsignificantly
enhanceghe backup performance, while minimizing the load on target machines and the hypetvisiog the process
Besidesi KSNBQa y2 ySSR far2verygNatd Idb&ckuBNBE RSY G Al f &
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One backup task can involve one or many virtual machByslefault, 6r every ma&hineour productcreates a full
backupin a speciaproprietaryformat during the first runthen incremental updates according tsattimetable. It

allows configuringyeneral retentio policiesfor backup storageor a particular policy for a certain backup task
specifying how long backups should be kepthe amount of space they caake. When time comes, all restore points
beyond the set limit a& merged with their full backup thus creating a new full bacldlpbackup images are being
highly compressed during creation by using redundant data exclusion filters (OS page files, zero data blaokd aetc.)
pVHD backup formatvhich eases the backistorage requirements.

Operating at the virtualization layer through MS VSS API, PPR can also agentlessly protect virtual machines hosted |
HyperV (Linux, Windows, and other OSes supported by this hypervisor). The current version can only protect entire
virtual machines (online and offline) registered on a local H¥phost, where our Backup Agent and Hypler

Application plugin are deployed. The Tray Application utility is used to manage backup and restore tasks, thus it shou
be installed on the hosts well. Centralized management through PPR Console is not yet available.

VM Replication

Forhigh-availabilityvirtual environmentghat runthe first tierapplicationsPPRcomplements VM Backup with VM
Replication. Replication provides the best RTOqRay Time Objective), for this techniqueplies creation otlones
(replicas)f target machine®sn a certainESX datastorand their registering on the host under different names.
Replicasare storeduncompressed in their native formahusthey arereadyto-go at any moment. lA\changes since

the initial full replicaarewritten to VMware nativesnapshoffiles, ading as restore pointghus allowinghe usageof

the VMware revet-to-snapshot mechanism to further acceleratisaster recovery scenasgoroviding for almost zero
downtime operation You can alsdefine aretention policyfor replicas, thus all snapshots that breach the set policy will
be automatically collapsed.

Physical Backup

PPRenables to protect any physical Windows machine sinced@fiis XP. Target machines should be added to the
infrastructure directly from the console an-siteto embed a special agent that will interact with the infrastructure and
FOO2YLX AaK o6FO01dzld GFalad LGQa LI2 ZabykhedkBctivie DireQdyBOUSIf& ndw 3
members to automatically add them to the infrastructure. When setting up a physical backup policy, you can specify ¢
a backup object entire computers or separate voluni®sdefault, 6r every machine our producteates a full backup

in a speciaproprietaryformat during the first run, then incremental updates according to a set timetdt#lows
configuring general retention policies for backup storages or a particular policy for a certain backup taskngpgemifyi
long backups should be kept or the amoufispace they can take. Whéime comes, all restore points beyond the set
limit are merged with their full backup thus creating a new full bacllipbackup images are being highly compressed
during creaton by using redundant data exclusion filters (OS page files, zero data blocks, etc.) and a pVHD backup
format, which eases the backup storage requirements.

MS Exchange Backup

PPR can treat MS Exchange 2007/2010/2013 at the application level, openingajititeto create consistent
database backups without any impact on the production email server

Incremental Imaging

When scheduling.backup or replicaask PPRemploys asimilarapproach For the first run it creates a full backup or a
full replica,andthen only saveshanges since the laperformed operation, increments for backup, and snapshots for
replica.The delta to write iparsedthrough+ a ¢ F NB / . ¢ 2 N both. This enabjeQténairitaih thany
restore points withthe minimal backup siragerequirements. Besides incremeiupdatesrequiremuchless time to
create, which takes the load off the whole infrastructure.
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Enhanced Backug-ormat

Paragon introduces a pVHD (Paragon Virtual Hard Jokmat ¢ a special VHptimized forstoringbackupsof virtual
YR LIKe@aAOFt YIOKAySaod LiGQa @S NededfidatonandyhdironizafioniVHDR { 7
does away with all limitations of a standard virtual drive format, such as a poor compression ratio, integrity, ot
encryption capabilities. As a result it allows obtaining backups thatiate four times smaller than original backup
objects.If necessary, pVHD can be eastynverted back to VHD.

Pre- and Postscripts

To get consistent snapshots of virtuahahines hosting applications that do not support Microsoft VSS, PPR enables to
set for execution custom scripts before creating a snapshot to properly freeze dippsieationsand after it to bring

them back to normal workPPR supports all popular scriptmats of Windows and Linux environmentemd, .bash,

.sh, .tcsh, .bat, .php, ,jsvbs).

Backup Data Deduplication

t N} 32y Q& RS R dzLXighif@anily keBlufes WaSkOpKstorade dodtpridt. By linking existing locdband
network backup storagetoDeduplication Serveyoucan make suréackupstorages do not contain data duplicates,
thus significantly cutting on storage requirements. Besidemables to cut even more on network traffic, as again only
unique blocks of data are transferred $torages, thus having a positive effect on backup timings, RTOs and RPOs of
O2YLI yeQa L¢ AYyTFNI &GNHzOG dzNB

All backup data generated by various protection policies and sent to backup storages that are linked with one
Deduplication Server will be deduplic&ed t | NI 32y Q&4 RSRdzLX AOI GA2Y g2N] a GK
backup images, thus enabling to achieve better deduplication efficiengy. O2 YO AY | GA2Y GAGK t |
mechanism, backup data deduplication becomes efficient for«@&alP scenario®¢stprocessing deduplicatigrwhen

the inline deduplication is either impossible or considerably slows down performance of incremental imaging.

PPR offers an intelligent continuous validation technigue to guarantee all unique data bledksyusiultiple restore
points and backup storages are consistent. An additional level of protection can be achieved by using multiple
deduplication servers in a mirrored configuration.

Two-tier Backup Storage mfrastructure

PPRsupports a twetier backup torage infrastructure that provides for further minimization of backup windows and
network traffic for simultaneously made backups. In this type of infrastructure, you can allow thesfirgirimary)
storage to reside as closer to target machines asibdes, thus ensuring the highelsackup or replicatioperformance,
while the secondier (secondary) storage be offsite FTPtape repositories, etc.), even on another comirt, but
huge and reliable. Sturing thedual protectionprocess, first alldrget machines are quickly backed apreplicatedto
the primary storage, thus minimizing the impact on the production environment, and then tigsets are being
copied(archived}o the secondary storage during tmight or a weekend as scheduled. Biesbefore copying all
replicas are additionally converted to baclegnd vice vers&é minimize the backup storage and network bandwidth
requirements.

Backup Storage Bowser

For easier administration of backups and replicas, all backup storages aréoopeowsing. Having a list of alleated
backups and replicaa hand, you can easily find and initiate an integrity checkup for those you consider critical, or
RSt SGS GK2a$S & 2rdzWRen deleiing gh & dmmelt y&&2 d¥ 2R2 Yy QU CraiNJabeudiprodudt S
automatically reorganize it for you.
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Backup/Replica Validation

PPRenables to create rather complicated backapd replicatiorpolicesthat includea lot of paramegrs. To make sure

a taskwill be successfully completéd (i Ka8pé&abmode (Save & Validate), when the corresponding bamkup
replicationLl2 f A 08 R2Say Qi NHzy GAff (K SedByalRvel obvaidatidn (fasil mMédlivmO dzt
0 K2 NP dz3 K 0fdS @KiS¢ aneyfu@diialzRdicy rulesnd their parametersavailability ofthe storageand ESX
connection parameterst K MS & A dzy S @ &hnéctioh 16 e sirEtiBedl ESX host to scan for target virtual
machines as well as connection to the storémeetrA S@S Y S I RI (i ForodgMRSYD S\flisd ACYKGSE daR K3
creation/deletion of snapshotsf target virtual machinescreation of an uncompleted backirgplication session and

data items in the storage without opening data streams dath copying.The Save & Validate modeaisvays activedr
backupand replicatiortasks

VM Recovery

With PPRyou can recover a virtual machine to any gdoeknow point in time and place it to the original or a new
location.When restored to the original locatip the original machineiill be deleted if shoul be offine). When

restored to a new locatiogou will be prompted to provide a new name for the machine, a host and datastore to reside
it, virtual disk typeand network propertiesOur product will change the Vibnfiguration file and store the target
machine according to the defined locatidfor replicas the wholdisaster recovery procedure comes just to its launch
(replica failover)whichmay takeonly a couple of seconds.

Replica Test Failover

PPR helps to test the sanity of any time stamp ofxéstimg replica machine by netfisruptively simulating recovery
procedure in an isolated network environment to make sure a certain replication policy produces valid replica machin
do field test for an existing recovery plan to rely on it in case afsths or train IT personnel on what is to be done in
case of emergency.

In PPR, backup techniques for physical and virtual machines are closely integrated, which opens a way to easily con
backup images of physical machines to VM replicas as partudlddckup process that involves archiving to-B&€d
secondary storage. Beside other advantages, obtaining ESX replica machines out of physical backup images allows
Administrator to benefit from the replica failover / replica test failover functions

Physical Recovery

With PPRyou can recover a physical machine to any gam#éinow poirt in time. Data volumespn-system volumes)

can be restored remotely, while system volumes and entire maclgmessite with a special WinPE medisepared
beforehand though Recoverivedia Builder. To do a restore operation the target computer should have a network
connection to Administration Server one of Backup Servebs ¢ KI y1 &4 (G2 GKS GKANR 3ISySt
Restore technology, the same hardware comegots are no more a demanglyou can restore a Windows based system
(any since Windows XP) to a completely different hardwarajegting required drivers and other actions crucial for

this type of migrationt I NI 32y Q&4 wSO02 3SNE L Geffdrtioffreataréopefatiohdthed T Ay 3 G A
administrator sets up a one shot restore policy in the console, assigning it a particulbe lis€fonly starsup the

failed computer from the WIinPE recovery media and estle obtained ID, thus initiating the panfigured restore
operation.

Launch Backup

The launch backup aka instant restore is another feature that helps you minimize downtime of a failed production
system. It enables to immediately run a physical or virtual machine directly from one of avegistiole points in

VMware ESX environment. Thus users may continue their activities, while you've got enough time to pinpoint and fix
the failed system.
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File-Level Recovery

PPRallowsbrowsingcontents of virtuabr physical backup images well as/M regdicasto do granular recovery of
separatefiles and/or foldersRequired dtacan be restoreaither locally(on a machine where Protect & Restore
Console is installedy on a network shareprovidedthe original directory structurées keptintact if necessary.

MS Exchange Recovery

PPR enables to recoviticrosoft Exchange Server 2007/2010/2CGdt3he daabase omailboxlevel. Besidgit can be
used together wittParagon Granular Recovery (PEGR) to recover certaiih @ata directly in MS Outlook.

Separ#e data stores or storage groups or all groups at once can either be restored to the original or some alternative
f20FGA2y @AGK GKS 2LJGA2Yy G2 ONBIGS I RaléedhardestréctivR I G 6 |
restore of certain malloxes. By default, their contents will be restored to the original location, provided none of the

already existed email items are lost. If necessary, you can specify any mailbox and a folder to place the restored dats

Role-basedPPR Security

Only authaized users are able taccess the PPR infrastructuteis realizedhrougha special athentication

handshak@ ¢ KS SYGANB I dziK2NAT FGA2y LINRPOSaa Aa | RYAyAads
and a plugn to interact with exernal authorization facilities (MS Active Directory or Windows Workgroupiy.affic

after a successful handshake is encryptidninating any chance abnfidentialdata leak.

Thanks to a rokbased security model, the PPR Administrator can effegtivelnageuserprivileges There are several
predefined security groupthat are automatically created during the product installation (locally for a workgroup
environment and in Active Directory for a dompiUsers of each group have a certain sgig@imissiongoperations
they are allowed to accomplish in PPR)general, PPR fully complies with the Bronze Certification requirements (at
least two security groupstaffic encryption, support of user account policies, like password complexity, expire date,
etc.).

Local and network backup storages can alset&yptedagainst unauthorized accetgough an industrstandard
256-hit AES encryption algorithm

Realtime Statistics Notifications, and Reporting

PPHRncludes smart toolsf monitoring. Youwwill be notified through popup windows on start afin-now policies.In

Console gu can get reatime statistics on any activity eguted at the moment, filter error, warning or information
infrastructure events, set up notificatiorad reportsby a particular type of events or several types (errors, warnings,
AYVF2NXYIEFGAZ2YZE SG0P0 F2NJ Iy Ay T NdstadirNbzdkipdaNgplicOmliedzet Sy G 2

Our company is constantly releasing new versions and updates to its software, that's wt
images shown in this manual may be different from what you see on your screen.
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How PPRWorks

Terms

Term Definition

Administration Server The main service of the infrastructuré manages all members of the infrastructure and
controls usage of shared resourcésalso includes Installation Servatrthe moment

Installation Server The main service of remote instailan and update oinfrastructurecomponents

Backup Server A =rvice that takes care of storaged maintenance of backups and replicas

Deduplication Server A rvice thatcontrols deduplication of backup data

ESX Agent A service thainteracts with theVMware infrastructure and does backup or replication of E
guests

Agent A client servicghat conducts maintenance of a single machine

Backup Agent A client servicghat conducts backup of a single machine

Plugin A nodule that extends functionality afgents

Console Provides user interface for management and control

Role Purpose of a particular functionally independent group of modules

Policy A synonym for a task or job involving one or many participants

Rule Any parameter of a policy is a rule cept for its type

Task Every launch of a policy specific operation on a particular machine

Backup Item A particular backup object, e.g. database, volume, file

Backup Storage

Resource for storing backup imagesd VM replicas

Backup Catalog

Management sucture on Backup Storage that keeps information on backup images

Backup Session

Any taskhat has to do with a backup image, either created or stored on Backup Server

Installation Client

An ayent of remote installation

Database Replid&on

The processf synchronizing local databases with tinain database

Repository Resource for storing installation packages (a local folder on Installation Server)
Events Any eventhat takes place in the infrastructure (collected from all servers and agents)
EventViewer A utility to view infrastructure events
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Architecture

Physical Windows Infrastructure

Backup Agent  Fault-tolerant VM configuration

frecscscccsccssssscssnnnny

Administration Server;
Backup Server 2;
Management Console

Primary Local
Backup Storage

Primary ESX
Replica Stora

Physical
Windows Machine

Secondary
Backup Storage

DR Site

Policies

In PPRmostactionsare done bysubmittingcorresponding policieS here areservice and user policieService policies
are createdautomatically by an event, for instance whaddingnew target machines to the infrastructurélhe

administrator can onlgreate andmanage user policies.
A user policy determines:

A Operations to execute

A Their parameters

A Executers

A Schedule.

Rules

In PPReach policy is presented by several policy objects. The main properties of a policy are called rules, which in the
turn are presented by rule objects. For instance, an operation schedule is a rule, the same goes for a backup item

(object), and s on.
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Roles

In the PPRNfrastructure each machine acquires one or several roles. Roles describe functions of components installe
on a given machine. Components are grouped by functional identifiers. Each group forms a particular functionally
independentservice, e.g. Installation Server, Backup Agent, Backup Server, etc. Thus these groups of components al
called roles. Components of each role are always installed and set up together, in order to work as a single fully
functional service.

There can be th following roles:

A Administration Server(the mainserviceof the infrastructurethat keeps the central databasdistributes resources,
solves conflicts between the others, etg.

A Installation Server(conductsdeploymentor update of components)

>

Backup Servefresponsible for storingnd managindpackups and replicas on local, ESX, UNC (network), and FTP
storage$

>\

Deduplication Servefconducts deduplication of backup data)

>\

ESX Agentinteracts with the VMwarénfrastructureanddoes backup or replication of ESX gupsts

>\

Agent(executes operationsn a single machine)

A Backup Agenfconducts backup of a single machine

A  Wakeon-LAN assistanallows waking up remettarget machines to do backup

L {u@th the administrator to choose a role for this or that computer. One computer candesezalroles at a time,
odzi AGQa y2i | {AdRINSBaRonSe&es ik the?PPRnEraSt@ UG Rbles can be changed fraime
Console.

o Administration and Installation Servers are always installed on one computer having a
general name oProtect & RestoreServer inthe Installer.

Administration Server

L (th &nainserviceof the infrastructurethat has the following functions:
Maintenance of the cetral database

Synchronization of the central databaséh localdatabases
Commitment of policies

General operation planning

Distribution of resources

> > > > > >

Primaryoperation analysis and conflicts solving.

Administration and Installation Servers are alwaysstalled on one computer having a
general name oProtect & RestoreServerin the Installer.

Installation Server

It is a service of remote installation and updateP6fRcomponents. Its main functions are:
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A Instdlation, removal, update ofomponents orall machires that join the infrastructure
A Management of the repository that contains all installation packages

All actions of Installation Server are presentgdlifferent installation policies. The administrator cannot directly create
or modify this tye of policies they are formed automatically by an evefdr instance, when changing roles assigned to
a particular machine

o Administration and Installation Servers are always installed on one computer having a
general name oProtect & RestoreServerin the Installer.

Backup Server

L i Q& Ithatds SebddnsileStor storing backups and replicas on storesggstered on this servePPRsupports the
use of several backup servers, besides on each server you can register several primary andyssiooages.

Deduplication Server

LGQa + aSNIBAOS GKIFIG Aa NBaLRyaAaotS FT2NJ RSRdzLJX A Ol GAy:
PPR gpports the use of several dedligationservers

ESX Agent

LGQa Ithatdnedd® Avith3d employs facilities of the VMware infrastructuedo backup or replication of ESX
guest machinesthus providing fomuch highemperformance and safety dfackup or replication operationg-or the
maximum performancezSX Agerghould be installed on @indows OS guest of an ESX host that has access to
RFEGIad2NBa ¢AGK @A Nipetett ltsRisthl@iSricandhe idi@atdeithedtfrothé CdnsbE (defabilt
way) or manuallpn-site.

Agent

L { @li@ntservice thatexecutesserviceoperationson asingle machinghat joinsthe infrastructure By creating golicy
in the Console, the administrator initiates one or several agdt¢snstallation can be initiated frotie Console.
Backup Agent

It's a client service that protects data@fsingle machine at various levels (sector, file, or business apps). Its main
functions are:

A Analyzingpossiblebackup items of the given machine

A Execution of operations required to correctly back up protected backup items

A Splitting backup streams by bagkitems

A Collecting information on the protected machine, configuration of business applications
A Plugin system to extend functionality

A Offline operation after receiving tasks.

Wake-on-LAN Assistant

It a service thatllows waking up remote target machinés2 R2 o0 O dzLJ® ¢ KSNBE Q@monal y SS
machines that require wakap-on-LAN.Just select one that is always onlisved it will automatically wake up all others
that share the same subnethen needed.
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Console

PPRactually includes twaonsoles, one GUI and ol¢indows PowerShell baseBoth serve for administering the
infrastructure.TheyR 2 y Q (i Iny®djedeikhdJBfrastructure and can be installed on several computers on the net,
providingfor the so called dynamic site managenien

o Both consoles aralwaysinstalled together. In this guide onlyhe GUI console will be
considered for administering the infrastructure.
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Getting Started with PPR

In this chapter you will find all the information necessary to get the product readgé.

System Requirements

PPR Core Components: Administration/Installation Server, Backup Server, Management Consoles

Operating System

-aAONR&a2F0t 2AyR2gat -t {to

- Windows Vista

- Windows 7

- Windows 8

- Windows 8.1

-2AyYR264a {SNBSNXY wnno {tH

- WindowsServer 2008 R1/R2

- Windows Server 2012 R1/R2

Note! VMware Advanced Transport is only supported under Windows Server 2003 SP2/200

Architecture

32/64-bit

Memory 2GB or higher

Processor x86/x64 processor (minimum 2 cores / 4 cores for Backup SeiMee use of fast multiore
processors improves the data processing performance, and allows for more concurrent jobs

Storage - Administration/Installation Server: 400 MB to install

- Backup Server: 200 MB to install
- Console: 50/MBto install

Note! If you'd like to use disk pool (rotating media) as storage tie, please make sure Backup
is installed on a physical machine

Environment

Active Directory domain environment Workgroup environment

Credentials - Domain administrator credentials
- Doman administrator must have permissions of the local domain administrator on all mach
that join PPR infrastructure

Services - Running WMI service (Windows Management Instrumentation)

- File and Printer Sharing is allowed in Firewall, which enables Itisfetem shares on local
volumes (ADMINS$, C$, D$, etc.)

PPRESX Agent

Operating System

-2AYR264& {SNWUSNY Hnno {tH
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- Windows Server 2008 R1/R2
- Windows Server 2012 R1/R2
- Windows HypeiV Server 2012

Architecture 64-bit
Memory 2GB or higher
Processo X64 processor (minimum 2 cores). The use of fast roalé processors improves the data

processing performance, and allows for more concurrent jobs

Hypervisors -+ragl NB1t 65,6KSNEL and 4 @ny guest OS supported by VMware)
-VMwareE -t YR xagl NB (éhygudstOS suppsrted by RMward)E

- Non-commercial VMware ESX (Windows OS guests only thimughe backup agents)

- VMware faulttolerant configurations (Windows OS guests only throagtsite backup agents)

- Other hypervisors (Windows OS guests only throegksite backup agents)

PPR Agents

Operating System | -a A ONR a2 F it 2AyR2gat -t {to

- Windows Vista

- Windows 7

- Windows 8

- Windows 8.1

-2 AYyR2ga& {SNBSNXY wnno {tH
- Windows Server 2008 R1/R2

- Windows Server 20121/R2

- Windows HypeiV Server 2012

Architecture 32/64-bit

Memory 2GB or higher

Exchange Servers| - Exchange Server 2007

- Exchange Server 2010

- Exchange Server 2013

- Single Copy ClusterSCsupport

- Cluster Continous ReplicationGCRsupport

L ¥ Wimd8ws Fraevall/Internet Connection Sharing (ICService had been stopped
during the installation, and the started by the @aministrator, Protect & Restore Console
would not be able to connect to Administration Servefo tackle this problem, please
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consult thePPR and Windows Firewalhapter.

Infrastructure Deployment
Deployment Phases

Mandatory actions on-site

To start workingwithRR A 1 Q& Sy 2dzZaK (2 A Y aRPRSdrvandPPR CoRso&dd vas goiita = v
through thePPR Installe©Once done, you caaunch PPR Consdteremotely installand manage athther
infrastructure components.

Getting the infrastructure ready to work

Depending on machinemnd applicationg 2 dzQNE LJ I y ghdpyeirred BhckldNtBragé tisiithe following
additional actions might be required:

1 Installation of Protect & Restor&SX Agertb protect guests of one or several ESX hosts or vSphere.

Reqistering of a standalone ESX host or vCetdegiccess its guests for gaextion and/or management.

Installation of Protect & Restore Backup Senterconfigure backup and/or replica storages.

Setup of backup and/or replica storages

Installation of the Backup Virtualizer pluon to accomplish launch backup (instant restore) tasks.

Installation of Protect & Restore Deduplication Serverdeduplicate backupata.

Setup of deduplication storage

Adding Windows physical machines to the infrastructuiee do agent based protection.

=A =4 =4 =4 =4 =4 -4 =4

Installation of the Exchange Server 2010/2013 application pinghat extends functionality of the general
agent allowing it to back up and restore databases of MS Exchange Serv&X(A(RL0

1 Installation of the Exchange Serve®@7 application pluein that extends functionality of the general agent
allowing it to back up and restore ddtases of MS Exchange Server 2007

1 Installation of the HyperV Application plugin that extends functionality of thgeneral agent allowing it to
back up and restorguest nachines resided on the locklyperV host Please note that the current version of
the product supports the mentioned scenarios through the Tray Applicaitidity only.

All the mentioned above emponents can be installed centrally through PPR Console
(recommended) or manually osite througha custommode of the PPR Installer

Additional ac tions

9 Creation of WIinlE recovery medi&o do bare metal recovery of Windows physical machines. It eagione
with Boot Media Builder.

1 Installation of Protect & Restore Tray Applicatian a Windows physical or a virtual mawhprotected by
Backup Aent The main purpose of this utility is to equgzal usersvith tools to monitor backup activities
initiated remotely by PPR Administrator. Additionaifyenables tobackup contents ofthe machine to a local
disk or networkshareto later restore individual files or entire volumdéthe target machinguns Microsoft
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HyperV and haghe HyperV Applicationplug-in installed, the Tray Application utility can also be used to
agentlessly protect virtual machines hostedthis hypervisor.

Using PPR Installer
1. The producttomes in one .exe fil€lick ont to initiate the installation
2. First theinstallation wizardcheclsthe machine for the presence of Microsoft .Net Framewésfkand promps
to install it if required.
42 Paragon Protect and Restore™ Setup =N

Microsoft .NET Framework required
for Paragon Protect and Restore™
setup

Click the "Accept and Install" button to accept the Microsoft .NET Framework license
terms.

Accept anyj Install ] [ Decline
AW)

The setup language depends on the system local settir@srrently PPR supportnglish,
Geman and Russian languages

3. In order to continue the installation, please read and accept all conditiémslo NJ- Ic@nb€a@yreemant by
selecting the appropriate optian

License Agreement
You must agree the license term before you can install Paragon Remote Management™.
End-User License Agreement for Paragon Software Products

This End-User License Agreement (EULA) is a legally valid contract between £
the end user of the software and Paragon Seftware GmbH, Heinrich-von-
Stephan-Strafie 5c, D-79100 Freiburg (hereinafter referred to as ‘Paragon’).

Please read this Agreement thoroughly before acquiring the software. Upon
acquisition of the software, the following provisions will be deemed to have been
agreed to with binding effect.

1. Copyright

This software product, including any handbooks, instructions and/or other
information matenal, is protected by copyright. Any copy protection present in the
software, a copyright notice, a registration number recorded in it or other features
serving to identify the program may not be removed.

T 1 irancn asarcnmeant

[¥]:1 agree to the License terms and conditions.

4. Choosethe preferred installation mod&om two available optiorts

Please choose how you'd like to install the product

Install

Set up Administrative Server, Ul Console, and advanced Administrative
console.

Customize

Select components to be installed.
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A Install. Use this mode to deploy mandatory PPR compongntsderto start working with the

infrastructure These include PPR Sertbe(mainservicethat manages all other members of the
infrastructure and controls usage of shared resouy@slPPRConsolgactually two consoles, ondUI and
onecommandline based on PowerSheh y OS @2 dzQ@S 320 GKS&asS Gg2 02YL
be deployed centrally through one of the consoles.

A CustomizeUse this mode to deplog particular PPR compongs)from the list of available for your
license.This option can save tinigyou need to install on one machine not only PPR Server and PPR
Console, but other components. Besides this option can héilKfS NE Qa y2 gl & (G2 R2

Select Components

Please select components which you want to install

Paragon Protect and Restore™ Console
Paragon Protect and Restore™ Server
[] Paragon Protect and Restora™ ESX Bridge

Paragon Protect and Restore™ Backup Server

m

Paragon Protect and Restore™ Backup Virtualizer
aragon Protect and Restore™ Deduplication Server

[] Paragon Protect and Restore™ Wolume Backup Agent

[TliParagon Protect and Restore™ Tray Application

[] Paragon Protect and Restore™ Exchange 2010 Backup Agent

LT &2dz R2y Qi Ayadlff ttw {SNBSNIIG dKAa andPPRSZ
Installation Clien)t, the wizard will prompt you to provide DNS name or IP address ohachine wherd?PR
Serverhas been installed anctedentials to access. iif this computer shoulte accessed witkome other
credentials, please also provide them after marking a corresponding checkbox.

Administration Server

Please set computer with Administration Server installed

Computer:  argut Port: pefault

User Login: ~ Administrator
Password: sssssssssene

Domain: ALTAY

[T] Specify credentials to access this computer from Administration Server

R

5. Next you need tselectwhether MS Active Directory facilitien(Domain or credentials of a local machina (
Workgroup) will be used to authenticate users to grant access to the PPR infrastructure.
PRM Infrastructure Context
Please select the context of PRM Infrastructure use
In Domain

Active Directory will be used as authority server to authenticate and
authorize users of PRM service.

In Workgroup

Local machine authority will serve as the autherity server to authenticate and
authorize users of PRM service,
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Depending oryour choice at the previous steprovidecredentials of adomainor a localadministrator. Please
YI1S adaNB (GKS R2YIFIAY FRYAYAAUNFrG2N I faz2 22Aya

Administration User Account Data

0K

Please enter Administration User Account Data which will be used for service purposes
like access to the AD, Remote Install and so on...

User Login:  Administrator

Password: sessenes

Domain: ALTAY

o Beside domairor localadministrators,PPRcan also be administered by memers of special
groups created during the installation. For more information, please cligke.

If selectingActive Directory environmentr{ Domainoption), the setup wizard will displafl ofits

organizational units (OU) promptinguii 2 OK22 4SS ¢gKSNB tt wQadeadBdeyity I | G A
groupsshould be created.

Select Organizational unit

You have chosen PrmSecurity and Active Directory enviroment. Now you can
select location in your active directory where PRM organizational unit will be
created. Default security groups (PPR_Admins, PPR_BackupRestore,
PPR_OperatorGroup, PPR_RoleEditor, PPR_Viewer) will be created there.

Sl by PRMGUI

&1 Domain Controllers

® & MyBusiness
1 Microsoft Exchange Security Groups

® & test

8. The setup wizard wilccomplishinstallationof PPR componentccording tahe specified parametersvhich
may take several minute$he wizard wilalsoanalyze the computer farequiredprerequisites ancdditionally
install them if necessary.

Installing...

Please wait while setup installs Paragon Protect and Restore™ on your computer.
This may take a few minutes..

Installing...

ks

Installing PPRServerand PPR Console

o LiQa NBO2YYSyHRRS &KVinidvsderBaidien@i®dnment as this configuration
offers more options and flexibility.

/ 2 L& N& 3 R@ePamagpriSoftware GmbH. All rights reserved.



25

1. Choose a computer timstallProtect & RestoreServeron. It can be anglomainor workgroupmachine bu the
more powerful, the better.

2. Makesure it meetghe systems requirements

3. RunPPRnstallerand go through thelefault installation procedure

4. The main indicator thaPPR Servdras been successfully installedhie PRM serviceunningg you cancheckit
up in Windows Task Manager

" Services (Local)

Paragon Remote Manager Name : Description Status Startug
: Network Access Protection Agent The Networ.., Manue

St—CEthESENiCE. i Netwerk Connections Manages o...  Started Manuz

Festart the service

- ; Network List Service Identifies th.., Started Manuz
. Network Location Awareness Collects an...  Started Autorr
: Network Store Interface Service This service ... Started Autorr
o Offline Files The Offline .. Started Autorr
*3Paragon Remote Manager Started Autol
i Parental Contrels k This service .. Manuz
“ Peer Name Resolution Protocol Enables serv... Manuz
i Peer Networking Grouping Enables mul... Manue
“; Peer Networking Identity Manager Provides ide... Manuz
~: Performance Counter DLL Host Enables rem... Manue

o LT @2dzQNB LI FyyAy3a (2 RSLIX2e ttw { SABSN
custom mode of the PPR dialler.

Launching Console

1. LaunchProtect & Restore Consoldy dther clickngon its desktop icon or gogto Start > Programs > Protect
& Restore Console

2. Provide a DNS name or IP address of a machine vi#feiR8erverhas been installed angiccessredentials.
ClickConnect
Please specify what Administration Server you'd like to use.
Computer: | argut Port: | Default

Username: | administrator

Password: || *

Domain: AL%AY

Connect

Installing ESX Agent

To get the maximum backup or replication performaribe, ESXgent that interacts with the VMwa infrastructure

should be located as close to datastores containing protected machines as possible. Obviously, when having to do w
several vSpheres or ESX hosts, this requirement is not possible to comply via one entry point. In PPR this problem is
addressed through an intelligent mechanism, which lets to deploy several ESX agents, one for each datastore. The
system then automatically chooses one of the agents as primary to delegate it the management role.

Prerequisites

A Windows Automount should be disked on the target machinéhis requirement iselevant for all versions of
Windows OS since 2008oucan disable Windows Automouhby launching Windows CMD as Administrator, then
Sy i S tskpAarA> awomount disabl@ @
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You can instalESX Agerdither centrally throughProtect & Restor€onsole (recommended) or manuatly-site.
ho@A2dzate GKS YlydzZt 2LIA2y Aa y20 RSTlLdzZ X FyR &aK2c

Through Console
1. Launt Protect & Restor€onsole

2. If a connection with the server has been establistdidk on theHomeribbon (active by default), then select
Add ESX Agentor goto Infrastructure >ESX Agentghen click orConfigureESXagent now

Home Backup & Restore Alignment Failover & Launch

:_: (6 ¢ f 9 Ev Change Passwords (-3 Create an Activity Notification 6Add ESX agents
4" & Organize Machines “_..CjGenerate areport A/Add Backup Servers
Refresh Create Add Edit = . . . = i
recovery Media Machines Roles ¥ Configure Discovery Policy =% Add Deduplication Servers
Infrastructure

Il Administration Server
= ESXagents

Backup servers A s
+ P No ESX agents were defined.

=5 Deduplication servers At least one ESX agent is needed to VM protection policies

3. Choose a machine to inst&iIEX Agerdn. Despite the fact that it can be amyachine the maximum
performance and stability can be achieved only wESX Agens installed in agest environment of an EX
serverthathost® A NIidzZ f YIF OKAYyS&a &2dzQNB LX FyyAy3a (2 LINRBGS

Create new ESX agent Find machines v | in: | altay.dev v

Please type in computer name to the Find machines box
Browse Active Directory

Add new machine

~ | Selected items: 0

Throughthe AD browser:
A Click theBrowse Active Directoryyperlink.

A By default, thereonly listed machines registed in Active Directory that join a forest domaitnere PPRs
deployed.Select the required machine, thetliak Finishto confirm.
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Find machines | i | altay.dev -

4 Entire Directory
A altay.dev
475 Computers
T ARGUT
™ Bva
T CHUYA
T KARAGEM
T KURAGAN
" SEmA
3 sHAvLA
7 URsUL
"® Ursul 3 description from AD (URSUL3)
"# URsUL2

[* & Demain Controllers

| /& ForeignSecurityPrincipals v

» | Selected items: 1

L¥ @2dz2QR fA1S (2 &LISanatiedorest clivklohi drrgwSbuttorkat the tap 8ght2 y 3 &
corner of the window, then th€hange forestink.

Find machines ¥ | in | altay.dev -

L altay.dev

Change forest
Search i;l%'le network neighbourhood

om AD (URSUL3) ‘ |

In the openedlialog enter the requiredorestname ClickChangewhen realy.

Change forest...

Forest name: | [}\’ |

Change Cancel |

To specify a machine that belongsgdome workgroup either use the network browser (convenient, but may
take some time to enumerate all machines on the net), or manuallyipe@/name or IP address of the
required machine and its access credentials (recommended)

Throughthe Network browser:
A Click theBrowse Networkhyperlink.

A Wait till all machines on the net are browsed, then select the required one from the list. Pleateelrind
machinesfield to quickly find the requiredhachine.
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| Find machines 4 |v| in: ||_| altay.dev |"|

-

@ BA-023-WIN-05 [WORKGROUP]
T BA-054-WIN-01  [WORKGROUP]
AT BA-054-WIN-02  [WORKGROUP]
A BA-054-WIN-03  [WORKGROUP]

at BA—OSAI—WI,!I-M [WORKGROUP] |

& pLG-woL b [WORKGROUP]

o
-
' HDM-SMOKE-RO [WORKGROUP]
@ HDM-TA-044-Q7 [WORKGROUP]
& HDM-TA-044-Q8 [WORKGROUP]
&' HDM-TA-054-DM [WORKGROUP]

A HDM-TA-054-Q3 [WORKGROUP] -

Browse completed (131 items found)

» | Selected items: 1

A Provide access credentials of a local administraitick Finishwhen ready

Specify credentials for network computer

BA-054-WIN-04 [WORKGROUP]

f |
User name: *

Password: *

Through the Add new machine dialog
A Click theAdd new machinehyperlink.

A Provide a name or IP address of the required machine and its access credélitkiSKwhen ready

Add Machine

Computer name or IP address: l kuragan

User name: *

Password: *

=N

4. There will be created a summary page and a new installation policy, submitted immediately, which you can se
through a popup window.

Infrastructure l
37 e I L KURAGAN
Il Administration Server =
i Delete Esx agent
& ESXagents
= ~  Network interface info
X Backupsetvers Processor: Network adapters:
ZL Deduplication servers 0S: Unknown Intel(R) PRO/1000 MT Network Connel75.10.10.102
Computer description: Not available
Full name: KURAGAN
Address: KURAGAN
ESX server connections Add ESX connection
Infrastructure
Server address Port User name: Password
Machines
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‘ r% “Adding computer: KURAGAN" has been started. b3
You can see the task progress on "Reports and events / Activities" pane.

Click here to switch to Activities pane now.

5. To get detailed information on the operation progress, click on the link in the popup window or Aetadties
and Events > Activitieor Activities and Events > Eventehere youcan see all events of the infrastructure.
Just click on the interested one to see details. UseRbfeshicon to force update of the information. To know
more on the subject, pleaswnsult the corresponding chaptefgtanaging ActivitiesManaging Events

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire
the roles ofAgent/ESX Agent

To makeESX Ageraiccesstie VMware infrastructure, you should add at least one ESX ht
or vSphere Please consult thélanagingESX Agenthapterfor more information.

Manually

1. Choose a machine to inst&l5X Agentn. Despite the facthat it can be anynachine the maximum
performance and stability can be achieved only wBSX Agens installed in a guest environment of an ESX
ASNISNJ 0KFd Kz2aida OANIdzZ f YIFOKAYSE @2dzQNB LX | yy A

2. Make sure it meets the systems requirements

3. Run PPR Installer and go throumgtustom mode of the PPR Installer

4. The main indicator thaESX Agertas been successfully installed is agance of the computer iRrotect &
RestoreConsoléan the online state To check it outaunch the console, theselectMachines >Physical
Machinesto see the required computer.

o To makeESX Ageraiccess the VMware infrastructure, you should add at least one ESX t
or vSphere. Pleaseonsult theManagingESX Agenthapterfor more information.

Installing Backup Server

You can instaBackup Serveeither centrally throughProtect & Restor€€onsole (recommended) or manuadlg-site.
ObviouslyKS Y I ydzZl f 2LJiA2y A& y20 RSTFldA 0 yR &aK2dzZ R 2yf
Through Console

1. Launch Protect & Restore Console

2. If a connection with theserver has been established, clarkthe Homeribbon (active by default), then select
Add Backup Server or go tolnfrastructure > Backup Servsgrthen click orSet up Backup&ver now.
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ﬁ . Home Backup 8 Restore Failover & Launch Search
-_’:' (64 I 9 iﬁ} . Change Passwords .:_.j ,'?Remove ESX Bridge ’
= 4" & Organize Machines i = _F Add Backup Servers -,
Refresh Create Add Edit o = J% o Undate
recovery Media Machines Roles i =% Mid Deduplication Servers P .
Machines Name: P Member of Add new Backup Servers
4 ™ Dhycical Machines T ARGUT 1751010.3,172.30....  altay.dev Create new Backup Servers, on
. @ KURAGAN 17510.10.5,172.30....  altay.dev Backup Servers manage er, |
i 'ﬂ By Computer || - repositories that contain backups
\ ﬂ By C : o SEMA 175.10.1012,172.30... altay.dev and replicas of target machines.
L] BY SOMPUErE @ ypoyL3 175101011 altay.dev Wicrosoft Window... | Agent
- ] : -
b 2 By Domain 7 KARAGEM 17510.10.10,172.30.., altay.dev Microsoft Window... Deduplication 5

b g By OS version
[ (j By Time zone

3. Choose alomain or a workgpup machineg 2 dzQNB LJ | yByckup Servéithe pdage8uretisisimilar to
the remoteinstallation ofESX Agenso please consult theorresponding scenarifor more information.

Create new Backup Servers Find machines v | in: | altay.dev -

4 Entire Directory
4[| altay.dev
4@ Computers
] & aRGUT
O] eva
T CHUYA
¥ KARAGEM
O] ™ sEmA
O] " sHAVLA
[] "2 uRsuL
[T "™ Ursul 3 description from AD (URSUL3)
[] & ursuL2

[ & Demain Controllers

[* & Foreign5ecurityPrincipals

[ & Managed Service Accounts -

# | Selected items: 0

4. There will be created a summary page and a new installation policy, submitted immediately, which you can se
through a popup window.
5. To get detailed information on the operation progress, click on the linkérpppup window or seledkctivities
and Events > Activitiesor Activitiesand Events > Eventsvhere you can see all events of the infrastructure.
Just click on the interested one to see details. UseRbfreshicon to force update of the informatiofo know
more on the subject, please consult the corresponding chapMasiaging ActivitiedManaging Events

6. The required machine will be added to the list of computers jbet the infrastructure and eventually acquire
the roles ofAgent/BackupServer/ESX Storage pldg/Remote Storage pludn.

LT &82dzQR tA1S G2 Ayadltt .1 O1dzd { SNBSNJ
the Edit Roledialog. As a result of this operation the PPR service will be restarted.

LT & 2 dztaénchinfadhiBes dirgctly out of backup images in VMware ESX environm
o pleaseuse theEdit Roledialogto additionally install the Backup Virtualizer pludn.

To allow Backup Server to store backups of physical and virtual machines or VM replica
you should configure correspondingrimary storages, a locabr network one for backups,
and an ESX one for replicaBlease consult th€onfiguring Backup and Replica Storages
chapterfor more information.
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Backup Server can also be deployed through theéd Machines Wizard

Manually

The procedure is similar the manual installation oESX Agenso please consult theorresponding scenarifor more

information.

Installing Deduplication Server

You can instalDeduplicationServereither centrally throughProtect & Restore Console (recommended) or manually

by R

onsited h o PA2dzaf &

installation.

Through Console

1.
2.

Launch Protect & Resgte Console

If a connection with the server has been established, click omtimaeribbon (active by default), then select

GKS YI ydz ¢

2L A2Y A&

y20i RSTFIl dzZ (2

Add DeduplicationServers or go tolnfrastructure > Deduplicatiorservers then click orAdd Deduplication

Serves.

- Home Backup 8¢ Restore Search
.3 o r e w % | Change Passwords [ Create an Activity Notification fRemove ESX Bridge
. - e = rganize Machines Iif] Generate a report ackup Servers Lo
= « 0 Mach 6 [P Add Backup S v
Refresh Create Add Edt ~ N . . ) = — Undat
recovery Media Machines Roles f‘Conflgure Discovery Policy =% Add Deduplication Servers P .a 2
Machines Mame P Member of Qas Ro Add new Deduplication Servers
- T ARGUT 17510.10.3,172.30.... altay.dev Microsoft Window... Ad  Add Deduplication Servers.
4 ' Physical Machines W (URAGAN 1751005, 172.30....  altay.dev Microsoft Window... Ag Cc:.nfigul'e a cIlj:cIIupIicaticn SErver
= - - - to increase efficiency of your
2 By Active Direct|| T8 gpppa 17510.10.13,17230... altay.dev Microsoft Window... 'Ag  storages by eliminating data
b By Computer rc|| = URSUL3 17510.10.11 altay.dev Microsoft Window... Ag duplicates. Deduplication of
backup data also enables to
[ ﬂ By Computer st significantly cut on network traffic,
[ " By Domain
b g By OS version —
[ {} By Time zone . . o o - e
] K2248 | R2YFAY 2NJ I 62 NJ 3 NP DediplicaticiSenef Bie pra2 atieNsS

similar to theremote installation ofESX Agenso please consult theorresponding scenarifmr more

information.

o] L
rind macnines

Create new Deduplication Serv...

Hlw | i | ] altay.dev

4 Entire Directory
A altay.dev
475 Computers
[ ARGUT
O] ™ Brva
T8 CHUYA
[ "™ KURAGAN
O] " sema
] ™ sHavLa
] ™ ursuL
1 "™ Ursul 3 description from AD (URSUL3)
[C] 2 uRsuL2
[* & Domain Controllers

= ForeignSecurityPrincipals

I f@ Managed Service Accounts

# | Selected items: 0
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4. There will be created a summary page and a new installation policy, submitted immediately, which you can se
througha popup window.

5. To get detailed information on the operation progress, click on the link in the popup window or Aetedties
and Events > Activitiesor Activities and Events > Eventahere you can see all events of the infrastructure.
Just click orthe interested one to see details. Use tRefreshicon to force update of the information. To know
more on the subject, please consult the corresponding chapMasiaging ActivitiedManaging Events

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire
the roles ofAgent/Deduplication Server

LT @2dzQR tA1S G2 Ayadlfft 5SRdzdinkaBtudtiie y
please, please use thEdit Roledialog. As a result of this operation the PPR service will b

restarted.
o Tolet DeduplicationServerwork, you need toconfigure a deduplication storagand link
existing backup storages to the server

Deduplication Server can also be deployed through #héd Machines Wizard

Manually

The procedure is similar to the manual installatiorE®X Agenso please consult theorresponding scenarifor more
information.

Adding Target Machines

Todo agent basegrotection of Windowsmachines (physical ovirtual), you need to add them to the infrastructure. It

can be done either centrally through Protect & Restore Console (recommended) or manually by irBstalkng Agent

on all target computers. Obviously the manual option is not default, and shguid® 6 S dza SR A F G KSN
remote installation.

LT &82dzQR tA1S (2 R2 F+3Syd o6lFlaSR LINRBGSOI
Administration Server, Backup Server, or both, please theEdit Role dialog, as

o machines that already join the infrastructure with one of the mentioned above roles will
not be available in the Add Machines Wizar@ls anotheroption, you can always install
Backup Agenmanuallyon-site.

Through Console

1. Launch Protect & Restore Console

2. If a connection with the server has been established, click ofdthmaeribbon then selecAdd Machines
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ﬁ .. Home Backup & Restore Failover & Launch

-?:' o ' 9 i_@ | Change Passwords &
= 5 - '-'?'Organize Machines IiE =
Refresh Create Add Edit —
recovery Media Mach[':%es Roles S
Machines Add Physical Machines to the Member of
Infrastructure 730....  altay.dev

4 T Physical Machine
r _'—'\clu:ling ph';.-':ic_al mac_hines t_c the p3p. . altay.dev

| ﬂ By Computer | infrastructure is the first action you
should take before attempting to 72.30.. altay.dev

b o By Computer manage them remotely altay.dev
=] - I

b By Domain 7 KARAGEM 17510.10.10,172.30... altay.dev

[N T Y e

3. Choose domain awvorkgroup machingé 2 dzQ N3

Lafdd tg theAPPRIinfrasBructur&he procedure is

similar to theremote installation ofESX Agenso please consult theorresponding scenarifmr more

information.

What to include int... | Find machines - | in: | altay.dev

4 Entire Directory
A altay.dev
4 Computers
]2 Bva
T cHuva
] " sHavLA
" URsUL
" UrsuL2
I 7@ Domain Controllers
I* /& ForeignSecurityPrincipals
[ f@ Managed Service Accounts
I /@ Microsoft Exchange Security Groups
[ R TestOU

# | Selected items: 3

[ NEXE\\;J | cancel

The wizard lists both physical and virtual machings2 dz R2y Qi Yy SSR (2
VMware ESXo the PPR infrastructure to protect them, as this can be done agersigs
through ESX Agentmuch higher performance, complete data safety, minimal downtime,
[D etc | 26 SOSNE AT @& 2 dzQNE -tokefaht ystghdthavcanadkbel  +
protected agentlessly, you can add this machine to the infrastructure to prote¢hibugh

the on-site backup agent.

4. Specifyrolesto install.By default, the wizard will only add all selected machines to the infrastructure, assigning

them the general role of Agent. To allow their protection, you should extend functionality of &g by

selecting required pluin(s). The number of available piigy 8 RSLISY Ra 2y (G KS LJzNOKI

detailed look at all possible pltigs:
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Select roles you'd like to insta

Please select what roles to install. The operations you can carry out on the remote machine depend on
roles you choose here.
You can always add or remove roles later.

| ESX backup agent
4 [V] Volume Backup application plug-in (VIM engine)

pplication plug-in for backup and restore Microsoft Exchange Server 2007

["] Application plug-in for backup and restore Microsoft Exchange Server 2010/2013
|| HyperV Application
[] Wake on LAN assistant is used to wake up computers before submitting a policy task

4[] Backup Server

Backup virtualizer

1 ESX Backup Agenrt embedghe ESX agent role to all selected machines.

1 Volume backup application plugn. It extends functionality of the general agent allowing it to back up an
entire machine or separate volumes at sector level. It also enables to do remote restore of datas.olume

- Exchange Server 2007 application plug It extends functionality of the general agent allowing it to
back up and restore databases of MS Exchange Server 2007.

- Exchange Server 202D13 application plugin. It extends functionality of the general ageailowing it
to back up and restore databases of MS Exchange Servef22Q80

- HyperV Application It extends functionality of the general agent allowing it to back up and restore
guest machines hosted by Hypér

- Quick backupttay application It allowsthe userto create backup images dnis own to later refre
individual files or entirezolumes.Besides through this utility the user can monitor backup activities
initiated remotely on his computer by PPR Administrator

! Wakeon-LAN assistafit L U progide &any Baidkup functions. It only allows waking up remote target
YI OKAySa (2 R2 ol O dzLJ® ¢ 40 Sri\E fathings2hatyfedbr&walkigRon-MAX.A G |
Just select one that is always onliaed it will automatically wake up alllegérsthat share the same subnet
when needed.

1 Backup Serverlt embeds the backup server role to all selected machines.

- Backup virtualizerlt extends functionality of the backup server, allovgrit to launchmachinedirectly
out of backup imagem the VMware ESX¥nvironment through the NFS (Network File System) server
facilities.

1 Deduplication Serverit embeds the deduplication server role to all selected machines.

[D The number of available plughs depends on the purchased license.

5. Specifyhow and when the selectegpluginsd K2 dzf R 6S Ayaidltft SR | 2dzQ@S 3I2i
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When would you like to install the roles?

! Install now

35

Installs required plugins for the selected computers right after the wizard finish

| Deferred installation

The computers selected will be added to the infrastructure or their roles will be changed,

and later on you can update roles

@ Install on specified date and time

Installs required plugins for the selected computers by schedule

Start: 5/15/2013 ~  7:33:40 AM

[ Finish H Cancel |

1 Install now. Installation will start immediately after confirmation.

1 Deferred installation If you choose this option all target machines will become available in the

AY FNIF &id NHzO G dzNB

Mame P Member of
W | RsuL3

] ARGLJ}) 17510.10.3 altay.dev
T KURAGAN 175.10.10.5 altay.dev

gAlK

0s

Unknown

Microsoft Window...
Microsoft Window...

Roles
Agent
Administrat..,
Backup Serv..,

IKESYyBDI hdza §XK2WwWwdBE2WOY RAY IC

Status
Role pending, Off-line
On-line

On-line

That means no installatioprocedures will be initiated until you right click each machine and then select

Update roles

Mame P Member of
® URsUL3

T ARGUT 175.1010.3 altay.dev
T KURAGAN 1751010.5 altay.dev
T sEma 175101013 altay.dev
"® URsUL 175.1010.2 altay.dev
System

0s
Linknouan

Edit roles

Export logs

Roles
Acant
st

h S

Remove a machine

Update roles

1 Install on specified date and timeBy choosing this option you caohedule installation of roles on target

machines

6. To get detailed information on the operation progress, click on the link in the popup window or Aetedties
and Events > Activitiesor Activities and Events > Eventehere you can see all eventstbé infrastructure.
Just click on the interested one to see details. UseRb&eshicon to force update of the information. To know
more on the subject, please consult the corresponding chaplesiaging Activies Managing Events

7. The required machine(s) will be added to the list of computers that join the infrastru¢tatectMachines >
Physical Machineésand eventually acquire thepecifiedroles.

Mame P Member of
"® ARGUT 17510103 altay.dev
T KURAGAN 175.1010.5 altay.dev
T sEma 175.1010.13 altay.dev
" URsUL 175.10.10.2 altay.dev
"™ URsU 175.10.10.11 altay.dev

Automatically through policy

1. Launch Protect & Restore Console

05

Microsoft Window...
Microsoft Window..,
Microsoft Window..,
Microsoft Window...
Microsoft Window...
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Roles
Administration Ser...
Backup Server, ESX..,
Agent
Agent
Agent

Status

On-line
On-line
On-line
On-line

On-line
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2. If a connection with the server has been established, click omtiraeribbon then selecConfigureDiscovery

Policy.
ﬁ r Home Backup & Restore Search
-s_'.’: (a4 I 9 i‘%} | Change Passwords .Z_ACreate an Activity MNotification
= - '-i'Organize Machines 'C'Configure Discovery Policy fRemove
Refresh Create Add Edit -

Recovery Media Machines Roles % =-E’Aclcl Bat
Machines Name P Mer Configure Discovery Machines Roles
@ Physical Machines || & ARGUT 17510103 altay POl Adminis

e | Specify one or several
; L KURAGAN 17510105 Ita: 5 A E
-'.ﬂ By Active Directc — el Organizational Units (OUs) of your gsnt
| ﬂ By C " | = SEMA 175101013 altar  Active Directory domain. A special | Agent, \
: omputer rol|| S,

Y p B CARAGEM 175.10.10.10 altay ;1&|.,.|ce \-.-:I!fcheclr_themhgp E:l; | Agent, |

b By C ter st our, and if a new machine has
ﬂ ¥ -omputersia been found, it will be added to the
| @ By Domain infrastructure

[ Ts By O5 version

3. Either manually enter a name of the required organizational unit or AD contaiieKis W { S brNioko® ¥ .
the Browse Active Directorhyperlink tonavigate through &#lOUs of your Active Directory.

L¥ @& 2 dod @&y @dRuiizational units in ARheir browsing and listing mayake
@ isvie 27 iavseOora SHMSH RIS GeKaSdz W(ySE NI S B
& 2 dzQ Ro séaich f&.

4. Specify one oseveralunitsor containers® 2 dzQR f A1 S 2 dzNJ LINE I NI Warkthe OKS O
RecursivesearcB LJAA 2y AF &2dzQR f A1 S (0 é ButdiibLbBfAdeds ivsidé lectel? O S
objects.
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