G
)

Paragon System Recovery Sysprep-

Integrated Solution

Workshop

February 2006



S('

Table of Contents
Paragon System Recovery General SChEME ........cccvciiiiiiiiieece et 3
L1 g0 [0 o! o] o ISR PR 4
L@ 1T T PSSR 4
LI 1T TSP TP PR PP 5
PSR Sysprep-Integrated SOIULION ..........ccoviiiiiieicc et sre e sre e 6
PSR Sysprep-Integrated WOrkflow DIQram ..........ccooueiieiiiieiiisieie et 7
HOW T WOTKS ...ttt e st et se et e e s e bt e st e e s e nbeeneeeneenneeneenneenbeenee e 8
e =T o= LA o] o OSSR 8
ComMANd 1INE EXECULION.......viitiiiiitietieiieie ettt sttt bbb beereene e s e 12
PSRSysprep.msi command 1iNe @XECULION...........oieiiiiiriieie et e 12
Sysprep utility command [iNe EXECULION ..........ccviiiiiiiieer e 12
2T (U OO o 1=] 11 o] o PSS 14
Y (0] (I @] 0L - U1 o] o OSSPSR 17
HDD Cloning Issues for HDD-Based Solution with PSR-on-Board...........cccocovviiiiniinnniecce, 19
SYSTEM REGUITEIMENTS ...ttt b bbbttt et ettt b bbbt enes 21
HDD-BaSEA SOIULIONS .....cuviuiiiiitiiieite sttt bbbttt b bbb eneas 21
CD/DVD-Based SOIULIONS ........ccuiiiiiieieieiesie sttt ettt bbb enes 21

SUMMArY and CONCIUSION .......oiiiiiie ettt sbeebe e e 22



S(.

Paracon

|5 COFTWARE | GHOUP|

Paragon System Recovery General Scheme

PSR 7.1

Backup the system
partition or entire HDD

HDD-Based Solution (the
image is located in Backup
Capsule on the HDD)

HDD-Based Solution without
PSR-on-Board (possibility to
restore the system from
bootable Recovery CD only)

HDD-Based Solution with
PSR-on-Board (possibility to
restore the system without
Recovery CD/DVD)

CD-Based Solution (the image
is located on the CD/DVD disk
and restoration is possible from
this bootable CD/DVD disk)

Select Backup Mode

Integration by manual pressing
of the “Reseal” button.

Batch mode for integration with
automated process.

Sysprep-Integration (sysprep
utility is started under Windows
to reseal)

Backup from WinPE PSR CD Manual * or Batch mode

Windows, WInPE support;
Manual Mode;
Batch Mode.

Customizable Mode

* At the present time, the PSR-on-Board feature is disabled in the manual HDD-Based Solution for WinPE PSR.
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Paragon System Recovery (PSR) includes the following components:

e PSRSysprep.MSI file (Sysprep-Integration Mode);

e WInPEPSRCD;

e Recovery CD for HDD-Based Solution without PSR-on-Board;

e Supplementary Package for integration into the custom technology process that includes:
- Post-cloning patcher for PSR-on-Board solution (see for more info);

- Backup package that may simplify integration in the custom technology process.

Introduction

This workshop describes the step-by-step instruction on how to use PSR Sysprep-Integrated
solution (for other Backup Mode, see corresponding workshops) to prepare computers with the
possibility to restore Windows operating system and the entire hard disk to the initial state,
including all the customizations, at any time without or with complementary tools.

This solution is fully automated and specifically intended for OEMs (original equipment
manufactures) who produce computers and preinstall operating systems, and who need to supply
recovery tools to end-users with the possibility to recovery Windows operating system or entire hard
disks.

This solution can be widely used not only by OEMSs but also by system integrators and
VARs (value added resellers) who customize computer systems for their clients. All these system
builders can get the obvious benefits of using the solution since it allows them to increase efficiency
of their customer relationship process by providing their customers with a convenient and reliable

tools for automatic system restoration.

Overview

Computers with PSR Sysprep-Integrated Solution are supplied to end-users and allow them
to restore the system to the initial state without or with additional tools (CD/DVD) in case of severe
system damage. PSR Sysprep-Integrated solution provides with a technology to create a system
backup (disk or partition), secure zone on a local disk (Backup Capsule) at the end of the hard disk
to store the backup archive and the program loader to restore this backup archive at PC boot in a fast
and easy way. The technology also provides the possibility to burn system backups to bootable
CD/DVD medias and restore them by booting from these CD/DVD.
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End-users can fully automatically restore the system to the initial state by pressing the Alt
button at PC boot or by booting from the CD/DVD.

Terms

Recovery CD/DVD is supplied with a new computer and allows the end user to restore the
system to the initial state in case of severe system damage. There are two types of Recover
CD/DVD: with a backup image and without it. The PSR provides the OEM with a technology to
create the Recovery CD/DVD with a backup image in a fast and easy way (Recover CD/DVD
without a backup image is already supplied with PSR). On the end-user side, usage of these
Recovery Discs is also as fast and easy as possible. The Recovery Discs are bootable and in case of
containing backup images (partition or entire HDD) are very useful if it is not necessary to store
backup images on local Hard Disks. The process of restoration can be totally automated without the
necessity for the end user to be involved.

Backup Capsule is a secure zone on the hard disk (usually a separate hidden partition)
where PSR Sysprep-Integrated solution can save its backup archives and restore module (program
loader: PSR-on-Board).

It is assumed that PSR Sysprep-Integrated solution will be used with the System
Preparation Tool (sysprep utility). The sysprep utility is designed for system administrators,
Original Equipment Manufacturers (OEMSs), and others who must automatically deploy Windows
OS on multiple computers. The utility is used to remove all user-specific information from a source
computer and prepare its hard disk for duplication to target computers. It configures the operating
system to run Mini-Setup when the end user starts the computer for the first time since purchasing.

Mini-Setup is a wizard that runs when a computer boots for the first time since purchasing
or, in other words, since the hard disk was duplicated. By asking the end user or taking answers
from configuration files, this wizard gathers the information that is needed for the operating system
to be activated and to adjust itself to the end user.
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PSR Sysprep-Integrated solution

PSR Sysprep-Integrated solution offers different scenarios for backup/restoring the system
partition or entire disk. These solutions differ form each other in methods of storing backup archives
(on CD/DVD or local HDD) and in methods of restoring them (from HDD or CD/DVD):

e HDD-Based Solution with PSR-on-Board — The backup image (partition or disk) is located
in Backup Capsule on the local hard disk. It is possible to restore the system without
Recovery CD/DVD by pressing Alt button at PC boot;

Note: This solution imposes a limitation on disk cloning after the backup is finished. Please

see the HDD Cloning Issues for HDD-Based Solution with PSR-on-Board chapter for more

information.

e HDD-Based Solution without PSR-on-Board - The backup image (partition or disk) is
located in Backup Capsule on the local hard disk. It is necessary to have Recovery CD/DVD
(which is supplied with PSR) to restore the image;

e CD-Based Solution — The image (partition or disk) is located on the CD/DVD and restore is
possible by booting from this CD/DVD.

Note: All these solutions should meet reasonable system requirements that are described below.
If it is difficult to meet these requirements, use WIinPE PSR Solution that removes all these

restrictions.



|5 COFTWARE | GHOUP|

S(IParaGtJn
PSR Sysprep-Integrated Workflow Diagram

Starting PSRSysprep.MSI

Backup the system partition only
(other partitions will not be
changed after restoring)

Backup the entire Hard Disk (all
partitions will be restored to the
initial state)

Step 1: d

Source Selecting ‘

d i

1

Backup to Backup Backup to Backup
Capsule on the local Capsule on the
Hard Disk. Possibility to local Hard Disk. Burn the
restore by pressing <Alt> Possibility to bootable
during booting the restore from Recovery CD/
computer or from Recovery CD (the DVD with the
Recovery CD (the Recovery CD archive
Recovery CD doesn’t doesn’t contain the
contain the archive) archive)
Step 2: “ 7 Q7

Destination Selecting \

Il

Step 3:
PSRSysprep Finishing

Step 4:
Sysprep Utility Executing

Step 5:
Backup

Step 6:
Restore

Finishing PSRSysprep.msi
installation

I

Executing sysprep.exe
utility

Backup operation (on HDD
or CD/DVD)

Restore operation

Usencan restore the system

S as it is needed

After executing the utility,
PC will be rebooted

In case of severe system
damage, a user can always
restore the system
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How it works

Preparation

1. Assemble a computer, install an operating system on the hard disk and all necessary drivers
and additional applications.

2. Make ready the PSRSysprep.msi file by copying it to any place in your network or your
local disk, for example to the C:/PSR folder.

(=13
File Edit Miew Favorites Tools  Help -‘?f
@Back - \._.J I‘E () search ll Faolders v

address |[C3) CHPSR

i - : I PSRSysprep
File and Folder Tasks & =1 ‘Windows Installer Package
1%

23060 KB
j Make a new Folder

Publish this Folder ko
khe \Web

Note: The supplied MSI file is to be installed under Windows and no product traces remain
after installation is completed.
3. Double click on the PSRSysprep.msi file to launch the installation wizard.
i® PSRSysprep - InstallShield Wizard %]
Welcome to the InstallShield Wizard for

PSRSysprep

The InstallShieldiR) wWizard will install PSRSysprep on your
computer, To continue, click Mext.

WARMING: This program is protected by copwright law and
international treaties,

Mexk = ] [ Cancel
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4. Press Next to proceed.
5. In the appeared dialog, it is necessary to select the backup source either the system partition

or the entire Hard Disk.

i PSRSysprep - InstallShield Wizard

Source Dptions ! ] I

Please select the source for the archive

(%) Backup svstem partition only {other partitions are not changed after restore)

() Backup entire HOD (all partitions are restared in the initial state)

[ < Back. ” Mext = ] [ Cancel ]

6. After selecting either of the sources and pressing the Next button you will see the following

dialog:

i PSRSysprep - InstallShield Wizard

Destination Options ", 'J

Please select the destination for the archive

Backup into the Backup Capsule on the HOD, Possibility to restore by pressing
(%) alt= during computer booking or from Recovery CD (the Recovery CD doesn't
conkain the archive)

O Backup into the Backup Capsule on the HOD, Possibility to restore from Recovery
0 only {the Recovery CD doesn't contain the archive)

) Burn the bootable Recovery COJDYD with the archive

< Back H Mext = ] [ Cancel
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As shown in the picture above, there are three different destinations for the archive to select:

Backup into the Backup Capsule on the HDD. Possibility to restore by pressing
<Alt> during computer booting or from Recovery CD (the Recovery CD doesn’t
contain the archive);

Backup into the Backup Capsule on the HDD. Possibility to restore from Recovery
CD (the Recovery CD doesn’t contain the archive);

Burn the bootable Recovery CD/DVD with the archive.

By selecting one of the offered options, you define the backup operation that will be

executed at PC reboot. See Backup Operation in the next chapter.

7. Select the destination and press Next and then Install.

8. Press the Finish button to finish the installation.

i PSRSysprep - InstallShield Wizard %]

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed PSRSysprep,
Click. Finish ko exit the wizard,

After installing the PSRSysprep.msi file, a special process will be started to intercept

the next rebooting for starting our special backup script. Moreover, the Sysprep folder in the

root of the system partition will be created.

9. Make ready the System Preparation Tool (sysprep) to automate the successful deployment of

Microsoft OS on an end-user side.

10. Double-click on the sysprep.exe file to run it.
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¥ -0

QBack - &) T O search Folders & (& :

System Preparation, Tool
Address |25 C\MySysprep
When yau have finished testing, ar installing

Marme Size | Type applications on the computer, click the Reseal
[Faformat. com 49KE MS-DOF  button below.
E] readme.txt I3KE TextDol  This will clean up the auditing session and reseal
EQ ref.chm 7oz KB Caonpile the camplter
[Fsetupcl.exe 22KB  Applicat
E‘é] setupmgr.chm 126 KB Compile h
L}setupmgr.exe 497 KB Applicat
@sysprep.exe 96 KB Applicat]  Audit boat iz only available in factam mode.
Ecvtarea.exe Z7 KB Applicat
|'_5@ deploy. chm 405 KB Compile
%Factnry.exe 114 KE Applicat
Start factory seszion after reboot,
Description: svsprep ukility Company: Microsoft Corporation File e
Flags
I [ MiniSetup

[~ MaSIDGen
Shutdowar:

[ Pre-activated

11. For the Reseal operation set the Reboot option in the Shutdown pop up menu and press the

Reseal button.

Note: After pressing the Reseal button, you should see Windows Console (CMD.exe) dialog
(for 1 or 2 sec.) confirming that you have successfully integrated the PSR solution with the System

Preparation Tool (Sysprep).

AWINDOWS\System32\cmd. exe

C:sMySyspreprcd c:sSysprepsBackup

C:sSysprep BackupXpsi_win.exe scriptssrunhs.pzl
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Command line execution
You can also execute the PSRSysprep.msi file and Sysprep.exe utility via the command

line.

PSRSysprep.msi command line execution
To execute the PSRSysprep.msi file in the command line or command prompt, use the
following pattern and options:
msiexec /i "'<PathToMSI>" /g SOURCE=""<SrcPar>" DESTINATION="<DestPar>""
where:
<PathToMSI> - path to the PSRSysprep.msi file;
<SrcPar> takes on the following values:
e Partition — to backup the system partition;
e HDD - to backup the first hard disk.
<DestPar> takes on the following values:
e BCwithPSRonBoard — to backup the specified source to Backup Capsule together
with PSR-on-Board installation;
e BCwithoutPSRonBoard - to backup the specified source to Backup Capsule without
installing PSR-on-Board,
e CD/DVD - to burn the specified source to the bootable Recovery CD/DVD disk;

For example:

msiexec /i "C:\PSR\PSRSysprep.msi* /q SOURCE=""Partition"
DESTINATION="BCwithPSRonBoard"™ - Backup the system partition to Backup
Capsule on the first hard disk with possibility to restore by pressing <Alt> during computer
booting (PSR-on-Board installed) or from Recovery CD (the Recovery CD doesn’t contain

the archive).
Note: The SOURCE and DESTINATION parameters must be in uppercase characters.

Sysprep utility command line execution
If you are going to run the sysprep.exe utility via the command line or command prompt, you

should start the C:\Sysprep\Backup\do_runbs.bat file before executing the sysprep.exe one.
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File Edit ‘iew Favorites Tools  Help i
() Back - T 2 search Folders | [& @ X €) [E-

fddress |3 Ci\SwsprepiBackup b a o

Mame Size  Type Date Modified

|Zibluescrn File Folder 02.02,2006 4:35

| Z)boakcd File Folder 0z.02,2006 4,35

| hscripks File Folder 0z.02.2006 435

E] BioMT . dll 116 KE Application Extension  18.01,2006 1548

i do_runbs. bat 1KE M3S-DO3 Bakch File 20.01.2006 16:05

lpsi_win.exe 1 700KE  Application 18.01.2006 18:31
Type: M5-Di05 Bakch File Date Modified: 20.01.2006 16:08 Size: 51 bytes 51 bytes _é Iy Computer

CAWINDOWS\System32\cmd.exe

Installing Bluescreen...

After executing the do_runbs.bat file, which initiates Bluescreen at the next reboot, you can run
the sysprep.exe utility via the command line or command prompt. For example, if you want to
perform the Reseal operation via the command line you should click Start, then click Run and type
the following in the Open box:

C:/Sysprepl/sysprep.exe —reseal -quite —reboot
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Backup Operation
After the sysprep.exe utility is completed, the PC will be rebooted in the BlueScreen mode
(you can usually see BlueScreen mode at PC boot if it is necessary to check files systems on the
local disks) to perform operations depending on the following:
e If you have selected the HDD destination with the possibility to restore by pressing Alt
button or Recovery CD/DVD the following operations will be performed:
- Backup Capsule creation;
- Creation of backup archive (system partition or the entire hard disk) in Backup
Capsule;
- Creation of the special restore module in Backup Capsule. The restore module is
used to launch PSR-on-Board engine for restoring the backup archive;
- Set the special boot manager (PSR-on-Board loader) to the first track to be able to
pass the control to the restore module without any additional tools in case of severe

system damage.

Suboperation progress

Get slave configuration

Work time 00:01:23 Time to finish Q0:00:01

Done: 756 Mbiab Read: 756 Mb (27.7 Mb/s)
A1l: 796 Mb Write: 736 Mb (18.7 Mb/s)

Overall progress

Rebuilding partitions info...

Getting partitions info...

Approximate archive size will ke BO7 Mo

Backup Primary partition O (disk O) to file: ASsystemdsuystem.phbf
Getting clusters bitmap...

Data writing...

Rebuilding partitions info...

Getting partitions info...

Installing PSR...

Operation in progress... press ESC' or 'Ctrl-C' to interrupt operation
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e If you have selected the HDD destination with the possibility to restore from Recovery
CD/DVD only, the following operations will be performed:
- Creation of Backup Capsule;
- Creation of backup archive (system partition or the entire hard disk) in Backup
Capsule.
e If you have selected burning the bootable Recovery CD/DVD with the archive, the
following operations will be performed:
- Creation of Recovery CD/DVD with PSR loader;
- Burning of backup archive (system partition or the entire hard disk) to Recovery
CD/DVD.

Suboperation progress

Fun script

Ingert new empty disk to burn 1
A mage to.
Mark this disk as Backup_CDl af

ter burning

Loading Paragon
Copyright (C) Ps 0K Cancel
Flease wait ...
Universal File SUSTEm LR1Wer LMLTISLLzatiof. ..
Getting partitions info...

Getting partitions info...

Approxinate archive size will be 503 Mb

Up to 1(700Mb CI) or 10(4,7Gb DNVD) disks are nesded
session opening.

U=ed burner: DIVD RH DW-T022A Yendor: SONY

Operation in progress... press ESC' or 'Ctrl-C' to interrupt operation

After any of the operation is completed, the PC will be automatically switched off and ready
for supplying to end-users.
Note: If the PC is not switched off after the operations are completed, it follows that some

errors occurred while processing the operations.
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Note: After booting the PC, you will see the following Mini-setup wizard:

} : M .;ms.;:ufr.' K
*w Windows

Welcome to Microsoft Windows

Thank you for purchasing this computer featuring Microsoft Windows XP.

Let's spend a few minutes setting up your computer.

To continue, click Mext. ®

For help,
click here or press F1.

Mext ;
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Restore Operation

In case of system crash or any severe damage, a user can always restore the system by
restoring the system backup (partition or disk) from Backup Capsule or Recovery CD/DVD.

After using PSR Sysprep-Integrated solution to create the backup archive, there are several
ways to restore the system, which are depended on the destination chosen during the backup
operation:

e Restoration by pressing the Alt button at PC boot (backup image and PSR-on-Board

engine are on Backup Capsule);

ress ALT to run Paragon engine...

e Restoration by booting from Recovery CD/DVD (backup image is on Backup
Capsule or Recovery CD/DVD).

After pressing the Alt button at PC boot or booting from Recovery CD/DVD, you will see

the first Paragon System Recovery dialog with the following attention massage:

X

Paragon System Recovery
.

. g
Attention!

After restoring the initial state of the system all the data you have saved
on drive C: will be deleted!

Press '0OK' for restoring the initial state.

Press OK to proceed.

After pressing OK, you will see the next dialog that will show the progress bar of the restore

operation from Backup Capsule.
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Paragon System Recovery

After several minutes your system will be restored in the
initial state.

Please wait for the operation to be completed.

h 5%

Paragon System Recovery

The recovery process has been finished successfully.

Press ‘0K to reboot!

Press OK to reboot and finish the restore operation.
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HDD Cloning Issues for HDD-Based Solution with PSR-on-Board

After preparing a computer and backing up the system partition or entire disk to Backup
Capsule, you can easily clone the computer’s disk for other target computers.

However please note that there is the only one condition - the first track must be copied too
because it contains PSR-on-Board loader. In case, the software, that is used to clone the disk, does
not copy the first track you should patch the disk, which was cloned, by the appropriate utility from
the UpdatePSRLoader package (it depends on operating system you are running). The
UpdatePSRLoader package contains three folders for different operating systems: Windows, Linux
and DOS.

For example, you are running Windows OS and you have cloned a disk without the first
track. To update the first track you should start the do_setbm.bat file from the Windows folder in
the UpdatePSRLoader package.

& Windows - B)X]
File Edit “iew Favorites  Tools  Help .'f
QBack ~ ) - ¥ D search [T Folders [ @ X ) -

-

Address |@ :\UpdatePRSLoaderwindows b | a0

Mame Size  Type Date Modified

| scripks File Falder 27.01,2006 0:23
Ed do_setbm.bat 1KE M5-DiD5 Bakch File 19.01.2006 17:03
Flpsi_win.exe 1704 KE  Application 26.01,2006 13:03
.j] Bior T, dll 116 KB application Extension  27.01,2006 0:52

Type: M3-D03 Batch File Date Modified; 19.01,2006 17:03 Size: 29 bytes 29 bytes j My Compuker
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After running the do_setbm.bat file you should see the following confirmation message:

e C:AWINDOWS\System32\cmd.exe

C:xUpdatePRELoader~Windows >psi_win.exe scriptsssethm.psl
Backup Capsule found (disk 0, partition 22

Inztalling Boot Manager...

Note: The do_setmb.bat batch file starts Paragon Script Interpreter (psi_win.exe) to execute
the setbm.psl script file in the scripts folder. The setbm.psl script file scans all local disks and all
their partitions for Backup Capsule. Only the first disk with Backup Capsule will be patched to
recover PSR-on-Board loader to the first track.
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System Requirements
HDD-Based Solutions

Let us consider different disk layouts.

1. The system partition is single or last on the hard disk.

- The system partition should be NTFS;

- At the end of the hard disk should be non-partitioned space to create Backup Capsule
with the image. After the backup operation is completed, the system partition will be
enlarged up to the end of the hard disk.

Example: Hard disk size is 100GB. There is a single NTFS system partition of 30GB on this

hard disk. Used space of this system partition is 5GB. This configuration is acceptable and

after image creating, the system partition will be enlarged up to approximately 95GB. The
last 5GB will be allocated for Backup Capsule with the backup archive.

2. There are several partitions on the hard disk and the system partition is not last.

- (Free space on of the last partition) + (non-partitioned space at the end of the hard disk)
must be larger than the used space of the system partition. After the backup operation is
completed, the last partition will be enlarged up to the end of the hard disk. If there is no
non-partitioned space at the end of the hard disk then the last partition will be shrunk.

Example: Hard disk size is 100GB. There are two partitions on the hard disk: the first

partition (system) has 30GB size, the second (non-system) one has 70GB. The used space of

the first partition is 15GB. Free space of the second partition is 60GB. This configuration is
acceptable and after image creating, the second partition will be shrunk up to approximately
55GB. The last 15GB will be allocated for Backup Capsule with the backup archive.

CD/DVD-Based Solutions
Unfortunately, the BlueScreen mode does not support USB CD/DVD drives. It
follows that you cannot burn Recovery CD/DVD in the BlueScreen mode using USB
CD/DVD drives.
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Summary and Conclusion

Since the process of system recovery takes place on the end user side, it should be as simple as
possible. The end user prefers to understand what is going on with the system. If the system needs
to be restored, the end user wants to know a direct way of actions. The PSR solution provides such
directness.

In case of using Recovery Discs, the end user should just insert the disc into the bootable
drive, boot from it and press the "Restore™ button when asked. The system will be restored to the
state when the Recovery Disk was created.

As to Backup Capsule, when the computer is booting, it is necessary to click on the Alt button
and confirm the restore operation when asked. It follows that there is no need to store and look
after Recovery Discs. They may be lost when the end user needs them desperately, whereas a hard-
disk-based recovery solution is always on hand to run. The system will be restored to the state
when the backup archive on Backup Capsule was created.

This solution allows OEMs to cut a time of their manufacturing process. The system can be
backed up on the end user side when a computer is unpacked and switched on the first time. Some
minutes of additional work during the first start are not critical for the overwhelming majority of end
users while this can save tens of thousands dollars for big computer manufactures. Moreover, OEMs
can add their own pictures and logotypes to change the product according to their standards and

wishes.
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