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Introduction

ParagorHard Disk Manager 15 Professionals an integrated set of powerful tools that is specially designed to tackle
most of the problems you might face while using PC. Its functionality covers all aspects of a compuytelelife

beginning from carrying out all the necessary partitioning operations to install the system from scratch and providing |
data reliable protection to secure utilization of an outdated hard disk.

In this manual you will find the answers to many o technical questions, which might arise while using the program.

o Our company is constantly releasing new versions and updates to its software, that's wt
images shown in this manual may be different from what you see on your screen.

7EAO0B8 O HalAdDiskManager 15
1 Windows 10 support.Our produt¢ supports Microsoft Windows 10

Product Components
In order to cope with different tasks, the product contains several components:

1 Windows based sebf utilities is the crucial part of the product. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

1 Linux/DOS basedecovery environmenis a multiplatform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides,rfmstance Linux can boast support of FireWire (i.e. IEEE1394) or USB
devices It enables to burn CD/DVD dis¢iowever there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but istéichin features. Th&inux/DOS recovery environment
requires no installation and can be of great help when the system fails to boot. Besides it offers a Windows XI
like environment.

1 WinPE basedecovery environment Especially for keefollowers of Windows, our produgiffersthe option to
preparea WinPBbased botable media. Unlikéhe Linux/DOS recovery environmeihtan boast an excellent
hardware support andite same interfacasthe Windows versiogan However its system requineents are
much tougher.

Features Overview
This chapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of thfsatures:

User Friendly Fault Minimizing Interface
1 Graphical representation of the datéo gain a beter understanding.

1 A handylLauncherto easily find and run the required tasks.

Copyright© 19942015 Paragon Software GmbH. All rights reserved.



8
1 Comprehensive wizard® simplify even the most complex operations.
9 A context sensitive hint systerfor all functions of the program.

1 Previewing the resulting layout of hard disks before actually executing operati(stscalled virtual
operations).

Backup Facilities

1 Archive Databaséo help the user easily nmage backup images (get properties, add, delete, mount, etc.).

o This feature is only available for the Windows installation of the program.

1 Available location forbackup images

- Backup to local mountegiartitions.
- Backup to local unmounted (without drive letter assigned) partitions

- Backup to an external mounted storatgeprovide for a higher level of data protectiamd system
independence

- Backup to a special secured place on the hard disk called theB@eaksul¢hat has an independent system
layout (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thushzannot
mounted in the operating system.

- Backup to external media (CD/DMByuarantee a high level of data protection as longhesbackup media is
kept secure.

- Backup to a network drivte stand a better chance of successase of a hard disk failure
- Backup taan FTPSFTPserverto provide a new levieof system and data protection.

1 Bootable Backup Capsute get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the compier. With its help you will be able to run utilities under Linux or PTS DOS, and that way t
get access to your hard disk for maintenance or recovery purposes.

For PBF images:

1 Smart Backup Wizartb secure syste and data with the minimal efforts possible. With a unique intelligent
work algorithm and a highly intuitive user interface, you can easily back up exactly what youtheedhole
system, email databases (MS Outlook, Express, Windows Mail) mediafitgfice documents of the My
Documents folder, or any other files and folders.

9 Differential backupto a sector image to only archive changes since the last full sbas®d image, thus
considerably saving thealokup storage space. To restore this kind of backup you will require a full image and
one of its differentials.

1 Incremental backup to a sector image a further way of optimizing the process of disk imaging. Unlike
differentials, it may not only contain data changed since the time of creating a full desded archive, but one
of its increments as well, thus allowing to save more time and the backup storaigeeluction of a special
index file that stores backup eta-information minimizes time and resources to create this type of archives.
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Incremental backup to a file imag® only archive changes since the last full or incrementabfilsed image.
An incremental images smaller and takes less time to create, but you will require the initiahfialye and all of
its incremens to restore the latest point of this kind of backup.

File backup to a sector imagdt is a unique techwlogy on the market so far that bridges two principally
different approaches of the data backup: the filased backup and the disk imaging backup. With its help you
can now create a sectdrased backup of your system to get it back on track in minutease of a virus attack

or a hardware malfunction and then just make {ilased incremental images to the previously created sector
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources

Cyclic Backup Wizard automate the backup of separate partitions. It is an ideal option if you want to establish
a selfacting data protection system.

This feature is only available for the Windows installatioffi the program.

1

Synthetic backugo change any property (merge a given differential image with its full image, spslit)
compress/decompress, etc.) of an existing backup image without carrying out a physi¢aifbaperation.

For HypefV guest machines

1

HyperV Backup Wizardb agentlessack up entire virtual machines (online/offline) hosted by HygeOur
product supports any guest machines supported by HxpéWindowsLinux, etc.).

HyperV Incremental Backup Wizard create incremental backup chains based on the base image.

HyperV Restore Wizardb restorea previously backed upirtual machine taa new locatioraccording to a
certain time stamp.

For virtual containers

1

Backup to VD Wizartb back up exactly what you ne€®S, individual volumes, email databases, media files,
documents, etc.)

Incremental Backup to VD Wizatd create incremental backp chains based on the futhage

File Complement to VD Wizard create a filelevel incremental update ta sectorlevel virtual container

Retention Wizard for V2o automate the backup of separate partitions or entire hard diikis.an ideal option
if you want to establish a sedicting data protection systm.

Export VD Wizardo convert an existing VD container to some other forpnmatmake a full independent
container out of an incremental imagend to burna selected VD container to a removable media (CD, DVD or
Bluray disk)

Restore Facilities

1

Restore an entire diskseparate partitionsor only files you needrom the previously created backup imager
PBF and virtual containgrs

Restore with Shrinko restore a backup image to a free block of smaller size takingaccount only the
amount of actual data of the image.

Adaptive Restordo successfully migrate a Windoyhysical system to a different hardware platform (P2P) by
allowing automatic injection of all reqid drivers and the other actions crucial for a migration of this kind.
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o This featureis only available for the bootable recovery environment.

Copy Facilities

T

Migrate OS to SSfd move any Windows OS since Xéhf aregularhard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to advanced data exclusion capabilities.

Partition/ hard disk copyto successfully tnasfer all ondisk information including standard bootstrap code and
20KSNJ aeaidSYy aSNBAOS A0NHZOGdINBAYX (KdzA YFAYOGlF AyAy:

o Copy functionality can also be used as an alternative way of data protection.

Virtualizati on Facilities

T

)l
)l

)l
)l

ConnectVOi2 O02yySOG | @GANIdzrt RA&]l Fta AF AdQa Iy 2NR.
for physical disks to virtual.

P2V Copyo migrate a Windowghysical system to a virtual environment in the online mode.

P2V Restordéo migrate a Windowghysical system backed up with a Paragon disaster recoverjotaotirtual
environment.

P2V Adjusto recover the startup ability after unsuccessful virtualization with a 3rd party tool.

Create VDo create an empty virtual disk evith specific data of one of the supported virtualization vendors.

o Virtualization is the latest trend in the system migration, protection, and evaluation.

Boot Management Facilities

T

Boot Manager Setup Wizarth easily manage several operating systems on one computer.

Partition/Hard Disk Management Facilities

T

Basic functions for initializing, partitioning and formatting hard disksreate, format, delete). Insteaaf the
standard Windows disk tools, the program supports all popular file systems.

Express Create Partition Wizatd create a new partition in the most appropriate place of a hard disk, format it
to NTFS anthen make it available in the system by assigning a drive letter.

Split Partition Wizarchelps you separate OS and data or different types of data by splitting one partition to two
different partitions of the sameyjpe and file system.

Merge Partitions Wizardo consolidate the disk space, which originally belongs to two adjacent partitions
(NTFS, FAT16/FAT32), into a single, larger partition.

Redistribute Free Space Wizatd increase free space on one partition by-iaking the ondisk unallocated
space and the unused space of other partitions.
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1 Express Resize Partitions Wizaaodinaease free space on one partition by-tgking the unused space of an
adjacent partition of a hard disk (including partitions of Apple Boot Camp).

1 NTFS hot resize upwatd enlarge an NTFS partition (system, locked) without rebooting Windows and
interrupting its work.

Convert a file systenfFAT16/32, NTF&nd AppleHF$ without reformatting.

Mount a partition (assign a drive letter) of any file system type to make it availablgdur operating system.

Maodify file system parametergmake active/inactive, hide/unhide, etc.).

)l
T
)l
T

Install New OS Wizarth make a system ready to install a new ogtimg system.

1 Undelete Partitions Wizardo recover an accidentally deleted partition.

File System Optimization Facilities

1 MFT defragmentation and shrinkingp improve performance of NTFS.

Wipe Facilities

91 Data wipingto successfully destroy all atisk information including the standard bootstrap code and other
system service structures.

9 Free space clearing destroy any remnants of deleted filesfdctories left on disk without affecting the used
data.

Automatization Facilities

I Task schedulingp automate routine operations. It can be particularly effective when you have to repeat a
sequence of actions on a nglgr basis.

o Scheduling is only available for the Windows installation of the program.

9 Scriptingto make the program create a script of any set of operations you need. Besides support of all
operations available in the feractive mode, the unattended mode provides some additional features, such as
conditional execution, subroutines, repeatable iterations, disk/partition properties analysis, errors
management, etc.

Auxiliary Facilities

1 GPT Loadeis a special system drivéo allow use of all space of modeuttra-high capacity drives (larger than
2.2TB) on systenthat don't support it

1 Conversion of basic MBR disks to basic @r&njoy all benefits of the newest partitioning scheme with
minimal effort.

9 File Transfer Wizartb make such operations as transferring of files/directories or burning of them to CD/DVD
as easy and conveniens possible. Providing accesdtaragorbackups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

1 Volume Exploreis a handy tool whe you have different file systems on the disk, whether they contain an
operating system or just data. Volume Explorer will let you explore a file system of any type and provide acce:
to the necessary files and directories regardless of their securitjpatés.
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1 CheckKntegrity Wizardsto check integrity of creategpbfimagesand virtual containersThefunction allows
distinguishing between valid and capted images before using them.

1 Network Configuration Wizardo establish a network connecticon a bootable recovery mediaither to save a
backup of a partition/hard disk or just several files on a network computer or retrieve a previously made backt
from a networkcomputer for recovery purposes.

1 Boot Correctorto fix most of the system boot problems that can be a result of a human factor, program error ol
a boot virus activity.

o Boot Corrector is only available fohte bootable recovery environment.

Supported Data Erasure Algorithms
1 US DoD 5220.2#1

US Navy standards NAVSOZ2R9-26

British HMG Infosec Standard No.5

German VSItR Standard

Australian ASCI 33

Russian GOST R 50789

Peter Gutmann's algorithm

Bruce Scheier's algorithm

Paragon's algorithm

=A =4 =4 =4 =4 -4 -4 -4 =4

Custom algorithm

o To know more on the subject, please consult tBata Security Standardsection.

Supported Technologies

Along with using innovative technologies fromtside, Paragorhas developed a number of its own original
technologies that make its products unique and attractive for customers:

§ Paragonl 2 (. I t€&hnditbgy to back up locked partitions and hard disks under Windows NT+ family
operating systems providg both high operating efficiency as well as low hardware requirements.

9 Paragon Hot Copy technology to copyocked partitions and hard disks under Windows NT+ family operating
systems providing both high operating efficiency as well as low hardwarereeugts.

§ Paragon R LJi A @S teehBolody2odiiBcassfully migrate a Windowhysical system to a different
hardware platform (P2P)

 Paragont 2 ¢ S NJ {tekhin@adgyRotprovide data consistency in case of a hardware malfunction, power
outages or an opating system failure.
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1 ParagonUFSDx technology to browse partitions of any file system including hidden and unmounted, modify
and copy files and folders, etc.

 Paragonl 2 (i w $e&hhdlo§yto enlarge NTFS partitions (system, locked) without rebootingdwmend
interrupting its work.

 Paragow S a (i 2 NB ¢ leéhRolodyKoNdstyré adoackup image to a free block of smaller size taking into
account only the amount of actual data of the image.

 Paragon{ YI NIi t ltendhdlogyiicdsgcurely perform hardsk partitioning operations of any complexity.

9 ParagonBTE«t technologyto settasks for execution during th&ystem restart, thus saving from the need to use
a bootable media Wwen modifying system partitions

9 Paragornt L a(Mirtual Image Management) techrogly that enable®aragomproducts work with virtual disks
as though they are physical hard disks.

1 Microsoft Volume Shadow Copy ServiféSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systeltnstfers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

1 Microsoft Dynamic Disksimple, spanned, striped, mirrored, RAPto offer more management flexibility
without the patrtition limitation of basic disks. Dynamic storage can be particularly beneficial forskzatge
businesses when dealing with many plegasihard disks involving complex setup.

1 GUID Partition Tabl¢GPT). It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and L

Supported Virtualization Software
For direct access to virtual hard drives
1 Microsoft Virtual PC 2007
Microsoft Windows Virtual PC
Microsoft HyperV R1/R2
Oracle Virtual Box 1-8.x

)l

)l

)l

1 VMware Player
1 VMware Workstation
)l

VMware Fusion

[D Snapshot diskef OracleVirtualBox are not supported.

Supported virtual hard drive types
1 VMware- Virtual Machine Disk Format (VMDK)
1 Microsoft- Virtual Hard Disk (VHIVHDX
9 Oracle- Virtual Desktop Image (VDI)
T t I NF3I2yQa /@VHD| dzLJa ot . C
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Supported virtual machines for P2V sce narios

1

T
)l
T
)l
)l
T

Microsoft Virtual PC

Microsoft HyperV 2008

Microsoft HypesV 2012 R1

MicrosoftHyperV 2012 R2 (Generation 1 and 2)
VMware Workstation

VMware Fusion

Oracle VirtualBox 4.0

Supported File Systems

T
)l

Full read/write access to FAT16/FAT32 partitions.

Fullread/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files a
supported.

Full read/write access to Ext2FS/ExtB@®&IF Jartitions.
Fullread/write access to reH&artitions.

Limited read/write access to Apple &F partitions.

Unfortunately, support of nonRRoman characters for the HFS+ file system is unavailable
the moment. The company is about to implement it in the nearest future.

Supported Media

1

=A =4 =4 =4 =4 -4 =4

Support of both MBR and GPT hard digk&TB+ disks inalied)

IDE, SCSI and SATA hard disks

SSDS%olid State Drive

AFD (Advanced Format Drive)

Non512B sector size drives

CDR, CERW, DVER, DVD+R, DMRW, DVD+RW, DVE) DVD+R double layer and alsoaludiscs
FireWire (i.e. IEEE1394JSB 1.0, USB 210SB ® hard disks

PC card storage devices (MBR and GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements

For the Windows installation package

|l
)l

Windows XP SP3
Windows Vista
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15
Windows 7
Windows 8
Windows 8.1
Windows 10

Additional requirements

T

To install and run the product the target OS shdudete Visual Studio C++ 2010 Runtime Library installed
(comes with the installation packageyou willbe promi SR (2 Ayadlttf AdGT AT AGQ

For the Linux bootable environment

T
)l
T
)l
)l

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
256 MB of RAM

SVGA video adapter and monitor

Keyboard

Mouse

For the WIinPE bootable environent

)l
)l
)l
)l
)l

Intel Pentium Il CPU or igjuivalent, with1000 MHz processor clock speed
At least 1 GBf RAM

SVGA video adapter and monitor

Keyboard

Mouse

Additional requirements

1 Network card to send/retrieve data to/from a network computer
1 Recordable CD/DVdrive to burn data to compact discs
i ExternalUSB hard drive to stomata.

Installation

Before the installation, please make sure #ystems requirementare met. If everything is OK, please do the following
to install the product:

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1.

Click on the supplied setup file to initiate the installati&irst your system will be checkéar the presence of
Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it (comes with the
installation package). Clitkstall to continue.
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Status  Requirement
Pending Vizual C++ 10.0 Runtime - <86 10.0.30315.1

2. The Welcome page will inform that the application is being installed. Kégkto continue.

3. Please Read Paragon License Agreement carefully and then select the appropriate option to accept. Otherwi:
@2dz 62y Qi 06S Fof S { »n BYNERKNG Bakint bultai, Khe lic&nSe agreement niay alsd A
be printed out.

4. Provide yourproduct key and serial number.

On the Customer Information page you are to provide the standard customer information, i.e. a user name an
an organization. Besideyou need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.

6. On the next page, clidRhangeo install the utility to a different location (by default\ Program FilesParagon
Software Paragon Hard Disk Managéb ProfessionaEdition\). Otherwise clichextto continue.

o Do not install the program on network drives. Do not use Terminal Server sessions to in
and run the program. In both cases, the program functionality will be ilieal.

7. On theReady to Install the Prograpage clicknstallto start the installation oBackto return to any of the
previous pages and modify the installation settings.

8. The Final page reports the end of the setup process. Biieghto complete thewizard.

First Start

To startParagorHard Disk Managelr5 under Windows, please click the Windows Start button and then select
Programs >ParagonHard Disk Managert 15> ParagonHard Disk Managet.

The program provides wide opportunities in the field dard disk structure modification, s
(D just to be on the safe side, please make a backup of your data before carrying out any
operation.

The first component that will be displayed is called the Express Launcher. Thanks to a well-tulwgiegorizatio
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular
oFaArad 2A0K Ada KStLI e2dz OFy Ftaz2 &adl NI dz2) G§KS (NI RA
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) Paragon Hard Disk Manager™ 15 Professional

Paragon Hard Disk Manager™ 15 Professional

D
Backup to Virtual Disk Restore from Virtual Disk Log Sawver User Manual

HARD DISK MANAGER 15 t‘t l

SWITCH TO FULL SCALE LAUNCHER
Copy Hard Disk Migrate 0% Create Partition Format Partition

VM

P2 Copy P2 Adjust Transfer Files Wipe Data

RECOVERY MEDIA BUILDER

BUILD RECOVERY ENVIRONMENT

o ¢2 1y26 Y2NB 2y K2g (2 KIFIYyRtfS GKS LINERM
please consult thaVindows Componentghapter.

Building Recovery Media

WinPE and Linuxbasedrecovery environmentshould be preparedoda A 1S A GK tF NF 32y Qa wS«
SelectParagon Recovery Media Build&om the Start Menu, Express Launcher or Program Home Memknow more
on the sulject, please consult daenentation that comes with this utility

Booting from the Linux/DOS Recovery Media

The Lmux/DOS recovery environmeoan be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recoyepurposesilt also haghe PTS DOS safe mode, which may help in a number ef non
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, onl
basic files and drivers (such as hard disk driverspritor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recoverywironment please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder to prepataragon's recovery environments flash or

o in an ISGmage.
To automatically boot from the recovery media please make sure thebmard BIOS is set
up to boot from CD/USB first.

Copyright© 19942015 Paragon Software GmbH. All rights reserved.



18

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Boatenu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints on the selected at the moment iterheydlyou make the right
choice.

4. Consult the help system by presgifiLT+F1o know more on the subject.
Boot menu

32-bit environment

v Mormal Mode Main recovery
& Safe Mode environment

& Low-Graphics Safe Mode

& Floppy disk

= Hard disk 8 MBR

& Find 0Ses on your hard disks

Normal Mode Boot into the Linux normal mode. This mode uses thiest of drivers (recommended);

Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux naten&itmo

fails to work properly;

1 Low-Graphics Safe Wlde. Boot into the PTS DOS safe mode. In this case, only the minimal set of drivers will be

included, like hard dis monitor, and keyboard drivers. This mode hasgpde graphics and a simple menu;
91 Floppy DiskReboot the comuter from a system floppy disk;
Hard Disk OBoot from the primary hard disk;

Find OS(s) on your hard diskBhe program will scan hard disksyolur computer to fid any bootable operating
system.

64-bit environment

BOOT MENU

Start Paragon-RCD in safe mode
Reboot

FPower off

1 Normal Mode Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);
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I Safe Male. Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode
fails to work properly;

1 Reboot Restart the computer.

1 Power off Shut down the computer.

While working with the recovery environment you might experniee some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no\
will affect the program functionality. If this is the case, please wait a bit and everything w
be OK.

Normal Mode

When the Normal modés selected, the Linux launch menu appears:

5 . “You can copy an entire hard disk or its
@ Paragon Hard Disk Manager™ partitions top!r';ew locations. You can also
save them as image files for later
% Restore from Virtual Disk Wizard restoration. Please select the drive, its
partition if necessary, and then activate
EI'~' Disk Copy Wizard the 'Hard Disk' or 'Partition’ pull-down

i menu and select the operation needed.

=, Undelete Partition
I—"j Wipe Wizard
% Express Resize Wizard
.‘#@> File Transfer Wizard

Boot Corrector

&

ﬁ Netwaork Configurator
®

A
)l

Log Saver

Eject CD/DVD

W

Hard Disk Managefenables to run wizards and dialogs, to specify program settings, to visualize the operating
environment and tle hard disk configuration

Restorefrom Virtual DiskWizard (allows restoring hard disks and partitions);
Disk Copy Wizar¢helps to clone a hard disk);
Undelete Partition(allows recovery of accidentally deleted partitions);

Wipe Wizard(enables to desty all ordisk information or only remnants of deleted files/directories);

=A =4 =4 =4 =4

Express Resize Wizagenables to increase free space on one partition bytaking the unused space of an
adjacent partition);

1 File Transfer Wizar@allows coping files/folders tanother disk or a partition as well as recording them to
CD/DVD);

1 Boot Corrector(helps to correct the Windows System Registry without Windows being loaded);

1 Network Configurator(enables to establish a network connection under Linux);
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If you are goingo use network resources, first launch the Network Configuration Wizard
establish a network connection.

Log Save(thelps to collect and send the necessary log files to the Technical Support)

The Linux/DOS recovery environment assigns drive letterpartitions the way it is done in
DOS, i.e. one after another, primary partitions at first. Thus mounted partitions may hawvi
different drive letters from Windows.

)l
)l
)l

1

Eject CD/DVD
Command Lingallows experienced users to execute any operation);
Reboot he computer,

Power off the computer

To move within the menu, please use the arrow keys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode excepor the Network ConfiguratorandLog Savecommands. Besides due to certain limitations of the

PTS DOS environment, there is no paksilio burn CD/DVD disc

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu adppearthe same functionality and looks

similar to the Safe mode but graphically simpler.

L RS tou can create, delete and
# Simple Restore Wizard format hard disk partitions
BE File Transfer Wizard using this program, which
B Boot Corrector will start now.

Upon the start, please
M Start the command line select the drive and one of
% Reboot the computer its partitions or its free

gpace. Then activate the
"Partition’ pull-down menu
and select one of the
partitioning operations.

Booting from the WinPE Recovery Media

The WInPE recovery environment canabeeal alternative to the Linux/DOS recovery environment. Providing nearly the
same level of functionality it offers an excellent hardware support and the same intex$dlce Windows version does.

Startup

To start working with the WIinPE recovery enviment, please take the following steps:

1.

Start up the computer fronthe WinPHEecovery media.
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Please use Recovery Media Builder to prepare Paragon's recovery environnoarflash or

o in an ISGmage.
To automatically boot from the recovery media please keasure the orboard BIOS is set
up to boot from CD/USB first.

2. Once it has been loadegou will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware or establish a netwariection.

Paragon Hard Disk Manager™ 15 Professional

o) B

~
Backup to Virtual Disk

HARD DISK MANAGER 15 @

SWITCH TO FULL SCALE LAUNCHER

~

Restart Shutdown

3. Click on the required operation to start. Hints on the selected at the moment iterheyilyou make the right
choice.

4. Consult the help system bygssingALT+F1o know more on the subject.

OFLasd AL R2SayQi KIGS I RNAOSNI F2NJ &2 dzNJ

o The WinPBbased recovery environment offers excellent hardware support. However in
Please consult thé\dding specific driverscenario to know how to tackle this issue.
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Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a gent
notion of the operatiorperformance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find
person who will be particularly happyhen all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

File Backup versus Sector Backup

Since the advent of the computer age people were in the search of ways to guaranig¢d a+ FSGe o ! a
now two principal approaches: the fileased backup and the sectbased backup. The main difference between the
two lies in the way data is treated.

A sectorbased backup operates with an image (or a snapshot) of theendisk system or its separate partitions. It not
only includes the contents of all userade files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thus it enablesibzessfully process system or encrypted
partitions of any file system type, no matter what kind of information they contain.

In contrast, a filedbased backup takes into account a file system structure and only functions on a file or folder level. St
it isvery efficient when archiving separate files or folders, but in no way will help you back up a system partition.

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table below you can sefen this or that approach will suit you at most.

SectorBased Backup FileBased Backup

Merits

It does not dependent on a particular file systen Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal for a  the future backup image by using an advanced
backup/restore of a system partition oa fast system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume witk
different backup policies.

It is eay and efficient when creating backup
chains.

Demerits

Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. 62yQl 0SS oftS G2 LINRO

It is ineffective when trying to maintain a bekup It cannot be used to back up a system partition.
chain, especially when little amount of data is
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being changed.

It is much slower when processing large amoun
of data.

Backup Types

At the present moment the market is offering various types of bpdkuaging to meet the needs of any user. Besides
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.

Full, Differential , and Incremental Sector Backups

A full sectorbased backup image includes all coriteaf a partition or a hard disk at the moment of its creation. If you
NEff oO0FO1 @2dz2NJ aeadasSy G2 GKS AyAdAFt &adFraGS 2y + NB3c
multiple backup archives of the same partition reflectoggtain time stamps, unchanged data will inevitable be
duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed
supplementary technique called Differential Sector Backup.

A differential archive only contains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by thewsbsact bit
comparison of the previous partition's data Y&l in the parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very
convenient.

Differential Base to a Sector Backup
Sunday Maonday Tuesday Saturday

Full Sector
Backup

l A J
——
e |

— Monday restore point -

Tuesday restore paint S

Saturday restore point

o This function is only available for single primary and logical partitions.

Incremental archive is a further way of optimizing the process of disk imaddinige differentials,timay not only
containdata changed since the time of creatiagull sectorbasedarchive but one of its incrementas well, thus
allowing to save more time arttie backup storageThe main principal here is the shorter the interval between
increments, the less data is backed upgeneral this type of backup is greaicept for one thing, when you restore an
incremental archive there will be processtn initial full image and all increments between, whadgpending on the
size of your backup chaimay take plenty of time. Ayway unlikebackupsthe restore operation is an emergency,
which might not happen at all.

t I NI 32y Qa A y-Odsdl drénhyantploysan Brdvadvélfechnologihat significantly improves the backup
performance. Its core is in introduction afspeial indeXile (.pfi) that keeps metanformation on the corresponding

Ay ONEB Y Sy (i $nfuchknvalieBtBagm the iia@e itself and is used to calculate the difference between the current
FYR LINB@A2dza adalrasS 2% | ol Ododmincemedt§oaifuibarahitGogduEsyste Sy @ 2

Copyright© 19942015 Paragon Software GmbH. All rights reserved.



24

partition stored on the network, only its index file is processe@r the net (a couple of megabytas most) not the
entire imagewhich minimizes both, the network traffic and backup time. Another nlewg is change of a backup
format ¢ all increments are saved in .viidirtual Hard Drivedontainers.

Incremental Chain to a Sector Backup

Sunday Monday Tuesday Saturday

Increment #1 Increment #2 ™ Increment #n

— Monday restore point -

Tuesday restore point S—

Basze Sector
B=ackup

Saturday restore point

Please note that the current version of the product hasumber of limitations regarding secttmased increments

1 Increments can only be created for full archives of the new type (with a .pfi index file). Any of our flagship
products since Hard Disk Manager 12 supports this functionality;

Increments can only bereated for full archives stored on a local mounted drive or a network share;
Increments cannot be created for archives of entire GPT disks;

Increments can only be restored under Windows (if no restart is needed) or WIinPE;

Increments cannot be processedtivthe Synthetic Backup Wizard;

Increments cannot be processed with the Check Archive Integrity Wizard;

Increments cannot be processed with the Create File Complement Wizard;

Increments cannot be browsed in Volume Explorer;

Increments can only be used Wwibur software;

Increments cannot be compressed;

Increments cannot be encrypted;

=A =4 =4 =4 =4 =4 =4 -4 -4 -4 =4

Increments cannot be split

Full and Incremental File Backups

A full filebased archive only contains files and folders. It is really efficient when backing umaihdgabase or
particular documents, as no redundant data is processed. But if you care about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only contains data changedsesihe time of creating a full or incremental fil@ased archive. It
is smaller and takes less time to create, but you will require the initial full image and all of its increments to restore th
latest point of this kind of backup.
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Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

— —— S —
Base Flig Increment £1 Increment #2 —® Increment #n
Backup

— Monday restore point -

Tuesday restore point -1

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the data backuphe file-based backup and the sectbased backup. With its help you can now create a
sectorbased backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunc
and then just make fikbased incremental images the previously created sectdrased backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.

Backup Storage
Ourprogram supports severdl SOK Y A lj dzZS& 2 F & 2 NR y Josér lodk htdzkin &l t6 brde3siadd [ S
what kind of storage is able to provide better security:

1

T

You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not t
use it. You can delete your backup just by agaidr lose it as a result of a hardware malfunction, or a virus
attack;

You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence

You can place a backup image to a special sequleea on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access of the backughidagiartition is hidden

YR (GKdza OFyy2id 0SS Y2dzyiSR Ay (KS egasddNihardwgrd ae a i
malfunction;

You can place a backup image to external media (CD/DVD) to guarantee a high level of data protection as lor
as the bakup media is kept secure;

You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a specjairpose server you may be pretty sure nothimdj happen to it;

Finally yowcanplace a backup image to an FEPvsr to provide a new level of system and data protection.

Known Issueson FTRSFTP

1.

You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21 by default).

You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.
You can browse an FTP server in the passive mode only.

Parallel access to several FTP/SFTP servers is limitgdone password for all servers is available.
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Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns t
replacement of such a crucial device as HDD controller or mothertpactiially Windows will most likely fad boot
as a result of this operation.

In 2008 our company came with an exclusive technology cBedgon R LJG A @S wSald2NBud LyA
Windows Vista or Server 2008 from a backup to a different hardware configuration, its curréraitieal available in

the P2P Adjust OS Wizard, enables to makgWindowsOS since XBootable on dissimilar hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept

LeQad G 1S I OtPa&agSAdhptive Restoré iorkK 2 &

Source environment

Maodifying OS5
intarnal settings Adjusting kemel

Crivers for PS/ Madifying additional asalting CP
Devices settings parameters

Fram the Windows ILI:JJEFEPEQIC‘:‘II;‘::\-'SI;g; From additional
Repository arlud NICs driver repositories

Destination
Environment

As you seesuccessful migration of a Windowgstem to a different hardware platform involves several actions:

1. Chang of the Windows kernel settings according to the new configuratidrhe program detects the given
hardware profile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devicesThe program detects tise without drivers and automatically
tries to install lacking drivers fromthe bulity 2 AYR2 634 NBLR AAG2NRB® LT G KSNE
prompts the user to set a path to an additional driver repository, strongly recommending not to prangedll
drivers for the found boot critical devices are installed. In case drivers for these devices are installed, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboaithis action will onlydaccomplished for Windes
XP/Server 2003.

4. Installation of drivers for network cardsThe program detects those without drivers and automatically tries to
install lacking drivers fromthe buiky 2 Ay R2 g4 NBLR aAAG2NE® LT GKSNBQA
user toset a path to an additional driver repository.
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These adbns guarantee a Windowsystem will start up on dissimilar hardware. After the startup, Windows will initiate
NBEO2YFAIdzNI GA2y 2F Fff tfdaAUyUtfl & RbS@dp@Gaiedne latéstiivers 2
at this step to get the most out of the system.

Though all Windowsystems have builn driver repositories, please be prepared to have
o additional driverswhen dealing with WindowsXP/Server 2003, because for thesestyms
they are very modest.

Technology Application

[ SG6Qa O2yaARSNI I ydzYoSNI 2F aAlddza G6Az2ya 6KSy GKS | RILIX
1 If you need to migrate to a different hardware platform with minimal effort
9 If you need to upgrade hardware \ld keeping all programs and settings intact

1 If you need to replace failed hardware and cannot find an exact match for original system specifications

Known Issues
1. After transferring Microsoft Vista and later versions to different hardware, you will neeetdotivate license of
GKS deaidSyod LIQa y2N¥If O0SKF@GA2N | & ( KastiabiondsdegalyS Y :
justified in this case, as you transfer your system to another PC.
2.LF &2dzQ@S Ayail tf SR a pattiSonlwe cal dnlg attl drivess B tha latesiivéraioa of 2 y
OS. Microsoft highly recommends that you install an operating system on a separate partition.
3.t fSIFHAS y23S RNAGSNE INB y20 O OKSR RdzNRA ysgsteinDatS O |
AGQa |t NBFRe dzyl @F At ofS RddINAYy3I (GKS 2LISNFGA2Yy T G
System Virtualization

2A0K yS¢6 LRSSNFdx Eyc O2YLMzi SNBZ &e8aiGSY GANIdzZ € AT+ GA
enablesto run several virtual machines on one physical machine, providing resources of that single computer are sha
across several environments. As a result one and the same physical computer can have multiple OSs and applicatiol
operating simultaneously, treuopening up enormous opportunities for both, business and home users, exactly:

9 Avoid underutilization of upo-date powerful computers;

1 Increase flexibility of a physical infrastructure;

9 Provide for increased availability of hardware and applications;

9 Cutexpenses on hardware and energy;

9 Guarantee smooth and cost saving system migration;

1 9y2a2eé 2Nl AYy3 6AGK 2tR LI AOLGARZYa &2dz OFyQid f I
9 Take advantage of having multiple operating systems on one Windows PC, including Linux, M&c.©OS X,

T C2NEBSG 062dzil KdzydAy3d F2NI NBLX I OSYSyid 2F GKS FIlAf:
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Known Issues
1. You should install integration services (e.g. VMware Tools) on the virtual system yourself. We only guarantee
smooth startup.

2. Atfter transferring Microsoft \éta and later versions to a virtual disk, you will need tacgvate license of the
aeaidsSyo LGQa y2NX¥If o0SKF@A2NI I & GKSa-&ctvatdraisiegaig 1 S
justified in this case, as you transfer your system to anoBe.

3. If your system hosts several Windows OSes, our program will find them all and automatically patch to run in a
virtual environment. However we cannot guarantee smooth startup of all found Windows systems, but the
guest OS, for its configuration paratees may be incompatible with the others.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

As the name infers, offline data processing can only be accomplished when the data is in consistent state (the opera
system and all the applicatis are completely shut down). Actually it is the most preferable way of image creation or
data cloning, since software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processinglisolutely out of question when dealing with 24/7 production
environments.

In contrast, online data processing enables to create a consistent snapshot even as the data is currently modified. It |
particularly useful for systems with high availabilitydey NS YSy G &> o6dzi AG 62y Qi oS | O
transactions are complete. The point is to provide a coherent state of all open files and databases involved in a proce
taking into account that applications may still keep writing to disks. ieswt an online data processing cannot boast
high operating speed.

Our program supports both offline and online methods of data processing. As far as online method is concerned it off
its own hot processing algorithm together with the possibility te saapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

ParagorHot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated withapy/backup solutions offered by the company.

ParagorHot Processing is not exactly a snapshot technology, though it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept andiskniritedactivity of
applications and the operating system. The hotcore driver as an integral part of the program is installed during the se
LINE OSRdAzZNE oG KI 1Qa ¢gKe& (KS agdadsSy NBo220G A& NIIjwerisNS R
the idle mode until it is activated with the program. While in this mode it bypasses any calls having no effect on the
overall system performance, but a few kilobytes of the system memaory.

ParagorHot Processing technology offers copy/backupocked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

o It is not recommended to us@®aragonHot Processing with active SQL Server, Exchange
Oracle datdgases since the backup image contents may be corrupted.
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Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsof
Windows XP/Vista/Server 2003/2008 operating systemsffdts a reliable mechanism to create consistent péimt

time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the leading
copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates shapshots for the selected volumes and represents them &
virtual readonly devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the datahile applications keep writing to original volumes.

UnlikeParagorHot Processing the VSS technology provides a unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up &Qiv&erver 2003, Exchange

2003 or Oracle databases located on multiple volumes the way it is recommended by Microsoft to improve the level
database performance and reliability, thus providing {f@@cent data consistency.

o To use VSS it is necessamyhave a mounted 300 MB+ NTFS partition.

pVHD Support

Paragon introduces a pVHD (Paragon Virtual Hard Drive) faymapecial VHD, optimized for storing backups of virtual
YR LIKeaAOlftf YIOKAySad LGQa @S NEdedfidationand syrchrdniyation. lpyHR 7
allows obtaining backups that are up to four times smaller than original backup objects.

In the current version of the product backup images can be made either in the old PBF or the new pVHD. Please not
that the pVHD support has a promotional goal. In future releases pVHD will gradually take the primary role.

Below is the list of wizards that allow working with pVHD:
9 Backup to VD Wizardinux, Windows, WIinPE)

Incremental Backup to VD Wizglldnux, Windows, WIinPE)

)l

9 FEile Complement to VD Wizafdinux, Windows, WinPE)
1 Restore from VD Wizaidinux Windows, WinPE)
)l
)l

Check VD Integrity Wizat@/indows, WIinPE)
Retention Wizard for VDNindows);
1 Export VD Wizar@Windows WinPE).
What you get by using pVHD:

1 Incremental imaging works much faster and ratible in comparison with the old FB
1 Only pVHD images can be used to do immediate virtualization
1 With the new backup technology, available for customers as a new batlage format pVHD, Paragon has
also achieved easy support of any virtual containers (VMDK, &ftdD/HDX
Agentless Protection of Hyper -V Guest Machines

Unlike traditional backup tools designed to work with physical machmasproductcan operateat the vitualization
layer, employing MS VSS (Volume Shadow Copy Sdovagdntlesdackup/restore any guest machine of Hypér
Thusoursolutiol2 Say Qi ySSR Fy |3Syd 2y I G(-InhNdeSdpy isludig itz £ Y|
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configuration,operating system, apps, etc. This approach significantly enhances the backup performance, while
YAYAYAT Ay3 GKS t2FR 2y GFNBSG YIOKAySa FyR GKS Ke&LISN
credentials for every guest to do backups.

Thecurrent version can only protect entire virtual machines (online or offline) registered on a local¥yyst, where
2dzNJ LINR RdzOG A& RSLX 28SRd 9EGSNYylIt K2aidad 6AGK GKSANI
Restore to accomplisthis type of scenarios. Hyp®frguest machines can be backed up directly to pVHD, VMDK, VHD,
or VHDX virtual containers. If using VHD/VHDX as target backup format, you can attach the resulted backup image t
existing virtual machine of Hyp&f and OSuvill be launched successfully. If using p\Mtbere will be available

additional options like highevel compression, encryption, or image splitting. Resulted virtual containers can be stored
on a local disk (mounted/unmounted), a mapped network shardydd NC path. Toptimize storage capacitiesur

product supports the incremental imaginghere each new increment describes the changes between the current state
of the backupobject and the previous state.

Whentime comes for disaster recovergur soluion enables tarestore apreviously backed up virtual machineamew
locationaccording to a certain time stamp (if several available)

Below is the list of wizards that allow working with Hyjyeguest machines:

1 Hypea-V BackupWizard(Windows)

1 HyperVIncremental Backu@Vizard(Windows)

1 HyperV Restore Wizar@Windows)

0 A 32bit versionof Windows 10 cannot be used as a Hypéihost

Dynamic Disks

As you probably know, MBOS, Microsoft Windows 95/98/Me/NT/2000/XP/Vista/Server 2003/2008 support four
primary partitions per physical hard disk, one of which can be extended. Certainly there is the possibility to create
logical dives within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Vista and Windows Server 2003/2008 follow the same strategy: You can have a maximum of four
primary partitions, one of which can be arntended partition with logical drives. However, these operating systems also
introduce a new disk configuration typelynamic disk which must be understood to effectively configure and manage
hard disks.

Dynamic disk is a physical disk that doesn't pesetitions or logical drives. Instead, it contains only dynamic volumes.
Regardless of what format you use for the file system, only Win2K computers can access dynamic volumes directly.
However, computers that aren't running Win2K can access the dynauimes remotely when connected to the

shared folders over the network.

Dynamic disks can axist on a system with basic disks. The only limitation is that you cannot mix Basic and Dynamic
disks on the same hard drive.

There are five types of dynamic volam simple (uses free space from a single disk), spanned (created from free disk
space that is linked together from multiple disks), striped (a volume the data of which is interleaved across two or mo
physical disks), mirrored (a fastilerant volume tle data of which is duplicated on two physical disks, and 8AID
volumes (a faultolerant volume the data of which is striped across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need éotrdshdows.
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Limitations:

1 Dynamic disks are not supported on portable computers.
1 Dynamic disks are not supported on Windows XP Home Edlitiead computers.

9 You cannot create mirrored volumes or RAlIBolumes on Windows XP Home Edition, Windows XP
Profes#onal, or Windows XP €8it Editionbased computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more managemer
flexibility without the partition limitation of basic disks. Dynamic disks can contaiméimited number of volumes, but
they cannot contain partitions or logical drives. Dynamic storage can be particularly beneficial fesdaleybusinesses
when dealing with many physical hard disks involving complex setup.

GPT versus MBR

GUID PartitioTable (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of the
old MBR. Being a part of the Extensible Firmware Interface (EFI) standard proposed by Intel to replace the outdated
BIOS, it offers a number ofucial benefits:

1 Up to 128 primary partitions for the Windows implementation (only 4 in MBR);

1 The maximum allowed partition size is 18 exabytes (only 2 terabytes in MBR);

1 More reliable thanks to replication and cyclic redundancy check (CRC) protectienpzrtition table;
1

Awell-definedand fully seHidentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is the case with MBR)

UEFI Boot Challenges

Introduced bak in 2005 by Intel to lift restrictions of the old MBR (Master Boot Record) and PC BIOS (Basic
Input/Output System), uEFI (Unified Extensible Firmware Interface) is now a recommended platform forlmiew 64
Windows 8 computers. And the reason is easy totta besides other unique features impossible for the traditional
tandem of BIOS+MBR, only a ua&3ed platform enables to accommodate Windows OS on a partition larger than
2.2TB.

Despite all UEFI advantages howevehgis one quite naughty issuepeetty standard operation with a bootable device
F2NIAYAGlIyOS Ay@2t gay3a Ada O02yySOilAzy G2 Fy20KSNI {!¢
trying to boot from a cloned system hard diskfrom a restored hard disk. All thegeoblems originate from the way
UEFI+GPT bundle is organized.

Microsoft provides howo guides to tackle this type of problems, but they demand a great deal of experience from the
user, involving the use of themd, diskpartandbcdedittools.

Paragon has adtter way! Introducing an elegant technology, realized at the user side as one simple option, you can
RSTAYS | aeadsSy Dt¢ @2f.dzyS &82dzQNB gAtftAy3a G2 o224 FN

Below is a list of wizards where the uEFI switch boot device option can be found:

1 Copy Hard Disk Wizgrd

Copy Partition Wizard

Restore Wizard
Migrate OS to SSD Wizard

1
)l
)l
1 Boot Corrector
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0 The uEFI switch boot device option is only availatlieough the 64bit WinPE media at the
moment.

Apple Boot Camp

Boot Camp is a special utility to help you set up a dual boot system (Mac O$Xkand/indows 7 and uppgron
Intel-based Macs. It enables to securelypartition your hard disk (resize an existing HFS+ partition to create a separate
partition for Windows) and then launch the installation process. With Boot Camp all the necessary driversatwlour
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating syster
to start up.

It is strongly recommended not to modify the hard disk configuration with Windows Disk
Manager. Otherwise it mayead to unexpected consequences, right up to BSOD and

(D inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64-bit Support

The bulk of software today is written for a-B# processor. It can meet the reqeiments of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations «
very large numbers. That is where-B# architecture comes into play.

It can boast improved scalabilityrfbusiness applications that enables to support more customer databases and more
simultaneous users on each server. Besides-bittkernel can access more system resources, such as memory
allocation per user. A 68it processor can handle over 4 billiames more memory addresses than ald2processor.
With these resources, even a very large database can be cached in memory.

Although many business applications run without problems obiB2ystems, others have grown so complex that they
use up the 4 8 memory limitation of a 3Bit address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On alf¥dserver, most queries are able to perform in the buffers available to the
database.

Some 32bit applicatiors make the transition to the 6Bit environment seamlessly others do not. For instance, system
level utilities and programs that provide direct hardware access are likely to fail. Our program offerfteddelt
support of the 64bit architecture providig faulttolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite advantag
can offer. First of all, many people clone thakisks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all-disk information including standard bootstrap code and other system
ASNIAOS &l NHzOG dzNBaz GKdza Y AcApabilityyricgsa of & $¢SemanaliSridtori the/user 3
can get the system back on track in minutes. No additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The cdpanitydern hard drive doubles
every two years, thus opening up new possibilities for software developers. As a result programs become more

complicated and require considerable amount of free space. One day the user realizes that there is no more free spa
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk
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the user is to face a large-iestallation procedure spanning several days of tedious work. But all of this can be avoidec
just by copymg the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when setting up
similar computers. There is no need for a systaministrator to install an operating system from scratch on every one
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

As you probably know a hard drive is to be split into one or more partitions, sinagenivbichold data until it is carved up
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled tt
entire hard disk and contained an OS. The situation has changed however, thanks to neffectigé high capacity

hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up
images, etc. Huge increase in space is great, but it poses a number of problems, most important of which aee effectiv
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to ha
work cut out both finding and organizing files. It is for this reason that many people decide toimwagtiple hard

drives, but there is an easy solutiqgrrive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, each of whigervesas a container with its own drive letter and volume label, thus engtitie

operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set aside, for instance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storin
video and aother 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, such routine operations as files de
fragmentation or consistency check will not be that anngyand timeconsuming any more.

By detaching the OS from the rest of the data you can tackle one more cruciat issc&se of a system malfunction,
you can get the system back on track in minutes by recovering it from a backup image located on tipauditi@n of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 10@ercent sure that no virus will attack your PC, drive partitioning is a hecessitydér to run

several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Data Sanitization

Data security is a tweided problem. It is to be made clear, that providing ateritiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactly which security precautions work and which do not.

Many people believe the misconcegti that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references to partitions in the Partition Table, &aving
file data intact. In fact, there are a numbef programs available to successfully recover previously deleted partitions.

Formatting a drive also does not guarantee data destruction. Formatting procedure implies modification of the Mastel
File Table (MFT) that keeps track of where file contentstmed on the disk and verification of each sector for
consistency. Even a lelevel format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular todayrdtig Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwriteliak sactors with
random patterns of ones and zeros. Although this sounds complex, there is an easy way to do this.
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Theprocess of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Data Sanitization. A device that has been sanitized has no usable
residual data and even adveed forensic tools should not ever be able to recover it, thus providing maximum level of
security.

Data Security Standards

To irreversibly destroy all edisk information there have been developed a number of disk sanitizing standards. They
are distinguibed by wiping patterns and number of passes:

1.

US DoD 5220.2R1. US Department of Defense recommends to overwrite all addressable locations with a
character, its complement and then a random character. Finally, the target data area is to be verified,;

US Navystandards NAVSO-8239-26.

T NAVSO B23926 for RLL encoded driveét first to write the fixed value (0xffffffff) to the target data area,
then the fixed value (Ox27ffffff), and then random values. Finally, the target data area is to be verified,;

1 NAVSO 23926 for MFM encoded drivesAt first to write the fixed value (Oxffffffff) to the target data

area, then the fixed value (Oxbfffffff), and then random values. Finally, the target data area is to be verifiec

British HMG Infosec Standard No.Bt firstto write a single character pattern, then its complement and then a
random character. Finally, the target data area is to be verified;

German VSItR Standar@verwrite the deleted information 7 times, consistently filling it with the following
patterns: 0%0, OxFF, 0x00, OxFF, 0x00, OxFF, OXAA. Finally, the target data area is to be verified;

Australian ASCI 3®verwrite with a character (C), then verify. Overwrite with ¢ 6§ KS FANR G LJ a
inverse), then verify again. Overwrite everything withtlibC and;C once again but without verification. Fill
everything with random characters;

Russian GOST R 50728 Destroy information by a single pass with writing randdraracters into each sector
byte;

Peter Gutmann's algorithmA whopping 35 passesittv27 randomorder passes using specific patterns
combined with eight passes using random patterns;

Bruce Schneier's algorithmTwo passes of specific patterns followed by five passes using a cryptographically
secure pseudwandom sequence;

Paragon's algothm.

1 Overwrite each sector with a forcefully randomized Si2e string, new for each sector, using CSPRNG
(cryptographically secungseuderandom number generator);

1 Overwrite each eased sector with its complement;

1 Overwrite each sector with a 53#te string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;

9 Fill each erased sector with OXAA value. Finally, the target data area is to be verified.

Military and government standards always require 100 per¢easidual data verification. It
is nhecessary to make sure that the operation has been properly accomplished. Besides
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corrupted sectors discovered during the operation are to be logged to keep the user
informed, since these sectors may contain classifiatbrmation.

The list of supported military and government standards may vary for ypooduct.
lyegle @2dz2Q@S Ffglrea 3A20 GKS LIRaaAroAftAl
wiping patterns, number of passes for each wiping pattern and for gp@up of patterns,
thus providing the maximum possible security level

Scheduling

The automation of operations is particularly effective when you have to repeat a sequence of actions on a regular ba:
For example, developing a specific project oragth-day basis and having to make a backup every evening so as not tc
lose the valuable data, you will really appreciate, when this kind of routine operations will be carried out automatically
without your participation.

Another aspect of any automatiolN® OSa a8 A& GKIG AG ft26a | 46ad2Thiid YAT |
especially important when operations require a considerable amount of computer resaypresessor time, memory

and more. A number of tasks, which can decrease the performaacebe run during the night or whenever the
computer has the least wotoad to perform.

The program has a special tool for scheduling. You can set out a timetable for any operation and it will start at a
specified time without interrupting your currerctivity.

Windows BitLocker

BitLocker is a security feature that enables to protect data of your volumes with 128I2B&S (Advanced Encryption
Standard)encryption It has first appeared in Windows Vista Enterprise and Vista Ultimate to protect certenard
disks from offline attacks for instance, when your hard disk is stolen and connected to another computer to retrieve
data it contains.

Our product enables to work with volumes encrypted by BitLocker, but only when they are unlocked. Urtitkiealt |
G2t dzySa oAttt 06S NBO23aAYyAT SR Ay GKS LINBPINIYQA AY(dSNFIC
through Windowsnative facilities:

91 Graphical user interface for Windows,

1 managebde command line tool for Windows and the WinPE recgvueedia.

To know more on the subject, please consult H@wv to Work with Bitlocked Volumehapter.

In the current version of our product the following operations are allowed to accomplish on volumes encrypted by
BitLocke:

9 Backup Brtition;

Restore Rrtition;

Copy Rurtition;

Delete Partition;

Change Volume Label;
Add/Remove Drive Letter;

Hide/Unhide Patrtition;

=A =4 =4 =4 =4 =4 =4

Mark Partition as Active/lnactive;
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Change Serial Number;
Change Patrtition ID;
Test Surface;

Check File System é&dgrity;

= =4 =4 =4 =4

Properties.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overview

This chapter introduces the graphical interface of the program. Thguledithe interface precludes any mistake being
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easy understandable icons. Nevertheless, any problems that might occur whilgngnéime program

can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It enables to run wizards ar
dialogs, to specify program settings, to visualize theragpeg environment and the hard disk configuration.

¢CKS [ dzyOKSNR& gAyR2¢g Oly 06S O2yRAGAZ2YIff& adzoRADARS
functionality:
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Copy & Migration  Archives  Schedule  “olume Explarer

Backup % Restore  Partitioning

Home

Backup | Restore Incremental — File Complement | Manage Check WD Retention
oD from»D | Backup oD oD Capzule  Integrity izard for WO Container
Backup ' Restore Adwvanced backup B4 -
: : = Ribbon Panel
Apply Discarg v Changs hido Hedo | &5 Reload

Virtual Operations Bar

Disk map

Qe | []

Ewport WD | Hpper' Hyper Huper Incremental
Backup Restore

éBasic MBR Hard Disk 0 [YMware, YMware ¥irtual 5 5C51 Disk Dev]

I System Reserved I Local Disk [C:]
4996 GB MTFS

350 MB NTFS
Basic MBR Hard Dizk 1 [VMware, ¥YMware Yirtual 5 SC51 Dizk Dev)

Disk Map

[Unallocated])
4339 GEB

Basic MBR Hard Dizk 2 [YMware, YMware Yirtual

[Unallocated]
7499 GB

Basic MBR Hard Dizsk 3 [YMware, YMware ¥irtual 5 SC51 Disk Dev]

[Unallocated]
119.9GB

Disk and Partitions List

@ XA

Backup

Hyper-
ripk Save to Scheduler @ Exprezs Mode

Express Mode Button .

Cotwvert bo GPT hard dizk,
Update MER
Change Primary Slots...

wipe Hard Disk. ..
Editfiew Sectors. .

ontext-sensitive

Properties. . Menu

Disk and partitions list

Basic MBR Hard Disk 0 {(VMware
YMware Virtua

)

Properties Panel

Type: Tntemnal Hard Digk Drive
Status: Online
Total zize: 500 GB
Sectors per track: £3
Heads: 255
Cylinders: E5Z70

1. HomeButton
2.Ribbon Panel
3. Set View Button

4. Virtual Operations Bar

5. Express Mode Button

6. Disk Map
7. Disk andPartitions List

8. Contextsensitive Menu

9. Properties Panel

10. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of th

to simplify the interface management.

Home Button
By cicking on this button the user can
1 Launch auxiliary wizards,

9 Get accesgo the program settings,
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1 Collect and send log files packag® the Support Team,

f D2 (2 tIN)r3I2yQa 6So6aAirisS (42 R26yf21R I FNB SsedetcRI
Ribbon Panel
'y FNBI |ONRaa GKS (G2L) 2F GKS LINRPINIXYQa 6AyR26 Aa OF

available to the user in a single plaéeRibbon Talis anarea on the panel that contagbuttons organized igroups by
functionality.Each button corresponds to a certain program wizard or dialog.

o L¥ @2dzQR fA1S G2 KARS |ff NARooz2y {(loax
program window.

Set View Button
You caradjust the working environent by choosing one of two predefined views: general and legacy. This division is
guite logical, allowing the user to filter out legacy wizards and dialogs that have to do with the old PBF backup format
Please note that the legacy mode is not active biadk.
@ XO®
v | General Wiew

Legacy features

Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operaticalte(so
virtual mode of execution). In fact, whehe virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the List of Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

=y Cancel the last virtual operation on the List of Pending Operations

a@ Cancel the last undo virtual operation on the List of Pending Operatior

Display the List of Pending Operations

& Launch the real execution of virtual operations
) 4 Cancel all virtual opations on the List of Pending Operations

Generate a scripput of all pending operations

© Schedule pending operations

Virtual mode is an effective way of protection from any troubles, since no operations will

o be executed until clicking the Apply liton for confirmation, thus giving a second chance t
weigh all pros and cons of this or that particular operation. The program politely reminds
the user that there are unsaved changes by showing the following window:
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1, Wou have unsaved changes,

Express Mode Button

By clicking on this button the user can switch to éx@ress mode of operatioat any time.

Disk Map

As the name infers, the Disk Map displ#ys layout of physical and logical disks. Physical disks are represented with
rectangle bars that contain smalized bars. These smalked bars represent logical disks. Their color depends on the
file system of the appropriate partitiomy looking athS a A1 S 2 F (i K Stisposdiiizdo estifkdteRH® Bsed N.

disk spaceForii KS aSf SOGSR G GKS Y2YSy{ cpnierSesitivepdodpNBnQ with i K S
available operations.

Disk map -

éBasic MBR Hard Disk 0 [YMware, YMware Yirtual 5 SC51 Disk Dev)
I I Local Disk (C:)
4396 GB NTFS

Largesized bars display the following information about physical disks:

1 Type (basic or dynamic MBR/GPT),

1 Manufacturer,
1 Model.
Smalisized bars display the following information about logical digsigblocks of free space
1 Volumelabel(if exists)
9 Dirive letter,
1 Total size,
1 File system.

TheDisk Map is synchronized withe Contextsensitive Menwandthe Properties PanelThus by selecting a disk tre
map, the two will automatically display detailed information onTio know more on the subject, please consult the
Viewing Disk Propertiezhapter.

o Since the Disk Map and the Disk and Partitions List havedame purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Disk and Partition s List

TheDisk andPartitionsList is another helpful tool thdtelps to get a cleacut picture onthe currentstate of the sysm
hard disks anghartitions. All objects (disks, partitions, or blocks of free spame}he listare sorted according to their
starting position.For every item thex is the possibility to call @ntextsensitive popup menu with available operations.
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Disk and partitions list -
Mame File syztemn | Wolume Size | Partition Size | Used Free Wolume |abel At
El Bazic MER Hard Dizk 0 [Whware, YMware Yirtual 5 SCSI Disk Dev] A00 GB
@System Rezerved MTFS 350 MB WJ|OME 217ME 1329MEB  Systern Reserved Yes
@Local Dizk [C:] MTFS 4996 GB 4996 GB 9GE 4906GE [Molabel] Mo

8 Basic MER Hard Dk 1 [Wiware, ¥ 5 SC51 Disk Dev]

&' (Unallocated) Convertto OFT hard disk  Bogp OBytes 4399GE [No label] Mo
[5] Basic MBR Hard Disk 2 [Wiware, Whiwars Vitual 5 SC5| Disk Dev] f:"} Undelete Partitions...
@[Unallncaled] HIGE OBwtes 74399GE [Molabel] MHa
. . ' . Update MER
El Bazic MER Hard Dizk 3 [Whware, YMware Yirtual 5 SCSI Disk Dev]
@[Unallncaled] Wipe Hard Disk... HAGE OBwes 1199GE [Malabel] & [x]
Edit iew Sectors...
Properties...

TheDisk andPartitions Listprovides detaild information on all hard disks andirtitions found in the system including

the following properties:
- Name,
- Volume label(if exists),
- Drive letter,
- File system type,
- Volume e,
- Amount of used and unused (free) space,
- Active/Inactiveattribute,
- Hidden/Unhidden attribute

The Disk an@artitions List is synchronized witihe Contextsensitive Menwandthe Properties Panellhus by selecting
a disk orthe list, the two will automatically display detailed information onTio know more on the subject, please

consult theViewing Disk Propertieshapter.

o Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Context-sensitive Menu

The Contexsensitive Menwshows a list of operationasvailablefor an object(disk, partition, or block of free space)
selectedeither on theDisk Mapor the Disk aml Partitions Listlf you click a corresponding record the appropriate

wizardor dialogwill be started. All default values for the operation parameters will correspond toliectQ a
If theretoo many items on the list, type in the first woad the required command ithe Search commandgeld to

filter the list.
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Back Up Partition. . —
Burn Partition on E0, DD or BD.

Copy Partition. ..
Restore Partition...
Format Partition
Delete Partition

Move/Resize Partition

Corrvert File Spstemn
Defragment Partition
Defragrent MFT
Compact MFT...
Change Wolurme Label
Hide Partition

tark Partition a3 Active j

Properties Panel

The Properties Panglovides information on thebject (disk, partition, or block of frespace) selected either on the
Disk Mapor the Disk and Partitions List

Local Disk {C:)

Yolume letter: [C]
Yolume label: [Molabel
Type: Fiimar
File system: MTFS
Root entries: 16
Sectorz per boot: 8
Sectors per cluster: £
Senal number: 345E-4BCT-BE4B-3B1E
Partition 1D: 0«07 MTFS, ExFAT, HeFS
MNTFS version: 3.01
Yolume zize: 4595EGE
Partition size: 4356 GE
Used space: 11.7GE
Free space: 4579GE
Active: Mo
Hidden: Mo

The Properties Panel helps totalm the following data:
For a hard disk

1 Model,

1 Serial number,

1 Type of hard disk (basic or dynarM8R/GPY,

1 Total size (in GB),

1 Information on geometry of the disk (amount of sectors per track, heads and cylinders).
For a partition

9 Drive letter assignedbtthe disk,

1 Volume label (if exis}s

1 Type of the logical disk,
1 File system,
)l

Root entries,
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1 Serial number,

M NTFS version,

1 Partition ID,

1 Total size, used space anddrgpace (in GB), etc.
Besides you can modify practically any partition property by cliakindpe required value.
For a block of free space

9 Total size (in GB)

Status Bar

This is the bottom part of the main window. The Status Bar displays menu hints, for each item the cursor points to.

Settings Overview

To call he Settings dialqggplease clickiome Button then selectSettings All the settings are grouped into several
sections, which functions are described in the following paragraphs. The list of sections is placed on the left side of tf
dialog. By selecting a section from the list, you cparpa set of options.

o To get a detailed description to any setting, control, or field of the program just click the
hint button and then the object you need.

Application Section

CD/DVD/BD recording o ptions
@ CD/DVDIBD recording options
[~ Bum every CD/DWD/BD disk to the snd

Choosze thiz option ta allow the disk to be copied by third party toals.

Becording zpeed

| b awirnurn recording zpeed ﬂ

Faszt recording. Chooge thiz option if pou hawve good quality disks and recorder.

Boot options

Specify a bootable 150 imaage to place on CO, DYD ar BD along with backup data:

|bnnlcd.iso
[]

I The specified 150 image does not exist.

Specify how would vou like to boot from CD, DVD or BD:

| Do not boat fram C0O, 0D or BD

IS0 image folder

|.'\ Browse

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

This section contains a set of options that will be taken into account during CIBDWDrn operations:

1 Burn every CD/DVIBD to the end. By default, the program does not create ISO 9660 compliant burning
sessios, as it processes datatme-Ff @ FyR Oly 2yfeée SadAYIFrGS GKS NBA«
party tool will get access to the recorded data. To tackle the issue, mark the checkbox to make the program
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create a standard Diskt-Once session. It ay slow down the burning process, as every CD/BBWill be
recorded up to the end, no matter how much actual information to contain.

1 Recording speedThe user may define how fast a CD/DBMDwill be recorded (minimum, normal and
maximum). Besides there an automatic mode when the program will set the most appropriate speed for
every CD/DVIBD.

 Bootable ISOimage ¢ KIF 1Qa GKS AYF3IS (2 06S LI IFOSR G23SGKSN
offers its own bootable ISO image, which contains a D% recovery environment. However, the user is free
to use any bootable ISO image.

1 CD/DVDBD boot capability. The program enables to choose whether any recorded COEMWIll be
bootable, or only the first one for a session, or without that functionlat a

1 Folder where the ISO image is to be plac&tihen the user decides not to physically burn a CD/BBPbut
create an ISO image file, this very folder will be used to contain these images.

FTP sites options

@ FTF site settings
Look i |l @2 Q@ = X

Addrezs; |fl|3:.-".-"

Create FTR/SFTP location

v Usze SFTP connection

Addrezs; |Sflp:.-".-"sflp.hidli\-’e.StlatD.CDI‘ﬂ j Port; |22

[ Anonymous login [ Allow OpenSSH key-bazed authentication

Login: |>::4>::4>::4>::4>::4>::4

Pagzmord; | ““““““““““““““ v Save password

MHame: |sftp.hidrive.strato.cnm

Connect | Cancel ‘

In this section you can manage online backup storages located on FTP or SFTP servers. By clicking on available but
you can create, modify, delete an FTP/SFTP location, etc.

¢2 ONBFGS Iy C¢t k{ Cc¢ tifydndniberidfotighs: & 2 dzQ@S 3I20 (2 &aLSo

Use SFTP connectiollark the option to connect to the desired SFTP server if necessary;

Address Type in an address to the desired server;
Port. Specify the required port (21 for FPT and 22 for Sy default);

=A =4 =4 =4

Anonymous login Mark the option to set up anonymous connectidiypical username fahis type of logiris
danonymous T

=

Use Active Moddgonly for FTP). Mark the option if your provider requires this type of authentication;

1 Allow Open SSH kelyased authentication(only forSFTP). If your provider requires this type of authentication,
mark the option to specify public and private keys and a passphrase;
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Public key file: | Browse
Private key file: | Browse
Fazzphraze: |

Login Entera login;
Password Enter a password. Cliffemember passwortb save it next time you back up to this location;

1 Name By default, the program uses the provided address as the connection name, which can be modified
however.

o You need to check out yourseWindows Firewall or programs of this kind let our program
work with the required port(21 for FTP and 22 for SFTP by default)

N
Ny

Byclickng the Connectbutton the providedlocationwill be checkedlif okz & 2 dzQf € 3ISG | ySg A
thislocation.By clicking the + icon you can browse it to specify a more exact location for your backup

Virtual mode o ptions

@ Virtual mode options

Operations mode

[v Allow wirtual miode

Set thiz option on to camy out all the operations virtually, vou will be able to commit
the changes or rollback all of them or the lazt one. If pou switch thiz option off, the
operations will be carried out immediately.

[~ Cloge progress dialog automatically

Set this option on to automatically cloze the progress dialog after committing the
changes.

In this section you may configure the virtuabde:

1 Allow virtual mode Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed until confirmation, thus giving you a second chance to weigh all
pros and cons of this or th@articular operation.

[D We strongly recommend you to enable this mode.

9 Close progress dialog automaticallilark the checkbox to automatically close the progress dialog after
accomplishing operations.
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Backup Section

Backup image options

@ Backup image options

v Contral archive integrity

Choose thiz option ta allow writing of specific data that will later be used during
restore to check the archive integrity. [t can slow down the backup operation.

v Setimage file names automatically
Chooge thiz option to automatically name filez in complex archive.

Comprezzion level

| MHarmal compression -

Good comprezsion. Provides average speed with the reasonable image size.

Image split

[ Enable image zplitting
Chooge thiz option to enable zpliting the archive to several files

b awirum split size: |1 B EI:

This section contains a set of options that will be taken into account during backup/restore operations:

1 Control archive integrity Mark the checkbox to guarantee that all backup imageated with the program are
100 percent flawless. If you decided not to control the archive integrity, the backup operation would take abou
3-5% less time.

1 Setimage file names automaticallylark the checkbox to make the program automatically seeanme for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

9 Compression levelFrom the puldown list you can select the desired compression level for backup images that
will be used by default

1 Enable image splittingMark the checkbox to automatically split every backup image to volumes of a particular
size.

o Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

1 Maximum split size With the spinner control you can specify a maximum size for backup volumes.
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General copy and backup options

% General copy and backup options

[~ HODD raw processing

Copy ah entire hard disk. sector by zectar without taking into account itz partition
structure,

[ Partition raw processing

Copw/B ackup each partition sector by sector, All sectors will be processed one by one
[ewen unuzed sectorz). Requires more time to complete the operation,

[v Skip archive files stored in archive library

Choosze thiz option ta skip archive files stared in archive library, This will reduce operation
time and backup image size.

[v Automatic BCD update

Add boot entry for target partition to BCD hive on copytrestore source partition

This section contains a set of optionsthall be taken into account during copy and backup operations:

1

HDD raw processingViark the checkbox to copy/back up a hard disk in the sduoyesector mode, thus

ignoring its information structure (e.g. unallocated space or unused sectors of existtiigppa will be

processed as well). This can help to avoid problems with hidden data created by certain applications or the
system administrator. However, it will take more time to accomplish the operation.

Partition raw processingMark the checkbox toapy a partition in the secteby-sector mode to successfully
process unknown file systems. However it is not recommended to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

Skip OS auxiliary fils. Mark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operation time and the resulted size of the backup image.

Skip archive files stored in archive librarilark the checkbox to skip backup imagesseged in the archive
database, thus reducing the operation time and the resulted size of the backup image.

Automatic BCD UpdatdJnmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.

By clickiry the link at the bottom of the window you can jump to th€opy/Backup exclude
options.
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Hot processing options

%

Hot processing options

[v Enable hot processing

Hot proceszing technology

| Microzoft Yolume Shadow Copy Service J

ticrozoft Wolume Shadow Copy Service iz a reliable technology designed to back
up volumes being locked by numerous active tranzactionz of W55 supporting
applications. Microzoft W55 technology requires over 300 MB of free space on any
mounted MTFS volume for temporany data, This technology is provided for Windows
#P and newest Windows versions, but unavailable for old versions of Windows
[98MEMT A2000),

Additional options

™ Always use hot processing

* Usge hot proceszzing only when partition iz locked

Hat processzing termporary drive:

[c =]

Mumber of attempts bo start W55 3 =

ry

Timeout between attempts [in zeconds]. |120 3:

Chahge run during backup options

In thissection you may configure the hot processing mode:

1

Enable hot processingViark the checkbox to enable the so called hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technologyFiom the pultdown list you can select the required hot processing technology.

Always use hot processingelect the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only vén partition is locked Select the option to use the hot processing only when
partitions are locked and cannot be processed without restarting the computer. Please keep in mind, that onc
you start any operation on a partition in this mode, it will autoially be locked by the program, thus you

won't be able to keep working with it as usual.

Hot processing temporary driveHere you can select a disk drive that will be used to store the temporary hot
backup data (by defaui C:).

Attempts to start VSSHeae you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebooting the system and accomplishing the operation in a specialipaubde.

Timeout between attempts (in secondsHere you can set a time period betwedifferent attempts to start
Microsoft VSS.

Switch between hot processing technologidslark the checkbox to automatically switch betwdearagorHot
Processing and Microsoft VSS if one of them is unavailable at the moment.

By clicking the link at the bibom of the window you can jump to theRun during backup
options.
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Run during backup o ptions

@ Run during backup options

For backup operationz in the Paragon Hot Processing mode pou have a pozsibility to run
external programs and commands at different stages of the backup process, The key point
to link, zuch esecution to iz a zhort period of time when a snapshot iz taken, [Snapshot iz a
map of uzed blocks; the system iz totally frozen for writing when it is taken].

Fleaze zpecify executable files for each stage if neceszan:

Execute at the beginning of the backup process before taking a znapshot

| Browse

Execute after taking a znapshat

| Browsze

Execute after finighing the backup process

Pk

| Browse

Change hot proceszing options

In this section you can spiy external applications to execute at various phases of the backup process. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange, etc.), since it
enables to create a consistent snapshot even agitita is currently modified. The point is to provide a coherent state

of all open files and databases involved in a backup, taking into account that applications may still keep writing to dis

Actually the backup process consists of two phases: the patiparphase (snapshot) and the datapying phase.
There are three points of the backup when external commands/programs can be launched:

9 Execute at the beginning of the backup process before taking a snapstete you can specify an executable
file that will help you to prepare running applications for taking a snapshot. It may contain specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches, etc. Everytt
depends on the used applications.

1 Execute after takig a snapshatHere you can specify an executable file that will run just after taking a
shapshot. It may contain specific commands/programs, e.g. to resume the previously suspended services, etc
Everything depends on the used applications.

1 Execute afterihishing the backup procesdiere you can specify an executable file that will run after the
backup process has been accomplished. It may include commands/ programs that will move the backup imag
to a particular location, etc.

o By clicking the link athe bottom of the window you can jump to thélot processing
options.

By clicking the Browse button you can get into the browsder window to choose an executable file.
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Lookin: [ F] LocalDisk IC:) »| [l 9 &

=

Digk. Dirives

=

MNetwork Places

% ol

M ame

File name:

+-
+-

-

[ PN P O oy O o OO o RO

Size

+- | Recoveryhedia
+ mb
+ zoriphe
+ zoriphed
+ uim

+- || verifped
Widware
Windows Defender
Windows Jourmal
Windows Mail
Windows Media Player
Windows Multimedia Platform
Windows MT
Windows Phato YWiewer
Windows Portable Devices
WindowsPowerShell

Frogram Files [#86)
Users
Windows

Date ﬂ
10/22/2013 5:04:34 AM
10/22/2013 5:01:15 AM
10/22/2013 5:01:21 AM
10/22/2013 5:01:21 AM
10/22/2013 5:01:15 AM
10/22/2013 5:01:22 AM
1042242013 5:01532 AM
3/3/2013 2:41:44 PM
8/22/201312:03:07 PM
B/22/2M 3127 2:42 PM
8/22/201312:03:07 PM
8/22/201312:03:07 PM
B8/22/2013 8:36:45 AM
8/22/2013 8:36:31 AM
8/22/201312:03:07 PM
B8/22/2013 8:36:45 AM
8/22/2013 8:36:31 AM
3/3/2013 2:54:48 PM
9/3/2013 248:22PH —
3/3/2013 10:43:00 AM j

Filez of tupe: | Ewecutable Files

3

Open | Cancel ‘

The program provides the ability to work with three types of executable files (.exe, .bat, .cmd). It is up to the user to
write batch files to safely prepare applications for backup. There are somaircgeneral requirements for that:

1 All programs and commands must execute sequentially and finish before the .bat file completes its work.

1 Itis recommended to use external commands/programs in the following fori@tart/wait program.exe The
wait option will help to start an application and wait until it completes its work. This will guarantee that all
included commands/programs complete their execution before the batch file does.

This function is only available when the Hot Processing mode is enabled

The program enables to set parameters for an executable file directly from the line.
o However, if the file path contains word gaps it is necessary to enclose it in quotes in ord
to make the program distinguish between the path and the used parameters.

By clicking the link at the bottom of the window you can jump to théot processing
options.
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VD container options

% VD container options

Unknown partitions palicy

Ask uger -

Specify how to proceszs each unknown or unformatted partition; gkip it from backup or backup in
gector-by-zector mode,
Mote: thiz option requirez confirmation for each unknown or unformatted partition during the operation,

Wirtual container bype
| Paragaon Image [ pvhd) ﬂ

Paragon Image [ pvhd)

Whitw'are Image [ wmdk) R
5 Yirtual PC Image [.vhd)

ticrozoft Huper- Image [ vhds)

This sectiorcontains options that will be taken into account @rhcreating virtual containers:

1 Unknown partitions policy Here you can define behavior for processing unknown or unformatted partitions
(skip from backup, process in the seehyrsector mode, or ask theser each timehis type of partition has
been found.

9 Virtual container type By default the program is configured to back up to pVHD (Paragon Virtual Hard Drive).
Use this optiorto switch the resulted virtualantainer to VHD, VHDX, or VMDBHease notehat the use of
pVHD enables to géaill backup images several times smaller than the original objects, while incremental
updatesc dozens of timesmaller when comparing to VHD, VHDX or VMDK, which have some fixed size of
blocks, not dynamidesides emyption and password protection are only available foHD However, if
& 2 dzGWdg a WMware or Microsoft hypervisar your disposal and are planning to do instant virtualization,
please make sure thesedbackup format matches your hypervisor.

Password protection options

1, Password protection options

[v Protect archive with pagsword

Pleaze enter archive passwaord:

Enciyption method:

| Paragon encryption ﬂ

Faragon encryption *
AES-128 encyption
AES-192 encryption
AES-20BE encryption

In this section, you can create encrypted and protected arcluy®eventunauthorizedaccess to your personal data

9 Protect archive with passwerd. By defaultall created archives will be protected with password. If you do not
want create an archive password, please unmark this option.

1 Encryptionmethod. By default, all created archives will be protected with the Paragon's encryption algorith
but you can choose Advanced Encryption Standard (AES) with various key length (128, 192 and 256 bits) ins
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Partitioning Section
Defragmentation o ptions

ﬁ. Defragmentation options

Diefragmentation mode

| Safe mode [recommended) ﬂ

Slows but refiable, 1n thiz mode the program requires free space on the defragmented at
the moment partition to guarantee protection of vour data in caze of a power outage,
hardware malfunction or a system failure,

In this section youmnay set the preferable defragmentation mode:

1 Fast mode Partitions will be defragmented rather fast (a-30% gain depending on the fragmentation level),
but a power outage, hardware malfunction or a system failure during the operation might lead tat#dods.

9 Safe mode To guarantee protection of your data during the operation, the program will allocate some free
space (not less than the edisk largest file) on the defragmented at the moment partition to make a duplicate
of every processed file. Thuge strongly recommend you to use this very mode.

File system conversion options

Q"g File system conversion options

Select a time zone:

| (GMT-08:00) Pacific Time [US & Canadal; Tiuana d|

Select language for file names:

| Erglish [CP-437) =l

Thiz language will be uzed to specify national sprmbalz in file names.

[ Confirm zettings before MTFS <--»> FAT/FAT32 conversion.

Chooge thiz option to make the program to allov to cugtomize these gettings each time
when converting file systems,

This section contains a set of options that will be taken into account when domy&AT and NTFS file systems. By
default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NAFRxafile F
systems.

To tackle problems of that kind you can manually set:

1 Time zongo use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper accthegetlifferences and enables
to adjust timestamp values.

(D An incorrectly chosen time zone might lead to inability to launch certain software.

1 Language for file name® use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT3 uses ANSI to save short file names (also called the DOS aliases). The codepage information is
required for the correct conversion of ndenglish file names from Unicode to ANSI and vice versa.
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0

An incorrectly chosen codepage will certainly result inragption of non-English file
names.

T

Request confirmation of settings before NTFS>xFAT/FAT32 conversioMark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before laurehing t
convert file system operation.

General options

Q“\g General options

Partition Alignment kMode

| Yigta ﬂ
Allign partitions accarding ta the rules used in Windows Vista and later 0Ses.

Check FS integrity policy

| Ohce ﬂ
Standard protection from data lozsz with acceptable performance. The file spztem
integrity will be checked for each wolume only once just before accomplishing
data-zenzitive operations,

Liata Lozs Protection mode

| Reszet ﬂ

tedium protection from data logs,

This section contains a set of general options that will be taken into account during any operation carried oug with th
program:

1

Partition Alignment mode There are three options you can choose from:
- Legacy5h{ YR 2AyR2ga h{Sa 0ST2NB +Aaidl NBIdzANBR I
or 63 sectors to address and access sectors correctly. It wam@kK hard drives came into scene. When

partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters
thus resulting in a double readrite operation.

- Vista Since Windows Vista, operating systems douse the archaic CHS (cylinder/head/sector) addressing
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the who
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance Select the optio to disable automatic alignment of partitions.

Check FS integrity policAccomplishment of any datensitive operatiorfresize, move, merge, redistribute,

change cluster size,etd)da LI GSY ALt GAGK RFGF f 23&3ad cliegkinédrity af Y A

@2dzNJ FAES a2adSY oST2NB (GKAA GelL)S 2F 2LISNIiAz2ya:z

several options to let you choose, which is best for you:

- Always Maximum protection, but minimal performance. The file systmtegrity will be checked each time
AliQa ySOSaal NB (2 3dz NI yiSdskdateS YI EAYdzy LINRGSOI

- Once Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once just before accompilisf datasensitive operations.

- Neverb2 LINRGSOGA2YS odzi YIFEAYdzY LISNF2NXYIyOSed LT @
not use this option.
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1 Data Loss Protection mod& o guarantee safety for your information when a daésitive operatia has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

Donotprotectb 2 LINRPGSOGA2Y S o6dzi YIEAYdzY LISNF2NYIyOSo
from a power outage, or an accidental reset of your computer, please do not use this option.

Reset Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a datansitive operation irdrrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

Power lossMaximum protection, but minimal performance. Besides journaling, our program will also
disable cache of your disk when aotplishing datasensitive operations to avoid data loss even in case of a
power outage.

Partitioning o ptions

(“J-'? Partitioning Options

Confirnations

v Ask for volume label before partition delete

[ Ask confirmation when converting FATTE to FAT 32,

This section contains a set of options that Wwéltaken into account during partitioning operations:

1 Request confirmation before partition deletionMark the checkbox to activate an additional security
mechanism. Thus when going to delete a partition you will be automatically requested to enteeits lab

1 Request confirmation when converting FAT16 to FATBRrk the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when this kind of conversic
is the only way out to accomplish the operatidfor instance, you are going to migrate your system to a larger
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 partitions go beyond the 4GB limit. Thus without conversigkiit®-this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation involving an extra upsizing.

Wipe Section

Wipe options

ﬁﬁ? Wipe options

Diefault wipe method

| US Dol 5220.22404 |

Owenanite all addreszable locations with a character, itz complement, then a random
character and werify.

Here you can set a specific data erasure algorithm that will be used by default during wipe operations.

0 The list of supported military and government standards may vary for ypuoduct.

Copyright© 19942015 Paragon Software GmbH. All rights reserved.



54

Wipe report o ptions
ﬁ Wipe report structure options

Wipe reports auto-save:

v Auto-save wipe reports

Folder to place wipe reparts: |C:"-.Users"-.Puinc"-.Documerrts"-.l'uh' Wipe Reports®. Browse .

Please enter customer information to put in data sanitization reports:

Customer name: |

Customer organisation: | 123

if you did not provide any information in these fields the default system data will be displayed

Please mark the issues to be placed in data sanitization reports:
v System information

Choose this option to put system information in report. System information includes a computer name, 05 and BIOS versions.
[+ Hardware information

Choose this option to put information about hardware used in your computer in report. This section includes information about
processars, disk drives, network and USE adapters etc.

v Bad blocks information
Choose this option to put information about found bad blocks. This includes total bad blocks court and a bad sectors list.
[~ Supervisor Approval

Please choose this option if wipe reports require mandatory formal approval from an executive or supervisor. f enabled, every
wipe report will contain a signature field for a person responsible for duly data sanitisation procedures in your company.

Font size to use when printing report: | Middle forts (12 pts) j

In this section you can specify conteatsd propertiesof generated wipe reports

1 Wipe reports autesave By default all generated pe reports will be saved t6)\ Userd Publid Document§ My

Wipe Report$, which you can modify by manually entering a full path in the corresponding field or through
ONRgaAYy3d @2dz2NJ RAaAlad® LT @2dz R2y Qi g yisomidnllS NI LR |

1 System information Mark the option to include a computer name, BIOS version and the used operating systen

1 Hardware Information Mark the option to include information on the used processor, disk drivers, network and

USB adapters, etc.
1 Bad bbcks information Mark the option to include information on the found bad blocks.

9 Supervisor ApprovalMark the option to add a signature field for an executive or supervisor responsible for
data sanitization procedures in your company.

 C2y (i Selkcth® Most suitable font sizom the ist (12 pts by default)
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Include/Exclude Section

Copy/Backup exclude options

?E«) Exclude from Copyf/Backup

Specify masks for files and folders that must be excluded from copy/backup operations:

= I Files that contains your e-mail data (3 filers]

Add fiker  Bename cateqory  Delete categaory

_wab Delete filker
.pab Drelete filker

* oah Delete filker
* pst Drelete filker
* ost Delete filker
* dbx Delete filker
*log Delete filker s
* Wz Delete filker

*_contact Delete filker

= " Executable & Installations [8 filters)

Add filker Hename category  Delete category

*dll  Delete filker
* exe Delete filter
* ocx Delete filker
* wad Delete filter j

Add categony...

Change general backup options

In this section the program enables to specify witatia should be automatically ignored during copy and sebtsed
backup operations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contngsur backup images or partition/hard disk
copies.

@ RSTlLdzZ 0 GKSNB NS y2 [ @FEAtlIoftS FTA{GSNAD® ¢2 ONBI {
M arne: £

Filter: | Browsze

Description: |

You can uge wildoards 7 and © as file name mazk. Wildcards

= it path are not allowed.
ak. | Cancel ‘

In the opered dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

1 Filter. Press thérowsebutton to select files or folders you would like to be excluded or speciftearhask by
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click theOKbutton and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose wheghto use it or not.
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o By clicking the link at the bottom of the window you can jump to tli@eneral copy and
backup options

File backup exclude options

@k‘a Exclude from file backup archives

Specify masks for files and folders that must be excluded from archives:

= | Executable & Installations (5 fiters]

Add fiker  Bename cateqory  Delete categaory

*dll  Delete filter
* exe Delete filker
* ocx Delete filter
* wxd Delete filker
*_cah Delete filter
* msi Delete filker
*.msp Delete filker
* dry Delete filker

= I Auxiliary files [15 fiters]

Add fiker  Bename cateqory  Delete categaory —

* bak Delete filker
*old Delete filker
*tmp Delete filker
*_temp Delete filker
* e Delete filker
*log Delete filker
* dmp Delete filker j

Add categony...

In this section you can find a lot of readhade exclude filters to effectively control contents of your-bised backup
images. Please note, by selecting certain filters you specify what data will be ignored dutiagditebackup
2LISNF A2yas GKdza &2dz alLISOAFeEe (KS RFEGF @2dzQR tA1S y2¢(

lyegl e 82dQ@S F20 GKS 2LA2y (2 ONBIGS e2dNJ 26y TFAL L

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

" in path are not allowed.
QK. | Cancel ‘

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

1 Filter. Press thérowsebutton to select files or folders yowould like to be excluded or specify a filter mask by
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.
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Click theOKbutton and you will get a new item on the list of filters. By marking/unmarking a cleakposite its
name you can choose whether to use it or not.

File backup include options

@% Include into file backup archive

Specify masks for files and falders that must be added to archives:

-1 I Readable files [44 filters)
Add filter Hename category  Delete categor

*.chm Delete filter
*“htm Delete filter
= mht Delete filter
* html Delete filter
= pdf  Delete filter
“tut  Delete filter
“hlp Delete filter
“rtf  Delete filter
*doc Delete filker
* docx Delete filter
xls  Delete filer
_xlex Delete filter
wri Delete filker
* ppt Delete filter
= pptx Delete filter
_wezd Delete filter
wdx  Delete filer
vzt Delete filter
“wix Delete filker
_wgz  Delete filter j

[}
3

alebe Blber

Add cateqgary. ..

In this section you can find a lot of readhade include filters to effectaly control contents of your fikkased backup
images. Please note, by selecting certain filters you specify what data will be processed dubiaggiildoackup
2LISNF GA2yas GKdza &2dz Fdzi2YlF GAOKTt& A3y BeNSultdachtes. (0 K| {

lyedgle @2d2Q@S 320 GKS 2LIiA2y (2 ONBFGS @2dzNJ 246y FAL(

N

M ame: H
Filter: | Browse
Description: |

- You can use wildcards 7 and * ag file name mask. Wildcards
in path are not allowed,

In the opened dialog the program allows the used#dine the following parameters:
1 Name Give to the filter any name you like, but try to use an informative one;

1 Filter. Press thérowsebutton to select files or folders you would like to be excluded or specify a filter mask by
using * or ? wildcards;

9 Degription. Add a short description to the filter not to miss it up later.

Click theOKbutton and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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E-mail Notifications and Logging Section
E-Mail options

E@ E-mail options

Specify your e-mail account options:

Dutgoing mail gerver [SMTP] |

Ueer e-mail addrezs; |

SMTP port number: |EI

[~ My outgoing zerver requires authentication

Usger name:; |

Pazzwaord: |

Send test e-mail |

Click. thiz buttan to test e-mail account options. The progran will zend generated e-mail
mezsage to the address vou've specified in User e-mail address field.

Specify e-mail notification options:

[~ Send E-Mail natifization on apply

To |

™ Send mail in HTML format

™ Send complete [eport after applying operations

™ Send graphical view of the digk sub-system before and after apply

Select the operations vou would like bo be notified about

This section contains a set of options that will be taken into account during the Send log files aneh&ehd e
notification operatiors:

1 Outgoing mail server (SMTP)o send messages by using the huiltnail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to t
SMTP server, which in itgrh delivers them to the required recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

1 User email address Specify an-enail address that has been assigned by liiternet Service Provider or
organization's email administrator.

1 My outgoing server requires authenticatiarActivate the option to allow the program to make authentication
on the server before sending messages.

- User name. Enter the name that will beed to log in to the -enail account.
- Password. Enter the password that will be used to access the mail server
2 KSYy @2dzQNBE NBI R& ¢ A Sdad tasKeBail bufidn b xheck & &venfning i©OQK 2y G K S

1 Send email notification on apply Speify an email to send notifications on the carried out operations.

- Send mail in HTML formafActivate the option to create messages in the HTML format instead of plain text.

- Send complete report after applying operationé\ctivate the option to creatan indepth report on the
carried out operations and send it after performing the last operation.

- Send graphical view of the disk stgystem before and after applyActivate the option to allow the program
to attach two pictures of the disk layout matlefore and after the operation is completed.
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o By clicking the link at the bottom of the window you can jump to tl@peration
dependency @tions.

Log files options

Log Log files options

Loge directomny

|.\ Browse

Please zelect a folder name to place an engine log files [gubact log ete.]

[ wiite logs in Bluescreen

Chooge thiz option to allow engine operations logging when actionz need to be
restarted and continued in Bluezcreen mode

Stubact log file tuncation

Chooge a storage life zpan for the stubact. log file. Pleaze note, once the defined
period has been expired, the file will be emptied,

{* Infinite
" Minimal

" Cuztom

|1 il |h|:|urs J

Clean now

In this section you can set up the program logging engine:

1 Logs directoryto specify location of program log files. By default, all logs are placézh rogram
Filed Paragon SoftwareLINE R dzO (\@dgrah I Y S

1 Write logs in Bluescreeto enable the program logging anspecial bocup mode
9 Stubact log file truncatiorto specify a storage life span for tistubact.log file

- Infinite not to empty the file ever;

- Minimal to have the file emptied all the time;

- Customto set a certain storage life span for the file. Please note, once the defined period has been
expired, the file will be emptied.

We strongly recommend you not to choose the Minimal option, as in case of having
(D problems with the program, our Support Team2 y Qi o6S o6t S (2 ai
help you out.
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Operation dependency options

@ Operation dependency options

Pleaze select a tazk to be carmied out when one or mare of the following operations are
committed.

Perform the tazk: | Send e-mail notification j

Operation -
[v Adjust 05 to boot on rew hardware

[¥ Adjust 05 to boot on vitual hardware

[¥" Backup partition or disk

[¥" Backup partitions or disks increment to virtual containers

[¥" Backup partitions or disks to vitual containers

[% Boot record comection

[¥" Check file system

[¥" Compact $MFT

[¥" Corvert Dynamic Disk to Basic

[¥" Copy partition

[¥" Copy partition by files to zip archive j

Select all | Clear all | Hestoregefaults‘

This section contains a set of options that will be taken into accatien the Send enail notification on apply function
is enabled. By marking/unmarking a checkbox opposite the required operation you can choose whether to receive an

mail notification on its completion or not.

o You won't be notified if an operation reqines the system restart.

Viewing Disk Properties

TheDisk Mapand theDisk and Partitions Listre the main tools to gahformation on the properties of hard disksd
partitions available in the system. To know more on the subject, please consult the corresponding chapters of the

Interface Overvievehapter.

Viewing Image Properties

General information on backugrchives can be obtainagith the following tools

Using the Restore Wizard

1 Click theBackup & Restorégab on the Ribbon Panghen selecRestore

o There are other ways to start up this function, please consult tingerface Overview

chapter to know more on the subject.

At first, the wizard displays the Welcome pag&mply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clickinthiéch to Archive List Viewnk, you can see kst of images

contained in the Archive Database (if any).
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i Restore Wizard ?

Browse for Archive

| % Show al = & B B

Type I Creation Date % I Source Object I Size

|j| 1020131003347 PM Bagic MER Hard Disk 1 [Whware, Yiware Yitual 5 SC51 Disk Dev) R00 GB
4| | ]

Switch to File Yiew

— Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/.larc_new.pfi

To contitue, click Next

< Back Cancel |

Y

To get a cleacut picture on properties of the required image, just click on it and the section belth\{i.e: Archive File
Details) display a short description, including:

1 Information on a type of the archive contents (whether it is sedtased or filebased),
1 Whether the archive is compressed or not,

1 Whether the archive is password protected or not,

91 The date, when the archive was created.

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY

B Disk archive

<) Partition archive

F File archive

K MBR archive

-3 System archive
Encrypted archive

= { Compressed archive
B Conplex archive
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=] Filtered archive

] Differential archive

] Incremental archive

fe File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

= Refresh the contents of the database

T Show only existing archives

e Add the selected archive to the database

ik Delete the selected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that
please selecthe required filter in the left top corner of the page.

Browse for Archive

B Show al = S 6 &
T Show al |
g Show disks

b I Source Object

£ Show partitions [1:43:04 PM Mew Volume [E:]

‘;] Show file archives [:42:21 P MEW YOLUME [F:)

@ 10/9/2013 10:41:54 PM - MEW VOLUME

E 10/9/201310:33:47 PM Basic MBR Hard Disk 1 [WMware,

By clicking th&witch to File Viewink, you can find the required image in the browdige window
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i Restore Wizard ?

Browse for Archive

Look in: [ [5] Local Disk [C ] ¥ 2
M arne Size Date i‘
=I- [] Lacal Disk |C:)
LB L arc_new 10/9/2013 10:34:00 PM
. b | arc_new.phf Z64.5KB 10/9/2013 103400 PM ~ |

Switch to Archive List Wiew

Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/arc_new/arc_new.pbf

To contitue, click Next

The section below (i.e. Archive File Details) displays a short description of the selected image, including:
1 Information on a type of the archive contents (wher it is sectosbased or filebased),
1 Whether the archive is compressed or not,
1 Whether the archive is password protected or not,
91 The date, when the archive was created.
a2NB2@SNE 2y (KAA LI IS &2dz2Q@S 320 tidgdi®s/fdldera ér map hdtwork & {2
drives by clicking the appropriate buttons.

The next page (i.&Vhat to restor¢ displays detailed information about the contents of the archive.
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& Restore Wizard

YWhat to restore

Flzaze select one of the object(z) to restare:

64

Archive Details
Marne: NEW VOLUME
Yolume label: NEW WVOLUME
File system:  Linus Ext2
Uzed space: 5129 MB

To zelect where to restore the zelected object(z]. click Mext

Mame Type File gpztem
= El Bazic MER Hard Dizk 1 [Whware, YMware. .. Internal Hard Disk Drive
- @New “Yalume [E:] Prirary MTFS
41 (IMEW YOLUME [F) Primary FAT32
+ & NEW YOLUK Prirniary Lirs Ext2
- ENewy Prirnary Apple HFS

Total size: 2971 GB
Free zpace: 28.6 GE

Size

500 GB
92 4GB
20.7 GB
291 GB
229GB

Uzed

4.6 MB

S0 KB
5129 MB
14.7 1B

Data size to restore; 29.1 GB

< Back | Ment » | LCancel |

If you want to restore the image contents, click the Next button. In order to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click thirehivestab on the Ribbon PaneThe database window car lwonditionally
subdivided into several sections that differ in their purpose and functionality:
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1. PropertiesPanelthat displays properties of the selectedange.

2.Volume Explorethat enables to access the selected image as a regular folder to explorer its contents or to retr
certain files.

3. Archive Listhat displays a list of images contained in the Archive Degalfif any). Besides the program provides «
the necessary functionality to manage backup images in the database (add, delete, mount, refresh, etc.)

o All panels offer a synchronized layout and are separated by vertical and horizontal
expandable slides, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you needpmtect and the way this information should be processed, the program
offers a number of handy backup wizard@®. make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through stepe afizard, you configure all the necessary
settings to launch the backup operation. To minimize the possibility of making any mistake, the wizard provides auxili
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