Drive Backup™ Server Express 2008

User Manual



Drive Backup™ Server Express 2008 2 User Manual

CONTENTS

1 ] 8 oo 18 [od £ o] o TSP R ORI 4
2 KBY FRATUIES ...ttt e e e st e e s s bt e e e e ba e e e snbeeeennneee s 5
3 oISy L F= U o] o PRSP 6
3.1 T =T [ O] 0] [ o KSR 6
3.2 MiINIMUM SySteM REQUITEMENTS ......ociiiiei ettt te e este e e sreesreeneesneeneens 6
3.3 INSTAIIATION PrOCEAUNIE ...ttt ettt e bt esbeebeeneesbe et 6
4 o 1 o @0 (00T o £ USSR TRSR 8
O = ¥ Vo (BT o @] o 1=T =1 (0] 1SS 8
4.2 DIfferential BACKUP.......cc.eiiiieee e ettt sttt sb e b nne e 8
4.3  Paragon Hot Processing & Volume Shadow COopy SEIVICE.......ccceiviieieeieiie e 9
4.4 YT U a1 To3 B T 1] USRS UUP PRSPPI 10
N OV o1 | YU o o] i S 11
I O10] 0 )V @ o =T = 1 0] 41T 11
5 INTEITACE OVEIVIBW.....cviiiiiii et bbb nae s 12
5.1 GENEIAI LLAYOUL.......eciiiiieiieie ettt et et e s te e s e st e teeseesseesteeneesseeteeneesreeseeneenseeneean 12
5.2 YT Y =T o U ST RRPROPPRR 13
TR N 0 To I = - OSSP U TR 15
5.4 VIrtual OPeratiOns Bar...........ccoiiiiiiiiiiiiii ettt sttt beesbesneesbeesbeeneesbeene s 15
55  COMMON TASKS BAY ...ttt bbbttt bbb bbb 16
5.6 D1 g 1Y/ - T o ST UR PRSPPI 17
T A {0 (o] =] gl = -V USSP 18
5.8 (=0T gL N = - | PSR PRUPPRR 19
5.9 Y £ UL = - | TR PR PR 19
6 SELLINGS OVEIVIBW........viiiiieiieee ettt ettt r et e e te e be e nreesneeanee s 20
TN A 1T [T = L@ o] 4 o] o SRR PRTR PRSI 20
I = T Vol (U o I g F=To [T @ o] £ o] o LSRR SURSS 21
6.3  General Copy and Backup OPLIONS .......cc.oiiiiiiiiiieiieie ettt e e 21
6.4  CD/DVD ReCOrdiNg OPLIONS. ......ccuiiieiieeieiiesieeieseesteesieseesseessesseesssassesseessesssessesssessesssesssesssessessses 22
6.5 HOT ProCeSSING OPTIONS .......coiiiiiiiieitieie ettt sttt b se e s be et e ss e sbeebeeneesbeebeeneesneebeas 23
T T o= Vg ] A To] a1 oo T @] £ o] 1SS SRRSSN 24
6.7 [V = 1] I @ 0] £ o] o SRR UR PRSPPI 25
6.8  RUN AUriNg BaCKUP OPLIONS.......cccuiiiiiieii ettt ta e sraeste e e sseesaeaseesraenseeneenseeeean 26
NS I V4 [ g (U =L\, [oT0 [ @ ] £ o] LSRR URTR PRSI 28
7 HOW t0 PrOTECT DAta.......cc.eeeiiieiiii et 30
7.1  Getting Information about Disks and their IMages...........cccoveiieiiiii i 30
7.2 BACKUP @ DISK....eiiiiieiiiie bbbt bbb 35
7.3 Differential BaCKUP........ccvoiiiie ettt et b e et e et e s reente e e e sneenre s 38
7.4 Backup @ DYNAMIC DISK .......coiiiiiiiiiiieieie ettt bbb 39
7.5 SYNTNELIC BACKUP ..ot e e st te e e s be e st e et e s reenteeneesreeee s 40
7.6 Storing Backup Images onto EXternal Media ..........cooviiiiiiiiiiiiice e 41
7.7 Storing Backup Images 0n @ NetWOrK DFIVE.........ccccoveiiiieieee e 42
7.8 Using the BacKup CapSUIE .......c.eoiiii e st 42
7.9  Backup Capsule on a Disk with only one Partition .............cccceiieiiiiiesieie e 45
7.10 Restoring a Disk from the IMAgE........couiiiiiiiiie et 46
7.11  Using the Simple RESTOre WIZAId...........coviiiiieie ettt sae e sae e nnaenne s 50
7.12  ReStoring the SYSTEM DISK........cciiiiiiiiiiiii ettt sttt sb et s reesbe e e sbe e e s 51
7.13 Restoring Separate Files and Folders from an Image ..........ccccooveiieie i 52

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 3 User Manual

7.14
7.15

8

8.1
8.2
8.3

9

10

10.1
10.2
10.3

11

111
11.2
11.3
114

12

121
12.2
12.3
12.4
12.5
12.6
12.7
12.8
12.9
12.10
12.11
12.12

13

ReStoring DYNamMIIC VOIUMIES. ......ccuoiiiiieiie ittt et sttt neesne e b 52
BUII RECOVENY IMEBAIA ..ottt sttt et e e e teeneesteeaeanaesreeteeneenneenneas 54
(0] 0 )V =TS TSP UROPRTRTRS 57
(©0] o) o =1 0 [ 5 1] TSRS UPPR TSR 57
One BULLON COPY WIZAIU.........ooiieiecie ettt e e e te e ste e e s neesaeeeenneenrs 59
(@0] o)A == U U1 (o] o [T UTS T OPPRTPPN 60
RSTo] 1o X1 o [ TSR STRTR 63
Partition ManagemENT............coieiii it ere e 65
Basic Partitioning OPeratiOnsS...........c.cciiiiieiiieiie i ese e e et ste e eeste s e steesaeanaesteesresnaesneenrens 65
Advanced Partitioning OPEratiONS..........ccciiiiiiiiiiiieieeeee et 69
Changing Partition ATIFIDULES ............coiiii et sreenre s 71
Hard Disk ManagemeNnT .........ccovoiiiiiieecie et snee e 75
UPAALE IMBR ...ttt bbbt b bttt ettt b bt n e 75
(@0 1T B (o = - ] oSSR PRPR 75
Change PrIMAEY SIOT ........ooiiiiiiiiee bbbt nb ettt 76
(@1 aF= T 0TI 1 5 USSP 77
EXTra FUNCHONAIITY ..o 79
View Partition/Hard DiSK PrOPEITIES. ........coiiiiiiiiiiieieieiee et 79
V0] 181 g T=T b q o] (o] -1 P TSSS 79
File TranSTEr WIZAIT ........ccooiiiiecieciee ettt sttt esbe e e naesreeteeneesneene s 80
IMIOUNT PAETITION. .....eitiitiiieiee ettt bbbt b et e b e et e st e nbesbeeneanean 82
IMIOUNT ATCRIVE <.ttt et e se et e e s e st e be e st e ese e s te e st e e neenbeentenreenneenee e 84
TTESE SUITACE ...t bbbttt h e bt e bt s s bt e bt sb e b e e bt e ne e e be et e ene e 84
CheCk File SYStemM INTEOITLY ......ooiiiiiiieieie bbb 85
CheCk ArChIVE INTEOEITY ...ocviiic et be e te e e reeste e e e aneenteas 85
ChECK RECOVETY DISKS ...ttt bbbttt nb bbbt enes 86
(O [T Ll T o= (oL SO OSPRSSSN 87
EQIT/VIBW SBCTOIS ...ttt ettt e e et e e be et e ese e s teestees e e sseesbeaneesreeteaneeaneenseas 88
ST Lo B oo N T =TSSP 89
(€ [0157:1- 1 Y SRS SSRSTR 91

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 4 User Manual

1 Introduction

Information that is stored on our disks can be much more valuable than the computer being used together
with its software. —Then again, to what extent is something regarded as valuable? How much money would
you ask for your favorite music collection, which you have been collecting your entire life? Or your disk
may contain important financial data or results of scientific research. There are many things that are unique
and therefore one has to be certain about security.

Our program provides the user with the most reliable data protection for the hard disk — the ability to create
archive duplications (i.e. backup images). By storing such an archive onto external media the user is able to
restore the data at any time it is required.

The second crucial function of the program is the ability to modify the hard disk structure. One day you
realize that your hard drive cannot meet your requirements any more. Either its capacity is insufficient and it
is time to think about a little upgrade, or you are to carry out some partitioning operations. Whatever the
problem is, it requires solution. Our program provides a wide-range functionality in the field of managing
disk layout structures. The key features of the program are listed in the special chapter.

Setting up any operation is accomplished by using practical wizards. Each step of the wizard includes in-
depth information in order to allow the user to make the right choice. Graphical representations of the data
help the user to gain a better understanding.

In this manual you will find the answers to many of the technical questions which might arise while using
the program.
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2 Key Features

Let us list some of the key features:

a
Q

User friendly interface. Easily understood icons accompany all functions of the program.
Previewing the resulting layout of hard disks before actually executing operations (so-called virtual
operations).

Backup an entire disk including service data of the file system.

Backup of dynamic disks. The user can back up all five types of dynamic volumes (simple, spanned,
striped, mirrored, RAID-5).

Archive database helps the user to easily manage backup images (get properties, add, delete, mount,
etc.).

Create and manage the backup capsule. This is a special secured place on the disk where backup
archives are stored.

Start up the computer from the image contained in the backup capsule in case of the operating
system corruption.

Restore an entire disk or separate files from the disk archive (image).

Restore with Shrink function provides the possibility to restore a backup image to a free block of
smaller size taking into account only the amount of actual data of the image.

Copy Partition/Hard Disk Wizards that enable to successfully transfer all on-disk information
including standard bootstrap code and other system service structures, thus maintaining the operating
system’s working capability, and that even beginners may understand.

Easy-to-use One Button Copy Wizard provides a unique possibility to carry out such a technically
complicated operation as cloning of hard disks just by pressing one button.

Basic functions for initializing, partitioning and formatting hard disks. Instead of the standard
Windows disk tools, the program supports all file systems.

Recovering of any accidentally deleted partition by using the Undelete Partitions Wizard.

File Transfer Wizard assists the user with copying of separate files/directories or burning of them to
CD/DVD. Besides it provides access to Paragon backups as regular folders to browse through their
contents or copy required files.

Shutdown After Apply function enables to set the computer to automatically switch off on the
successful accomplishment of any operation.

Volume Explorer utility allows the user to browse and export contents of the local
mounted/unmounted volumes of any file system as well as Paragon backups.

Build external recovery media that help the user to restore the system even when the current
operating system cannot boot anymore.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 6 User Manual

3 Installation

This chapter provides information which is needed to perform the correct installation of the program, and in
addition, checks if the current installation is working correctly.

3.1 Package Contents
The installation package includes the following components:

Launcher (with an embedded HTML browser)
Partition Management

Hard Disk Management

Copy Partition/ Hard Disk Wizards
Backup/Restore Wizards

Recovery Media Builder

Extra Functionality

Sy [y Sy Ry Ny

3.2 Minimum System Requirements

To use the program on a computer satisfactorily, ensure that it meets the following minimum system
requirements:

Operating systems: Windows NT Server/2000/XP/2003 Server/Vista and XP/2003/Vista 64-bit
Internet Explorer 5.0 or higher

Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed

128 MB of RAM

Hard disk drive with 40 MB of available space

SVGA video adapter and monitor

Mouse

Sy [y Ry Ry Ny

3.3 Installation Procedure

The installation process consists of the following steps:

1. Run Setup Application

From the folder, where the setup files are kept, run the SETUP.EXE file. This application will guide the user
through the process of the program installation. The setup utility is compiled with the InstallShield SDK,
hence it contains the standard user interface and set of installation steps.

& In case there is some previous version of the program installed on the computer, the program
will offer the user to uninstall it first.

2. Starting Setup
The Welcome page informs that the application is being installed. Click the Next button to continue.

3. Confirm License Agreement

The License Agreement page displays the Paragon License Agreement. Read the agreement and then click
the Yes button to accept. If the user does not agree with any conditions stated there, the installation process
will be interrupted.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.
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4. Select an Installation Folder
The Destination Location page allows the user to choose the folder where the program will be installed. By
default, the installation folder will be created as:

C:\Program Files\Paragon Software\Paragon Drive Backup. To select another folder, click the Browse
button.

After you have selected the required folder, click the Next button to continue.

5. Select a Program Group

The Program Folder page enables the user to select the application's program group for the Start Menu. By
default, it will be the program group:

Start > Programs > Paragon Drive Backup.

Click the Next button to continue.

6. Verify Setup Settings

The Start Copying page allows the user to verify settings, which have already been made and correct them if
necessary. Press the Back button to return to the previous page and modify the installation settings. Click the
Next button to complete the installation process.

7. Copying Files

The Setup Status page shows the overall progress of the installation. Click the Cancel button to abort the
setup.

8. Finishing the Installation

The Final page reports the end of the setup process.
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4 Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain
a general notion of the operation performance and makes it easier for the user to operate the program.

4.1 Backup Operations

Since the advent of the computer age the best way to protect valuable information was to store it in form of
archives on external media. In case of hard disk malfunction, its contents could be restored from the archive.
Then backup soon became a common term to mean making duplications of data for protection purposes.

Nowadays backup has become an essential routine operation for any serious information work. A modern
backup archive uses the so-called image, a snapshot of the whole disk system (or its separate partitions). It
not only includes the contents of all user-made files, but additionally contains the exact structure of
directories, information about file allocation, file attributes and other related data. A backup image can be
copied or moved like any ordinary file.

The user can store backup images on external media (CD/DVDs). This guarantees a high level of data
protection as long as the backup media is kept secure. It is possible to store backup images on a local
network drive as well. Special server-side software enables to secure and store backup images for the entire
network. For this purpose computers named backup servers are used. Such a backup server provides nearly
the same level of protection as external media.

However, should the user not have a local network and/or it is inconvenient to record data onto external
media, then the backup images can be stored in a specially secured place on the hard disk. This place is
referred to as the backup capsule, which has an independent system layout (e.g. a separate partition) that will
stay operable should the active file system be damaged. To avoid an accidental removing or unauthorized
access of the backup data, this partition is hidden and thus cannot be mounted in the operating system. A
single hard disk may contain only one backup capsule. However, the user can attach another hard disk with
an existing backup capsule to the computer and restore from that as well without any problems.

It is only possible to browse the contents of the backup capsule by using special software. The system of
wizards that is implemented into the program is designed to work with the backup capsule. Thus, by storing
disk images in the backup capsule the user obtains a reliable level of data protection.

The above-mentioned methods of storing backup images are implemented in the program. And all the
necessary actions are performed by using the system of convenient wizards. This means that the user simply
has to follow easy step-by-step instructions to make the appropriate settings.

4.2 Differential Backup

As you probably know a regular backup image includes all contents of a partition. In case the user needs to
create multiple backup archives of the same partition, unchanged data is duplicated in all archives and takes
additional space on backup media.

Our program enables to archive only changes in the partition’s contents with respect to a complete archive.
The creation of a differential archive usually takes more time than the creation of an ordinary one. However,
a differential archive requires much less space than the appropriate number of ordinary full archives or
backup images, thus considerably saving your system resources.
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Once the complete image of the partition is created, it can be used as a base or parental image for the
differential backup. The program verifies whether the parental image corresponds to the partition being
imaged or not. To distinguish between partitions, the program uses such partition's attributes as: location,
capacity, file system type, and the serial number.

The program performs the exact bit-wise comparison of the previous partition's data (saved in the parental
image) with the current data (that is actually the partition itself). The difference in contents is saved in the
new volume of differential backup archive. The volumes of the archive can be stored in different locations.

& This function is only available for single primary and logical partitions

4.3 Paragon Hot Processing & Volume Shadow Copy Service
4.3.1 Offline versus Online Backup

In the course of time there have been developed various methods of backing up data. Despite different work
concept, all of them can be divided into two principal groups: offline (cold) and online (hot) backup
techniques.

As the name infers, offline backup can only be accomplished when the data is in consistent state (the
operating system and all the applications are completely shut down). Actually it is the most preferable way
of image creation, since backup software obtains an exclusive right to process data that guaranties high level
of operating efficiency. However an offline backup is absolutely out of question when dealing with 24/7
production environments.

In contrast, online backup enables to create a consistent snapshot even as the data is currently modified.
Online backups are particularly useful for systems with high availability requirements, but they won’t be
accomplished until all active transactions are complete. The point is to provide a coherent state of all open
files and databases involved in a backup, taking into account that applications may still keep writing to
disks. As a result an online backup cannot boast high operating speed.

Our program supports both offline and online methods of image creation. As far as online backup is
concerned it offers its own hot processing algorithm together with the possibility to use snapshot
technologies provided by the Microsoft VSS framework.

4.3.2 Paragon Hot Processing Technology

Paragon Hot Processing is an online backup technology for Windows NT+ family operating systems.
Developed back in 2001, nowadays it is integrated with all backup solutions offered by the company.

Paragon Hot Processing is not exactly a snapshot technology, though it has much in common with it. During
an online backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk
write activity of applications and the operating system. The hotcore driver as an integral part of the program
is installed during the setup procedure (that’s why the system reboot is required to complete the setup
procedure). For the most part the driver is in the idle mode until it is activated with the program. While in
this mode it bypasses any calls having no effect on the overall system performance, but a few kilobytes of
the system memory.

Paragon Hot Processing technology offers backup of locked partitions and hard disks under Windows NT+
family operating systems providing both high operating efficiency as well as low hardware requirements.
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& It is not recommended to use Paragon Hot Processing with active SQL Server 2003,
Exchange 2003 or Oracle databases since the backup image contents may be corrupted.

4.3.3 Volume Shadow Copy Service

Microsoft Volume Shadow Copy Service (VSS) is designed to provide the backup infrastructure for the
Microsoft Windows XP/Server 2003 operating systems. It offers a reliable mechanism to create consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware backup utility, VSS creates snapshots for the selected volumes and represents them
as virtual read-only devices, called volume shadow copies. Once the shadow copies are created, the backup
utility starts processing the data while applications keep writing to original volumes.

Unlike Paragon Hot Processing the VSS technology provides a unique possibility to make a synchronous
snapshot of multiple volumes. This very feature can be particularly beneficial when backing up active SQL
Server 2003, Exchange 2003 or Oracle databases located on multiple volumes the way it is recommended by
Microsoft to improve the level of database performance and reliability, thus providing 100-percent data
consistency.

& To use VSS it is necessary to have a mounted 300 MB+ NTFS partition.

4.4 Dynamic Disks

One of the key features of our program is the possibility to process dynamic disks. As you probably know,
MS-DOS, Microsoft Windows 95/98/Me/NT/2000/XP/Server 2003/Vista support four primary partitions per
physical hard disk, one of which can be extended. Certainly there is the possibility to create logical drives
within the extended partition. Such types of disks are called basic. Windows XP Professional, Windows
2000, Windows Server 2003 and Windows Vista follow the same strategy: You can have a maximum of
four primary partitions, one of which can be an extended partition with logical drives. However, these
operating systems also introduce a new disk configuration type - dynamic disk - which must be understood
to effectively configure and manage hard disks.

Dynamic disk is a physical disk that doesn't use partitions or logical drives. Instead, it contains only
dynamic volumes. Regardless of what format you use for the file system, only Win2K computers can access
dynamic volumes directly. However, computers that aren't running Win2K can access the dynamic volumes
remotely when connected to the shared folders over the network.

Dynamic disks can co-exist on a system with basic disks. The only limitation is that you cannot mix Basic
and Dynamic disks on the same hard drive.

There are five types of dynamic volumes: simple (uses free space from a single disk), spanned (created from
free disk space that is linked together from multiple disks), striped (a volume the data of which is
interleaved across two or more physical disks), mirrored (a fault-tolerant volume the data of which is
duplicated on two physical disks, and RAID-5 volumes (a fault-tolerant volume the data of which is striped
across an array of three or more disks).

With dynamic storage, you can perform disk and volume management without the need to restart Windows.
Limitations:
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o Dynamic disks are not supported on portable computers.

o Dynamic disks are not supported on Windows XP Home Edition-based computers.

o You cannot create mirrored volumes or RAID-5 volumes on Windows XP Home Edition, Windows
XP Professional, or Windows XP 64-Bit Edition-based computers.

Thus, the dynamic disk is a new way of looking at hard disk configuration. Dynamic disks offer you more
management flexibility without the partition limitation of basic disks. Dynamic disks can contain an
unlimited number of volumes, but they cannot contain partitions or logical drives. Dynamic storage can be
particularly beneficial for large-scale businesses when dealing with many physical hard disks involving
complex setup.

4.5 64-bit Support

The bulk of software today is written for a 32-bit processor. It can meet the requirements of almost any end
user. However that is not the case when dealing with servers processing large amounts of data with complex
calculations of very large numbers. That is where 64-bit architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases
and more simultaneous users on each server. Besides a 64-bit kernel can access more system resources, such
as memory allocation per user. A 64-bit processor can handle over 4 billion times more memory addresses
than a 32-bit processor. With these resources, even a very large database can be cached in memory.

Although many business applications run without problems on 32-bit systems, others have grown so
complex that they use up the 4 GB memory limitation of a 32-bit address space. With this large amount of
data, fewer memory resources are available to meet memory needs. On a 64-bit server, most queries are able
to perform in the buffers available to the database.

Some 32-bit applications make the transition to the 64-bit environment seamlessly others do not. For
instance, system-level utilities and programs that provide direct hardware access are likely to fail. Our
program offers a full-fledged support of the 64-bit architecture providing fault-tolerant work for such system
dependent modules as Hot Processing.

4.6 Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. That is due to some definite
advantages it can offer. First of all, many people clone hard disks just to back up data for security reasons.
The present day copy utilities enable to successfully transfer all on-disk information including standard
bootstrap code and other system service structures, thus maintaining the operating system’s working
capability. In case of a system malfunction, the user can get the system back on track in minutes. No
additional configuration is required, what is very convenient.

The second possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard
drive doubles every two years, thus opening up new possibilities for software developers. As a result
programs become more complicated and require considerable amount of free space. One day the user
realizes that there is no more free space left on the hard disk and the only way out is to upgrade. Usually that
means that besides purchasing a new hard disk, the user is to face a large re-installation procedure spanning
several days of tedious work. But all of this can be avoided just by copying the contents of the old hard disk
to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposes. It may be of great use when
setting up similar computers. There is no need for a system administrator to install an operating system from
scratch on every one of them. It is enough just to configure one and then clone it to the others.
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5 Interface Overview

This chapter introduces the graphical interface of the program to the user. The design of the interface

precludes any mistake being made on the part of the user. Most operations are performed through the system
of wizards. Buttons and menus are accompanied by easy understandable icons. Nevertheless, any problems

that might occur while managing the program can be tackled by reading this very chapter.

5.1 General Layout

When the user starts the program, the first component that is displayed is called the Launcher. It enables the
user to run wizards and utilities, to specify program settings, to visualize the operating environment and the

hard disk configuration.

The Launcher’s window can be conditionally subdivided into several sections that differ in their purpose and

functionality:
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1. Main Menu
2. Tool Bar
3. Virtual Operations Bar

4. Common Tasks Bar

5. Explorer Bar
6. Disk Map

7. Legend Bar
8. Status Bar

Some of the panels have similar functionality with a synchronized layout. The program enables the user to
conceal some of the panels to simplify the interface management.
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All panels are separated by vertical and horizontal expandable sliders, allowing the user to customize the

screen layout.

5.2 Main Menu

The Main Menu provides access to the entire functionality of the program. The available functions are as

listed below:

MENU ITEM
Tools
Generate Script...

Send Loqg Files

Recovery Media Builder...

Check Recovery Disks...

Settings...
Exit
Changes

Undo "the last virtual
operation”

Redo "the last virtual
operation”

View Changes...
Apply Changes
Discard All Changes
Reload Disk Info
Wizards

Back Up Disk or
Partition...

Differential Backup...

Restore Disk or Partition...

Manage Backup Capsule...

Synthetic Backup...

Check Archive Inteqgrity...

One Button Copy Wizard

Copy Hard Disk...
Copy Partition...

Undelete Partitions...
Hard Disk
Back Up Hard Disk...

13 User Manual

FUNCTIONALITY

Generate a script for the task
Compress and send the log to the Paragon Support Team

Restore the system even when the current operating system cannot boot
anymore

Verify the recovery media for integrity and ability to boot from
Edit the general settings of the program
Exit the program

Cancel the last virtual operation on the List of Pending Operations

Cancel the last undo virtual operation on the List of Pending Operations

Display the List of Pending Operations

Launch the real execution of virtual operations

Cancel all virtual operations on the List of Pending Operations
Refresh the current information about disks

Create a new backup archive

Create a differential backup of the selected partition
Restore a disk from the backup image
Create or manage a backup capsule

Synthesize a new property modified archive based on the existed backup
image (splitting, password protection, compression level, etc.) as well as
rearrange its location

Perform integrity check for the required backup image
Create a hard disk copy just by pressing one button
Create a hard disk copy

Create a partition copy

Recover any of accidentally deleted partition

Create a new backup archive of the selected hard disk
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Burn Hard Disk to CD or
DVD...

Restore Hard Disk...

Update MBR
Change Primary Slots...

Convert to Basic...

Change SID...
Edit/View Sectors...

Properties...
Partition

Create Partition...

Format Partition...

Delete Partition...
Back Up Partition...

Burn Partition to CD or
DVD...

Restore Partition...

Assign Drive Letter...

Remove Drive Letter...
Hide Partition...

Unhide Partition...
Mark Partition as Active

Mark Partition as Inactive

Change VVolume Label...

Change Serial Number...

Change Partition ID...

Clear Free Space...

Test Surface...

Check File System
Integrity...
Edit/View Sectors...

Properties...
Archives

Add an Archive to the
Database...

Delete the Archive from
the Database...

Restore from the Selected
Archive...

Check Archive Integrity...
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Back up and burn the selected hard disk to CD/DVD

Restore the selected hard disk from a backup image

Update MBR (Master Boot Record) of the selected hard disk

Modify the primary partitions enumeration for the selected hard disk
Convert a dynamic disk containing simple volume(s) into basic

Change SID (Security Identifier) value of any found Windows installation
View/edit sectors of the selected hard disk

Get in-depth information on the properties of selected hard disk

Create a partition of any file system with the Create Partition dialog
Format a partition of any file system Format Partition dialog

Delete a partition of any file system Delete Partition dialog

Create a new backup archive of the selected partition

Back up and burn the selected partition to CD/DVD

Restore the selected partition from a backup image

Assign drive letter to the selected partition

Remove drive letter for the selected partition

Make the selected partition unavailable for the operating system
Make the selected partition available for the operating system
Make the selected partition bootable by default

Make the selected partition non-bootable by default

Change volume label of the selected partition

Change serial number of the selected partition

Change identifier of the selected partition

Destroy any remnants of deleted files/directories left on disk without affecting
the used data

Test surface of the selected partition/block of free space
Check the selected partition for possible file system errors

View/edit sectors of the selected partition
Get in-depth information on the properties of selected partition

Add a backup image to the Archive database
Remove the selected backup image from the Archive database

Restore a disk from the selected backup image

Perform integrity check for the required backup image

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008

Differential Backup...

Synthetic Backup...

Mount the Selected
Archive...

Unmount the Selected
Archive...

View
Toolbar

Status Bar
Common Tasks Bar
Disk Map Legend

Disk Map Location

Help
Help
About
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Create a differential backup of the selected partition

Synthesize a new property modified archive based on the existed backup
image (splitting, password protection, compression level, etc.) as well as
rearrange its location

Assign drive letter to the selected backup image

Remove drive letter for the selected backup image

Manage the Tool Bar representation: show / hide standard and navigation
buttons, text labels and large icons.

Display the Status bar
Display the Common tasks bar
Display the Disk map legend

Select whether the Disk map will be located on the top of the main window or
at the bottom

Open the Help system
Open the dialog with information about the program

& The Main Menu contents available at the moment may vary depending on the selected object.

5.3 Tool Bar

The Toolbar provides fast access to the most frequently used operations:

BUTTON| FUNCTIONALITY

Create a new backup archive

*S
= Restore a disk from the
1%$ backup image

R

e

Copy a hard disk
¥ Copy a partition

?@ Open the Help system

5.4 Virtual Operations Bar

The program supports previewing the resulting layout of hard disks before actually executing operations (so-
called virtual mode of execution). In fact, when the virtual mode is enabled, the program does not
accomplish operations immediately, but places them on the List of Pending Operations for later
accomplishment.
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The Virtual Operations Bar enables to manage pending operations.

BUTTON| FUNCTIONALITY |

9 Cancel the last virtual operation on the List
of Pending Operations

Cancel the last undo virtual operation on
the List of Pending Operations

Display the List of Pending Operations

Launch the real execution of virtual
operations

Cancel all virtual operations on the List of
Pending Operations

X | & | O N

(1) There are unzaved changes.

Please mewﬁpphmmnd la commil them andi Dizeard command to
pemmanenty undo the changes.

You can view changes HHDI_I.I’\"i.aLJ.WB\I Changes command and temparany
undo of redo the opesation by rreans uf'h_j Undao afu:l'ﬁ" Redo commands.

5.5 Common Tasks Bar

The Common Tasks Bar is located on the left side of the main window. It is intended for easy access to the
program's wizards that provide all the functionality needed to manage copy operations.

The bar contains four tabs named Backup/Restore Tasks, Copy Tasks, Tools and News and Documentation.
Each of these contains a separate button bar which can be folded by clicking it.

Backup/Restore Tasks \ \

_ Starting the Backup Wizard. The Backup Wizard assists the user with the
Backup hard disks or selected backup of the hard disk’s data.

partitionz

Starting the Differential Backup Wizard. The Differential Backup Wizard
m Differential Backup enables to create a differential backup of a partition.

Starting the Restore Wizard. The Restore Wizard helps to restore data
ﬁ Restore hard disks or partitions | from a previously made backup image.

Starting the Manage Backup Capsule Wizard. The Manage Backup
ﬁ M anage Eackup Capsule Capsule Wizard helps to create, resize or delete the backup capsule.
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Copy Tasks

Fii

& | One Button Copy *Wizard

r'ﬂl—-]g | Copy Hard Diigk,

o
T Copy Partition

Tools

#\ Recoven Media Builder

\%’ Check Recovery Dizcs...

LLE]
“ Check Archive Integriby

- Synthetic Backup

- File Transfer \Wizard

News and Documentation

\i? Dirive Backup Help

{\j About Drive Backup

k=" Script Manual

5.6 Disk Map
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Starting the One Button Copy Wizard. The One Button Copy Wizard
assists the user with cloning of hard disks just by pressing one button.

Starting the Copy Hard Disk Wizard that helps to make an exact copy of a
hard disk.

Starting the Copy Partition Wizard that helps to make an exact copy of a
partition.

Starting the Recovery Media Wizard. The Recovery Media Wizard helps
to create media which can be used for recovery purposes.

Starting the Check Recovery Disk Wizard. The Check Recovery Disk
Wizard assists the user with verifying the recovery media for integrity and
ability to boot from.

Starting the Check Archive Integrity Wizard. The Check Archive Integrity
Wizard helps to verify whether the backup archive is valid or not.

Starting the Synthetic Backup Wizard. The Synthetic Backup Wizard
enables to synthesize a new property modified archive based on the
existed backup images (splitting, password protection, compression level,
etc.) as well as rearrange its location.

Starting the File Transfer Wizard. The File Transfer Wizard allows
copying of separate files/directories or burning of them to CD/DVD.
Besides it provides access to Paragon backups as regular folders to browse
through their contents or copy required files.

Launching the Help system.

Opening the page which contains information about the program. This
page will be displayed in the Explorer bar.

Opening a brief review on the Paragon Scripting Language.

The Disk Map is displayed in the Explorer bar when the Disk View tab is selected. It is located either at the
top or at the bottom of the window, depending on the state of the Disk Map Location option (Main menu:
View > Disk Map Location). The user can change the current location of the map with this option.

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are
represented with rectangle bars that contain small-sized bars. These small-sized bars represent logical disks.
Their color depends on the file system of the appropriate partition.
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Basic Hard Dizk 1 [FUJITSY MPFI102AT)

1 ] (6:) *l
22 GB FATI 1.9GB L .. 1.6 GE M. 36 GBNTFS

Large-sized bars display the following information about physical disks:
o Manufacturer,
o Model.

Small-sized bars display the following information about logical disks:
Serial number,

o Drive letter,

o Total size,

o File system.

O

Furthermore, it is possible to estimate the used disk space by looking at the size of the bar’s shaded area.

Disk Map is synchronized with the Explorer bar. When the user selects a disk on the Disk Map the Explorer
bar displays detailed information of the selected disk.

The user can click a large-sized bar to display information about the appropriate physical
& disk in the Explorer bar. A click on a small-sized bar will lead to displaying information
about the appropriate logical disk.

5.7 Explorer Bar

The Explorer Bar is located in the center of the main window which emphasizes its importance. The bar
displays reference information including:

o User Manual,

o Information about the program consisting of the product's name, the version of the program and a list
of helpful links,

o Detailed information about disks selected on the Disk Map,

o List of archives,

o Volume Explorer utility.

According to these categories the Explorer bar has several tabs:

o Disk View, which offers the user the following options:
- Volume Explorer to browse and export contents of the selected partition/hard disk;
- Properties to view detailed information on the selected partition/hard disk in the bright graphical
form.

o Archives, which enables to manage the Archive database.

o Help System, which contains the User Manual and information about the program.

The user is able to access the desired information by clicking on the appropriate tab.

The Explorer Bar is a fully-functional embedded HTML browser, which enables the user to address, for
example, our company's website to look through important technical notes or download the latest updates
without having to close the program. The Help System of the program is HTML-oriented. The user can read
the user manual and follow external links from to get additional information.
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Disk View  Aichives | Help

OO x &
)Saparaﬁon Paragon Drive Backup

SOFTWARE GROUP

Version information

Paragon Drive Backup, version ., build
3451 (09.10.07 ) Server Express 2008

Components versions:

Paragon Basa Servcas Ubeary, vargion 1.1, bulld 2452

(02,10.07 )

hdm.dll, varsion 8.8, relesse 88, build 4651
blont.dl, version 8.8, release 88, build 4851
hiontays, vertion 5.8, raleazs 88, build 4851

Sunport links

To easily navigate through browsed pages, the program provides the following functionality:

BUTTON| FUNCTIONALITY

P Return to the previously browsed
¥ page
@ Open the next browsed page

b

Stop loading the current page

Refresh the contents of the current
page

kA

5.8 Legend Bar

The Legend Bar explains the color scheme used for disk and partition presentation. The user can hide (or

show) the bar with the appropriate Main menu item: View > Disk Map Legend. When it is activated it can be
found at the bottom of the Explorer bar.

The program distinguishes between the following types of known file systems:

- FAT16/32,

- NTFS,

- Linux Ext2/3,

- Linux ReiserFsS.

5.9 Status Bar

This is the bottom part of the main window. The status bar displays menu hints, for each item the cursor
points to.

The user can hide (or show) the bar with the appropriate Main menu item: View > Status bar.
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6 Settings Overview

The Settings dialog is available from the Main menu: Tools > Settings. All the settings are grouped into
several sections of which the functions are described in the following paragraphs. The list of sections is
placed on the left side of the dialog. By selecting a section from the list, the user opens a set of options.

6.1 General Options

% Edit settings

General ophans =
T — % General GPTIGDS
Copy and backup oplions
CD/DVD reconding options [] Mesify data wniten
Hot processing options Thiz cption foaces the sppbcation 1o veiily data baing witler: eveny witedo-disk
Parthioning options achon is followed by the read-and-compans action. The fealure may be usabls n
E -mad oplicns cate of unstable haid disk working. [t may significantis slow the ovesal
Flun dusing backup options petfomance
WYuhual mode ophions Enable dala lors potection
Choase this option to ensure that no data will be lost § system unexpectediy goes
down [because of powes shotags etc.]

[ Tneo Access Mor-BIOS Disk Cilnders

This ophion gives you possibaly to bypass B GB boundanes kmalaticn on old
hardware urder 'Windows S Choose thes opbon if zome disk areas carinot be
read under \Windows Ji

[ ok || Cewel |

This section contains a set of general options that will be taken into account during all the operations carried
out with the program. The user can switch between the following modes:

o Verify data written. If this option is marked, every write-to-disk action is followed by the
read-and-compare action. This feature may be helpful in case of running an unstable hard
disk, however it will negatively affect the overall performance.

o Enable data loss protection. Activate the option to force the program to work in the fail-safe
mode (also referred to as data-loss protection mode), which ensures more safety for
operations by maintaining the special journal of operations’ progress. In case of hardware
malfunction, power outages or operating system failure, the modified partition may become
corrupted and non-operable. However, the program will be able to complete the interrupted
operation, thus "reviving" the partition.

If the system has crashed during the operation in the fail-safe mode, insert the bootable
Recovery CD and restart the computer. The program will automatically detect the journal of
the interrupted operation and complete the operation.
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o Try to access non-BIOS disk cylinders. The option works only under Windows 95, 98, ME.
When activated, the program performs a special procedure to define the disk capacity and
does not use the value that is returned by BIOS.

6.2 Backup Image Options

% Edit settings
Backup image oplicns @ BECRLIP image OPTIOI'IS
Copy and backup options
| CODVD recording options Conirol archive integrity
| Hot processing options Choose this option 1o allow witing of specific data that il Lster be used during
Paitiioning oplions restane lo check the archne integily, [t can slow down the backup oparation
IEITMT [#] Set mage fie names automaticall,
Vishual mode: ations Choosa this ophon to automabcally name e in complex achive.
Compaession bevel
: Fast compiession W

Shight compeession. Frovides good speed wath the significant inage size,

Image spkt

Erabds image sphtting
Choase this ophion 1o enable sphiting the archive o sevesal fles

Massm spit e 2000ME 3|

ok J(cmea ]

This section contains a set of options that will be taken into account during the creating backup images and
restoring disks from them. The user can activate the following modes:

o Controlling archive integrity,

o Automatic setting file names in case of complex archives,
o Splitting images to several files,
o Compressing a backup image. The user can also define the compression level.

6.3 General Copy and Backup Options
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% Edit settings

General ophors

Backup image oplicns
CDANVD recording options
Het procesimg ophons
Paitihoning oplons

E-mad oplices

FAun dumng backup opbons
Witual mode ophons

Eﬂ% General copy and backup options

[] Hdd raw processing

Copp/Backup an entire hard ditk sector by sector vathout taking into account is
paitition shuciure

[ Pastition raw processing
Copy/Backup each partition sector by secion, A seciors vall be processed one by
one [even unused sectors] Requees mone time to complate the opesation

[] Pesform inciemenital copy

This ophion i intended for copyng only changes on the haed ditk snce a
previous copy operation. The program pedfoms compariscon between & previous
copy of the hard disk snd #2 curent stabe. Only sechors that se dilferent vall be
wanitben 1o & rew cope.

[#] Skip 05 suodkary liles
Choose this option to skip 05 susahary fles [Boe pagelie sps. hibedil sys sic. ], This
wall reduce operation tme and backup mage @z,

[#] Skip archive files stored in aichrve oy,

Choose this option to skip archive fles dored in archive Bbeany, This wall reduce
operaton bire and backup mags size

[ ok || Cocel |

User Manual

This section contains a set of options that will be taken into account during copy and backup operations. The
user can switch between the following modes:

o HDD raw processing. Activate the option to copy a hard disk in the sector-by-sector mode to
successfully process unknown file systems. However it is not recommended to enable this option
when working with supported file systems as it takes more time to accomplish the operation.

o Partition raw processing. Activate the option to copy a partition in the sector-by-sector mode to
successfully process unknown file systems. However it is not recommended to enable this option
when working with supported file systems as it takes more time to accomplish the operation.

o Perform incremental copy. Once the complete copy of a hard disk is created, it can be used as a
base for the incremental copy. Mark the option to make the program perform the exact bit-wise
comparison of the previous data (saved in the parental copy) with the current data (that is actually the
hard disk itself). After that only most recent information will be processed. It considerably decreases
the amount of data written.

o Skipping OS auxiliary files during backup operation.

o Skipping archives stored in the archive database. If this option is marked, all backup images
stored in the archive database will not be processed during the backup operation. It will considerably
decrease the resulted image file and time to carry out the operation.

In order to activate an option the user should mark the appropriate checkbox.

6.4 CD/DVD Recording Options
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% Edit settings

' General ophions @ - -
Biibin . CD/DVD recording options
Copy and backup options
CD/ND reconding oplions D Buim every CO/DWD disk bo the end
Hol processng opbons Choasze this ophion sllow the dek bo be copied by thid paity toals
Paithioning options R e
E-mad oplion: S :
Flun dusing backup options Select speed sutomatically w
Virlual mode: opticns Auita recoeding speed Choose thes option to slow the recoeder to choose the best
speed
Bool ophions
Specaly & boolsbls IS0 mage to plece on CD or DYD along with backup dats
. \NSD\bootcd o '
Specay how poli weidd Be bo beot fram CO cr DVD:
Boot from arg CD or DVD »
150 Enage folder

/

Please select 5 lokder to place 150 images bo when CD or DVD 150 maker i
uped.

[ ok || Cocel |

This section contains a set of options that will be taken into account during the CD/DVD burning operation.
The user can define:

o Recording speed
o Folder where the 1SO image is to be placed.

6.5 Hot Processing Options
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% Edit settings

General ophors : :

ok Vot oo % Hot processing options
Copy and backup options

CDANVD recording options [#] Enable hot processing

pocessing lechnology
Paitihoning oplons

E-mad oplions Microgolt Volume Shadow Copy Senice w
Fun dusing backup opfions Micosolt Wohume Shadow Copy Service is a reliable technology designed 1o
Virtual mode options back up volumes being ocked by rumetous active bansactions of Y55

supporting spphcations. Micrasolt VS5 technalogy reguates over 300 ME of free
space on any mourted NTFS vohame for temposary data. Thes technalogy e
provided fo Windows *P_ Windows Server 2003 and Windows Vista but
unavailable for old versions of Windows It iz not intended for copy
operations which will aways be performed uzing Paragon Hot Proceszing
whatever lechnology vl choose heis,

Ehange nun dunng backup ophons

[ ok || Cocel |

This section contains a set of options that will be taken into account in case the Hot Processing mode is
enabled. The Hot Processing mode is a part of the backup/copy operation that allows the program to process
a disk without restarting the computer. The program forces the system to restart to obtain exclusive access to
the processing data. The Hot Processing mode may be used to process locked partitions or any backup/copy
operation. The user defines the method in this section.

The user can also set a Temporary drive. This option defines a partition (by default — C:) for the Hot
Processing temporary file. The temporary file will be deleted when the hot backup/copy is performed which

may require a large amount of disk space. Should there not be enough space on drive C:, then another drive
needs to be selected.

6.6 Partitioning Options

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 25 User Manual

% Edit settings
General ophons § L 5
i e el ( ’:1-@ Partitioning Qptions
Copy and backup options
COANVD recording options l:‘ Enable 64 KB clusters [or FAT1E
Hol processng optons Choase thes opbion ta enable 64 KB clusters lof FAT 16 partihers. With this settng.
wous will be able bo create FAT16 partitions with capacity up to 4 GB. Pleaze nole
E-mad oplicns that ordy Windows MT family systerns vall be able bo access such parhibons.
Run dung backup options Corfurnations
VAT NN ek Ask foe vohame label befcse paitition delste

[[] Ask confamalion wien corverting FAT16 1o FAT32

Surface lagt levels
Hene W

Do not test disk suface duing read/wnibe operations.

[ ok || Cocel |

This section contains a set of options that will be taken into account during partitioning operations. The user
can activate the following modes:

o 64 KB cluster size for FAT16 partitions. Only Windows NT 4.0/2000/XP/2003 support 64 KB
clusters.

o Request confirmation before partition deletion.

o Request confirmation when converting FAT16 to FAT32 during such partitioning operations as
copy disk/partition, restore disk/partition.

o Surface test level. The option affects the following operations: format partition, copy partition,
restore partition, retest the surface. While performing the surface test, the program detects corrupted
sectors and marks them as unusable.

6.7 E-Mail Options
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General ophors

Backup image oplicns
Copy and backup options
CDANVD recording options
Hot procesimg ophons
Paithoning oplons

E-mad opticms

Fun dung backup opbons
Wrtueal mode opbons

E\E E-mail options

Specify pour e-mail account oplions:
Outgoing mal served [SMTP}
Lses e-mad addiess:

[ ] My cutgoing serves requanes authentication

26
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Ok,

|| Concel |

This section contains a set of options that will be taken into account during the Send log files and Send e-
mail notification operations. The user can define:

o Outgoing mail server (SMTP). To send messages by using the built-in mail client, it is necessary to
have access to a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing
messages are first sent to the SMTP server, which in its turn delivers them to the required recipients.
The address may be represented as a traditional Internet host name (e.g.: mail.com) or as an IP
numeric address (e.g. XXX.XXX.XXX.XX).

o User e-mail address. Specify an e-mail address that has been assigned by the Internet Service

Provider or organization's e-mail administrator.

o My outgoing server requires authentication. Activate the option to allow the program to make

authentication on the server before sending messages.

- User name. Enter the name that will be used to log in to the e-mail account.
- Password. Enter the password that will be used to access the mail server.

6.8 Run during Backup Options
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% Edit settings 21X

gm m;ﬁm @. Run during backup options

Copy and backup options

COAND recording opbions For backup operahons in the Paragon Hot Processing mode you have a porsbiily o
Hel processing opbons run exteinal progeams and commands at diferent slages of the backup process. The
ke poank bo Bk such execubion to i a thorl penod of ime when a snapzhol 12 taken

Par ,5 oeans [Srapehot iz .a map of uzed blocks; the system iz totally frozen for witing vihen # i
E - oplicms takan]

Run duing backup opions

Vishual i Pleate specly executable fles or each stage f necessany

Exmcute al the beginrang of the backup process belore laking a snapthol

Exmcule alter taking a snapahol

Exmcule alter finiching the backup process

Buowes=

I

[ ok || Cocel |

This section allows the user to specify external applications to execute at various phases of backup. It can be
particularly useful when imaging systems with high availability requirements (MS SQL, MS Exchange,
etc.), since it enables to create a consistent snapshot even as the data is currently modified. The point is to
provide a coherent state of all open files and databases involved in a backup, taking into account that
applications may still keep writing to disks.

Actually the backup process consists of two phases: the preparation phase (snapshot) and the data-copying
phase. There are three points of backup when external commands/programs can be launched:

o Execute at the beginning of the backup process before taking a snapshot. This option enables to
prepare running applications for the backup process. Specific commands/programs to use depend on
the particular application. It may be deletion of unnecessary files, services suspension, transactions
or cashes flush, etc.

o Execute after taking a snapshot. Here the user can specify commands/programs to execute just
after taking a snapshot. They also depend on the particular application and may include resuming of
previously suspended services.

o Execute after finishing the backup process. Commands/programs defined in this option will
execute just after the backup process is completed and may include those that move the backup
archive to some particular location.

By clicking the Browse button the user can get into the browser-like window to choose a file of the required
commands/programs.
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W ]
i Select a file to run

Lookine | [ Local Disk () ¥ B ®
@ Mame (Sze | Date S
|| scripts. exe 456 KB 25,08 2006 6:01:12
Disk Drives || Sellngs.xml 92 9 KB 25,08.2006 17:43:43
B :omebat hat G Bybes 23,08 2006 14:09:09
|| stubactlog 2 4 KB 25.08, 7006 17:43.46
@ Luﬂﬂdﬂtﬂh(ﬂ 136 KB 25.08. 2006 6:0n:12
Hatwork Places || ve_widpat dl 120 KE 25.063 2006 6:01:12
L wpebbdll 176 KB 25.08. 2006 6:01:12
U wnaspiz2 di BB 75.08.2006 6:0:14
|| =E wplorer exe 952 KB 2208, 2006 10,5354
® [AMA 2508 2006 10:15:33
# [ Soipt: 25.08. 2006 10:15:33
[ Y enlyCD 2508 2006 100533
| baoud ird 24 KB 28,08 2006 10:52.34 ¥

Fia name: | zomehat bat |

Fies of lype: | Al fles |

[ Open [ Corcel |

The program provides the ability to work with three types of executable files (.exe, .bat, .cmd). It is up to
the user to write batch files to safely prepare applications for backup. There are some certain general
requirements for that:

o All programs and commands must execute sequentially and finish before the .bat file completes its
work.

o Itis recommended to use external commands/programs in the following format - Start /wait
program.exe

6.9 Virtual Mode Options
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"% Edit settings

[ General options ﬂ .

L Biachiog Thage dgliond Virtual mode options

;Euwudhad:mm )

;EDMrmtqnpﬁnm Operations mode

;Hd wm:smmhom [7] Abow vitual mode

| Paitiioning options Set this option on o cairy out all the operaticns vitualy, You will be able to
| E-masl oplions commi the changes o ialback all of them of the kst one. If you switch this
| Run dung backup ophions option off, the opecstions wil be camed out mmediatel.

Watual mode opticens

Sl thiz option on to sulomabcsly close the pogiess dalog altel commmting lhe
changes.

o (o )

o Allow virtual mode. In this section the user can choose whether to allow operations to carry out
immediately or to place them on the List of Pending Operations for later execution. Just mark the
option to enable virtual operations.

o Close progress dialog automatically. Mark the option to automatically close the progress dialog
when the required operation(s) is completed.
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{ How to Protect Data

This chapter lists various scenarios of data protection which may be accomplished by the program. This has
already been reviewed in the Basic concepts chapter. Here the user will find more useful recommendations
and descriptions of operations.

7.1 Getting Information about Disks and their Images

To begin with, let us examine the current situation of the available disk space. We look at the properties of
our disks or peculiarities of existing backup images. The program provides some helpful tools for this
purpose.

7.1.1 Viewing Disk Properties

The user is able to view in-depth information on the properties of hard disks. The main tool to extract this
information is the Disk Map. It represents the actual state of the computer’s hard disks. The Disk Map
chapter is a detailed description on this topic.

Generally the hard disks are represented on the map by rectangular bars, which also contain small-sized

bars. The small-sized bars represent logical disks (partitions). When the user selects a large-sized bar, the
Explorer bar displays information about the disk in a bright, graphical form.

Easic Hard Disk 1 {(FUJITSU MPF3102AT})

Type: Baszic Hard Digk Drive
Total size: 9.5 GE
Sectors per track: E3
Heads: 255
Cylinders: 1245

’ ~ Creabe an image of the entire disk
bermy  Back up &l the data this hard disk containg, Al the paifiions on this disk will be added to the aichive,

Warning: This operation wil delete all the data on this haid disk. Al the patiions wall be replaced valh ones flom

!". Rettore an image of the entire dizsk
the mage pou have chosen. vou may also be asked to restart your compuler durng thes operabion

-1 Lopy the entire hard disk
E?I Create a copy of the entire hard disk
Al the paditions on this disk wil be copied on the specified Langat disk,

The model and serial number of the disk serve as the title of the browsed page. The disk layout is shown in
form of a circular graph, where the color of a sector corresponds to a file system of an appropriate partition.
On the right the user may see a table, which contains the following information:

o Type of hard disk (basic or dynamic),
o Total size (in GB),
o Information on geometry of the disk (amount of sectors per track, heads and cylinders).

Below there is a list of wizards available for the user. If the user clicks a corresponding record the
appropriate wizard will be started. All default values for the operation parameters will correspond to the
disk’s settings. The list of wizards contains a detailed description of tasks that can be performed by the
wizard. This nullifies the possibility of selecting the wrong wizard.
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Logical Disk {G-)

Volume letter: [G:] Senial number: T493EL5F
Volume label FATIZLIMNLE Partition ID: 0«08 FAT32
Type: Primany Total sizec E8GE
File system: FAT32 Uzed space; 5.7 GE
Sectoiz per boot: 36 Free space: 1GE
Sectors per cluster: 8 Activity:  naclive

Hidden state: Not hidden

/E-i" Create an image of the logical dizk
. J Back up all the data this logical disk contains

; Restore the logical dizk from an image
QA Warmning: This operation wil delete all the data on thes logical disk and replace them from the image vou have
&Y choten. You mp abio be atked o iestart youl computer duiing this operation.

Cg Lopy the selected paition
X Ceeate a copy of the patiton. A rew parhbon vall be created and all the data will be copied there.
= 'foul can create & exact copy, of copy only the area that is occupied by data,

When the user selects a small-sized bar (i.e. corresponding to a logical disk), the Explorer bar will display
information on it as well. The page title will contain a drive letter, which is assigned to the disk. The disk
layout graph will be colored in accordance with the volume ratio of the used space to the free space (the
light colored sector). The table on the right will contain the following information:

o Volume label (if available),

o Type of the logical disk,

o File system (represented by the color of the graph and the selected bar),

o Total size, used space and free space (in GB or MB).

Below there is a list of wizards, which may be called for this disk. All default values of parameters will
correspond to the disk settings.

7.1.2 Viewing Image Properties

Before restoring a disk from an image it is necessary to be sure that it is the image you need. General
information on backup archives can be obtained either with the help of the Restore wizard or the Archive
database:

7.1.2.1 Using the Restore wizard
There are several ways to launch the Restore Wizard:
o In the Main menu: select Wizards > Restore Disk or Partition...
o In Common Tasks bar: click the Restore hard disks or partitions item of the Wizards menu
o Select a logical disk and then click the Restore the disk from an image link on the Explorer bar page.

At first, the wizard displays the Welcome page — simply click the Next button at the foot of the dialog
window.
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¥ Restore Wizard

Browae For Archive
Please zelecl an aichive bo restoe

s

B Show sl - 5 ke e s

Toge Crostion Dae Sounee Oibgaci Siza | State i Comeeert

] 1503205161744 Base Herd Disk 1 fUnknown Modsl] 35 GE = My Hdd 2

< ¥
i Fi

Bachove Fils Datady
Hare Bazic Hard Dizk 1 [Unknowssn Waodef]

Trpe Blazic Haed Disk Drive
Total size: 350G
Fie E:/tmg D1 pbi

To select object(s] bo testone, chck Hext

l +« Back ][ Mt > ]l_ Cancsl ]

The next page refers to Browse for Archive. By clicking the Switch to Archive List View link, the user can
see the list of images contained in the Archive database (if any). To get a clear-cut picture on properties of
the required image, just click on it and the section below will (i.e. Archive File Details) display a short
description, including:

information on a type of the archive contents (whether it contains the entire disk or just a partition),
whether the archive is compressed or not,

whether the archive is password protected or not,

the date, when the archive was created.

000D

In addition, there are some special graphical flags to indicate crucial properties:

FLAG FUNCTIONALITY
B System archive

S| Encrypted archive
= Compressed archive
i Differential archive

To easily manage images in the Archive database, the program provides the following functionality:

BUTTON FUNCTIONALITY
Refresh the contents of the database

3 Show only existing archives

Add the selected archive to the
N database

Delete the selected archive from the
* database

Besides, the user may differentiate images of partitions or hard disks by setting up the filter in the left top

corner of the page.
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¥* Restore Wizard ElEl
Browsze For Archive " .
Please zelecl an aichive o iesime
Lookin | [5] Locat Disk [E2) v fpl W OH
Name [Size | Date [=]
B ek 07,07, 2005 1142205
Iy 0_€.pbl 1.968 27122004 17:26:19
Img DY b 71 EB 15,03 2005 16:1207
# (5100 Dive [F:] |
& [ sl ik i =
Swwhgh o Ancheve List View

Suchive Fiba Doty
Haawmes: Logical Dizk (C:]
Volume labat  Syabem

Fle spttmme. MTFS Totsl e 12268
Used space: 350GE Free tpace: A7 GE
Fila: E:fimg 0 C pbd

Tao gelact objscts] bo restons, chck Hext

[ < Back J[ Mewt > ]l_ Cancel J

By clicking the Switch to File View link, the user can find the required image in the browser-like window.
The section below (i.e. Archive File Details) displays a short description of the selected image, including:

information on a type of the archive contents (whether it contains the entire disk or just a partition),
whether the archive is compressed or not,

whether the archive is password protected or not,

the date, when the archive was created.

000D

Moreover, on this page the user has the possibility to create new folders, delete existing files/folders or map
network drives by clicking the appropriate buttons.

K* Restore Wizard EIEI

‘What to reshone ¥
Please selecl an aichive ilem 1o resione

Fleaze seleck one of the abject(s] bo restore:

M Tpes File systeen | Sz Lized
= =) Basic Had Dk, 1 [Unkrowe Modsl) Basic Hard Disk: Drive 9560
EiLogical Disk. [1) Py FATIZ 29GE EMB
= [S'Esderded Parition Exdordded 0 B
| SilogicalDish] BN NTFS 2468151 MB
Logical Disk [ Logical Lirwee Ewd 14GE 57 MEB
& Logical Disk [ Logical Lirvx Swap2 6353ME 5K
Hathres Drelasds
Hastres Logical Digk (%]
iphues labet  APPLICATION
Fie gpttemc WTFS Total e 24 GE
Used space: 151 ME Free space. 24 GB

To elact wheos (o neslons the: sslecied obect|s]. chck Next

[ « Back Jl Mewt > il_ Cancel J

The next page (i.e. What to restore) displays detailed information about the contents of the archive. It
includes a full description of properties about the archived disks or partitions.
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If you want to restore the contents of the image click the Next button. In order to cancel, click the Cancel
button.
7.1.2.2 Using the Archive database

To open the Archive database the user should click the appropriate tab in the Explorer Bar. The database
window can be conditionally subdivided into several sections that differ in their purpose and functionality:

Disk View  Archives  Help
Archive of Basic Hard Disk 1 {Unknown Model) © N

leng 0_C.p
leng_0_C pht
Source Object size: 95 GE
Aschive size: 7.1 KB :““‘E;E';:;
Location: E:/img V1. pbé e
Creation Date: 15032005 161} f:ﬂ: 00 p
Flags: 0 Compess ! 00 pim
leng_0711062 100
Tersy_ 0N 02 iy
leng_0103.100
Restoe Archive ny (HALG plm
@ Fieslore the selscted archive Tl
- kit pg
Chack frchive |nteqrity
&'E] This wizard helps pou bo lnst evisting aschives. The wizaed vl Hess Test Docurment &
7| check i the archive is valid and makes you sure the archive paragon_ufsd_esd_en
mhegriy is nat viclaled B8 FERWINPE. iza s
& | >
) Show o v & B ik
Type CiestionDate = | Source Obgect ﬁ Size Flags Cormment Hounied
G 1503.200516:17:44 Basic Haed Disk: 1 Model]  95GE = MyHod2
(= P12 2004 172097 Logpeal Disk (] 12268 D II0% MpSystemP..

1. Explorer bar that displays properties of the selected image

2. Volume Explorer that enables to access the selected image as a
regular folder to explorer its contents or to retrieve certain files

3. Archive list that displays the list of images contained in the Archive
database (if any). Besides the program provides all the necessary
functionality to manage backup images in the database (add, delete,
mount, refresh, etc.)

7.1.3 Viewing Image Contents

The user may browse the contents of the archives with a special utility called Volume Explorer. To launch
the Volume Explorer the user should click the Disk View tab in the Explorer Bar and then choose Volume
Explorer.
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Dizk View Archivez | Help

Hame: Size Modified

fmg_0_C.ph 19GE 27122004 172819
E Imag_I0_C.pfm 238KB 27022004 172619
ket Terg_ 01 00,0000 4TA6KB 15.032005161749
g I (01 00.p00 TTTER 15032005 161747
g Tmig_ 101 00 pfion 1.2KB 15032005 161743
% T 07021000 1.3MB 15032005 181818
i Img_I01 02 phm 42KB 15032005 161818
E Ty 0103100 75MEB 1503 2005161307
z IO 03 pln B3IKB 15032005 181%07
= Img_D7.phi T1KB 15032005 161307

ﬂ {1 Paithon 29GE

xmﬁm 24GB

& 2P ailiton 14GB

DTN 55 e
kait-w g BSRBER 2012 2008 144845

In order to view contents of an archive, open it by double click of the left mouse button.

Volume Explorer also provides the possibility to extract separate files and folders from archives without
restoring the whole archive.

Volume Explorer can work with any kinds of archives created by the program. For example, it can browse
the Backup Capsule which is hidden from any standard Windows program.

7.2 Backup a Disk

In the Basic concepts chapter we mentioned that the most prevalent way to protect valuable data is to create
backup copies (backup images in terms of the program) of it. To meet the requirements of any user this
operation can be accomplished either with the Backup Wizard or through the corresponding dialog.

7.2.1 Starting Wizard
There are several ways to start the Backup Wizard:

o In the Main menu: select Wizards > Back Up Disk or Partition...

o Onthe Common Tasks bar: click the Backup hard disks or selected partitions item of the Wizards
menu.

o Inthe Toolbar: click the Back Up button.

o Select a disk on the Disk map and click the Create the image of the logical disk item on the page that
appears in the Explorer bar (when the user selects an entire hard disk on the Disk map the item is
named Create the image of the entire disk).
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After following one of the above mentioned actions, the Welcome page of the wizard is displayed.

¥ Backup Wizard rilgl

Welcome to the Backup Wizard

Thiz wizaed belps pou back up your haed disk data

To corfirue, chck Med

[ Heds ]|  Cocel |

7.2.2 Starting Dialog
In order to start the operation the user should take the following steps:
1. Select a hard disk/partition on the Disk Map or on the List of Partitions.
2. Call the Back Up Hard Disk/Partition dialog to define appropriate settings:
o Inthe Main menu: select Hard Disk/Partition > Back Up Hard Disk or Partition...

o Call the popup menu for the selected hard disk/partition (right click of the mouse button) on the Disk
Map, then select the menu item: Back Up Hard Disk or Partition...

7.2.3 Settings

Despite different work algorithms, both the Backup Wizard and the Back Up Hard Disk/Partition dialog
provide the same level of functionality, thus let us just take as an example the wizard version of the
operation. Here the user sets the parameters of the backup operation defining:

o The object to back up. The user can backup either an entire disk or separate partitions of the
disk (primary, extended or logical). In case of backing up an entire disk, the user has the
possibility to include into the image such disk elements as the Master Boot Record (MBR)
and the first track of the hard disk. This can be very helpful for serious disk recovery

procedures.
['= T2 My Computer My Computer
= [®] [Z] Basic Hard Disk 0 (ST 34001 44) Basic Hard Digk Drnve 26
=i ] #5 First Hand Disk Track First Track 0 Byte
F2) =2 Master Boot Record MER 0 Byte
[ EL‘D}DH Dk |C:) Primasy MTFS 1226
= E5/Extended Paifitan Euterded 256G
[ B Logical Disk D:) Lagical NTFS 1476
[ i Logical Disk [E:) Logical MTFS 10206
= [ [5] Basic Hard Dick 1 [FUNITSU MPF31024T) Basic Had Digh Drive 956
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o Backup destination. The Backup Wizard allows saving backup archives to local or network
drives, to physical partitions (without drive letters assigned), or burning them to CD/DVDs. It
is also possible to place the archives in the Backup Capsule. The user needs to select a
destination, taking the estimated archive size and available space on the backup destination
into account.

Thete are seversl ways the ‘Wizaed can store your data, Flease select how vou would Bke 1o save the
archive:

{%)|Save data to localnetwork dives. |
{3 Save data to physical parthions,
{3 Bumthe data o CD or VD,

o Name and location of the resulted image. Provide a file name for the new image and its
exact location. The program automatically offers an easy to understand name containing the
date and the time of the archive creation, which can anyway be modified.

Sedect a folder where the archive should be placed and speciy the aschive name. The archive name wi
wzed as a subdfoldar whene backup data files will be shored.

Archive bocation: |E-fac_150507091454218/4 B %

Hame Sie |C
= My Compuier B
& [Z] System (C)
# [5] Appications (D:)
i [5] BACKAUP [E:]
® [E] FATIUNUA G:)
&[] Local Digk [1]
® [E] Local Disk [£:]
(-0 Meteork,

Buchove detait:
Archive name: Im:_‘l BO50Ma1 4548

Estmated achive size: 2 MB
Space available on backup destination:  748.2 MB

o Archive Comment. The user can add some additional description to the archive that will
later help to distinguish it from the others.

Pleazs enter a shart comment to descnbe e archive

TN
oo | Mo comment
;.

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to mark the appropriate option on the second page
of the wizard (i.e. the What to back up page). The checkbox is to be found at the foot of the page
[] Change backup satting:

Note: This cplion is recommended for advanced usses ok \\'hen it is marked, the next page allows the user to define:

o Whether the archive integrity will be controlled.
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o Whether image file names will be set automatically in complex archives.

o Compression level for the backup image (including the No compression variant).

o Whether the archive will be split (if this is the case the user can set the maximum size for the archive
files).

o Whether the archive will be protected by password.

o  Whether the selected disk (or the selected partition) will be copied in the sector-to-sector mode
(including unused sectors as well).

Whether the OS auxiliary files (pagefile.sys, hyberfil.sys) will be included in the backup image.
Recording speed when the user wants to burn the backup image onto CD/DVDs.

ISO image folder where the archive that is to be recorded on a disc, is placed.

Whether the operation will be performed without rebooting the system. The program needs to
reboot the system in order to have exclusive access to processing data. In a Windows environment
this is difficult to achieve because even when all the other applications are closed, the system service
programs are still running. However, there is a way to avoid rebooting. The mode of processing the
backup operation without rebooting is named Hot Processing. The user is also able to define specific
parameters for the Hot Processing mode.

7.2.4 Results
Depending on the user’s choice the Backup wizard:

o starts the backup operation
o or records the planned actions in form of a script.

After the backup operation is completed the user receives an image of the selected disk (or the selected
partition). This image is placed into the specified destination (a local or network disk, the Backup Capsule,
or a CD/DVD disc), its features defined by the wizard.

7.3 Differential Backup

To update the image of the selected partition with the Differential Backup Wizard, simply do the following:
1. On the Common Tasks bar click the Differential Backup item of the Wizards menu.
2. On the Differential Backup Wizard's Welcome page, click the Next button.
3. On the Browse for Archive page, select the required base archive in the browser-like

window. The Archive File Details section displays a short description of the selected image.
Click the Next button.
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4. The Archive Content page displays detailed information about the contents of the archive.
It includes a full description of properties about the partition. In addition, there is the
possibility to modify backup settings. To activate the advance mode, the user needs to mark
the appropriate option at the foot of the page. Click the Next button.

5. On the Backup Destination page, select the necessary operation:
o Save data to local/network drives
o Save data to physical partitions
o Burn the data to CD/DVD

Click the Next button.

6. Add comments to the backup describing its contents.

7. Select how to perform the operation:

o immediately (the Back up now option)
O or generate a script in accordance with the entered settings

Click the Next button.
After the operation is completed the user receives differential backup of the selected partition. It is placed

into the specified destination (a local or network disk, or a CD/DVD disc), its features defined by the
wizard.

7.4 Backup a Dynamic Disk
To back up a dynamic disk with the Backup Wizard, simply do the following:

1. Click the Back Up button in the Tool bar (any of the ways described earlier can also be
used here to call the Backup Wizard).

2. On the Backup Wizard's Welcome page, click the Next button.
3. On the What to back up page, mark the appropriate option opposite a dynamic disk.

There is no need to mark all the constituents of the dynamic volume, the program will do it
automatically:
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g | Backup Wizard
What to back up
‘Yiou can back up any combsnaton of hard disk dives or partions
Chck the chack box nest to ary hard digk dive oo parition pou want to back up
Hase Typa [ P pyetem | S =]

ST R |-_.'._-'. . e ! st
[ Mastes Boot MR ot
J ¥ [E] Haud Disk 3 fUirknosan Modei] Diymanic: Had Digh Diive 40
I-r ! Haed D Fasd Tiack of
| F Pashas Bo MER ]
- ELog-c-ainrﬂ. IE] Spanresd ohuries NTFS ]
]_. r'— ad -! Irbonaaen Model] Crpnames: Had Diick Dhive 4

|_ w[ o R MER (i}

Fﬁmﬂmm Soanned vokme  NTFS 4o

The sz of obysols ba back up: 12.00 GR
E shrmsted sechive sine S00.56 ME

[~ Change backup gettings
Mote: Thiz opon i secommended b advanced wes onk.

< pack um>] ;mu|

Click the Next button.

4. On the Backup Destination page, select the necessary operation:
o Save data to local/network drives
o Save data to physical partitions
o Burn the data to CD/DVD

Click the Next button.

5. Add comments to the backup describing its contents.

6. Select how to perform the operation:

o immediately (the Back up now option)
o or generate a script in accordance with the entered settings

Click the Next button.

7.5 Synthetic Backup

To synthesize a new property modified archive based on the existed backup images of the selected
disk/partition with the Synthetic Backup Wizard, simply do the following:

1. On the Common Tasks bar click the Synthetic Backup item of the Wizards menu.
2. On the Synthetic Backup Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page, select the required archive in the browser-like window.
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The Archive File Details section displays a short description of the selected image. Click the
Next button.

4. The Archive Contents page displays detailed information about the contents of the
archive. It includes a full description of properties about the archived disks or partitions.
Click the Next button.

5. On the Synthesis Settings page the user can define:

o  Whether the archive integrity will be controlled.

o Compression level for the backup image (including the No compression variant)
o Whether the archive will be split (if this is the case the user can set the maximum size for the
archive files).
o Whether the archive will be protected by password.
o Recording speed when the user wants to burn the backup image onto CD/DVDs.
Click the Next button.
5. On the Synthetic Archive Destination page, select the necessary operation:
o Save data to local/network drives
o Save data to physical partitions
o Burn the data to CD/DVD
Click the Next button.
6. Add comments to the backup describing its contents.

Click the Next button.

After the operation is completed the user receives a new synthesized backup of the selected disk/partition. It
is placed into the specified destination (a local or network disk, or a CD/DVD disc), its features defined by
the wizard.

7.6 Storing Backup Images onto External Media

To store backup images on CD/DVD with the Backup Wizard, simply do the following:

1. Click the Back Up button in the Tool bar (any of the ways described earlier can also be
used here to call the Backup Wizard).

2. On the Backup Wizard's Welcome page, click the Next button.

3. On the What to back up page, mark the appropriate option opposite a hard disk’s name or
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a partition’s name depending on the chosen task. Click the Next button.

4. On the Backup Destination page, select the Burn the data on CD / DVD option. Click the
Next button.

5. Select a recordable device on the list and edit the archive name, if necessary. Click the
Next button.

6. Add comments to the backup describing its contents.
7. Select how to perform the operation:

o immediately (the Back up now option)
o or generate a script in accordance with the entered settings

Click the Next button.

7.7 Storing Backup Images on a Network Drive

To save a backup archive on a network drive with the Backup Wizard, simply do the following:

1. Click the Back Up button in the Toolbar (any of the ways described earlier can also be
used here to call the Backup Wizard).

2. On the Backup Wizard's Welcome page, click the Next button.

3. On the What to back up page, mark the appropriate option opposite a hard disk’s name or
a partition’s name depending on the chosen task. Click the Next button.

4. On the Backup Destination page, select the Save data to local/network drives option.
Click the Next button.

5. Select a network disk (it must be mounted and be available in the system by a drive
letter). Please take into account values of the parameters Estimated archive size and Space
available on backup destination - if the archive size exceeds the available space, another
network drive needs to be selected.

6. Edit the archive name if necessary and click the Next button.

7. Add comments to your backup describing its contents.

8. Select how to perform the operation:

o immediately (the Back up now option)
O or generate a script in accordance with the entered settings

Click the Next button.

7.8 Using the Backup Capsule
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When the user starts the program, it checks whether the Backup Capsule exists in the system or not. If it has
not been found, the user is offered to create a Capsule automatically. All operations related to the Backup
Capsule, including its creating and managing, are performed with the Manage Backup Capsule Wizard.

7.8.1 Starting
There are several ways to start the Manage Backup Capsule Wizard:

o In the Main menu: select Wizards > Manage Backup Capsule

o On the Common Tasks bar: click the Manage Backup Capsule item of the Wizards menu.

o Select a bar corresponding to the hard disk on the Disk map and click the Create a Backup Capsule
item on the page that appeared in the Explorer bar.

After any of the mentioned actions the Welcome page of the wizard will be displayed.

#M Manape Backup Capsule Wizard E|E|

Welcome to the Manage Backup Capsule
Wizard

This wazaid helps pou creste, resice or delete & backup capouls - a special
pacured place whens your backups will be shaied

[] Advanced Mode

It is recominended b cieste Lhe Backup Capaule a5 ha Lstl pimasy patiion
of af the Last logical diee within an sdended patition. IF you e an
wparienced use in hard dek paritioning and nol satished with these beo
ophtiora, you can tiy to create the Backup Capsuls in other places, To
et this, pleace selech the Advanced Mode ophon

Plaage pay sllerhon thal in the Advanced Mods the wizard does ot
cantrol the poszible boot problems you may encounter later i pou
creale the Backup Capauls, bor example, befons the spslem partition

Tor comdirae, chick Mes

[ et 3 ]l_ Cancal J

7.8.2 Settings

The Manage Backup Capsule Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. In our case we set the following parameters of the backup capsule:

o The place where the backup capsule will be created. The user should select a hard disk (if

the computer has several hard disks) and then select position for the future backup capsule on
the disk.
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O thiz pags you can salect a hard disk where a backup capesue will be cieated az well a2 the relative postion
of the capsule on the hard disk.

Basic Hard Disk D [ST3400144]) 8
@) '[_'Q 0] ] ‘ "[-_g).rﬁ:: ]
|| 147.GENTFS 10,2 GENTES I
Basic Hard Disk 1 [FUJITSU MPF3102AT) '
@) (6] ' @) | |
| EREERTE? T 18
Basic Hard Disk 2 [(Maxtor TY250P0)
— = o= - | |
Uze the buttors: ko move the marker. Backup capeue vl be created wheare the marker iz i;"

The backup capsule can be created as a primary partition or as a logical drive within an
extended partition. It can be inserted into any place on the hard disk: at the end (preferable),
at the beginning or somewhere in the middle between other partitions.

o The size of the backup capsule. It will be created at the expense of free space of the selected
disk.

Backup capeule - curent sze iz 26 GB
Min capsule sze: 40MB

Max capsue sizec 35 GB

]

There is no restriction on the size of the backup capsule, merely depending on the available
space of the hard disk and the capacity needed for the backup.

If the wizard cannot find enough free space in one block, it will redistribute free space,
joining all free space blocks together into one united block and moving partitions when
necessary. If the total amount of free space is still not enough, it is possible to split a fragment
of space from one of the existing partitions, thus resizing it.

o Possibility to boot the system from the backup capsule.

() Allows bo shant recoven system from backup capsule
Titme: to display the. backup capeule statup message: 5 seconds 2|
Choose a hot key for starhup fiom the backup capsue: |F1 %]
Starlup message preview:
!hnﬁbﬂdmwlmﬂaﬁmﬂmﬂ

() {Do ot alow to start recovery system from backup capsule|
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The program enables the user to start up the computer from the image contained in the backup
capsule. This may be of great use in case of the operating system corruption. There are the following
additional parameters for this operation:

- Time period in seconds the startup message will be displayed,;

- Ahot key used to choose the backup capsule as the bootable device.

Besides the user can preview the startup message in the box below the settings.

7.8.3 Results
Depending on the user’s choice the Manage Backup Capsule Wizard:

o Starts the operation
o Allows the user to return and correct the parameters mentioned above.

After the wizard has completed, the user will have created a secured place, i.e. the backup capsule, in which
new backup archives can be stored.

7.8.4 Managing the Backup Capsule

All operations of the Backup Capsule management are performed with the Manage Backup Capsule Wizard
mentioned above. The user can:

o Change the backup capsule size, if necessary

o Store multiple backup images
o View and control stored images

7.9 Backup Capsule on a Disk with only one Partition

Suppose that the user has only one hard disk with only one partition (the only partition is always system).
Suppose that there is enough free space on the hard disk to create the backup capsule as well. It can be
created with the Manage Backup Capsule Wizard:

1. On the Common Tasks bar, click the Manage Backup Capsule button.

2. On the Backup Wizard's Welcome page, click the Next button.

3. Select a place on the disk where the backup capsule will be created (see the illustration
below). Click the Next button.

4. Set the size for the backup capsule. Click the Next button
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5. Start the operation (by clicking the Next button) or return to correct the settings.

Initial State of Hard Disk

Used Space an

oystem Partition Free; Space

After Creating Backup Capsule
lUsed Space on Free Backup
System Partition Space Capsule

Backup to Backup Capsule

Compressed
Used Space on Free Archive
System Partition Space in Backup

Capsule

After this, the user can place the backup archives into the created backup capsule. For example, one could
take a full snapshot (with compression) of the system partition at monthly intervals and perform incremental
backup on a daily basis.

7.10 Restoring a Disk from the Image

The restoring process is the reverse of the backup operation, and is performed less frequently. To meet the
requirements of any user this operation can be accomplished either with the Restore Wizard or through the
corresponding dialog.

7.10.1 Starting Wizard

There are several ways to start the Restore Wizard:
o Inthe Main menu: select Wizards > Restore Disk or Partition...
o Onthe Common Tasks bar: click the Restore hard disks or partitions item of the Wizards menu.
o Select a bar corresponded to a hard disk (or a partition) on the Disk map and click the Restore the

entire disk from an image item (or the Restore an image of the logical disk from an image item in the
partition case) on the page that appeared in the Explorer bar.
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After any of the mentioned actions the Welcome page of the wizard will be displayed.

b? Restore Wizard ElEl

Welcome to the Restore Wizard

Thiz wazad baldps pou 1o rethons an image: of haid dikis] of patitions]

Tip copestirausy, clich, Mesd

[ et > ]l_ Cancsl J

7.10.2 Starting Dialog
In order to start the operation the user should take the following steps:
1. Select a hard disk/partition on the Disk Map or on the List of Partitions.
2. Call the Restore Hard Disk/Partition dialog to define appropriate settings:
a In the Main menu: select Hard Disk/Partition > Restore Hard Disk or Partition...

o Call the popup menu for the selected hard disk/partition (right click of the mouse button) on the Disk
Map, then select the menu item: Restore Hard Disk or Partition...

7.10.3 Settings

Despite different work algorithms, both the Restore Wizard and the Restore Hard Disk/Partition dialog
provide the same level of functionality, thus let us just take as an example the wizard version of the
operation. In our case we set the following parameters of the restore operation:

o A backup image to be restored. The Browse for archive page enables to browse disks for an
appropriate backup image.

By clicking the Switch to File View link, the user can find the required image in the browser-like

window. The section below (i.e. Archive File Details) displays a short description of the selected
image.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 48 User Manual

Lookie: | [5] BACK.UP (€3 o &%
Name T | al
TH e ShiOe0 [T ART TR U
|| Img_0_C.pbl 19GB 27122004 18:26:19
" Img_D1.phi T1KE 15.03.200517:19.07
& (21 DVD/CD-RY Diive [F] |
Swillh b rehive L it Vs
Arehive File Datals

Marre: Logical Disk [C:]
Comment: My System Partition [NTFS, Windaws =P SP1]
Wolume label:  System

File syster NTFS Totalsize:.  1220GH
Used space: 35GE Free space: 87 GEB
Filec E:flmg 0 C.pbf

Moreover, on this page the user has the possibility to create new folders or delete existing
files/folders by clicking the appropriate buttons.

By clicking the Switch to Archive List View link, the user can see the list of all images created with
the Backup Wizard. To get a clear-cut picture on properties of the required image, just click on it and
the section below (i.e. Archive File Details) will display a short description.

S &

Showdsks  -ynoae ~ | Souce Object e e oo
ey i e
o TS 2007 16:2512  Master Bool Recod 0 Bytes Mo comment
B 1503 2005 16:17:44  Basic Hard Disk 1 [Unknown Model) 95GE My Hdd 2
Swilcch to File Wiew
Archive File Datals
Hame:  Basic Hard Disk 1 [Unknown Model]
Commerit: My Hdd 2
Typea: Basic Hard Dizk Drive
Total sizec 95 GB

File: E:Amg_D1.pbt

Besides, the user may differentiate images of partitions or hard disks by setting up the filter in the
left top corner of the page.

o An item of the selected archive to be restored. The program allows the user to restore not only an
entire archive, but also separate items of the archive. It is very convenient in case of restoring
separate partitions from the entire disk archive.
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Fieaze selacl one of the object|z] to rezlone;

| Hame Type Fle system | Size Used
SB[ Basic Had Disk 1 [Unkroen Model) Basic Hard Digk Divve 35GB
{5 Logical Disk [1] Frimary FaTa2 29GE  EMB
= [ Exterded Pailition Extended 0 Bytes
B Logical Disk 1] Logical NTFS 246G 151 M8
Logica Dick [7] Logical Lius Ent? 14GE 57 MB
QLI:-JI:.:IDM& | Lagical Lwisz Swap2 B35 3AMB 5KB

o A place to restore the archive to. Selecting the destination, please note - all contents on the disk
selected for restoring purposes will be deleted during the operation.

Flease select a place wou would ke bo reztore the archive to. Motbe that if you sellact am exzhng hard disk o
pattition, its content will be deleted anvd replaced with the cne from the archive.

A

Bazic Hard Disk 1 (FUNTSUMPEITO2AT]

w (6] W)
E8GEFATI2 1

Basic Hard Digk 2 [Maztor 7Y 250P10]

W) {E:) L] [Unallocated)
1171 GB MTFS 1165 GB

L

To help the user get a clear-cut picture of the operation outcome, the program allows inspecting the
resulted disk layout.
our had digk alter the changes:

Basic Hard Disk 1 [FLITSU MPE3102AT]

@) (6] @) [Unallocated) I lq_.y I l
24 GENTFS 4.2 GE |

7.10.3.1 Restoring Partition:
o Size of the restored volume and free space before and after it on the disk.

Logeal Disk. Restore Opbons
Fizaze specily the size of the restored parition: 25374 =] 15 1B - 1153365 MB

Pleaze specily zime of iee space before the parbton: |0 = 0MB -119350 MB
Pleaze specily se of iee space afler the paithore | 94032 5| OMB - 119350 MB

o Drive letter assignment after restore. The pull-down list contains vacant drive letters that can be
associated with the restored partition.

Azzign the fobowing dive letter. | G it

7.10.3.2 Restoring Hard Disk:

o Copy data and resize partitions proportionally. If this option is activated, the program
proportionally changes the size of partitions keeping their relative order intact. The option can be
useful when restoring to a larger hard disk.
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o Perform surface test. Define whether the surface test will be accomplished during the operation or
not.

“fiour hard digk after the changes:

Basic Hard Disk 2 (Maztor 7Y 250FP1]

&) [Unallocated)
‘ 2212 GH

Haed Dizk Alesfor Options
[7{Copy deta and 1esize pariions proporionall |

Iy b oz, the wizaid chamges the size of paitiions in e same prapoition, with keeping intact i
relatrve ardar. Ths opbon can be uselul in esteng an image of haed disk 1o & baiger one.

[[] Pesfiorm snfacs test

Set thiz opticn f you want the \&izaid to perfom the suface best on e target hard desk. In thes case, f
the program finds bad and wnreliable sectors i wall mark them as unusable ones.

7.10.4 Results
Depending on the user’s choice the Restore Wizard:

o Starts the restore operation,
o Allows the user to return and correct the parameters mentioned above.

The wizard will restore a disk (or partition) that has been archived, and make it available to use in the
operating system.

7.11 Using the Simple Restore Wizard

It can happen that the user cannot initiate the restoring process under Windows because the operating system
is damaged in some way. In this case the Simple Restore Wizard is to be used.

7.11.1 Starting

In order to start the Simple Restore Wizard the user needs to boot from Recovery Media and then launch the
wizard. Moreover, if the user should create bootable archives, the Simple Restore Wizard will run
automatically when the user boots from the first CD/DVD of a backup archive.
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Welcome 1o the Paragon Simple Restore Wizard X

g Welcome to the Paragon Simple Restore Wizard

This wiz ard helps you restore your partition ar hard disk data
that was previously backed-up.

To begin, click Mext.

Har [ Mext > I [ Cancel

7.11.2 Settings

The Simple Restore Wizard allows the user to set the parameters of the restore operation:

o The backup image that contains the system partition to restore. The user can browse disks for
appropriate backup images. The wizard provides in-depth information on the selected archive.

o A place to restore the archive to. All contents on the disk selected for restoring purposes will be
deleted during the operation. The program enables the user to inspect the resulted disk layout.

o Size of the restored volume (if necessary). The program allows the user to inspect the resulted disk
layout.

o Size of the free spaces before and after the restored partition on a disk.

7.11.3 Results

After the wizard has completed, the system partition which was stored in the backup image, will be restored
and the operating system available to use.

7.12 Restoring the System Disk

The user can restore the operating system with a previously made recovery CD/DVD. It is assumed that the
recovery CD/DVD was made with the Recovery Media Wizard (see the contents of the recovery media
settings). The following steps are useful:
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1. Insert the Recovery CD/DVD into a bootable CD/DVD device (the BIOS must be
enabled to boot the system from the CD/DVD device).

2. Restart the computer.

3. The Simple Restore Wizard will be started automatically. Click the Next button on the
Welcome page.

4. On the What to restore page, either type the full path to the backup image of the system
disk, which you are going to restore, or click the standard browse button [...] to find it.
Click the Next button

5. On the Image properties page, make sure that you select the correct image viewing the
provided information about the archive. When the archive has been chosen, click the Next
button.

6. On the disk layout map, select a system disk, to be restored. Click the Next button.

7. Set the size of the system partition. The user can compress or expand it at the expense of
available unused space. Click the Next button.

8. Click the Finish button to initiate the restoring process.
9. After completing the operation eject the Recovery CD/DVD and reboot the computer.

Now the restored file system is operable once again.

7.13 Restoring Separate Files and Folders from an Image

To restore separate files and folders from backup images with the Volume Explorer follow the steps below:

1. In the Explorer bar, click the Disk View tab and then choose Volume Explorer.

2. Browse for the required archive and then open it by double click of the left mouse button.
3. Select a file (or a folder).

4. Call the popup menu (right click of the mouse button).

5. Select the Export item.

6. Select a place on the disk where the file (or the folder) will be extracted to.

7.14 Restoring Dynamic Volumes
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The user has the ability to restore original dynamic volumes as dynamic volumes of any type, providing the
targeted dynamic volume is of the appropriate size. Moreover the program enables to restore dynamic
volumes as basic partitions and vice versa.

To restore a dynamic disk as is with the Restore Wizard, simply do the following:

1. Click the Restore button in the Tool bar (any of the ways described earlier can also be
used here to call the Restore Wizard).

2. On the Restore Wizard's Welcome page, click the Next button.

3. On the Browse for Archive page, select the required archive in the browser-like window.
The Archive File Details section displays a short description of the selected image. Click the
Next button.

4. The What to Restore page displays detailed information about the contents of the archive.
It includes a full description of properties about the archived disks or partitions. In case you
have a complex archive, select the required item to restore.

t -!' “Eﬂ'lﬂ‘r [ Wn‘d.r r.I

‘What to restone ;
Please zelect an archive item lo restore

Flease sebect one of the obiect(s] bo resione:
Name | Tope | Flesptem |Soe |Used
3 MRhrchv e

Frmary MTFS 15.9 GE 164 3 M8
Logieal Disk. 7] Framay NTFS 59GE 333ME

Aachive Datad

Hame: Logical Disk [7]
Vokme label. [Ho labe]
Flespitem:  NTFS Tetslsize: 15,968
Used space 164 9MB Free rpace: 15,868

To select where lo nestors the selecled obiect(s], cick Hext

tBack || Mets: | [ Cancel

Click the Next button.
5. On the Where to Restore page, select a place to restore the archive to similar in size to the

original dynamic volume. There is no need to mark all the constituents of the dynamic
volume, the program will do it automatically.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 54

K Resiore Wizard

‘Whete to restore
Pleaze zelecl & place jo resiore the sechive o

partiton. itz content will be dedeted and ieplacaed with e gne fiom e anchios

I'Ig.ln amic Hard Disk 1

!‘| l w‘lr | L | Ul e |
'JE 24368

Dl.ln amec Hoad Dk 2

|" JE’ |. ‘?JI.FII I o ||.|"I-.'||l.ll.-.1|1.lJ|

1GE ;

Aachive Drotady

Haeme: Logical Disk [*]

Vighame fobet [N label]

Fi sptteme  NTFS Totdl sene  15.9GE
LUzed space 164 S MB Fres mpace 158 GE

To prevew the restors emts, chck Mext

3

2

Plaase palect a place you would Bie bo restone the archeos Bo. Nole thal £ pou select an esahing hard dik or

cBack | Meas | |

Click the Next button.

6. Depending on the user’s choice the Restore Wizard:

o starts the operation
o reconsiders it

The wizard will restore the required dynamic disk and make it available to use in the operating

system.

7.15 Build Recovery Media

User Manual

In addition to the backup tools described above, the program provides the possibility to prepare a set of

recovery tools on external media (CD, DVD or floppy disks). The tool set can be of assistance in case of
operating system corruption, which means that the user is able to boot the computer even when the operating
system is not able to do so. Creation of such recovery tools is performed with the Recovery Media Wizard.

7.15.1 Starting

To start the Recovery Media Wizard the user needs to select the Recovery Media Builder item of the Wizards

menu on the Common Tasks bar. Then the Welcome page of the wizard is displayed.
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#' Recovery Media Builder

Welcome 1o the Recovery Media Builder

Recovern Media Buldes halps pou cieale the Recoveny Medi
wibich o can use bo boot yaul camguler [fof in caze youl
operabng syshem cannot book any more. The Recovery Media
containg e man components of the product and alows pou bo
pariom sk of ks recoveny opesations.

To confirue, chck Hext.

Bacs L Mt » 1 | Canceal

7.15.2 Settings

The Recovery Media Wizard allows the user to configure the settings and start the operation in accordance
with the entered parameters. In our case we set the parameters of the future recovery tool by defining:

o Type of the recovery media the user is creating. The recovery tools can be placed either on a
CD/DVD disc or on a floppy disk.

) CDJDVD

The Recovery Meda will be created on a CO/DVD. This option ks recommended bacass
thee size of the disc allows you bo make all the recovery feabues avaiable.

) Floppy Disk

The Recovery Media will be created on a foppy disk. A numbes of available recovery
Features vill be sigriicantly lrited

o Contents of the recovery set. The recovery tools can include the standard Recovery Media image
(included in the installation package) or software defined by the user. In the last case the user can
record a prepared image by setting the path to the image file on the disk.

(%) Typical
Uze the standard Recovery Meda image supplied with te program.
() Advanced

ou can add some hles cf folders to the standard Recovery Media mage suppbed vath the
program.

() User specified CD/DYD image [Liso file)
Usge CO/DVD mage fiom specihic acabon

/Paragon SofbwaseHard Disk Manages 2008 Sute150/boobed ea iso Biromwse

o A recording device. The appropriate external media (CD/DVD or a floppy disk) needs to be inserted
into the selected device.

o CD/DVD writing parameters (in case the user selects this kind of media). Writing parameters
include writing speed (maximum or minimum) and the ability of ejecting the recorded disc after
completing the operation.
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wiking spend. | [TEEEINEN

[] Eject the disc after witing

The program supports CD-R, CD-RW, DVD-R, DVD+R, DVD-RW, DVD+RW and also DVD-R, DVD+R
double layer discs. If the inserted disc is not empty, the Wizard suggests the user erasing its contents. When
the user confirms the operation, the program deletes the re-writable disc's contents and begins the recording
process.

7.15.3 Results

The Recovery Media Wizard starts the operation after completing the settings mentioned above. As a result,
the user receives recovery media, which can be used in most emergencies.

When purchasing the program online, Recovery Media is available as ISO-image files. The Recovery Media
Builder can then write these files onto physical CD/DVDs.
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8 Copy Tasks

This chapter lists various scenarios of copy operations which may be accomplished by the program. This has
already been reviewed in the Basic concepts chapter. Here the user will find more useful recommendations
and descriptions of operations.

8.1 Copy Hard Disk

In the Basic concepts chapter we mentioned about possible applications of this operation. The program
provides the ability to clone hard disks of any file system. During the hard disk copying process, the
program moves controlling records of used partitioning scheme, the bootstrap code and on-disk partitions.
This operation cannot be substituted by simply copying all on-disk partitions.

The operation can be accomplished with the Copy Hard Disk Wizard. The wizard is so well designed that
the user simply needs to follow its easy instructions to make an exact copy of the disk.

8.1.1 Starting
There are several ways to start the Copy Hard Disk Wizard:

In the Main menu: select Wizards > Copy Hard Disk...

On the Common Tasks bar: click the Copy Hard Disk item of the Wizards menu.

In the Toolbar: click the Copy Hard Disk button.

Select a disk on the Disk map and click the Copy Hard Disk item on the page that appears in the
Explorer bar.

000D

After following one of the above mentioned actions, the Welcome page of the wizard is displayed.

A Capy Hard Disk Wizard i3

| Welcome to the Copy Hard Disk Wizard
Thiz vezaid hedps pou lo craals & copy ol haid dek

-

Tor comdirae, chick Mes

l et 3 ]l_ Cancal J
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8.1.2 Settings

The Copy Hard Disk Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

o The hard disk to copy. Select a hard disk you want to copy
o Copy parameters. The Copy Hard Disk Wizard allows the user to specify the following
options:

B Copy Hard Disk Wizard i3]

Sl up copy oplions s
O this page pou can set up wanoLE CORY OptionT ﬁ_
-

Choods copy ophons thst s besl you batk
Copy option::

[ 1|HOD rawe copny

[[] Pasttions raw copy

[ Pedioim rcoesmantal copy
Resize ophion

[=] Remove ks blocks batwesn paitiions

Verfication options;
|_| Perfm surface ezt
] Werdy writrg

."I' This option allows you to copy an entie hard disk sechor by sechon without taking info
! 4 acoount s partison stnachuee

T nevism ha el of the copy opstation, chek Mest

<Back || Weds | [ Corce

- Copy options. This section enables to switch between two options:
HDD raw copy (allows to copy a hard disk in the sector-by-sector mode to successfully process
unknown file systems).

Partition raw copy (allows to copy a partition in the sector-by-sector mode to successfully process

unknown file systems).

Perform incremental copy (once the complete copy of a hard disk is created, it can be used as a base

for the incremental copy. Mark the option to make the program perform the exact bit-wise

comparison of the previous data (saved in the parental copy) with the current data (that is actually the
hard disk itself). After that only most recent information will be processed. It considerably decreases

the amount of data written).
- Resize options. This section enables to switch between two options:

Remove free blocks between partitions. If this option is activated, the program does not keep blocks

of free space between partitions on the targeted hard disk.

Copy data and resize partitions proportionally. If this option is activated, the program proportionally

changes the size of partitions keeping their relative order intact. The option can be useful when
upgrading the hard disk to a larger one.

- Verification options. This section allows the user to define whether the Surface test and/or the
Writing Verification test will be accomplished during the operation.

8.1.3 Results

Depending on the user’s choice the Copy Hard Disk Wizard:
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o starts the operation
o reconsiders it

After the operation is completed the user receives a fully functional duplicate of the existing hard disk.

8.2 One Button Copy Wizard

One of the fundamental features of the program is the ability to clone hard disks by pressing just one button,
i.e. launching the One Button Copy Wizard. To successfully accomplish the operation your system should
meet the following requirements:

o at least two hard disks, one of which should contain data and the other is empty

o the destination hard disk should have enough space to take contents of at least first partition of the
source disk

8.2.1 Starting
There are several ways to start the One Button Copy Wizard:

o In the Main menu: select Wizards > One Button Copy Wizard
o Onthe Common Tasks bar: click the One Button Copy Wizard item of the Wizards menu.

fig One Buiton Copy Wizard Elgl
Copying the hard ditk 6" i
Thiz wizaed will cops heed disk. 0 ko hand disk 1 :

Origirsnl haed digh
Hard Dizk 0 ["1 T 38081 TAS)
w16 o (£ | e (5| g ) w 1) Wl L1
ERCE 7168 13GE- || ||M 1 9gp 185 sz ||| WF
< )
Had ik copy,
Hard Dick 1 (5 T3200822A]
I “!J If" I '."A'] E‘I ‘?Jlfl' :’s g;_['l I .t_;!..|'| l -;_f‘._s_u_n..un.—.ﬂ:n.n
! B e 186 {36,668
Copy oplions:

] Copy ol sactors, ore 1o o
[ Pedom ircssmental copy
Resize oplions:
[} Remove free blocks between patiion:s

[#] Copy data and resizs partibons propoitionally
Dlp=eration wall start w3 wex

Actually, that is all. The Wizard displays its main window, where you can see source and destination disks
and three available options:

o Copy all sectors one to one (to process corrupted and unknown file systems - more time required)
o Perform incremental copy (once the complete copy of a hard disk is created, it can be used as a
base for the incremental copy. Mark the option to make the program perform the exact bit-wise

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 60 User Manual

comparison of the previous data (saved in the parental copy) with the current data (that is actually the
hard disk itself). After that only most recent information will be processed. It considerably decreases
the amount of data written)

o Copy without free space blocks (to arrange partitions one after another)

o Resize proportionally (to proportionally change the size of partitions keeping their relative order
intact)

8.2.2 Results

The operation will be automatically accomplished after a ten-second pause. In case you are willing to
modify some of the default options, press the Pause button, to continue execution press Start. To interrupt
the operation, press the Cancel button.

By default the Progress dialog will be closed after the operation is successfully completed. In case there are
some problems, the user can see it and find out what has happened.

8.3 Copy Partition

The copying of partitions can be used either for cloning sample partitions or for making backup copies of
working partitions.

The user can duplicate partitions to protect oneself from downtime in case of a system malfunction. The
partition can be copied back to the original place within a few minutes or can be used simply for copying
separate files.

The program duplicates all usable partition data including files, the exact structure of directories and file
system metadata: location of files, security information, access quotas and so on. The program allows to
copy partitions only to blocks of free space.

8.3.1 Starting
There are several ways to start the Copy Partition Wizard:

In the Main menu: select Wizards > Copy Partition...

On the Common Tasks bar: click the Copy Partition item of the Wizards menu.

In the Toolbar: click the Copy Partition button.

Select a disk on the Disk map and click the Copy Partition item on the page that appears in the
Explorer bar.

00000
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After following one of the above mentioned actions, the Welcome page of the wizard is displayed.

& Copy Partithon Wizard

Welcome to the Copy Partition Wizard

Thiz vazsid helps pou copy & pailiion

To contirme, click Hesd

[ Hews || Concel |

8.3.2 Settings

The Copy Partition Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

o The partition to copy. Select a partition you want to copy

o Destination disk. Select a hard disk with free space enough for performing the copy partition
operation

o Copy parameters. The Copy Partition Wizard allows the user to specify the following options:

- Copy the partition with resize. This option gives the possibility to copy the partition to a block of
free space, which is smaller than the partition itself.

- Partition size. Define the size (in Mb) of the copied partition.

- Free space before. Define the position (in Mb) of the copied partition relative to the beginning of
the available range of disk space.

- Free space after. Define the amount of trailing free space (in Mb) at the end of the available range
of disk space.
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8.3.3 Results

Depending on the user’s choice the Copy Partition Wizard:

o starts the operation
o reconsiders it

After the operation is completed the user receives a fully functional duplicate of the existing partition.
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9 Scripting

The program actions can also be represented in form of a script. The script describes the appropriate
operation with macro-language commands. There is an interpreter utility - SCRIPTS.exe, which is included
in the program installation package. This utility works in the unattended mode, which allows the user to
automate operations.

9.1.1 Starting
The user may not write a script since the program has a convenient interface for such a task. In order to

generate a script on the base of the entered parameters of the required operation, the user should take the
following steps:

o Select in the Main menu: Tools > Generate Script...

9.1.2 Settings

Define script generation options with the Generate script dialog.

@ Generale script?
Al vaitusl opeiabers: you have msde wil be witlen bo the seapl. No operations
woll be appled

Please specily a name for te task script fle:
[seript_200807 105130203 pl
Add to Task List

g Mo ophiors l Genarate ][ Mo I

o Script file destination. The program allows saving script files to local drives. Press the Browse
button to define destination and a filename for a new script file. The default file extension that is
reserved for scripting files is .psl. However, a script can be saved under any filename.

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. The following options become available:

Please select scipt genesalion options:
[] Alows o inderact with e usar

Tuen thiz option off § you do not want to get confiimation dialogs whien the scopt i
being camed out.

[¥] Cosmit after each operation

Tuen this oplion on lo ensuie the changes will be commifled altes each operation.
Check for emors after each opesation

Tuen thiz oplion on to make scrpt nberprster to check: the result of each operation.
[] Discard all operations on close

Tusn thiz option on to dizcard al the pending operations after generating the scipt.
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o Interaction with the user. Mark the option to pause the script interpreter during the execution to
prompt the user’s confirmation or other input. Otherwise the program will not stop using default

values for parameters if needed.

o Commit after each operation. Mark the option to commit changes after each operation.

o Check for errors after each operation. Mark the option to insert a special code in script, which
checks the status of the last executed operation and stops the script processing if there are errors of

any kind.

9.1.3 Results

After the operation is completed the user receives a new script file. It is placed into the specified destination,
its features defined in the dialog.
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10 Partition Management

In this chapter you will find all the information necessary to carry out partitioning operations supported by
the program.

10.1 Basic Partitioning Operations

In this chapter you will find all the information necessary to carry out basic partitioning operations (create,
format, delete) supported by the program. To meet the requirements of any user these operations can be
accomplished either with the help of easy-to-use wizards or through the corresponding dialogs.

10.1.1 Create Partition

The program provides the ability to create new partitions by using the DOS partitioning scheme.

10.1.1.1 Restrictions

1. Do not use the Create Partition function in order to undelete the last deleted partition.
2. The program cannot create new partitions on Dynamic Disks. The current version of the program supports
only hard disks that use the DOS partitioning scheme (in Windows 2000 and XP these disks are named
Basic Disks).
3. According to the rules of the DOS partitioning scheme, the following combinations of partitions cannot be
created:

o Two Extended Partitions on one hard disk

o Five or more Primary partitions on one hard disk

o If there is an Extended Partition on the disk, only three Primary partitions are allowed
4. The program allows creating new partitions only within blocks of unpartitioned space. It cannot convert a
free space on an existing partition to a new partition.

10.1.1.2 Starting
In order to start the operation the user should take the following steps:

1. Select a block of free space on the Disk Map.
2. Call the Create Partition dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Create Partition.
o Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Create Partition.

10.1.1.3 Settings

Define the future partition parameters with the Create Partition dialog. Initially the program suggests some
consistent values for all parameters. In most cases, the user can just press the Yes button to confirm the
operation.
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o Define whether the partition will be Primary or Extended one. Select the desired type of the new
partition in this pull-down list. As a matter of fact, the available alternatives fundamentally depend
on the type of the selected block of free space - within the Logical free space, only Logical partitions
can be created; Within the Primary free space, both Primary partitions or the Extended Partition can
be created.

o Partition Size. This slider defines the size (in MB) of the new partition.

o Free space before. This slider defines the position (in MB) of the new partition relative to the
beginning of the block of free space.

o Free space after. This slider defines the amount of trailing free space (in Mb) at the end of the new
partition.

o File system for new partition. Mark the option in order to immediately format the newly created
partition. Otherwise, the partition will remain unformatted (so that it will not be ready to use).

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. Depending on the file system, the following options become available:

[w] Use S busit in formeat noutine

Flease select surlace lest level Mone
Piaase selact number of sectors per clugler | B4 w
Plaage sedact number of sechors per book

Phease select number of 0ot enines. 512

o Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

o  Whether the surface test will be performed. Mark the option to make the program perform the
surface test on the formatted partition. In this case, the program will find bad and unstable sectors
and mark them unusable in the file system metadata.

o The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file
systems. Set the number of sectors to be reserved for the boot area on the partition with this spinner

control.
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o The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the
maximum amount of files/directories to be placed in the Root Directory on the FAT16 partition.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

10.1.1.4 Results
After the operation is completed the user receives a fully functional partition.

10.1.2 Format Partition

Any partition should contain some file system to be used for keeping data. The process of installing a file
system is commonly known as formatting. A huge variety of file systems have been developed these days.
The program can format partitions of the following file systems:

- FAT12 & FAT16
- FAT32

-NTFS

- Ext2

- Ext3

- ReiserFS

- Linux Swap v. 2
- HPFS

10.1.2.1 Starting
In order to start the format partition operation the user should take the following steps:

1. Select a partition on the Disk Map. The operation is disabled for the Extended Partition and for blocks of
free space.

2. Call the Format Partition dialog to define appropriate settings. There are the following ways to do it:

o Select in the Main menu: Partition > Format Partition.

o On the Explorer bar: click on the current file system.

o Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Format Partition.

10.1.2.2 Settings

Define parameters of the formatting operation with the Format Partition dialog. Initially the program
suggests some consistent values for all parameters. In most cases, the user can just press the Format button
to confirm the operation.

o Are you sure you wanl to formal not formatted volume on
o disk 17

Plaase selact new hle systernc | [FEYRIS b

Flease enter new volume label

¥ More optons I Foamat J [ Ho
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o File system. Select the desired file system type from this pull-down list. In fact, the program displays
only file systems that can be correctly placed to the selected partition, taking the capacity of the
selected partition into account.

o Volume label. Enter a label for the selected partition in this textual field. The Volume label is an
unimportant parameter of a logical drive that can be used for drive identification.

In addition, there is the possibility to make further detailed settings (although the default values will do in
most cases). To activate the advance mode, the user needs to click the More options button at the foot of the
dialog page. Depending on the file system, the following options become available:

[#] Uea OS5 bt i foamnat routine

Please select suface test level Hone
Plesss select minbes of seclons per cheter: | B4 W
Fleaze select rumber of secions per boot

Please select number of root enbnes:

|Restore defauits]

o Use OS built-in routine. Mark the option to restrict the available values according to the used OS.

o  Whether the surface test will be performed. Mark the option to make the program perform the
surface test on the formatted partition. In this case, the program will find bad and unstable sectors
and mark them unusable in the file system metadata.

o The amount of sectors per boot. This parameter is available exclusively for FAT16 and FAT32 file
systems. Set the number of sectors to be reserved for the boot area on the partition with this spinner
control.

o The amount of root entries. This parameter is available exclusively for FAT16 file system. Set the
maximum amount of files/directories to be placed in the Root Directory on the FAT16 partition.

o The amount of sectors per cluster. Define the Cluster Size for the formatted partition with this
spinner control.

10.1.2.3 Results

After the operation is completed the user receives a fully functional partition formatted to the file system
specified.

10.1.3 Delete Partition
The program allows the user to delete partitions on hard disks partitioned with the DOS partitioning scheme.
The program removes references to the partition from the Partition Table, so that the information from the

deleted partition becomes inaccessible. The resulted disk space can be used to create new partitions.

Contents of the deleted partition do not disappear from the disk but merely are unavailable for the operating
system.

10.1.3.1 Starting
In order to delete a partition the user should take the following steps:

1. Select a partition on the Disk Map.
2. Call the Delete Partition dialog to define appropriate settings. There are several ways to do it:

a Select in the Main menu: Partition > Delete Partition.
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o Call the popup menu for the selected partition (right click of the mouse button) then select the menu
item: Delete Partition.

10.1.3.2 Settings

Define parameters of the delete operation with the Delete Partition dialog. Initially the program suggests
some consistent values for all parameters. In most cases, the user may just press the Yes button to confirm
the operation.

PX

L7 Are you zure you want to delete volume [*]7

Yiou ate sboul to delete volume [*] [No label]. FAT16. Your computes may
o harger bool or work. conacty

[0 ot ask: vohume Label et time |

| - ] [ Mo |

o Enter the volume label to confirm deleting. To confirm the deletion of the selected partition, enter
its Volume Label. The actual Volume Label value is displayed above.
o Do not ask volume label next time. This checkbox allows the user to inhibit confirmation of the
partition deletion.
10.1.3.3 Results

The deletion of a partition takes only a fraction of a second. However, the program waits until Windows
completes the modification of the disk layout.

10.2 Advanced Partitioning Operations

In this chapter you will find all the information necessary to carry out advanced partitioning operations
supported by the program.

10.2.1 Undelete Partition

When deleting a partition, disk management software only removes references to it in the Partition Table so
that a previously deleted partition can still be recovered (in case of valid restoration of the record in the
Partition Table). The program provides the ability to find and recover these partitions. This function
minimizes the hazard of occasional partitions deletion and is usually known as undelete.

A restored partition will be fully functional, as long as other partitions were not created, moved or exceeded
the disk space occupied by the partition. That is why the program enables the Undelete Partition function
only for blocks of free space.

The operation can be accomplished with the Undelete Partition Wizard.

10.2.1.1 Starting
There are several ways to start the Undelete Partition Wizard:
a Inthe Main menu: select Wizards > Undelete Partitions...

o Select a disk on the Disk map and click the Recover Lost Partitions item on the page that
appears in the Explorer bar.
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After following one of the above mentioned actions, the Welcome page of the wizard is displayed.

® Undelete Partition Wizard

Welcome to the Undelete Partition
Wizard

This vazaid helps wou reslore padilions thal have been deleted
or & haed disk.

To contirwe, cick Neut

¢ Back l Mest = J [ Cancel

10.2.1.2 Settings

The Undelete Partition Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

o Free blocks to scan for lost partitions. Choose a free block from a tree-like list of available disks
and their partitions.

Chek the chack bes nesd bo arp haed disk difve of free block vou wank o examne

| M ame ' Type Size
= I My Computes My Computer
= [ [E] Basic Had Disk 0 [5T3400144) Basic Hard Digk Drve  37.2 GB

/i Mo free blocks were found
B Bacic Hand Digk 1 [FLUITSU MPF3 0247 [ s E L A R R e ]

ERiUnalocsted) Free space 517.7 ME
= [7] [F] Basic Had Disk 2 [Mastor 7r250P0)  Basic Hard Disk Drive 2337 GB
EiUnslocated) Free space 101.4 GE

[ The summary size of hagmenifs] to analyze iz 101.9 GE. [

o Manual setting of search criteria. Activate the advance mode
[] I'want to chooss fle spstem fber and search ciiteria

- A particular file system to look for;
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10.2.1.3 Results
Depending on the user’s choice the Undelete Partition Wizard:

o starts the operation
o reconsiders it

After the operation is completed the user receives a fully functional partition.

10.3 Changing Partition Attributes

This chapter explains how the user can change partition attributes (Active flag, Hidden flag, Partition 1D,
Volume Label).

10.3.1.1 Mark Partition Active/lnactive

The program enables to set Active/Inactive flag for primary partitions of the hard disk. By default the
operating system will boot from the active (bootable) partition at startup.

In order to mark partition Active/lnactive the user should take the following steps:
1. Select a primary partition on the Disk Map.
2. There are several ways to Mark Partition Active/Inactive:

a Select in the Main menu: Partition > Mark Partition Active/lInactive.
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o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Mark Partition Active/Inactive.

! Are pou suie you want lo zel lhe volume az aclive?

You ane about to set the volume [*) [No label]. FAT 16 a: active. | pou alieady
have active volumes, this action might rendes your syztem unbootable:

[ ez I I Bo |

3. The operation will be performed immediately after confirmation.

10.3.2 Hide/Unhide Partition

The program allows the user to Hide/Unhide primary and logical partitions. The operating system does not
mount hidden partitions, thus preventing access to their contents.

In order to Hide/Unhide a partition the user should take the following steps:

1. Select a partition on the Disk Map.
2. There are several ways to Hide/Unhide partitions:

a Select in the Main menu: Partition > Hide/Unhide Partition.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Hide/Unhide Partition.

3. The operation will be performed immediately after confirmation.

10.3.3 Set Label of a Partition

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector.
This value is detectable by any partitioning tool; it is used for notification purposes only.

In order to change a partition label the user should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Change Volume Label dialog to define appropriate settings. There are several ways to do it:
o Select in the Main menu: Partition > Modify > Change Volume Label.
o On the Explorer bar: click on the current volume label.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,

then select the menu item: Change Volume Label.

3. Define the label of the partition with the Change Volume Label dialog:
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Are you sure you wanl lo change label on volume [*]?
Please speciy a volume label for eazer recogrition of pour volume.

Please enter rew wolume label

New volume label. Enter the new value of the Partition Label. The length of the Label is limited to 11
characters.

The dialog also displays the current partition label.

4. The operation will be performed immediately after confirmation.

10.3.4 Change Partition ID

Partition ID is an identifier of a file system that is placed in the partition. Partition ID is saved in the
Partition Table; it is used to quickly detect partitions of supported types. By manually changing the Partition
ID value, it is possible to manipulate the accessibility of partitions.

In order to change a Partition ID the user should take the following steps:
1. Select a partition on the Disk Map.
2. Call the Change Partition ID dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Modify > Change Partition ID...

o On the Explorer bar: click on the current partition ID.

o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Change Partition ID...

3. Define the ID of the partition with the Change Partition ID dialog:

% Are you sure you want to change zpstem |D of the partition [*]?

Curent system D 1z Ox04 FAT16, less than 32 MB.. Changing system
|0 rright prevent some operating systeme from working with the: partsbion.

(%) | Flease zehec predafined D from the it |
O FAT6, bass than 32 MB. b
() Pleaze entes |0 marwsaly

o Predefined ID. Select from the pull-down list ID values for various file systems.

o Enter ID manually. The textual field contains a hexadecimal presentation of the Partition ID.
Generally, the Partition 1D should be presented as 1-2 digits hexadecimal number; only hexadecimal
digits {0..9, A..F} are allowed to be used.
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4. The operation will be performed immediately after confirmation.

10.3.5 Change Serial Number of a Partition

FAT16, FAT32, HPFS and NTFS file systems include the Serial Number parameter. The partition's Serial
Number is saved in the boot sector; its value is generated while formatting a partition.

The program enables to modify the partition's Serial Number on formatted FAT16, FAT32, HPFS and NTFS
partitions without re-formatting.

In order to start the operation the user should take the following steps:
1. Select a partition on the Disk Map.

2. Call the Change Partition Serial Number dialog to define appropriate settings. There are several ways to
doit:

o Select in the Main menu: Partition > Modify > Change Serial Number.
o On the Explorer bar: click on the current serial number.

3. Define the parameter value with the Change Partition Serial Number dialog.

G Are pou sute you want o change senial number of volume
c:y?

“rour compuber may no konges boot or work, connecty,

Please enter new senal number in hexadecima fomat  FEETTR]

New serial number. The user can enter the new Serial Number value in this textual field. The Serial
Number should contain 8 hexadecimal figures (0..9 or A..F). The operation cannot be accomplished until the
user enters all 8 symbols.

4. The operation will be performed immediately after confirmation.
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11 Hard Disk Management

This chapter lists various scenarios of hard disk operations which may be accomplished by the program.

11.1 Update MBR

The program allows the user to overwrite the current bootable code in the MBR (Master Boot Record) by
the standard bootstrap code.

This feature can repair corrupted bootable code on a hard disk as a result of boot virus attacks or
malfunction in the boot managing software.

In order to start the operation the user should take the following steps:
1. Select a hard disk on the Disk Map.
2. There are several ways to run the operation:

o Select in the Main menu: Hard Disk > Update MBR.

o Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map,
then select the menu item: Update MBR.

'! _ Are you sure you wanl to update master bool record?
= Curent MER contents for hard disk rumber 1 vill be lost after this opesation. ous

computer may no konger boot comectly,

3. The operation will be performed immediately after confirmation.

11.2 Convert to Basic

The program provides a unique possibility to convert a dynamic disk containing simple volume(s) into basic
keeping its contents intact.

In order to start the operation the user should take the following steps:
1. Select a dynamic disk containing simple volume(s) on the Disk Map.
2. Call the Convert to Basic dialog selecting in the Main menu: Hard Disk > Convert to Basic...

3. Define parameters of the operation with the Convert to Basic dialog.
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Number of primary partitions. According to the DOS partitioning scheme a hard disk can only have no
more than four Primary partitions. If there is an Extended partition on the disk, only three primary partitions
are allowed. That is why if a dynamic disk contains several simple volumes the program allows the user to
choose the number of primary partitions. The rest of them if any will automatically be converted to logical
disks within the Extended partition.

& The program can only process dynamic disks containing solid simple volumes (without
extension).

11.3 Change Primary Slot

Operating systems use the following partitions enumeration:

In Linux:

In Linux, every partition has a special symbolic name that encodes a hard disk containing a partition, and a
partition itself. Partitions are addressed and accessed by using their symbolic names. Symbolic names are
automatically generated by Linux in accordance with the order of hard disks in BIOS and the order of
partition records in the Partition Table. The modification of primary partitions enumeration can lead to the
changing of paths to some important resources.

In DOS:

The last versions of MS-DOS use a rather sophisticated algorithm for drive letters assignment. A drive letter,
which is assigned to a partition, depends on the order of records in the Partition Table. The modification of
primary partitions enumeration affects the drive letters assignment. In early versions of

MS-DOS, it can even lead to the unavailability of a partition. In any case, the user may want to change the
enumeration of primary partitions.

The program provides the ability to change the enumeration of primary partitions. This feature allows the
user to fix problems concerning the inappropriate order of partitions.

In order to modify the enumeration of partitions the user should take the following steps:
1. Select a hard disk on the Disk Map.

2. Call the Change Primary Slot dialog to define appropriate settings. There are several ways to do it:
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o Select in the Main menu: Hard Disk > Change Primary Slot.
o Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map,
then select the menu item: Change Primary Slot.

)X

f,é Are you zure you want to change primary slols order?

Y'ou are about bo change pimary slots order on Basic Hard Disk 1
[FUITSU MPF3102AT). ‘vour computer may no longer boot cosectly.

Slat Mo Object lype File System Walume label
i A FAT 32-LINLE

| Prinaty L Swapd [Ho label]

2 Frimary FAT18 [Mo labed]

3 Primary FAT1E [Ho label]

T+ |

Maime: Logical Dizk [G:]
Volume labat  FATIZLINLE
Totalsizec  EHGE File system: FAT32
Uszed space: 4.5GB Free space: 2.3 GB
Stast zector. B3 End sector: 14410304

3. The dialog displays the actual enumeration of Primary Partitions in the Partition Table (it exhibits the
order of appropriate records, which refer to primary partitions in the primary part of the Partition Table
referencing records. The top part of the dialog displays the enumeration order of partitions with the
parameters that can help to distinguish partitions:

- Slot

- Volume

- Partition type

- File system

- Partition size

- Volume label

There are two buttons on the right of the list of primary partitions, which allow the user to move the selected
partition up and down within the primary part of the Partition Table.

4. The operation will be performed immediately after confirmation.

11.4 Change SID

SID - Security IDentifier, the binary structure that is associated with some object in the system, is used to
distinguish between user access privileges in workgroup local networks. By default, the SID Changer
searches Windows installations and then changes SIDs in the found Windows instances to automatically
generated random SID values.

The program provides the ability to change SIDs:

1. Select a hard disk on the Disk Map.

2. Call the Change SID dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Hard Disk > Change SID.
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o Call the popup menu for the selected hard disk (right click of the mouse button) on the Disk Map,
then select the menu item: Change SID.

Are pou sure you want o change 510z for Windows
instances on Bazic Hard Disk 0 [ST3400744)7

SID ehanger aplicns:
(%) Genarate 510 based on BOOT.INI fles information. |

) Addtonally look-up the drectories Bzted below.

Browse

) Look-up orly the drectories isted below

Browse

[#] Ausk Foa 51D vabus bo be azsgned for ssch Windows instance,

I | T

3. Generate SID based on BOOT.INI files information. By default, the utility searches for BOOT.INI
files on all partitions to extract information on Windows installations and then performs modifying of the
found SIDs by automatically generated random values.

The user can specify some definite directories for search in addition to ones set in BOOT.INI files, or inhibit
analyzing BOOT.INI files at all. It is also possible to set a SID value manually.
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12 Extra Functionality

This chapter describes the supplementary functionality available in the program.

12.1 View Partition/Hard Disk Properties

The program enables to obtain in-depth information on the properties of hard disks/partitions. Besides the
general information, such as capacity, used space or file system type it provides the possibility to get info on
a hard disk geometry, cluster size, exact partition location, etc.

In order to view properties of a partition/hard disk the user should take the following steps:
1. Select a partition/hard disk on the Disk Map.

2. Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk
Map, then select the menu item: Properties...

Tenaral File System Irfa | Advanced

Logical Disk (C:)

Wolume label: System
File system: MHTFS
Type: Frmaty
Capacity: 122 GE
13 152 150 464 Byles
25 BBY B72 Seclors

Cloze

3. The provided information is grouped according to its properties, thus select the required tab and get the
information you need.

12.2 Volume Explorer

Volume Explorer is a special tool providing the ability to browse and export contents of the local
mounted/unmounted volumes formatted to FAT16, FAT32, NTFS, Ext2FS, Ext3FS, ReiserFS file systems.
Besides it allows the user to access Paragon backups as regular folders to explorer their contents or to
retrieve certain files.

To launch the Volume Explorer the user should click Disk View tab in the Explorer Bar and then choose

Volume Explorer:
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Call the popup menu for the selected file/folder (right click of the mouse button) to export it to some other

location (local or network drive, etc.).

Browse For Folder Elrzl

Seleck & Direckory

r_—_-} Deskiop
PEST ) Documens
= i My Computer
# ML 3.5 Floppy (A2
S System (C:)
% Apolications (D:)
S BACK-UP (E:)
L, CVDJCD-RW Drive (F2)
% Local Disk (6]
2 DVD Drive {H:)
\ I Shared Documents
1 Andrey's Domuments
W My Metwerk Flaces

HEEREEREEERE

*

[ makemewrolder | | ok || canca |

12.3 File Transfer Wizard

File Transfer Wizard is designed to make such operations as copying of separate files/directories or burning
of them to CD/DVD as easy and convenient as possible. It may be of particular use in case of a system
malfunction, caused either by a virus attack or files corruption, in order to get the system back on track
again. Besides it provides access to Paragon backups as regular folders to browse through their contents or

copy required files.

12.3.1 Starting

To start the File Transfer Wizard the user needs to select the File Transfer Wizard item of the Wizards menu

on the Common Tasks bar. Then the Welcome page of the wizard is displayed.
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¥* File Transfer Wizard

| Welcome to the File Transfer Wizard

|
| This mﬁhebﬂ.meaw copy hles ard save poul data Vow can save dats shaded on bocal dive ot shosed watken deve sichne
prervmusly created by Backup/Image sftwere,

| To continge, chch Mg

12.3.2 Settings

The File Transfer Wizard allows the user to configure the settings and then start the operation in accordance
with the entered parameters. Here the user sets the parameters of the operation defining:

o Place to look for files/directories. Select a source disk from the pull-down list in the left pane of the
page. The program enables to process both mounted and unmounted (without drive letter assigned)
partitions. Besides it is possible to map a network drive.

Source
Look i | [5] Local Disk D) g o K ¥
[5] Local Disk [E1) 1
(T CD Drive [F)
[5] Loeal Digk [G:)
(L) CD Drive [H:)
[5] Local Digk 1:)
(L)CD Drive 1]
[5] Local Digk [k |
| @ Physical paditions

=, [No label], Disk 1, patition 4 [Pri
T

i

B8 B0 6588 8L

.=

o Object(s) of operation. Choose files/directories you want to copy and place them to Clipboard by
pressing the Add button. To delete a file/directory from the Clipboard, select it in the Clipboard pane
and press the Remove button. You can also create a new folder, rename or irreversibly delete existing
files/directories of the left pane by pressing the appropriate buttons.
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Clipboard Source
Mame Sowce Path Lookin: | [5] Local Dick (D] v B
| | AKFP jpg D:/KFP pg
= |Projects  D:/Propects/ Hamre
= [7] Local Disk (D)
@ B3

&[T AREYY Lingvo 10 Multifngual Dictionay

s o
[ # £ cygwn
Femoye N Fiojects

# [ RECYCLER
% [ RoboHELP Dffice
0 Systen Voheie [nfermation
# viMwWae
|| alid.zip
[ AKPP.pg

o Destination to store the object(s). The File Transfer Wizard allows copying data to local or network
drives, to physical partitions (without drive letters assigned), or burning them to CD/DVDs. Choose
the way the data will be stored.

There are several ways the Wizard can store pouwr data, Flese select how would you lke to save the data:
(5) | Gave dala to localnehwok, dives. |

(3 Save dala to physical partitions.

() Bum the data to CD or DYVD.

o Reuvision of changes. The Operation Summary page provides structurally divided information on all
the actions made in the wizard. Check the changes and come back to any of the steps of the wizard to
correct them (if necessary) by following the required hyperlink.

Pleaze overview the bansfer opbonz. You can rabun bo the coarespondng page and changes the oplicne by ciking on tile hyperinks.

Dibaocts by ansier
Object(z] selected: 1
Total data size: 3881 KB [ 377 025 Bytes]
1 oot
Destmation path (i3
Space available on destination: 5.1 GE (5 492 519 312 Bytes)

12.3.3 Results

The File Transfer Wizard starts the operation after completing the settings mentioned above.

12.4 Mount Partition

The program allows the user to assign or remove drive letters of existing formatted partitions.

12.4.1 Assign Drive Letter
In order to mount a partition the user should take the following steps:

1. Select a partition on the Disk Map.
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2. Call the Add Drive Letter dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Assign Drive Letter...
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Assign Drive Letter...

3. Define a drive letter for the selected partition with the Add Drive Letter dialog. Initially the program
suggests some consistent value for this parameter. So the user may just press the Yes button to confirm the
operation.

?Ix

% Assign a drive letter?
This allows access ba the volume by wusing the drive letter aszigned. The azsignment
iz muat recommended § Hee volume cortans a file spstem not supported by youw
operating syzbam

Assin the following dive letter [N ~ |

[ os ] [ Mo |

Assign the following drive letter. The pull-down list contains vacant drive letters that can be associated
with the selected partition. Assign a drive letter to a non-mounted partition, or change the existed drive letter
for already mounted partition.

4. The operation will be performed immediately after confirmation.

12.4.2 Remove Drive Letter

In order to unmount a partition the user should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Remove Drive Letter dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Remove Drive Letter.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Remove Drive Letter.

! Are pou suie you wanl o remove difve better [11]7

You are about to remove divve letter from the volume [I-] [Mo label]. FAT16
*'our compliber may no konges boot of work. comecty,

I Yez i | Mo

3. The operation will be performed immediately after confirmation.
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12.5 Mount Archive

The program provides the possibility to assign a drive letter to a backup image of a separate partition. As a
result of the operation the user gets a new read-only partition in the system to easily browse its contents and
copy the required information even with the standard Windows tools.

In order to mount an archive the user should take the following steps:

1. Select a backup image in the Archive database.

2. Call the Mount Archive dialog to define appropriate settings. There are several ways to do it:
o On the Explorer bar: select the Mount Archive item.
o Call the popup menu for the selected image (right click of the mouse button), then select the menu
item: Mount the selected archive...

3. Define a drive letter for the selected backup image with the Mount Archive dialog.

% Assign a drive letter?

This aflows access bo the volume by wsing the drive lether assigned. The
agsignment iz not recormmendead if the volume containz a file system not
suppoeted by pour operating spaten.

Assign the following drive letter. (RN ~ |

I Yas I [ Mo [

Assign the following drive letter. The pull-down list contains vacant drive letters that can be associated
with the selected archive. Initially the program suggests some consistent value for this parameter. So the
user may just press the OK button to confirm the operation.

4. The operation will be performed immediately after confirmation.

12.6 Test Surface

The program allows performing additional surface tests on existing partitions and blocks of free space.

In order to start the surface test the user should take the following steps:
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1. Select a partition or a block of free space on the Disk Map.
2. Call the Test Surface dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition > Test Surface...
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,
then select the menu item: Test Surface...

% Tes! surfface of volume [G:]7
g T ezting volume surface allows to find bad blocks and other problams

Flease select a swlace test level  [[IRuClIN >

| e i | Mo |

Surface test level. Choose the level of the test procedure.

3. The operation will be performed immediately after confirmation.

12.7 Check File System Integrity

The program can check the file system integrity on existing partitions. This function can be used for
detecting file system errors before performing operations on a partition.

Most useful operations require the targeted partition to have a valid file system to be processed.

In order to start the system integrity check the user should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Check File System Integrity dialog to define appropriate settings. There are several ways to do it:
o Select in the Main menu: Partition > Check File System Integrity.
o Call the popup menu for the selected partition (right click of the mouse button) on the Disk Map,

then select the menu item: Check File System Integrity.

3. The operation will be performed immediately after confirmation.

12.8 Check Archive Integrity

The program provides the ability to perform integrity check for the backup images. The function allows
distinguishing between valid and corrupted images before using them. The Check Archive Integrity Wizard
will help you do that.

12.8.1 Starting

To start the Check Archive Integrity Wizard the user needs to select the Check Archive Integrity item of the
Wizards menu on the Common Tasks bar. Then the Welcome page of the wizard is displayed.
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18 Check Archive Integrity Wizard i3]

| Welcome to the Check Archive Integrity
| Wizard

Thiz wezsid hedpa pou lo wenly mtagnty of an mage of had dizk[z) o paibitonis)

|
T cooatirue, cick besd

I Mt > ]l_ Cancel J

12.8.2 Settings

The Check Archive Integrity Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

An archive to verify. Select an image on your disk in the browser-like window. The Archive File Details
section displays a short description of the selected image, including:

information on a type of the archive contents (whether it contains the entire disk or just a partition),
whether the archive is compressed or not,

whether the archive is password protected or not,

the date, when the archive was created.

00000

12.8.3 Results

The Check Archive Integrity Wizard starts the operation after completing the settings mentioned above.

12.9 Check Recovery Disks

The user has the ability to check whether backup media created with the program is 100 percent error-free
and ready to use. The Check Recovery Disk Wizard will help you do that.

12.9.1 Starting

To start the Check Recovery Disk Wizard the user needs to select the Check Recovery Disks item of the
Wizards menu on the Common Tasks bar. Then the Welcome page of the wizard is displayed.
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¥ Check Recovery Disc Wizard 2%

Welcome to the Check Recovery Disc
_ Wizard

The Check Recovery Disc Wizard helps pou test the iecovery media
for integnty and abiity to book from.

| Recovely meda can be

+ a recovely CO /DD created by the Unpack & Bun Wizard
# arecovely CO/DVD created by the Recovery Media Builder
+ 3 boolable archive ciealed by the Backup Wizard

To continue, click Next

Nest> | [ Cancel |

12.9.2 Settings

The Check Recovery Disk Wizard allows the user to configure the settings and then start the operation in
accordance with the entered parameters. Here the user sets the parameters of the operation defining:

o CD/DVD drive to use from the pull-down list
o  Whether eject the disk after the operation is completed or not.

12.9.3 Results

The Check Recovery Disk Wizard starts the operation after completing the settings mentioned above.

12.10  Clear Free Space

The program allows the user to destroy any remnants of deleted files/directories left on disk without
affecting the used data by overwriting contents of unused clusters with certain patterns. Besides providing
high level of data protection this function can be particularly useful when dealing with certain non-standard
protection/registration/deactivation hidden marks made by some software.

In order to start the operation the user should take the following steps:

1. Select a partition on the Disk Map.

2. Call the Clear Free Space dialog selecting in the Main menu: Partition > Clear Free Space...

3. Define parameters of the operation with the Clear Free Space dialog. Initially the program suggests some

consistent values for all parameters. In most cases, the user may just press the Wipe button to confirm the
operation.
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Tx Are you gsure you want lo clear free space on volume [D:]7?
' Cleaing fiee space wil make it mpossible fo undelete fles from Hes volume.
Flease sefacl the byle matk 1o wipe oul the data with
HEX valse: |00 =
ASCH value: (#0 =
Flease specily the numbes of wipng passes |
1 s
Verily wipe 1esulls
Peicerage of seclors 1o check: 0 B

o HEX value. The Hex value spinner control allows the user to set a two-figure hexadecimal character
value (00" by default). The available range is from "00" to "FF". It is synchronized with the ASCII
value.

o ASCII value. The ASCII value spinner control enables to set the symbolic presentation of the
character to use according to the 7-bit American Standard Code for Information Interchange ("#0" by
default). It is synchronized with the Hex value.

o Number of passes. The user can choose number of passes for the wiping pattern (1 by default). The
available range is from 1 to 100.

o Verify wipe results. The user can also choose whether to carry out residual data verification or not
specifying the percentage of sectors to check.

& The Clear Free Space operation is only available for Logical and Primary partitions of
known file systems.

12.11 Edit/View Sectors

With the built-in Edit/View Sectors tool the program enables to view/edit sectors on existing partitions/hard
disks providing the possibility to directly access and modify sectors, save and restore sectors from specified
files, navigate through the system metadata, etc.
In order to start the Edit/View Sectors operation the user should take the following steps:
1. Select a hard disk/partition on the Disk Map.
2. Call the Edit/View Sectors dialog to define appropriate settings. There are several ways to do it:

o Select in the Main menu: Partition/Hard Disk > Edit/View Sectors.

o Call the popup menu for the selected partition/hard disk (right click of the mouse button) on the Disk
Map, then select the menu item: Edit/View Sectors.
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12.12

Send Log Files

The program allows the user to simplify the procedure of sending support requests to the Paragon Support
Team. In case of having difficulties with handling the program, the user, with the help of this very function,
can address the company support engineers and provide them with all the information they need such as disk
layout, performed operations, etc. in order to tackle the encountered problem. Information of that kind is

stored in Log files.

In order to start the operation the user should take the following steps:

1. Call the Send Log Files dialog in the Main menu: Tools > Send Log Files

2. Give a detailed description on the encountered problem.

Send log files

Fleaze entes shoit descrpbion of your problem:

wrong 7
Hope you can help

This iz & sample suppor reguest

Diaar Sirs, | hawve just inztaliad the program but am having a problem with
making complete backups to my 290G extenal dive, | have made a ful
backup and this woiked fre bul when | iy 1o make s incemenlsl backip
the softveans wil anly repest 3 complete backup, Am | doing something

Send

/|

Cancel |
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By clicking the Send button the built-in mail client will generate a template request with attached
compressed log files and then send it to the Paragon Support Team.

12.12.1 Log Files

Log files are simple textual files that can be opened by any text editor. There are several log files
automatically generated by the program:

Contains in-depth information on parameters and

Stubact.log performance of all operations carried out by the program
Pwloa.txt Besides brief overview on operations it also contains
g- detailed information about the state of all hard disks
Contains low-level information on the CD/DVD devices
Cdb.log

used in the system

BioNTlog.txt| It is an OS-dependent supplementary log file derived from
or Bioxx.dll. It may contain valuable information on Windows
Bio95log.txt | family operating systems
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13 Glossary

Active partition is a partition from which an x86-based computer starts up. The active partition must be a
primary partition on a basic disk. If you use Windows exclusively, the active partition can be the same as the
system volume.

In the DOS partitioning scheme, only Primary Partitions can be active due to limitations of the standard
bootstrap.

Backup Capsule is a specially secured place on the hard disk which is used to store backup images. The
backup capsule has an independent system layout (e.g. a separate partition) and is even operable when the
active file system is damaged. To avoid a removal or unauthorized access to the data, this partition is hidden
and cannot be mounted in the operating system. The content of the backup capsule is only available for
browsing when using special software.

Backup Image is an archive of the disk, which includes all the on-disk files and service information on the
disk layout. To restore disks from such an archive means retrieving all informational components of the disk
(e.g. a hard disk image consists of its partitions, the Partition Table and even bootstrap code).

Bootable Archives are created by adding a special bootable section when the user is backing up the data to
CD/DVDs. The user is able to restore the data from these archives without having to run the program, but by
simply booting from these CD/DVDs.

Cluster is the smallest amount of disk space that can be allocated to hold a file. All file systems used by
Windows organize hard disks based on clusters, which consist of one or more contiguous sectors. The
smaller the cluster size, the more efficiently a disk stores information. If no cluster size is specified during
formatting, Windows picks defaults based on the size of the volume. These defaults are selected to reduce
the amount of space that is lost and the amount of fragmentation on the volume. A cluster is also called an
allocation unit.

Extended Partition is a type of partition that you can create only on basic master boot record (MBR) disks.
Extended partitions are useful if you want to create more than four volumes on a basic MBR disk. Unlike
primary partitions, you do not format an extended partition with a file system and then assign a drive letter
to it. Instead, you create one or more logical drives within the extended partition. After you create a logical
drive, you format it and assign it a drive letter. An MBR disk can have up to four primary partitions, or three
primary partitions, one extended partition, and multiple logical drives.

File system metadata. The servicing structures of a file system, which contain information about allocating
files and directories, security information etc, are named file system metadata. File system metadata are
invisible for users and ordinary applications because accidental modifications of the metadata usually make
a partition unusable.

Hard disk geometry. Traditionally, the usable space of a hard disk is logically divided into Cylinders,
Cylinders are divided into Tracks (or Heads), and Tracks are divided into Sectors.

The triad of values {[Sectors-per-Track], [Tracks-per-Cylinder], [Amount-of-Cylinders]} is usually named
Hard Disk Geometry or C/H/S geometry.

Tracks and Cylinders are enumerated from "0", while Sectors are enumerated beginning with "1".

These disk parameters play an essential role in the DOS Partitioning scheme. The alignment of partitions
takes the parameters of the hard disk geometry into consideration.
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Modern hardware uses an advanced scheme for the linear addressing of Sectors, which assumes that all on-
disk sectors are continuously enumerated from “0”. To allow backward compatibility with older standards,
modern hard disks can additionally emulate C/H/S geometry.

Hidden partitions. The concept of hidden partitions was introduced in the IBM OS/2 Boot Manager.
Operating systems do not mount "hidden" partitions, which prevents access to their contents.

A method of hiding partitions consists in changing the Partition ID value that is saved in an appropriate
entry of the Partition Table. This is achieved by XOR-ing the Partition ID with the 0x10 hexadecimal value.

This method only works when the set of usable Partition ID values is very limited, since large sets of usable
Partition IDs can lead to confusing file system types; for example, Ext2 partitions are marked with the 0x83
Partition ID value. A hidden Ext2 partition would be marked with the 0x93 Partition ID value, which is
identical with the Amoeba File system Partition ID.

Magnetic Force Microscopy (MFM) is an effective tool to magnetic investigations on submicron scale.
Image obtained by MFM is the space distribution of some parameter characterizing magnetic probe-sample
interaction, i.e. interaction force, amplitude of vibrating magnetic probe, etc. The MFM technology can be
successfully used to resurrect deleted information.

Master File Table (MFT) is a relational database that consists of rows of file records and columns of file
attributes. It contains at least one entry for every file on an NTFS volume, including the MFT itself. MFT is
similar to a FAT table in a FAT file system.

MBR & 1st track of the hard disk is the Oth sector of the disk. MBR (Master Boot Record) contains
important information about the disk layout:

- The partitioning scheme.

- The starting records of the Partition Table.

- The standard bootstrap code (or the initial code of boot managers, disk overlay software or boot viruses).

Generally, the Oth sector is used for similar purposes in all existing partitioning schemes.

The capacity of the MBR is not sufficient to place sophisticated boot programs. This means that the on-boot
software uses the entire Oth track of the hard disk in addition to the Oth sector because it is not included in
any partition. For example, boot managing utilities such as LILO, GRUB and Paragon Boot Manager are
located in the Oth track.

Partition ID (or File system ID) is the identifier of a file system that is placed in the partition. The partition
ID is used to quickly detect partitions of supported types. Some of the operating systems rely completely on
the Partition 1D when distinguishing supported partitions, while others again do not.

The partition ID is saved in appropriate entries of the Partition Table. It takes up only 1 byte of space.

Partition Label (sometimes also referred to as Volume Label) is a small textual field (up to 11 characters)
that is located in the partition's boot sector. This value is used for notification purposes only. It is detectable
by any partitioning tool including DOS' FDISK utility.

Modern operating systems use other methods to save the Volume Label within the file system, e.g. as a
special hidden file. The Volume Label is able to contain a relatively large amount of text in multiple
languages. In general, the Volume Label and the Partition Label are rather different.

Partitioning scheme is a set of rules, constraints and the format of on-disk structures that keep information
of the partitions that are located on the hard disk. There are several partitioning schemes, which can be used.
The most popular partitioning scheme is the so-called DOS partitioning scheme. It was introduced by IBM
and Microsoft to use multiple partitions in the disk subsystems on IBM PC compatible computers.

Copyright© 1994-2007 Paragon Software Group. All rights reserved.



Drive Backup™ Server Express 2008 93 User Manual

Another popular partitioning scheme is the so-called LDM (Logical Disks Model) that originates from UNIX
mainframe systems. The Veritas Executive accommodates the simplified version of LDM to the Windows
2000 operating system.

Windows 2000 and XP support two quite different partitioning schemes: the old DOS partitioning scheme
and the new Dynamic Disk Management (DDM). The problem is that older versions of Windows do not
support DDM. In addition, most hard disk utilities do not support it as well.

Recovery Media is a CD or DVD (or even a floppy disk) from which the user can boot and recover the
system.

Root Directory is the top-level directory of a formatted logical drive. The Root Directory includes other
files and directories.

In modern file systems (e.g. Ext2/Ext3, FNTFS and even FAT32), the Root Directory does not differ from
other directories in properties. This is not the case for old FAT12 and FAT16 file systems.

Serial Number. In the DOS partitioning scheme, every hard disk and every partition has a Serial Number,
which consists of 32 bits and is represented by an 8-figure hexadecimal value.

The hard disk’s Serial Number is stored in the MBR. Its value is assigned when the MBR sector is initialized
by standard disk managing tools from Microsoft, such as Windows Disk Administrator and FDISK utility.

In fact, the hard disk's Serial Number is not important for most operating systems and software. It is known
that Windows NT, 2000 and XP store hard disks’ Serial Number values in the database of assigned drive
letters.

A partition's Serial Number is stored in its Boot Sector (in FAT16, FAT32 and NFTS file systems). Its value

is assigned when the partition is formatted. In fact, the partition's Serial Number does not play an important
role for most operating systems and software.
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