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Introduction

PamlmgonHard Disk Managaer 14 Suiteis an integrated set of powerful tools that is specially designed to tackle most of
the problems you might face while using PC. Its functionality covers all aspects of a computer life cycle beginning fro
carrying out allhe necessary partitioning operations to install the system from scratch and providing its data reliable
protection to secure utilization of an outdated hard disk.

In this manual you will find the answers to many of the technical questions, which mighidrile using the program.

o Our company is constantly releasing new versions and updates to its software, that's wt
images shown in this manual may be different from what you see on your screen.

7EAO08 O Hakl®DiskiManager 14

1 Complete uEFI supparBelow you can find only new features introduced in this version:

- A 64bit Windows OS system configured to the uEFI boot mode can be adjusted to successfully start up or
another hard disk during copy/restore accompésghdirectly under Windows. Previously the uEFI fixup was
only available under WinPE

- A 64bit Windows OS system configured to the uEFI boot mode will successfully start up in a virtual
environment after P2V migratign
- The Linwbased recovery environmentipports systems configured to the uEFI boot mode
1 Enhanced backup formafaragon introduces a pVHD (Paragon Virtual Hard Drive) farengpecial VHD,
2LIGAYAT SR F2NJ adi2NAy3 o O dziv@y etficient i haxdiintylinéremienfaRchaids, &
data deduplication and synchronization. pVHD allows obtaining backups that are up to four timesrshaaile
original backup objects. What you get by using pVHD:

- Incremental imaging works much faster andk@table in comparison with the old PBF
- Only pvHD images can be used to do immediate virtualization

- With the new backup technology, Paragon has also achieved easy support of any virtual containers (VMD
VHD, etc.)

o In the current version the pVHD siart has a promotional goal. In future releases pVHD
will gradually take the primary role.

1 Copy/Restore to dissimilar sector sizBreviously not allowed, now you can for instance copy or restore
contents of a 51zbyte hard disk to a 4k hard disk witle mdditional actions from your side.

1 New UIM (Universal Image MounterApart from PBF images, Universal Image Mounter enables to mount
(assign a drive letter to) pVHD backup images (full and incremental) to browse their contents and retrieve dat
both, inthe program and directly under Windows OS.

1 GPT/uEFI compatible Backup Capsiaragon's bootable backup capsule is compatible withiBWindows
systems resided on GPT volumes. If having to do with this type dfjaaation, by selecting one additional
option in the Manage Backup Capsule Wizard, you can build a Wasge# bootable backup capsule to
successfully start up PC from it in case of emergency. To accomplish this action, you will need to provide a pe
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to an .ISO image of the WInPE recovery environment, which can be prepared either with Paragon's Recovery
Media Builder or Boot Media Builder.

f Uplifted Recovery MediaBuildeép t | NI 32y Qad wSO20SNE aSRALlI . dzAf RSNE
Builder, can hgl you prepare either Linux or WinPBEsed bootable environment on a USB thumb drive or in an
L{h FTAES OLINBOAz2dzate 2yfe ONBFIGA2Y 2F 2Ayt9 AYIl I
require to have Windows Assessment and DeployménidOK) or Automated Installation Kit (WAIK) installed
in the system. However, it can only be used under Windows 7 or higher, and its functionality is rather limited.

1 Complete support ofVindows Storage SpacegVindows 8 has come with a storage managenfeature called
the storage spaces. It enables to easily manage large storage pools. In fact it's an expandable virtual containe
RSTFAYSR RIGF &aAT SsS Ftft26Ay3a dzaSNAR (2 FRR Al & Yl
limit isreached. This makes it easy to include additional storage devices without having to set up and manage
each attached physical storage drive.

1 Uplifted Linux Recovery EnvironmenStarted from HDM 14 the Lindpased recovery environment is based on
SuSe 12.8more hardware devices supported) and includes:

- P2P Adjust OS Wizard to successfully migrate a Windows physical system to a different hardware platforr
(P2P)

- UEFI fixup to clone, restore, migrate-b6#¢ Windows systems configured to the uEFI boot mode

- (GonnectVD to connect a virtual disk as if it were an ordinary physical disk, thus opening up all functionality
available for physical disks to virtual

9 Separate x86 and x64 installatiorapkagesPlease note that started from HDM 14 installation packagesaio
include Recovery Media Builder, thus customers can build Linux or Wade recovery media only through
special utilities (Recovery Media Builder or Boot Media Builder) obtained from Paragon's website.

1 Windows 8.1 sipport. Our product has been tesdeo work fine on Windows 8.1 RTM.

1 New userfriendly interfacethat is fully compatible with the Windows 8 streamlined, 4ilgented interface:

- Metro-style Express Launcher
- Ribbonrbased full scale launcher

GUI of thelinux recovery environment has also been uplifted.

Product Components
In order to cope with different tasks, the product contains several components:

1 Windows based set of utilitiess the crucial part of the pragtt. With the help of an easy to use launcher you
may find and run tasks of any complexity in the field of data and system protection, hard disk partitioning and
cloning, etc.

1 Linux/DOS basedecovery environmenis amulti-platform bootable media that enables to run utilities under
Linux or PTS DOS, and that way to get access to your hard disk for maintenance or recovery purposes. Both
platforms have their strong sides, for instance Linux can boast support of Firé\WileEE1394) or USB
devices It enables to burn CD/DVD dis¢Hiowever there can be some difficulties with detecting new hardware.
DOS in its turn has no problems of that kind but istéthin features. The Linux/DOS recovery environment
requires no istallation and can be of great help when the system fails to boot. Besides it offers a Windows XP
like environment.
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1 WinPE basedecovery environment Especially for keen follow& of Windows, our produgiffersthe option to
preparea WinPBbased botable media. Unlikéhe Linux/DOS recovery environmeihtan boast an excellent
hardware support andite same interfacasthe Windows versiogan However its system requirements are
much tougher.

Features Overview
Thischapter dwells upon key benefits and technical highlights of the product.

Features

Let us list some of thf=atures:

User Friendly Fault Minimizing Interface
9 Graphical representation of the datto gain a better understanding.

A handyLauncherto easily find and run the required tasks.

1
9 Comprehensive wizardw simplify even the most complex operations.

1 A context sensitive hint systerfor all functions of the program.

1 Previewing the resulting layout of hard disks before actually executing operati¢ss-called virtual
operations).

Backup Facilities

91 Archive Databas#o help the user easily manage backup images (get properties, addedeietint, etc.).

o This feature is only available for the Windows installation of the program.

9 Available location forbackup images

- Backup to local mountephrtitions.
- Backup to local unmounted (without drivétér assigned) partitions

- Backup to an external mounted storatpeprovide for a higher level of data protectiamd system
independence

- Backup to a special secured place on the hard disk called the Backup @sicuds an independent system
layou (e.g. a separate partition) and will stay operable should the active file system be damaged. To avoid an
accidental removing or unauthorized access of the backup data, this partition is hidden and thus cannot be
mounted in the operating system.

- Backupto external media (CD/DV) guarantee a high level of data protection as longhesbackup media is
kept secure.

- Backup to a network drivi® stand a better chance of succésscase of a hard disk failure.
- Backup taan FTPSFTRserverto provide anew leve of system and data protection.

91 Bootable Backup Capsute get the choice to launch the Linux or PTS DOS recovery environment every time
you start up the computer. With its help you will be able to ruditigs under Linux or PTS DOS, and that way to
get access to your hard disk for maintenance or recovery purposes.
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For PBF images:

9 Smart Backup Wizartb secure system and data with the minimal efforts possiféh a unique intelligent
work algorithm and a highly intuitive user interface, you can easily back up exactly what youtheedhole
system, email databases (MS Outlook, Express, Windows Mail) media files or office documents of the My
Documents folderor any other files and folders.

91 Differential backupto a sector image to only archive changes since the last full sbas®d image, thus
considerably saving the backup storage space. To restore this kisatkdpyou will require a full image and
one of its differentials.

1 Incremental backup to a file imag® only archive changes since the last full or incrementabfiised image.
An incremental image is smallend takes less time to create, but you will require the initialimfige and all of
its incremens to restore the latest point of this kind of backup.

9 Eile backup to a sector imagét is a unique technology on timearket so far that bridges two principally
different approaches of the data backup: the filased backup and the disk imaging backup. With its help you
can now create a sectdrased backup of your system to get it back on track in minutes in caserabattack
or a hardware malfunction and then just make {ilased incremental images to the previously created sector
based backup to keep updated only information that is critical for you. Thus you will considerably save your
system resources.

For pVHDrages:

9 Backup to VD Wizartb protect separate partitions or entire hard disks.

Restore Facilities

1 Restore an entire diskseparate partitionsor only files you needrom the previously created backup imager
PBF ad pVHD)

1 Restore with Shrinko restore a backup image to a free block of smaller size taking into account only the
amount of actual data of the image.

1 Adaptive Restordo successfully migrate a Windowhysi@l system to a different hardware platform (P2P) by
allowing automatic injection of all required drivers and the other actions crucial for a migration of this kind.

o This featureis only available for the bootable recovery environment.

Copy Facilities

1 Migrate OS to SSt» move any Windows OS since XP froregularhard disk to a fast SSD (Solid State Drive)
even of a smaller capacity, thanks to advanced data exclusion capabilities.

1 Partition/ hard disk copyto successfully transfer all edfisk information including standard bootstrap code and
20KSNJ aeaidSY aSNBAOS aA0NHOGdINBEaYX (KdzA YFAY Gl AyAy:

o Copy functionality can also be used as an alternative way of data protection.
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Virtualization Facilities

T

P2V Copyo migrate a Windowghysical system to a virtual environment in the online mode.

o Virtualization is the latest trend in the system migration, protection, and evaluation.

Boot Management Facilities

T

Boot Manager Setup Wizarth easily manage several operating systems on one computer.

Partition/Hard Dis k Management Facilities

1

=A =4 =4 =4 =4

Basic functions for initializing, partitioning and formatting hard diskseate, format, delete). Instead of the
standard Windows disk tools, the program supports all populasyistems.

Express Create Partition Wizatd create a new partition in the most appropriate place of a hard disk, format it
to NTFS and then make it available in the system by assigning a drive letter.

Split Partition Wizarchelps you separate OS and data or different types of data by splitting one partition to two
different partitions of the same type and file system.

Merge Partiions Wizardto consolidate the disk space, which originally belongs to two adjacent partitions
(NTFS, FAT16/FAT32), into a single, larger partition.

Redistribute Free Space Wizata increase free space on opartition by uptaking the ondisk unallocated
space and the unused space of other partitions.

Express Resize Partitions Wizaadincrease free space on one partition by-taiing the unused space of an
adjacent partition of a hard disk (including partitions of Apple Boot Camp).

NTFS hot resize upwatd enlarge an NTFS partition (system, locked) without rebooting Windows and
interrupting its work.

Convert a file gstem(FAT16/32, NTFS, Apple HEhout reformatting.

Mount a partition (assign a drive letter) of any file system type to make it available for your operating system.

Modify file system parametergmake active/inactive, hide/unhide, etc.).

Install New OS Wizarth make a system ready to install a new operating system.

Undelete Partitbns Wizardto recover an accidentally deleted partition.

Wipe Facilities

1

Data wipingto successfully destroy all edisk information including the standard bootstrap code and other
system service structures.

Free space clearintp destroy any remnants of deleted files/directories left on disk without affecting the used
data.

Automatization Facilities

1

Task schedulingp automate routine operations. It cdoe particularly effective when you have to repeat a
sequence of actions on a regular basis.
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o Scheduling is only available for the Windows installation of the program.

Auxiliary Facilities

1

Conversion of basic BR disks to basic GRJ enjoy all benefits of the newest partitioning scheme with
minimal effort.

File Transfer Wizartb make such operations as transferring of files/directories or burning of them to CD/DVD
aseasy and convenient as possible. Providing acceBartagorbackups as regular folders, it may also help to
replace corrupted data from a previously created image in case of an operating system failure.

Volume Exploreis a handy tool when you have different file systems on the disk, whether they contain an
operating system or just data. Volume Explorer will let you explore a file system of any type and provide acce:
to the necessary files and directories regardlektheir security attributes.

Network Configuration Wizardo establish a network connectiaon a bootable recovery medigither to save a
backup of a partition/hard disk or just several files on a network computeetrieve a previously made backup
from a network computer for recovery purposes.

Boot Correctorto fix most of the system boot problems that can be a result of a human factor, program error ol
a boot virs activity.

o Boot Corrector is only available for the bootable recovery environment.

Supported Data Erasure Algorithms

)l
)l

US DoD 5220.2%1

Custom algorithm

o To know more on the subject, please consult tBata Security Standardsection.

Supported Technologies

Along with using innovative technologies from outsiBaragorhas developed a number of its own original
technologies that make its products unique and attractive for customers:

|l

Paragonl 2 (i . | té&chnditbdy to back up locked partitions and hard disks under Windows NT+ family
operating systems providing both high operating efficiency as well as low hardware requirements.

Paragon Hot Copy technology to copyocked partitions and hard sks under Windows NT+ family operating
systems providing both high operating efficiency as well as low hardware requirements.

Paragon R LJi A @S teehBoiogy2odiiBcassfully migrate a Windowhysical system to a different
hardware platform (P2P)

Pamagont 2 ¢ S NJ {tekhn@adgyRorprovide data consistency in case of a hardware malfunction, power
outages or an operating system failure.
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ParagonUFSDx technology to browse partitions of any file system including hidden and unmounted, modify
and copy fils and folders, etc.

Paragonl 2 (i w $e&hhdlo§yo enlarge NTFS partitions (system, locked) without rebooting Windows and
interrupting its work.

Paragorw S & G 2 NB ¢ kedhKology RoNdstgrd atbackup image to a free block of smaller size taking int
account only the amount of actual data of the image.

Paragon{ Y I NIi t lteNdindlogyic@sgcurely perform hard disk partitioning operations of any complexity.

ParagonBTE« technologyto settasks for execution during th&ystem restart, thus savingoim the need to use
a bootable media Wwen modifying system partitions

Microsoft Volume Shadow Copy ServiféSS) to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/7/Server 2003/2008 operating systems. It offers a reliable meaohémicreate consistent
point-in-time copies of data known as shadow copies. Developed by Microsoft in close cooperation with the
leading copy/backup solution vendors on the market, it is based on a snapshot technology concept.

GUID Partition Tabl¢GPT)It is the next generation of a hard disk partitioning scheme developed to lift
restrictions of the old MBR. GPT disks are now supported by Windows Vista/7, Server 2008, Mac OS X and L

Supported Virtualization Software

Supported virtual hard drive type s

)l
1

VMware- Virtual Machine Disk Format (VMDK)
Microsoft- Virtual Hard Disk (VHD)

Supported virtual machines for P2V scenarios

)l
)l
)l

Microsoft Virtual PC
VMware Workstation

VMware Fusion

Supported File Systems

)l
)l

Full read/write access to FAT16/FAT32 partitions.

Fdl read/write access to NTFS (Basic Disks) under Windows, Linux and PTS DOS. Compressed NTFS files a
supported.

Full read/write access to Ext2FS/ExtE@®&F Jartitions.

Limited read/write access to Apple HFS+ partitions.

Unfortunately, supportof non-Roman characters for the HFS+ file system is unavailable
the moment. The company is about to implement it in the nearest future.

Supported Media

)l
)l

Support of both MBR and GPT hard digk&TB+ disks includgd
IDE, SCSI and SATA hard disks
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SSD%lid State Drivg
AFD (Advanced Format Drive)
Non-512B sector size drives
CDR, CERW, DVER, DVD+R, DMRW, DVD+RW, DVR) DVD+R double layer and alsoBludiscs
FireWire (i.e. IEEE1304)JSB 1.0, USB 210SB 3.0ard disks

=A =/ =4 =4 =4 =4

PC card storage devices (WBnd GPT flash memory, etc.)

Getting Started

In this chapter you will find all the information necessary to get the product ready to use.

System Requirements
For the Windows installation package
1 Windows XP SP3
1 Windows Vista
T Windows 7
1 Windows 8
T Windows 8.1
Additional requirements

9 Toinstall and run the product the target OS shcudgte Visual Studio C++ 2010 Runtime Library installed
(comes with the installation package® 2 dz g Aff 06S LINBYLIISR (2 Ayadltt A

o Duringthe installation additional free space (up to 1GB) will be required.

For the Linux bootable environment
9 Intel Pentium CPU or its equivalent, with 300 MHz processor clock speed
1 256 MB of RAM
1 SVGA video adapter and monitor
1 Keyboard
1 Mouse
For the WIinPE batable environment
1 Intel Pentium Il CPU or igjuivalent, with1000 MHz processor clock speed
M1 Atleast1l GBf RAM
1 SVGA video adapter and monitor
1 Keyboard
T Mouse
Additional requirements
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Network card to send/retrieve data to/from a network computer
Recodable CD/DVD drive to burn data to compact discs

ExternalUSB hard drive to stomata.

Installation

Before the installation, please make sure gystems requirementare met. If everything is OK, please do thikofeing
to install the product:

In case there is some previous version of the program installed on the computer, the
program will offer the user to uninstall it first.

1.

Click on the supplied setup file to initiate the installati®irst your system Wibe checked for the presence of
Visual Studio C++ 2010 Runtime Library and if not found, you will be prompted to install it (comes with the
installation package). Clitkstallto continue.

Statuz  Requirement
Pending Vizual C++ 10.0 Runtime - <86 10.0.30315.1

The Welcome page will inform that the application is being installed. Kégkto continue.

Please Read Paragon License Agreement carefully and then select the appropriate option to accept. Otherwi:
@2dz 62y Qi 0S | ohe @stallagion. BINGHcKIE) &&int buktain,Khe license agreement may also
be printed out.

Provide yourproduct key and serial number.

On the Customer Information page you are to provide the standard customer information, i.e. a user name an
an organiation. Besides you need to decide whether to make the program available for all users of this
computer (if several) or only for the current one.

On the next page, clidRhangeo install the utility to a different location (by defau@\ Program FilesParagon
Software Paragon Hard Disk Managé# Suite Edition\). Otherwise clicklextto continue.

Do not install the program on network drives. Do not use Terminal Server sessions to in
and run the program. In both cases, the program functionality via# limited.

8.

On the Ready to Install the Program page dhskall to start the installation oBackto return to any of the
previous pages and modify the installation settings.

The Final page reports the end of the setup process. Eilighto complee the wizard.
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To startParagorHard Disk Managetr4 under Windows, please click the Windows Start button and then select
Programs >ParagonHard Disk Managet 14 > ParagonHard Disk Managet.

0

operation.

The program provides wide opportunities in the field of hard disk structure modification,
just to be on the safe side, please make a backup of your data before carrying out any

The first component thawvill be displayed is called the Express Launcher. Thanks to a well thmutgtategorization
and hint system, it provides quick and easy access to wizards and utilities that we consider worth using on a regular

basis. With its help you can also start &p$

Backup

HARD DISK MANAGER 14

SWITCH TO FULL SCALE LAUNCHER

=

P2V Copy

Paragon Hard Disk Manager™ 14 Suite

P2V Adjust

QNI RAGAZYI €

Restore

)

Copy Hard Disk

VAR e

Transfer Files

@

Migrate 0OS

<&

v

Wipe Data

f | dzy OK S NE

~

Create Partition

Delete Partition

GKS KSf LI

User Manual

3

e’

Format Partition

Resize Partition

¢ 2

1ly29

Y2NB 2y K2¢

02

please consult theWindows Componentghapter.

KEyRE S

iKS

LINE Rd

Building Recovery Media

WinPE and/or Linuxbasedrecovery environmentshould be preparedod A 1S g A G K
or Boot Media Builder, whichyoliey R2 gyt 2F R FTNRY

t I NI 32y Qa

t N 32y QawwnwSaragdnA G S =

software.com/my-account/).To know more on the subject, please consult documentation that comes with these

utilities.

/ 2 LJ& NJ& 3 R#18 Paragnd Software GmbH. All rights reserved.

~

a

w

[


https://www.paragon-software.com/my-account/login.htm
https://www.paragon-software.com/my-account/login.htm

17
Booting from the Linux/DOS Recovery Media

The Lmux/DOS recovery environmeoan be used to boot your computer into Linux or PTS DOS to get access to your
hard disk for maintenance or recovery purposéslso haghe PTS DOS safe mode, which mayp ek number of non
standard situations such as interfering hardware settings or serious problems on the hardware level. In this case, onl
basic files and drivers (such as hard disk drivers, a monitor driver, and a keyboard driver) will be loaded.

Startup
To start working with the Linux/DOS recoverywironment please take the following steps:

1. Start up the computer from our Linux/DOS recovery media.

Please use Recovery Media Builder or Boot Media Builder to prepare Paragon's recove
environments on ©/DVD, flash, or in an IS{hage. You can get these utilities here:
o www.paragonsoftware.com/my-account/.

To automatically boot from the recovery media please make sure thebmard BIOS is set
up to boot from CD/USB first.

2. Launch a boot mode you need (Normal, Safe,-Graphics Safe) in the Boot menu.

o By default the Normal Mode will be automatically initiated after a 10 second idle period.

3. Click on the required operation to start. Hints the selected at the moment item witlelp you make the right
choice.

4. Consult the help system by pressiigT+F1o know more on the subject.

Boot menu

32-bit environment

f-» Normal Mode Main recouer
Y
& Safe Mode enuironment

& Low-Graphics Safe Mode

& Floppy disk

& Hard disk B8 MBR

& Find 0Ses on your hard disks

1 Normal Made. Boot into the Linux normal mode. This mode uses tlles@t of drivers (recommended);

i Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux ndeniiit mo
fails to work properly;

1 Low-Graphics Safe Wde. Boot irto the PTS DOS safe mode. In this case, only the minimal set of drivers will be
included, like hard disk, monitor, and keyboard drivers. This mode mmgesgraphics and a simple menu;

91 Floppy DiskReboot the comuter from a system floppy disk;
9 Hard Disk0. Boot from the primary hard disk;
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1 Find OS(s) on your hard diskBhe program will scan hard disks of your computer td &éiny bootable operating
system.

64-bit environment

BOOT MENU

Start Paragon-RCD in safe mode

Rehoot

FPower off

1 Normal Mode. Boot into the Linux normal mode. This mode uses the full set of drivers (recommended);

I Safe Mode Boot into the PTS DOS mode. This mode can be used as an alternative of the Linux normal mode
fails to work properly;

1 Reboot Restart the compur.

1 Power off Shut down the computer.

While working with the recovery environment you might experience some inconvenience
caused by possible video artifacts. It is just a result of changing video modes and in no \
will affect the program functionaliy. If this is the case, please wait a bit and everything w
be OK.

Normal Mode
When the Normal mode is selected, the Linux launch menu appears:

%‘. . * | ¥ou can copy an entire hard disk ar
Paragon Hard Disk Manager™ its partitions to new locations. You can

also save them as image files for later

% Simple Restore Wizard restoration. Please select the drive, its
partition if necessary, and then

Disk Copy Wizard activate the 'Hard Disk' or 'Partition’
pull-down menu and select the

‘mg Undelete Partition operation needed.

[ —]
Ffz Wipe Wizard

Express Resize Wizard
File Transfer Wizard
Boot Corrector
Metwork Configurator
Log Sawver

£ Eject CDIDVD

t

BB ® o

W
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9 Hard Disk Managefenablesto run wizards and dialogs, to specify program settings, to visualize the operating
environment and the hard disk configuratipn

Simple Restore Wizar¢hllows restoring hard disks and partitions);
Disk Copy Wizar¢helps to clone a hard disk);
Undelete Rartition (allows recovery of accidentally deleted partitions);

Wipe Wizard(enables to destroy all adisk information or only remnants of deleted files/directories);

=A =4 =4 =4 =4

Express Resize Wizagenables to increase free space on one partition bytaking the unused space of an
adjacent partition);

1 File Transfer Wizar@allows coping files/folders to another disk or a partition as well as recording them to
CD/DVD),

9 Boot Corrector(helps to correct the Windows System Registry without Windows being loaded);

1 Network Configurator(enables to establish a network connection under Linux);

If you are going to use network resources, first launch the Network Configuration Wizarc
establish a network connection.

1 Log Savethelps to collect and send the necessaryfitas to the Technical Support)

1 View the mounted partitions(the list of all mounted partitions will be displayed);

The Linux/DOS recovery environment assigns drive letters to partitions the way it is don
o DOS, i.e. one after another, primary patitins at first. Thus mounted partitions may have
different drive letters from Windows.

1 Eject CD/DVD

I Command Lindallows experienced users to execute any operation);
1 Reboot the computer

1 Power off the computer

To move within the menu, please use theaarkeys of the computer keyboard.

Safe Mode

When the Safe mode is selected, the PTS DOS launch menu appears. It has nearly the same functionality as for the
Normal mode excepor the Network ConfiguratorandLog Savecommands. Besides due to certain liations of the
PTS DOS environment, there is no passilio burn CD/DVD disc

Low Graphics Safe Mode

When the Low Graphics mode is selected, the PTS DOS launch menu appears. It has the same functionality and loo
similar to the Safe mode but graphilyasimpler.
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&« Hard Disk Manager 14 You can create, delete and

# Simple Restore Hizard format hard disk partitions
R File Transfer Wizard using this program, which
[E] Boot Corrector will start now.

Upon the start, please
M Start the command line select the drive and one of
) Reboot the computer its partitions or its free

gpace. Then activate the
"Partition’ pull-douwn menu
and select one of the
partitioning operatioms.

Booting from the WinPE Recovery Media

The WInPE recovery environment can be a real alternative to the Linux/DOS recovery environment. Providing nearly
same level of functionality it offers an excellent hardware support and the same inteafstbe Windows version does.

Startup
To start working with the WIinPE recovery environment, please take the following steps:

1. Start up the computer fronthe WinPEecoveay media.

Please use Boot Media Builder to prepattee WinPEecovery environment, which you can
o get here:www.paragonsoftware.com/my-account/.

To automatically boot from the recowy media please make sure the dvoard BIOS is set
up to boot from CD/USB first.

2. Once it has been loadegou will see the Universal Application Launcher. In general it enables to run
components of the product, load drivers for undefined hardware orladgh a network connection.
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HARD DISK MANAGER 14

SWITCH TO FULL SCALE LAUNCHER

Restart Shutdown

3. Click on the required operation to start. Hints on the selected at the moment iterh@yilyou make the right
choice.

4. Consult the helpystem by pressingLT+F1o know more on the subject.

OFrasS A4 R2SayQi KF@S I RNAGSNI F2NJ &2 dzNJ

o The WinPBbased recovery environment offers excellent hardware support. However in
Please consult thé\dding specific driverscenario to know how to tackle this issue.

Basic Concepts

This chapter explains terms and ideas that show how the program works. To understand these helps to obtain a gent
notion of the operation performance and makes it easier for the user to operate the program.

System and Data Protection

The data protection issue is a growing cause of worrying for more and more people today. Indeed, it is hardly to find
person who will be particakly happy when all precious information on the hard disk is irreversible lost as a result of its
malfunction. So how this tragedy can be prevented?

File Backup versus Sector Backup

Since the advent of the computer age people were in the search of waslsb NI y 4SS RIF G &l ¥FSde@
now two principal approaches: the fileased backup and the sectbased backup. The main difference between the
two lies in the way data is treated.
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A sectorbased backup operates with an image (or a snapstfatie whole disk system or its separate partitions. It not
only includes the contents of all usarade files, but additionally contains the exact structure of directories, information
about file allocation, file attributes and other related data. Thumniables to successfully process system or encrypted
partitions of any file system type, no matter what kind of information they contain.

In contrast, a filedbased backup takes into account a file system structure and only functions on a file or foldeBteve
it is very efficient when archiving separate files or folders, but in no way will help you back up a system patrtition.

You should understand pretty well that each of the two approaches is only good when properly chosen. In the
comparison table belowou can see when this or that approach will suit you at most.

SectorBased Backup FileBased Backup

Merits

It does not dependent on a particular file systen Functioning on a file/folder level, it is ideal for
Thus it can successfully process system or archiving separate files or folders.

encrypted partitions of any file system type, no

matter what kind of information they contain.

It can create an exact image of a partition, It enables to automatically build up contents of
including its service data. Thus it is ideal fora  the future backup image by using an advanced
backup/restore of a system artition or a fast system of filters.

deployment to a bunch of identical computers.

It allows archiving data of the same volume witr
different backup policies.

It is easy and efficient when creating backup
chains.

Demerits

Resulted backup images may contain a lot of It depends on a file system structure, so you
redundant data. 62yQl 06S oftS G2 LINRO

It is ineffective when trying to mantain a backup It cannot be used to back up a system partition.
chain, especially when little amount of data is
being changed.

It is much slower when processing large amoun
of data.

Backup Types

At the present moment the market is offering variousagmf backup imaging to meet the needs of any user. Besides
supporting them all, our program offers a unique backup type, called File Increment to a Sector Backup.

Full and Differential Sector Backups

A full sectorbased backup image includes all contenits partition or a hard disk at the moment of its creation. If you
NEtf ol O]l @&2dzNJ a2adsSy (2 GKS AyAdAlt adlrasS 2y I NS3c
multiple backup archives of the same partition reflectingtaertime stamps, unchanged data will inevitable be
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duplicated in all archives and take additional space on backup media. To tackle this issue there has been developed
supplementary technique called Differential Sector Backup.

A differential archive onlgontains data changed since the time of creating a full archive, which forms a base (or a
parental image) in this case, thus considerably saving your system resources. It is realized by theebsact bit
comparison of the previous patrtition's data (savedhe parental image) with the current data (that is actually the
partition itself). To restore this kind of backup you will require a full image and one of its differentials, what is very
convenient.

Differential Base to a Sector Backup
Sunday Monday Tuesday Saturday

Full Sector
Backup

l L
J
o R

— Monday restore point -

Tuesday restore point S

Saturday restore point

o This function is only available for single primary and logical partitions.

Full and Incremental File Backups

A full filebased archive only contains files and folders. It is really efficient when backaryesmail database or
particular documents, as no redundant data is processed. But if you care about maintaining a files history, you can
benefit from one more supplementary technique called Incremental File Backup.

An incremental archive only containstdahanged since the time of creating a full or incrementallddsed archive. It
is smaller and takes less time to create, but you will require the initial full image and all of its increments to restore th
latest point of this kind of backup.

Incremental Chain to a File Backup

Sunday Monday Tuesday Saturday

— —— S —
Base Flig Increment £1 Increment #2 —® Increment #n
Backup

— Monday restore point -

Tuesday restore point -1

Saturday restore point

File Increment to a Sector Backup

File Increment to a Sector Backup is a unique technology on the market so far that bridges two principally different
approaches of the ata backup: the fildbased backup and the sectbased backup. With its help you can now create a
sectorbased backup of your system to get it back on track in minutes in case of a virus attack or a hardware malfunc
and then just make fikased increrantal images to the previously created secharsed backup to keep updated only
information that is critical for you. Thus you will considerably save your system resources.
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Backup Storage

Ourprogram supports sever&chniques of storing backup imagesiilt@a G+ 1S F Of 2aSNJ f 221
what kind of storage is able to provide better security:

1

T

You can place a backup image to a local partition. Despite the fact that it is the most convenient way, try not t
use it. You can delete your backust by accident or lose it as a result of a hardware malfunction, or a virus
attack;

You can place a backup image to an external mounted storage to provide for a higher level of data protection
and system independence

You can place a backup image to a@al secured place on the hard disk called the Backup Capsule that has an
independent system layout (e.g. a separate partition) and will stay operable should the active file system be
damaged. To avoid an accidental removing or unauthorized access lodi¢kap data, this partition is hidden
YR (GKdza OFyy2id 0SS Y2dzy ISR Ay (KS gakddNihardwgrd ae a
malfunction;

You can place a backup image to external media (CD/DVD) to guarantee a high level of data protectipn as |
as the backup media is kept secure;

You can place a backup image to a network drive to stand a better chance of success in case of a hard disk
failure. Moreover, by storing it on a specjairpose server you may be pretty sure nothimdj happen to if

Finally you caplace a backup image to an FEPvsr to provide a new level of system and data protection.

Known Issueson FTPSFTP

1.

2.

3.

4.

You need to check out yourself Windows Firewall or programs of this kind let our program work with the
required port (21by default).

You cannot restore data selectively (with Restore Wizard) from an FTP/SFTP server.
You can browse an FTP server in the passive mode only.

Parallel access to several FTP/SFTP servers is limitgdone password for all servers is available.

Adaptive Restore

Technology Background

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns t
replacement of such a crucial device as HDD controller or motherlpactually Windows will mddikely fail to boot
as a result of this operation.

In 2008 our company came with an exclusive technology cBéedgon R LJG A @S wS&ai2NBud Ly A
Windows Vista or Server 2008 from a backup to a different hardware configuration, its current realization, available ir
the P2P Adjust OS Wizard, enables to makgWindowsOS since XBootable on dissimdr hardware by allowing
automatic injection of all required drivers and the other actions crucial for this type of migration.

Technology Concept
[ SGQa GF 1S | ParagpradapideReswre wdrkd. K 2 &
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Source environment

. Maodifying OS5
Adjusting HAL intamal satlings Adjusting kernel

Crivers for PS/ Madifying additional asalting CP
Devices settings parameters

and NICs

Fram the Windows IIJI:JJEFEPEEIIC?;I;‘::\-'SI-::g; From additional
Repository ' driver repositories

Destination
Environment

As you seesuccessful migration of a Windowgstem to a different hardware platform involves several actions:

1. Change of the Windows kernel settings according to the new configuratibine program detects the given
hardwareprofile and automatically installs the appropriate Windows HAL and kernel.

2. Installation of drivers for boot critical devicesThe program detects those without drivers and automatically
tries to install lacking drivers from the buitt Windows repositonk. ¥ G KSNB Q& y2 RNA FSNJ
prompts the user to set a path to an additional driver repository, strongly recommending not to proceed until &
drivers for the found boot critical devices are installed. In case drivers for these devicastalled, but
disabled, they will be enabled.

3. Installation of drivers for a PS/2 mouse and keyboaithis action will onlydaccomplished for Windows
XP/Server 2003.

4. |Installation of drivers for network cardsThe program detects those without drivers amatomatically tries to
install lacking drivers fromthe buiky 2 AYR264a4 NBLIRAAG2NE® LT GKSNBQa
user to set a path to an additional driver repository.

These adbns guarantee a Windovwsystem will start up on désmilar hardware. After the startup, Windows will initiate
NEO2Y FAIdANI A2y 2F it tfdaAUYydtfilre RSOAOSad LGQaA | 2
at this step to get the most out of the system.

additional driverswhen dealing with WindowsXP/Server 2003, because for these system:

ﬂ Though all Windowsydems have builtin driver repositories, please be prepared to have
they are very modest.

Technology Application

[ SGQa O2yaARSNJI I ydzYo S NIR&stre techriblogy dah e ouduk Sy (G KS | RI LI
1 If you need to migrate to a different hardware platform with minimal effort
1 If you need to upgrade hardware while keeping all programs and settings intact

1 If you need to replace failed hardware and cannot find an exsatth for original system specifications
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Known Issues
1. After transferring Microsoft Vista and later versions to different hardware, you will need-aotreate license of
GKS deaidSyod LIQa y2N¥If 0SKIFGA2N | & reiReastiabionds degallyS Y
justified in this case, as you transfer your system to another PC.
2. LT &2dz2Q@S AyaiultfSR aSOSNIf 2LISNIGAy3 aeadsSvya 2y
OS. Microsoft highly recommends that you inlséal operating system on a separate partition.
3.tfSIFHAS y23S RNAGSNE INB y20 OF OKSR RdzNAy3a &St SO0,
AGQa It NBIFRe dzyl @FAfFofS RdzZNAYy3I GKS 2LISNI GA2y >
System Virtualization

2A0K yS¢6 LRSSNFdzA Eyc O2YLIMziSNBI &deadGSY OGANIdzZ € AT GA
enables to run several virtual machines on one physical machine, providing resources of that single computeedre sh:
across several environments. As a result one and the same physical computer can have multiple OSs and applicatiol
operating simultaneously, thus opening up enormous opportunities for both, business and home users, exactly:

9 Avoid underutilization of upo-date powerful computers;

1 Increase flexibility of a physical infrastructure;

9 Provide for increased availability of hardware and applications;

9 Cut expenses on hardware and energy;

9 Guarantee smooth and cost saving system migration;

f Enjoy working witholdl LILJX A OF GA2ya @&2dz OFy Qi €l dzyOK 2y @2 dzNJ O
i Take advantage of having multiple operating systems on one Windows PC, including Linux, Mac OS X, etc.;
f C2NBSO |062dzi KdzyiAy3a F2NJ NBLX I OSYSyid 2F (GKS FI Af

Known Issues
1. You should istall integration services (e.g. VMware Tools) on the virtual system yourself. We only guarantee it
smooth startup.

2. After transferring Microsoft Vista and later versions to a virtual disk, you will needdotieate license of the
a2aidSYo® L badar asyhessBystdms ke&p tracking any change of hardwasctRation is legally
justified in this case, as you transfer your system to another PC.

3. If your system hosts several Windows OSes, our program will find them all and automatically patcinta r
virtual environment. However we cannot guarantee smooth startup of all found Windows systems, but the
guest OS, for its configuration parameters may be incompatible with the others.

Paragon Hot Processing & Volume Shadow Copy Service

Offline versus Online Data Processing

In the course of time there have been developed various methods of data processing. Despite different work concept
all of them can be divided into two principal groups: offline (cold) and online (hot) data processing techniques.

Asthe name infers, offline data processing can only be accomplished when the data is in consistent state (the operati
system and all the applications are completely shut down). Actually it is the most preferable way of image creation or
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data cloning, sire software can obtain an exclusive right to process data that guaranties high level of operating
efficiency. However, the offline data processing is absolutely out of question when dealing with 24/7 production
environments.

In contrast, online data proceisg) enables to create a consistent snapshot even as the data is currently modified. It is
LI NI A Odzf NI &8 dzaS¥dzA F2NJ a2adSvya oAGK KAIK | GFAfFOAL A
transactions are complete. The point is to provadeoherent state of all open files and databases involved in a process,
taking into account that applications may still keep writing to disks. As a result an online data processing cannot boas
high operating speed.

Our program supports both offline and lome methods of data processing. As far as online method is concerned it offer:
its own hot processing algorithm together with the possibility to use snapshot technologies provided by the Microsoft
VSS framework.

Paragon Hot Processing Technology

ParagorHot Processing is an online copy/backup technology for Windows NT+ family operating systems. Developed
back in 2001, nowadays it is integrated with all copy/backup solutions offered by the company.

ParagorHot Processing is not exactly a snapshot techngltgugh it has much in common with it. During an online
copy/backup, the program uses the kernel mode driver HOTCORE.SYS to intercept and control disk write activity of
applications and the operating system. The hotcore driver as an integral part ofdgeam is installed during the setup
LINE OSRdzNB 6 0KIFiQa osKeée G(KS aeadSy NBo6oz220 Aa NXBIjdzaNBR
the idle mode until it is activated with the program. While in this mode it bypasses any callg haweffect on the

overall system performance, but a few kilobytes of the system memaory.

ParagorHot Processing technology offers copy/backup of locked partitions and hard disks under Windows NT+ famil
operating systems providing both high operatingaéincy as well as low hardware requirements.

o It is not recommended to us@®aragonHot Processing with active SQL Server, Exchange
Oracle databases since the backup image contents may be corrupted.

Volume Shadow Copy Service

Microsoft Volume Shado@opy Service (VSS) is designed to provide the copy/backup infrastructure for the Microsoft
Windows XP/Vista/Server 2003/2008 operating systems. It offers a reliable mechanism to create consistént point
time copies of data known as shadow copies. Dgyeddby Microsoft in close cooperation with the leading

copy/backup solution vendors on the market, it is based on a snapshot technology concept.

Initiated by a VSS aware copy/backup utility, VSS creates snapshots for the selected volumes and repeesests th
virtual readonly devices, called volume shadow copies. Once the shadow copies are created, the copy/backup utility
starts processing the data while applications keep writing to original volumes.

UnlikeParagorHot Processing the VSS technology mtesia unique possibility to make a synchronous snapshot of
multiple volumes. This very feature can be particularly beneficial when backing up active SQL Server 2003, Exchang
2003 or Oracle databases located on multiple volumes the way it is recommendéidimgoft to improve the level of
database performance and reliability, thus providing f@@cent data consistency.

0 To use VSS it is necessary to have a mounted 300 MB+ NTFS patrtition.
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pVHD Support

Paragon introduces a pVHD (Paragon Virtual HargPidrmat¢ a special VHD, optimized for storing backups of virtual
YR LIKe@aAOFt YIOKAySaod LiGQa OSNE -dfidaiodand syrchrdnigatiol. pyHR 7
allows obtaining backups that are up to four times smaller thagial backup objects.

In the current version of the produtlackup images can be made either in the old PBF or the new pVHD. Please note
that the pVHD support has a promotional goal. In future releases pVHD will gradually tadcavibey role.

Below ighe list of wizards that allow working with pVHD:
9 Backup to VD Wizardinux, Windows, WIinPE)
1 Restore from VD Wizardlinux, Windows, WIinPE)

What you get by using pVHD:
1 Incremental imaging works much faster and restiabk in comparison with the old B
1 Only pVHD images can be used to do immediate virtualization

1 With the new backup technology, available for customers as a new backup image format pVHD, Paragon has
also achievd easy support of any virtual containers (VMDK, VHD, etc.)

GPT versus MBR

GUID Partition Table (GPT) is the next generation of a hard disk partitioning scheme developed to lift restrictions of tl
old MBR. Being a part of the Extensible Firmware Interf&é¢) standard proposed by Intel to replace the outdated PC
BIOS, it offers a number of crucial benefits:

1 Up to 128 primary partitions for the Windows implementation (only 4 in MBR);

1 The maximum allowed partition size is 18 exabytes (only 2 terabyte8R)M

1 More reliable thanks to replication and cyclic redundancy check (CRC) protection of the partition table;
1

A well defined and fully selflentifying partition format (data critical to the platform operation is located in
partitions, but not in urpartitioned or hidden sectors as this is the case with MBR)

UEFI Boot Challenges

Introduced back in 2005 by Intel to lift restrictions of the old MBR (Master Boot Record) and PC BIOS (Basic
Input/Output System), uEFI (Unified Extensible Firmware Interfacephianmecommended platform for new édit
Windows 8 computers. And the reason is easy to catobsides other unique features impossible for the traditional
tandem of BIOS+MBR, only a ug&ded platform enables to accommodate Windows OS on a patrtitioerlérgn
2.2TB.

Despite all UEFI advantages howevehgis one quite naughty issuepeetty standard operation with a bootable device
F2NI AYyaalyOS Ay@2t @ay3a Ada O2yySOGAz2y (2 Fy20KSNJ {! ¢
trying to boot from a cloned system hard d@kfrom a restored hard disk. All thegeoblems originate from the way
UEFI+GPT bundle is organized.

Microsoft provides howo guides to tackle this type of problems, but they demand a great deal of expeffiemse¢he

user, involving the use of themd, diskpartandbcdedittools.

Paragon has a better walfitroducing an elegant technology, realized at the user side as one simple option, you can
RSTAYS | aeadsSy Dt¢ @2f.dzyS &2dzQNB gAftftAy3a G2 o224 TN

Below isa list of wizards where the uEFI switch boot device option can be found:

1 Copy Hard Disk Wizgrd
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Copy Partition Wizard

Restore Wizard
Migrate OS to SSD Wizard

= =/ =4 =4

Boot Corrector

o The uEFI switch boot device option is only availatileough the 64bit WinPE media at the
moment.

Apple Boot Camp

BootCamp is a special utility to help you set up a dual boot system (Mac OS X-kihd\@2dows XP/Vista) on Intel

based Macs. It enables to securelypartition your hard disk (resize an existing HFS+ patrtition to create a separate
partition for Windows) ad then launch the installation process. With Boot Camp all the necessary drivers will be at yo!
disposal. Moreover after Windows has been installed it will serve as a boot manager to choose what operating syster
to start up.

It is strongly recommendeahot to modify the hard disk configuration with Windows Disk
Manager. Otherwise it may lead to unexpected consequences, right up to BSOD and

[D inability to boot in Windows XP/Vista. Please use our program to correctly update both
MBR and GPT.

64 -bit Suppor t

The bulk of software today is written for a-B# processor. It can meet the requirements of almost any end user.
However that is not the case when dealing with servers processing large amounts of data with complex calculations «
very large numbers. Htis where 64it architecture comes into play.

It can boast improved scalability for business applications that enables to support more customer databases and moi
simultaneous users on each server. Besides-bittkernel can access more system res@stcsuch as memory

allocation per user. A 68it processor can handle over 4 billion times more memory addresses thaibia [@dcessor.

With these resources, even a very large database can be cached in memory.

Although many business applications runhmitit problems on 3it systems, others have grown so complex that they
use up the 4 GB memory limitation of a-BR address space. With this large amount of data, fewer memory resources
are available to meet memory needs. On aldserver, most querieare able to perform in the buffers available to the
database.

Some 32bit applications make the transition to the @4t environment seamlessly others do not. For instance, system
level utilities and programs that provide direct hardware access are tixdail. Our program offers a fulledged
support of the 64bit architecture providing faultolerant work for such system dependent modules as Hot Processing.

Copy Operations

Hard drive duplication nowadays is becoming highly popular among PC users. diato some definite advantages it
can offer. First of all, many people clone hard disks just to back up data for security reasons. The present day copy
utilities enable to successfully transfer all-disk information including standard bootstrap @édnd other system
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can get the system back on track in minutes. No additional configuration is required, what is very convenient.
Thesecond possible application is the upgrade of a hard disk to a new one. The capacity of a modern hard drive doul
every two years, thus opening up new possibilities for software developers. As a result programs become more
complicated and require consideble amount of free space. One day the user realizes that there is no more free space
left on the hard disk and the only way out is to upgrade. Usually that means that besides purchasing a new hard disk

the user is to face a large-iastallation procedte spanning several days of tedious work. But all of this can be avoided
just by copying the contents of the old hard disk to a new one proportionally resizing the partitions.

And the last but not least is the copying of hard disks for cloning purposeaylbe of great use when setting up
similar computers. There is no need for a system administrator to install an operating system from scratch on every c
of them. It is enough just to configure one and then clone it to the others.

Drive Partitioning

Asyou probably know a hard drive is to be split into one or more partitions, since it cannot hold data until it is carved |
and space is set aside for an operating system. Until recently most PCs used to have just one partition, which filled tt
entire harddisk and contained an OS. The situation has changed however, thanks to nexffectste high capacity

hard drives, thus opening up numerous possibilities for PC users, such as editing video, archiving music, backing up
images, etc. Huge increase jpase is great, but it poses a number of problems, most important of which are effective
data organization and speed.

Large drives are always going to take longer to search than smaller volumes, and an operating system is going to ha
work cut out bothfinding and organizing files. It is for this reason that many people decide to invest in multiple hard
drives, but there is an easy solutiqmrive partitioning. Partitioning lets you divide a single physical drive into a number
of logical drives, eachf evhich servers as a container with its own drive letter and volume label, thus enabling the
operating system to process data more efficiently. Besides partitioning makes it possible to organize data so that it is
easy to find and manage. You can set adideinstance, 40 GB of a 160 GB hard drive for the OS, 70 GB for storing
video and another 50 GB for your favorite music collections to provide transparent data storage.

It is also worth mentioning to that with a hard drive properly partitioned, suchineuoperations as files de
fragmentation or consistency check will not be that annoying and-tioresuming any more.

By detaching the OS from the rest of the data you can tackle one more cruciat isscase of a system malfunction,
you can get the sysm back on track in minutes by recovering it from a backup image located on the other partition of
the hard drive.

But that is not all drive partitioning may be used for. If you are willing to play games in Windows while browsing the
Internet in Linux, 10-percent sure that no virus will attack your PC, drive partitioning is a necessity. In order to run
several OSs on a single hard drive you are to create a corresponding number of partitions to effectively delineate the
boundaries of each OS.

Data Sanitization

Data security is a tweided problem. It is to be made clear, that providing confidentiality implies not only information to
be stored properly, but also be destroyed according to certain rules. The first step to protecting yourself is to know
exactlywhich security precautions work and which do not.

Many people believe the misconception that repartitioning a disk will result in complete destruction of its contents.
Actually that is not quite so. Repartitioning the drive only alters references taipasiin the Partition Table, leaving all
file data intact. In fact, there are a number of programs available to successfully recover previously deleted partitions
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Formatting a drive also does not guarantee data destruction. Formatting procedure impliégoation of the Master
File Table (MFT) that keeps track of where file contents are stored on the disk and verification of each sector for
consistency. Even a lelevel format does not actually erase the file contents for good, since they can still be
resurrected from their deleted state with minimal effort by using the popular today Magnetic Force Microscopy
technology.

The only way to make sure that all the data has been erased from a hard drive is to overwriteiak sactors with
random patternsof ones and zeros. Although this sounds complex, there is an easy way to do this.

The process of deliberately, irreversibly removing or destroying the data stored on a memory device (magnetic disks,
flash memory drives, etc.) is generally known as Datéigation. A device that has been sanitized has no usable
residual data and even advanced forensic tools should not ever be able to recover it, thus providing maximum level c
security.

Data Security Standards
To irreversibly destroy all edisk informatia there have been developed a number of disk sanitizing standards. They
are distinguished by wiping patterns and number of passes:

1. US DoD 5220.2R1. US Department of Defense recommends to overwrite all addressable locations with a
character, its complemerand then a random character. Finally, the target data area is to be verified,;

2. US Navy standards NAVSE&P39-26.

T NAVSO 23926 for RLL encoded driveét first to write the fixed value (0xffffffff) to the target data area,
then the fixed value (0x27fff), and then random values. Finally, the target data area is to be verified;

1 NAVSO 23926 for MFM encoded drivesAt first to write the fixed value (Oxffffffff) to the target data
area, then the fixed value (Oxbfffffff), and then random values. Finthidytarget data area is to be verified;

3. British HMG Infosec Standard No.At first to write a single character pattern, then its complement and then a
random character. Finally, the target data area is to be verified;

4. German VSItR Standar@verwrite the deleted information 7 times, consistently filling it with the following
patterns: 0x00, OxFF, 0x00, OxFF, 0x00, OxFF, OXAA. Finally, the target data area is to be verified;

5. Australian ASCI 3320verwrite with a character (C), then verify. Overwritevgth 6 § KS FANR G LI a
inverse), then verify again. Overwrite everything with both C @dnce again but without verification. Fill
everything with random characters;

6. Russian GOST R 50732 Destroy information by a single pass with writing ramddnaracters into each sector
byte;

7. Peter Gutmann's algorithmA whopping 35 passes, with 27 randonder passes using specific patterns
combined with eight passes using random patterns;

8. Bruce Schneier's algorithnTwo passes of specific patterns followmdfive passes using a cryptographically
secure pseudeandom sequence;

9. Paragon's algorithm

1 Overwrite each sector with a forcefully randomized Si2e string, new for each sector, using CSPRNG
(cryptographically secungseuderandom number generator);

/ 2 LJ& NJ& 3 R#18 Paragnd Software GmbH. All rights reserved.



32
1 Owerwrite each eased sector with its complement;

1 Overwrite each sector with a 53#&te string (CSPRNG), again forcefully randomized and different from the
first pass, and new for each sector;

9 Fill each erased sector with OXAA value. Finally, the targetatatais to be verified.

Military and government standards always require 100 percent residual data verification

is necessary to make sure that the operation has been properly accomplished. Besides

corrupted sectors discovered during the operationeato be logged to keep the user
o informed, since these sectors may contain classified information.

The list of supported military and government standards may vary for ypooduct.
lyegle &2dz2Q@S Ffglrea 320 GKS LI ad&fikingidtd 4l
wiping patterns, number of passes for each wiping pattern and for the group of patterns,
thus providing the maximum possible security level

Scheduling

The automation of operations is particularly effective when you have to repeatweseg of actions on a regular basis.
For example, developing a specific project on ataglay basis and having to make a backup every evening so as not tc
lose the valuable data, you will really appreciate, when this kind of routine operations wiltriedoaut automatically
without your participation.

l'Yy20KSNJ FAaLISOG 2F lyeée |dzi2zYFGA2y LINRPOSaa -ldad Thiskslk G A
especially important when operations require a considerable amount of computer resaypresessor time, memory

and more. A number of tasks, which can decrease the performance, can be run during the night or whenever the
computer has the least wodoad to perform.

The program has a special tool for scheduling. You can set out a timetabl®y/foperation and it will start at a
specified time without interrupting your current activity.

Windows Components

In the given section you can find all the information necessary to successfully work with the Windows version of the
product.

Interface Overv iew

This chapter introduces the graphical interface of the program. The design of the interface precludes any mistake bei
made on the part of the user. Most operations are performed through the system of wizards. Buttons and menus are
accompanied by easynderstandable icons. Nevertheless, any problems that might occur while managing the prograr
can be tackled by reading this very chapter.

General Layout

When you start the program, the first component that is displayed is called the Launcher. It emahlasiizards and
dialogs, to specify program settings, to visualize the operating environment and the hard disk configuration.

¢CKS [FdyOKSNRA 6AYR26 OLy 05 O2yRAGA2YFEf& AdRADARS
functionality:
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Mew Backup Format  Partitioning  Copy & Migration  Archives  Schedule  Volume Explorer @ ®

B B 40 _
Create File  Create Incremental | Manage Check Archive Ribbon Panel
Complement...  File Achive Capzule Integrity

Backup & Restare

Tool Button

Backup ' Restore Advanced backup Backup utilities
& Bpply Dizcard Wiew Changes Unda Reda @ Reload Disk Infa Save to Scheduler @ Expresz Mode

Disk map ®
Virtual Operations Bar Express Mode Button
Basic MBR Hard Disk 0 [VMware, YMware
I System Hezerved I Local Dizk [C:] Undslste Parttions
350 MB NTFS 4396 GB NTF5 wipe Parttion...
Test Sulace Context-sensitive
Basic MBR Hard Disk 1 (Mware, VMware Virtual S SCSI Disk Devl  Disk Map EditMView Sectors.. Menu
[Unallocated) Properties...
M 1399068

Basic GPT Hard Dizk 2 YMware, YMware ¥irtual 5 SCSI Dizk Dev]
I [Unallocated)
74990GB

Basic MBR Hard Disk 3 [VMware, YMware Virtual 5 5C51 Dizk Dev]

{Unallocated) Unallocated space

193G

Properties Panel

Total zize: 433.9GB

Disk and Partitions List

Status Bar

[:_I_} Mo changes.

Disk and partitions list

1. ToolButton
2. Ribbon Panel

3. Virtual Operations Bar

4. Express Mode Button

5. Disk Map
6. Disk andPartitions List

7. Contextsensitive Menu

8. Properties Panel

9. Status Bar

A number of panels offer similar functionality with a synchronized layout. The program enables to conceal some of th
to simplify the interface management.

Tool Button

By clicking on this button the user can

9 Launch auxiliary wizards,
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9 Get accesso the program settings,

9 Collect and send log files packag®e the Support Team,

f D2 (2 tIN)r3I2yQa 6So0aAiridsS (2 R26yf2I RYQATNFE 6dz99RA S
Ribbon Panel
'y FNBI |ONRaa GKS G2L) 2F GKS LINRPINIXYQa 6AyR26 Aa OF
available to the user in a single plaéeRibbon Talis anarea on the panel that contagbuttons organized igroups by
functionality.Each button corresponds to a certain program wizard or dialog.

o LT @2d2QR fA1S G2 KARS |ff NARooz2y {(loax
program window.

Virtual Operations Bar

The progransupports previewing the resulting layout of hard disks before actually executing operatioceslleb
virtual mode of execution). In fact, when the virtual mode is enabled, the program does not accomplish operations
immediately, but places them on the L&f Pending Operations for later execution.

The Virtual Operations Bar enables to manage pending operations.

BUTTON FUNCTIONALITY

I

= Cancel the last virtdaperation on the List of Pending Operations

-

c Cancel the last undo virtual operation on the List of Pending Operatior

Display the List of Pending Operations

& Launch the real execution of wiil operations

b4 Cancel all virtual operations on the List of Pending Operations

Generate a scripbut of all pending operations

© Schedule pending @pations

Virtual mode is an effective way of protection from any troubles, since no operations will
be executed until clicking the Apply button for confirmation, thus giving a second chance

o weigh all pros and cons of this or that particular operatioThe program politely reminds
the user that there are unsaved changes by showing the following window:

A ouw have unsaved changes,

Express Mode Button

By clicking on this button the user can ®hito theexpress mode of operatioat any time.
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Disk Map

As the name infers, the Disk Map displays the layout of physical and logical disks. Physical disks are represented wit
rectangle bars that contain smalized bars. These smalked bars represent logical disks. Their color depends on the
file system of the appropriate partitioBy looking attts a A1 S 2 F { K Stisposdidedo estifddteRH® Bsed N.
disk spaceForthe selected atthe momer2 6 2SOl (G KSNB Qa  doktéxtsedgitivé popud riehuiméh G 2
available operations.

Disk map -

EBasic MER Hard Disk 0 [YMware. YMware Yirtual 5 5C51 Disk Dev]
I I Local Disk [C:]
4396 GE NTFS

Largesized bars display the following information about physical disks:
1 Type (basic odynamic MBR/GPT),

1 Manufacturer,
1 Model.
Smallsized bars display the following information about logical disidsblocks of free space
1 Volume abel(if exists)
1 Drive letter,
i Total size,
1 File system.

TheDisk Map is synchronized withe Contextsensitive Menwandthe Properties Panellhus by selecting a disk dre
map, the two will automatically display detailed information onTio know more on the subject, please consult the
Viewing Disk Propertieshapter.

o Since the Disk Map and the Disk and Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Disk and Partition s List

TheDisk andPartitionsList is another helpful tool thdtelps to get a cleatut picture onthe currentstate of the system
hard disks angartitions. All objects (disks, partitions, or blocks of free spame}he listare sorted acording to their
starting position.For every item thex is the possibility to call @ntextsensitive popup menu with available operations.
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Disk and partitions list -
Hame File gpztem | Yolume size | Partition zize | Used Free Yolume label Hidden | Ag
D Bazic MBR Hard Dizk 0 [vViMware, Wikdware Virtual 5 SCSI Disk Dev) 500 GB
ﬁSystem Rezerved MTFS 350 MB I/OME 2868ME 59371 MEB System Reserved Mo Ve
4996 GB 4996GE  11.7GB 4879GE [Molabel] Mo Mi

55 Lol Disk () NTFS
R Hard Disk 1 A | ey

ware Wirtual 5 SCS1 Di

5 (Unalocated] Back Up Hard Disk.. Bytes 4999GE [Nolabel] No N
[Z] Basic: MBR Hard Disk 2 [¥Mware, Whiware Virtual 5 SCSI| Disk Dev] Burn Hard Disk on CD, DVD ar BD...

@_[Unallocated] _ _ _ EI oy e i Bytez 749.9GE [MNolabel] Mo My
D Bazic MBR Hard Dizk 3 [VMware, Wkware Virtual S SCS1 Disk Dev]

S (Unsllocated] Restare Hard Disk... Bytes 119.9GE [Nolsbel] Na Ni

Update MBR

Carnwvertto GPT hard disk
@ Undelete Partitions...

YWfipe Hard Disk...

Edit e Sectors...

Properties...

TheDisk andPartitions Listprovides detailel information on all hard disks andirtitions found in the system including

the following properties:
- Name,
- Volume label (if exists),
- Drive letter,
- File system type,
- Volume e,
- Amount of used and unused (freg)ace,
- Active/Inactiveattribute,
- Hidden/Unhidden attribute

The Disk anéartitions List is synchronized witihe Contextsensitive Menwandthe Properties PanelThus ly selecting
a disk orthe list, the two will automatically display detailed information onTio know more on the subject, please

consult theViewing Disk Propertieshapter.

Since the Disk Map and the Dislkd Partitions List have the same purpose, the user is
allowed to extend only one at the moment by using a corresponding arrow button.

Context-sensitive Menu

The Contexsensitive Menwshows a list of operationsvailablefor an object(disk, partition,or block of free space)
selectedeither on theDisk Mapor the Disk and Partitions Lidlf you click a corresponding record the appropriate

wizardor dialogwill be started. All defult values for the operation parameters will correspond to tigectQ &

If theretoo many items on the list, type in the first word of the required commanithéSearch commandgeld to

filter the list.
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Back Up Partition. . —
Burn Partition on E0, DD or BD.

Copy Partition....
Restore Partition..

Format Partition
Delete Partition

Move/Resize Partition

Corrvert File Spstemn
Defragment Partition
Defragrent MFT
Compact MFT...
Change Wolurme Label
Hide Partition

tark Partition a3 Active j

Properties Panel

The Properties Panglovides information on thebject (disk, partition, or block of free space) selected either on the
Disk Mapor the Disk and Partitions List

Local Disk (C:)

Yolume letter: [C:)
Yolume label: [Molabel
Type: Frimary
File spstem: MTFS
FRoot entries: 1
Sectors per boot: 2
Sectors per cluster: 5
Sernial number: 345E-4BCT-8E4B-3B1E
Partition 1D: 0«07 MTFS, ExFAT, HeFS
MNTFS version: 3.01
Yolume zize: 4595EGE
Partition size: 4356 GE
Used space: 11.7GE
Free space: 4579GE
Active: Mo
Hidden: Mo

The Properties Panel helps to obtain the following data:
For a hard disk

1 Model,

1 Serial number,

1 Type of hard disk (basic or dynarM8R/GPY,

1 Totd size (in GB),

1 Information on geometry of the disk (amount of sectors per track, heads and cylinders).
For a partition

9 Drive letter assigned to the disk,

1 Volume label (if exis}s

1 Type of the logical disk,

9 File system,

1 Root entries,
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1 Serial number,

1 NTFS wvssion,

9 Partition ID,

i Total size, used space anddrspace (in GB), etc.
Besides you can modify practically any partition property by clicking on the required value.
For a block of free space

9 Total size (in GB)

Status Bar

This is the bottom part of the nimwindow. The Status Bar displays menu hints, for each item the cursor points to.

Settings Overview

To call be Settings dialggolease clicR ool Button then selecSettings All the settings are grouped into several
sections, which functions are dedmed in the following paragraphs. The list of sections is placed on the left side of the
dialog. By selecting a section from the list, you can open a set of options.

o To get a detailed description to any setting, control, or field of the program justiclihe
hint button and then the object you need.

General Options

Q“\g General options

Partition Alignment kMode
| Yigta ﬂ

Allign partitions accarding ta the rules used in Windows Vista and later 0Ses.

Check FS integrity policy

| Ohce ﬂ

Standard protection from data lozsz with acceptable performance. The file spztem
integrity will be checked for each wolume only once just before accomplishing
data-zenzitive operations,

Liata Lozs Protection mode

| Reszet ﬂ

tedium protection from data logs,

This section contains a set of general options that will be taken into account during any opeaatied out with the
program:
9 Partition Alignment mode There are three options you can choose from:
- Legacy5h{ YR 2AyYyR2g¢a h{Sad 0ST2NB5 +Aaill NBIdzANBR
or 63 sectors to address and access sectorsectyr. It was OK, until 4K hard drives came into scene. When

{

partitions are aligned this way on this type of disk, each logical cluster is linked to two physical 4K clusters

thus resulting in a double readrite operation.
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- Vista Since Windows Vista, oping systems do not use the archaic CHS (cylinder/head/sector) addressin
scheme, but the Logical Block Addressing (LBA), where sectors are addressed continuously over the who
disk drive. It is optimal for both, 512B and new 4K disk drivers.

- Inheritance Select the option to disable automatic alignment of partitions.

1 Check FS integrity polichccomplishment of any datensitive operatiorfresize, move, merge, redistribute,
change cluster size, etds)potential with data loss. To minimize this rigkQa NB O2YYSYyRSR (2
82dzNJ FTAES ae2aiGSYy o60ST2NB (KAa (eSS 2F 2LISNIGA2yax
several options to let you choose, which is best for you:

- Always Maximum protection, but minimal performae. The file system integrity will be checked each time
AGQa ySOSaalNB (2 3dzr NI yiSdskdateS YI EAYdzy LINRGSOU

- Once Standard protection with acceptable performance. The file system integrity will be checked for each
volume only once judtefore accomplishing datsensitive operations.

- Neverb2 LINPGSOGA2YySY odzii YIFEAYdzY LISNF2NXIYyOSo LT @
not use this option.

9 Data Loss Protection modd o guarantee safety for your information when a daémsitive operation has been
abruptly interrupted as a result of a computer reset, or a power outage, there are several techniques, that
correspond to the options below:

- Donotprotectb 2 LINRGSOGA2Y X o6dzi Yl EAYdzy LISNIE@KMeySaHS
from a power outage, or an accidental reset of your computer, please do not use this option.

- Reset Standard protection with acceptable performance. Maintaining a special journal, our program
enables to automatically complete a datansfive operation interrupted by an accidental reset of your
computer from our bootable recovery media, thus reviving the corrupted partition.

- Power lossMaximum protection, but minimal performance. Besides journaling, our program will also
disable cache ofour disk when accomplishing dasensitive operations to avoid data loss even in case of a
power outage.

Backup Image Options

@ Backup image options

v Caontral archive integrity

Chooge thiz option to allow writing of specific data that will later be uged during
restore to check the archive integrity, It can zlow down the backup operation,

v Setimage file names automatically
Choose thiz option to automatically name files in complex archive.

Compreszsion level

| Hormal compreszzion j

Good compression. Provides average speed with the reasonable image size.

Image =plit

[~ Enable image splitting
Choosze thiz option to enable splitting the archive to several files

W awimurn gplit size: |1 ME 3:

This section contains a set of options thall be taken into account during backup/restore operations:
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9 Control archive integrity Mark the checkbox to guarantee that all backup images created with the program are
100 percent flawless. If you decided not to control the archive integrity, the baseption would take about
3-5% less time.

1 Setimage file names automaticallyviark the checkbox to make the program automatically set a file name for
every volume of a complex backup image. Otherwise you will need to do it manually during the backup
operation.

1 Compression levelFrom the puldown list you can select the desired compression level for backup images that
will be used by default.

1 Enable image splittingMark the checkbox to automatically split every backup image to volumes of a particular
size.

o Splitting images enables to tackle problems caused by a maximum file size limitation of
some file systems.

1 Maximum split size With the spinner control you can specify a maximum size for backup volumes.
General Copy and Backup Options

% General copy and backup options

[~ HDD raw processing

Copy an entire hard digk sector by sector without taking into account itz partition
structure,

[~ Partition raw processing

Copw/Backup each partition zectar by sector. All sectors will be proceszed one by one
[even unused sectors). Requires more time to complete the operation.

[v Skip archive files stored in archive library

Chooge thiz option to skip archive filez stored in archive libram, Thiz will reduce operation
time and backup image size.

[v Automatic BCD update

Add boat entry for target partition ta BCD hive on copy'restare source partition

This section contains a set of options that will be taken into account during copy and backup operations:

1 HDD raw processingMark the checkbox to copy/backp a hard disk in the sectdry-sector mode, thus
ignoring its information structure (e.g. unallocated space or unused sectors of existing partitions will be
processed as well). This can help to avoid problems with hidden data created by certain amglioative
system administrator. However, it will take more time to accomplish the operation.

9 Partition raw processingMark the checkbox to copy a partition in the seebgrsector mode to successfully
process unknown file systems. However it is not recanded to enable this option when working with
supported file systems as it takes more time to accomplish the operation.

1 Skip OS auxiliary filesviark the checkbox to skip OS auxiliary files (like pagefile.sys, hiberfil.sys, etc.), thus
reducing the operatin time and the resulted size of the backup image.

9 Skip archive files stored in archive librarilark the checkbox to skip backup images registered in the archive
database, thus reducing the operation time and the resulted size of the backup image.

1 Automatic BCD UpdatdJnmark the checkbox to suppress automatic update of BCD (Boot Configuration Data)
after copy/restore operations.
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o By clicking the link at the bottom of the window you can jump to ti&opy/Bakup Exclude
Options

CD/DVD/BD Recording Options

@ CD/DVD/BD recording options

[~ Bum every CD/OVD/BD disk to the end.
Chooge thiz option to allow the dizk to be copied by third party tools.

Becording zpeed

| b awirnurn recording zpeed ﬂ

Faszt recording. Chooge thiz option if pou hawve good quality disks and recorder.

Boot options

Specify a bootable 150 imaage to place on CO, DYD ar BD along with backup data:

|bnnlcd.iso Browse

I The specified 150 image does not exist.
Specify how would vou like to boot from CD, DVD or BD:
| Do not boat fram C0O, 0D or BD

IS0 image folder

AN

|.'\ Browse

Plzaze zelect a folder to place 150 images to when CO, DVD or BD 150 maker is used.

This section contains a set of options that will be taken into account during CIBDWDrn operations:

9 Burn everyCD/DVDBD to the end. By default, the program does not create ISO 9660 compliant burning
sessions, as it processes datatbe-¥ f @ | yR OFly 2yfteé SadAYFI(iS (KS NBa
party tool will get access to the recorded data. Tdktadhe issue, mark the checkbox to make the program
create a standard Diskt-Once session. It may slow down the burning process, as every CIBDWI) be
recorded up to the end, no matter how much actual information to contain.

1 Recording speedThe usemay define how fast a CD/DXBD will be recorded (minimum, normal and
maximum). Besides there is an automatic mode when the program will set the most appropriate speed for
every CD/DVIBD.

f Bootable ISOimage ¢ KIF 1 Q& GKS AYIl 3S liedackubdatalBy dofSuR, thé grag@m K S N.
offers its own bootable I1SO image, which contains a Linux/DOS recovery environment. However, the user is f
to use any bootable ISO image.

1 CD/DVDBD boot capability. The program enables to choose whether any reedr@D/DVIBD will be
bootable, or only the first one for a session, or without that function at all.

9 Folder where the ISO image is to be plac&ilhen the user decides not to physically burn a CD/BB[but
create an ISO image file, this very folder wallused to contain these images.
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Hot Processing Options

% Hot processing options

[v Enable hot processing

Hot proceszing technology

| Microzoft Yolume Shadow Copy Service J

ticrozoft Wolume Shadow Copy Service iz a reliable technology designed to back
up volumes being locked by numerous active tranzactionz of W55 supporting

app

lications. Microzoft W55 technology requires over 300 MB of free space on anp

mounted MTFS volume for temporany data, This technology is provided for Windows
#P and newest Windows versions, but unavailable for old versions of Windows
[98MEMT A2000),

Additional options

Hat

™ Always use hot processing

* Usge hot proceszzing only when partition iz locked
processing hempararny drive:

[c =]

Mumber of attempts bo start W55 3 =
Timeout betveen attempts [in seconds); m

Chahge run during backup options

In thi
1

s section you may configure the hot processing mode:

Enable hot processingMark the checkbox to enable the salled hot data processing mode that is specially
designed to process data without restarting your operating system.

Hot processing technologyFrom the puldown list you can select the required hot processing technology.

Always use hot processingelet the option to process partitions without making them locked. Thus you will
be able to keep working with them as usual.

Use hot processing only when partition is locke8elect the option to use the hot processing only when
partitions are locked and canbhbe processed without restarting the computer. Please keep in mind, that once
you start any operation on a partition in this mode, it will automatically be locked by the program, thus you
won't be able to keep working with it as usual.

Hot processing terporary drive Here you can select a disk drive that will be used to store the temporary hot
backup data (by defaui C:).

Attempts to start VSSHere you can set how many attempts to start Microsoft VSS the program is to do before
automatically rebootindghe system and accomplishing the operation in a specialdopanode.

Timeout between attempts (in secondsHere you can set a time period between different attempts to start
Microsoft VSS.

Switch between hot processing technologieslark the checkbox tautomatically switch betweeRaragorHot
Processing and Microsoft VSS if one of them is unavailable at the moment.
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Wipe Options

f‘kﬁ? Wipe options

Diefault wipe method

| US Dol 5220.22404 |

Owenanite all addreszable locations with a character, itz complement, then a random
character and werify.

Here you can set a specific data erasur@allgm that will be used by default during wipe operations.

o The list of supported military and government standards may vary for ypuoduct.

Partitioning Options

cf'? Partitioning Options

Confirnations

v Ask for volume label before partition delete

[ Ask confirmation when converting FATTE to FAT 32,

This section contains a set of options that will be taken into account during partitioning operations:

1 Request confirmation before partition deletionMark the checkbox to activate an additional security
mechanism. Thus when going to delete atjp@n you will be automatically requested to enter its label.

1 Request confirmation when converting FAT16 to FATBIrk the checkbox to automatically request
confirmation before converting FAT16 to FAT32. There are a number of situations when thisdangiersion
is the only way out to accomplish the operation. For instance, you are going to migrate your system to a large
hard disk with the proportional resize of existing partitions, what is very convenient. As a result you can get
original FAT16 pations go beyond the 4GB limit. Thus without conversion to FAT32, this operation will in no
way be possible to accomplish. The same goes for any copy hard disk/partition or restore hard disk/partition
operation involving an extra upsizing.
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E-Mail Options

@ E-mail options

Specify your e-mail account options:

Outgoing mail server [SMTP): |

Uzer e-mail address: |

SMTP port number: |IJ

[~ My outgoing server requires authentication

Uzer nane: |

Pazzword: |

Send test e-mail |

Click. thiz button to test e-mail account options. The program will zend generated e-mail
meszage to the address vou've zpecified in User e-mail address fisld.

This section contains a set of options that will be taken into account during the Send log files aneh&ehd e
notification operations:

1 Outgoing mail serve(SMTP) To send messages by using the kuiltnail client, it is necessary to have access to
a computer running an SMTP (Simple Mail Transfer Protocol) server. All outgoing messages are first sent to t
SMTP server, which in its turn delivers them to teguired recipients. The address may be represented as a
traditional Internet host name (e.g.: mail.com) or as an IP numeric address (e.g. XXX.XXX.XXX.XX).

1 User email address Specify an-enail address that has been assigned by the Internet Serviced@raui
organization's email administrator.

1 My outgoing server requires authenticatiarActivate the option to allow the program to make authentication
on the server before sending messages.

- User name. Enter the name that will be used to log in to timeadl account.
- Password. Enter the password that will be used to access the mail server
2 KSy @2dzONB NBI R& ¢ A Bdad tésKeBail Buidn tb khéck & aven@hning iOQK 2 vy

[N
A
(s}

Virtual Mode Options

@ Virtual mode options

Operations mode

[v Allow wirtual miode

Set thiz option on to camy out all the operations virtually, vou will be able to commit
the changes or rollback all of them or the lazt one. If pou switch thiz option off, the
operations will be carried out immediately.

[~ Cloze progress dialog automatically

Set thiz option on to automatically cloge the progress dialog after committing the
changes.

In this section you may configure the virtual mode:

1 Allow virtual mode Mark the checkbox to enable the virtual mode. It is an effective way of protection from any
troubles, since no operation will be executed Wistnfirmation, thus giving you a second chance to weigh all
pros and cons of this or that particular operation.
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(D We strongly recommend you to enable this mode.

9 Close progress dialog automaticalliylark the checkbox to automatically close the progmissog after
accomplishing operations.

File System Conversion Options

@ Virtual mode options

Operationz mode

[v Allow vitual mode

Set thiz option on to camy out all the operations virtually. “Y'ou will be able to cormmit
the changes or rollback all of therm or the lazt one. If you switch thiz option off, the
operations will be carmied out immediately.

[~ Cloze progress dialog automatically

Set thiz option on to automatically cloge the progress dialog after committing the
changes.

This section contains a set of options that will be taken into account when converting FAT andeN\sistefils. By

default, the program takes locale (regional) settings from the system. Problems might occur however because of
different standards for file names and file time stamps (Created, Modified and Last Access Time) of NTFS and FATX
systems.

Totackle problems of that kind you can manually set:

9 Time zongo use during the convert operation. NTFS keeps file timestamps in GMT (Greenwich Mean Time)
while FAT uses a fixed local date and time. The program takes proper account of these differeraresobesl
to adjust timestamp values.

[D An incorrectly chosen time zone might lead to inability to launch certain software.

1 Language for file name® use during the convert operation. NTFS stores file names in Unicode while
FAT/FAT32 uses ANSI to sawarsfile names (also called the DOS aliases). The codepage information is
required for the correct conversion of neenglish file names from Unicode to ANSI and vice versa.

[D An incorrectly chosen codepage will certainly result in corruption of REnglsh file
names.

1 Request confirmation of settings before NTFS><FAT/FAT32 conversioMark the checkbox to automatically
display the local settings dialog to check and modify (if necessary) the default parameters before launching th
convert file syste operation.
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Copy/Backup Exclude Options

Eﬁi% Exclude from Copyf/Backup

Specify mazks for filez and folders that muzt be excluded from copy/backup operations:

= I Files that contains your e-mail data [3 filters)

Add filker Hename category  Delete category

.wab Delete filker

*_pab Delete filker
* oab Delete filker
*_pst Delete filker
* ost Delete filker
* dbx Delete filker
*log Drelete filker o
* 1wz Delete filker

* contact Delete filker

= | Executable & Installations (5 fiters]

Add fiker  Bename cateqory  Delete categaory

*dll  Delete filter
* exe Delete filker

* ocx Delete filter
* wxd Delete filker j

Add categorny..

Change general backup optiohs

In this section the program enables to specify what data should be automatically ignored during copy anbasstor
backupoperations. You can filter certain files or folders either by the manual selection or by creating masks, what is
more preferable. Thus you will be able to effectively manage contents of your backup images or partition/hard disk
copies.

By default, thered8 y 2 | @I AfF6fS FTAEGSNBR® ¢2 ONBFGS F FAfGSNE
M arne: £
Filter: | Browsze
Description: |

: You can uge wildoards 7 and © as file name mazk. Wildcards

in path are not allowed.
ak. | Cancel ‘

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildcards;

9 Description Add a short descriptioto the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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o By clicking the link at the bottom of the windowou can jump to theGeneral Copy and
Backup Options

File Backup Exclude Options

@k‘a Exclude from file backup archives

Specify masks for files and folders that must be excluded from archives:

= | Executable & Installations (5 fiters]

Add fiker  Bename cateqory  Delete categaory

*dll  Delete filter
* exe Delete filker

* ocx Delete filter

* wxd Delete filker

*_cah Delete filter

* msi Delete filker
*.msp Delete filker
* dry Delete filker

= I Auxiliary files [15 fiters]

Add fiker  Bename cateqory  Delete categaory —

* bak Delete filker
*old Delete filker
*tmp Delete filker
*_temp Delete filker
* e Delete filker

*log Delete filker
* dmp Delete filker j

Add categony...

In this section you can find a lot ofagy-madeexcludefilters to effectively control contents of your fileased backup
imagesPlease notgby selectingcertain filtersyou specify what data will be ignored dugifile-based backup
operations, thus you specifpe R (i | & 2 dzQR dded jo $he ngilied aichives. S |

lyedgle @2d2Q@S 320 GKS 2LIiA2y (2 ONBFGS @2dzNJ 26y FAL{

M ame: H
Filter: | Browse
Description: |

You can use wildcards 7 and * ag file name mask. Wildcards

" in path are not allowed.
QK. | Cancel ‘

In the opened dialog the program allows thser to define the following parameters:

1 Name Give to the filter any name you like, but try to use an informative one;

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask t
using * or ? wildards;

1 Description Add a short description to the filter not to miss it up later.
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Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.

File Backup Include Options

@% Include into file backup archive

Specify masks for files and falders that must be added to archives:

-1 I Readable files [44 filters)
Add filter Hename category  Delete categor

*.chm Delete filter
*“htm Delete filter
= mht Delete filter
* html Delete filter
= pdf  Delete filter
“tut  Delete filter
“hlp Delete filter
“rtf  Delete filter
*doc Delete filker
* docx Delete filter
xls  Delete filer
_xlex Delete filter

wri Delete filker
_ppt  Delete filker
pptx Delete filter
_wezd Delete filter
wdx  Delete filer
vzt Delete filter
wtx  Delete filker
_wgz  Delete filter j

[}
3

alebe Blber

Add cateqgary. ..

In this section you can find a lot of reathade include filters to effectively control contents of your-filesed backup
images. Please notby sdecting certain filters you specify what data will be processedndufilebased backup
2LISNF A2yas GKdza @&2dz dzi2YFGAOFff& AIy2NB FAfSa GKI

K
lyeggle &2d2Q@S 320 UKSUBSNIAMBY Ot 2 ODNBHIBKSE2 4zZRIR2 Oy (SAL I

N

M ame: H
Filter: | Browse
Description: |

- You can use wildcards 7 and * ag file name mask. Wildcards
in path are not allowed,

QK. | Cancel ‘

In the opened dialog the program allows the user to define the following parameters:

1 Name Give to the filter any name youkd, but try to use an informative one;

9 Filter. Press the Browse button to select files or folders you would like to be excluded or specify a filter mask &
using * or ? wildcards;

9 Description Add a short description to the filter not to miss it up later.

Click the OK button and you will get a new item on the list of filters. By marking/unmarking a checkbox opposite its
name you can choose whether to use it or not.
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Log Files Options

Log Log files options

Logs directany

|.\ Browsze

Pleaze zelect a folder name to place an engine log files (stubact log ete. ]

[ wiite logs in Bluescreen

Choosze thiz option ta allow engine operations logging when actions need to be
restarted and continued in Bluescreen mode

Stubact log file truncation

Choose a storage life span for the stubact log file. Please note, once the defined
period has been expired, the file will be emplied.

(s Irfinite
" Minimal

" Custom

|1 jl |hnurs J

LClean now

In this section you can set up the program logging engine:

1 Logs directoryto specify location of program log files. By default, all logs are placézh rogram
Filed Paragon SoftwareLINE R dzO i\@dgrah I Y' S

1 Write logs in Bluescreero enabk the program logging ia special boctip mode
9 Stubact log file truncatiorto specify a storage life span for tistubact.log file

- Infinite not to empty the file ever;

- Minimal to have the file emptied all the time;

- Customto set a certain storage life ap for the file.Please note, once the defined period has been
expired, the file will be emptied.

We strongly recommend you nhot to choose the Minimal option, as in case of having
[D LINPOtSYa gA0GK (GKS LINPINI YI 2dzNJ { duilige this
help you out.
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FTP Sites Options

% FTP site settings

. Y Fa 1 Y e
Loak ir: - @ @ @ & K

Addrezs: |fl|32.-".-"
o ’

Create FTR/SFTF location

[ Use SFTP connection

Addrezs: |sflp:h’sflp.hidrive.stratn.com ﬂ Part: |22

[ Anonymous login [ Allow OpenS5H key-bazed authentication

Login: |>::4>::4>::4>::4>::4>::4

xxxxxxxxxxxxxx

Pazzmard: | v Save pazzword

MHarnne: |sftp.hidrive.strato.cnm

Coninect | Cancel ‘

In this section you can manage online backup storages located on FTP or SFTP servers. By clicking on available but
you can crea, modify, delete an FTP/SFTP location, etc.

¢2 ONBFGS Iy Ce¢tk{C¢t t20FGA2YyS 82d2Q@¥S 3J20 (2 &LISOAT

Use SFTP connectiollark the option to connect to the desired SFTP server if necessary;
Address Type in an address to the desired 31V
Port. Specify the required port (21 for FPT and 22 for Sy default);

=A =4 =4 =4

Anonymous login Mark the option to set up anonymous connectidiypical username fahis type of logiris
canonymous T

=

Use Active Moddgonly for FTP). Mark the option if yourgsider requires this type of authentication;

1 Allow Open SSH kelyased authentication(only for SFTP). If your provider requires this type of authentication,
mark the option to specify public and private keys and a passphrase;

Public key file: | Browse
Frivate key file; | Browse
Pazsphraze: |

1 Login Enter a login;
1 Password Enter a password. Cliffemember passwortb save it next time you back up to this location;

1 Name By default, the program uses the providaddress as the connection name, which can be modified
however.

o You need to check out yourself Windows Firewall or programs of this kind let our progra
work with the required port(21 for FTP and 22 for SFTP by default)

Byclickng the Connectbutton the providedlocationwill be checkedlif okz & 2 dzQf € 3ISG | ySg A€
this location.By clicking the + icon you can browse it to specify a more exact location for your backup
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Viewing Disk Properties

TheDisk Mapand theDisk and Partitions Listre the main tools to gahformation on the properties of hard disksd
partitions available in the system. To know more on the subject, please consult the cord@aspahapters of the
Interface Overvievehapter.

Viewing Image Properties

General information on backugrchives can be obtainasith the following tools

Using the Restore Wizard
9 Click theBackup & Restor¢éab onthe Ribbon Panethen selecRestore

o There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

At first, the wizard displays the Welcome paggmply click the Next button at the foot of the dialog window.

The next page refers to Browse for Archive. By clickingtiigch to Archive List Viewnk, you can see a list of images
contained in the Archive Database (if any).

i Restore Wizard ?

Browse for Archive

| Show al = & B B

Type | Creation D ate | Source Object | Size

|:| 1020131003347 PM Bagic MER Hard Disk 1 [Whware, Yiware Yitual 5 SC51 Disk Dev) R00 GB
«| 2

Switch to File Yiew
Archive File Details

Marme: Basic MBR Hard Dizk 1 WMware, YMware Virtual 5 SC51 Disk Dev)

Comment: [Mao comment is available]

Type: Internal Hard Digk Drive
Total gize; 500 GE
File: C:/.larc_new.pfi

To contitue, click Next

< Back

Cancel ‘

To get a cleacut picture on properties of the required image, just click on it and the section below will (i.e. Archive File
Details) display a short description, including:

1 Informationon a type of the archive contents (whether it is sedbaised or filebased),

1 Whether the archive is compressed or not,
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1 Whether the archive is password protected or not,
M The date, when the archive was created.

In addition, there are some special graphitads to indicate crucial properties:

FLAG FUNCTIONALITY

B Disk archive

@ Partition archive

Q File archive

MBR archive

0% System archive

o Encrypted archive

= Compressed archive

& Complex archive

Filtered archive

] Differential archive

] Incremental archive

fe File increment to a partition
archive

To easily manage images in the Archive Database, the program provides the following functionality:

BUTTON FUNCTIONALITY

£ Refresh the contents of the database

B Show only existing archives

e Add the selected archive to the database

% Delete theselected archive from the
database

Besides you may filter backup archives to decide whether to show only file, partition or hard disk archives. To do that
please select the required filter in the left top corner of the page.

Browse for Archive

B Show al = S 6 &
T Show al |
"ﬂ Show dizks

b I Source Object

£ Show partitions [1:43:04 PM Mew Volume [E:]

‘;] Show file archives [:42:21 P MEW YOLUME [F:)

@ 10/9/2013 10:41:54 PM - MEW VOLUME

E 10/9/201310:33:47 PM Basic MBR Hard Disk 1 [WMware,
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By clicking th&witch to File Viewink, you can find the required image in the browdike window.

i Restore Wizard ?
Browse for Archive
Look in: [[5] Local Disk T ] WX 2
MName Size Date i‘
=I- [E] Local Disk [C:)
— | AIG_Fes 10/3/2013 10:34:00 PM
b | e new b ZB45KE 10/9/2013 10:34:00 PM = |

Switch to Archive List Wiew
Archive File Details

Marne: Basic MBR Hard Disk 1 [YMware, YMware Virtual 5 SCSI Disk Dev]
Comment; [Mo comment iz available]

Type: Internal Hard Disk Drive

Total gsize: 500 GB

File: Cifarc_newdarc_new. pbi

To continue, click Next

< Back

Cahicel |

The section below (i.e. Archive File Details) displays a short description of the selected image, including:

1 Information on a type of the archive contents (whether it is sedtased or filebased),

1 Whether the archive is compressed or not,

1 Whether the archive is password protected or not,

M1 The date, when the archive was created.
a2NB2J3SNE 2y (GKA& LI 3AS &2dzQ@8S 320 GKS LlraaroAfAade 0z
drives by clicking the appropriate buttons.

The rext page (i.e. What to restore) displays detailed information about the contents of the archive.
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T Restore Wizard ?

YWhat to restore

Flzaze select one of the object(z) to restare:

Mame Type File gystem | Size Jzed

=8 El Bazic MBR Hard Disk 1 [WMware, YMware .. Intermal Hard Disk Drive 500 GB
+- @New Yolume [E:] Primary MTFS 924GE  41EMBE
+ @NEW WOLUME [F:] Frirnary FAT32 20,7 GB B0 KB
.r'-l Frirnary Linug Ext2 231 GB 5129 MB

- @New Walume Primary Apple HFS 223GE 147 MB

Archive Detailz

M arme: HEwW YOLUME
Yolume label: WEW WOLUME
File system:  Linus Ext2 Total zize: 291 GE
Uzed space: 5129 MB Free zpace: 28.6 GE
To zelect where to restore the zelected object(z]. click Mext Data gize to regtore: 29.1 GB

< Back | Ment » | LCancel |

If you want to restore the image contents, click the Next buttlmorder to cancel, click the Cancel button.

Using the Archive Database

To open the Archive Database, click fehivestab on the Ribbon PaneThe database window can be conditionally
subdivided into several sections that differ in their purpose amtfionality:
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Backup & Restore  Mew Backup Format  Partitioning  Copy & Migration — Archives © Schedule  Yolume Explorer G @
Add an Archive to the Archive Databaze Restore drchive Festore Files Incremental Backup Check drchive Integrity r:"; Mount Archive
Dielete from the drchive Databaze [31 Restore WD Archive Sunthetic Backup Incremental File Backup Restore File From dnchive Unmount Archive

Convert boWirtual Machine Differential Backup Create File Complement
Archives databaze tanage archives Mount options
Q‘?.&pply % Dizcard '3:_,_ Wiew Changes -ﬂ_j Unda Fedao l:" Reload Dizk Info | Generate Script @ Save to Scheduler @ Express Mode
VD Archive of NTFS Volume (), New Volume 2| Hame N
4--@1. Basic data partition 350t

+-[|Boot
Source Object Size: 53 GE i

N . + Recovery
Archive Size: 1ME Suatem Volane Informa
Creation Dabe: 10/17/2013 312:08 &M PELEM Y alME Intarmatian
Comments: [ncrement 1 Chain 2 bootmgr 4176

Flags: §  Increment/Differential b BOOTNXT 1By
BOOTSECT.BAK E]

=i Compressed

hd | KN
| W Show YD containers j | {2 Show partitions j S B B &k
Tupe | Creation D ate | Source Object | Size | Archive Size | Flagz | Comment | Mounted |
@ 10A17/2013312:08 &AM New Yolume 53 GB 1MB =L Increment 1 Chain 2
@ 101772013 3:08:48 AM  Local Digk 441 GB 279MB =L Increment 2
@ 10A7/2013 20214 AM Local Digk 441 GB 279MB =L Increment 1
@ 10/16/2013 8:41:21 P Recoveny 227 MB 47 GE 2 Backup_image_ 20131015 1639
@ 10AE/2013 8:41:21 PM - Mew Volume 53 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 441 GB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 P MO MAME 100 MB 47 GB = Backup_image_20131015_1639
@ 10AE/2013 8:41:21 PM Local Digk 128 MB 47 GB = Backup_image_20131015_1639

1. PropertiesPanelthat displays properties of the selected image.

2.Volume Explorethat enables to accesthe selected image as a regular folder to explorer its contents or to retrie
certain files.

3. Archive Listhat displays a list of images contained in the Archive Database (if any). Besides the program prov
the necessary functionality to manadpackup images in the database (add, delete, mount, refresh, etc.)

o All panels offer a synchronized layout and are separated by vertical and horizontal
expandable sliders, allowing the user to customize the screen layout.

Data Backup and Rescue

In this chapter you will find all the information necessary to establish a reliable data protection system.

Creating Backup Images

Depending on a type of information you need to protect and the way this information should be processed, the progre
offers a nunber of handy backup wizard§o make your job with the program as easy and convenient as possible, all
backup wizards share similar work algorithm. By going through steps of the wizard, you configure all the necessary
settings to launch the backup operatioTo minimize the possibility of making any mistake, the wizard provides auxiliary
information on every single option. Moreover you can get adepth description to any setting, control, or field of the
wizard just by clicking the hint button and themetobject you need.
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Smart Backup Wizard Startup
9 dick theBackup & Restor¢ab on the Ribbon Panghen selecSmart Backup

o There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Smart Backup Wizard Setup
The wizard offers the following steps to accomplish the backup operation:

9 The object to back upClick on a section you find answering to your task.

gﬁ Disks or Partitions

Back up your hard digk or a separate partition

@ E-mail

Back up email meszages, accounts and the address book of M5 Outloolk, Dutlook, Express,
and Windows b ail

Media Files

Back up pour photos, videos, music and other media files located in the uzer folder

Documeants
Back up documents of all major office formats located in the My Documents folder

Cither Files and Folders

Select files and folders to back up

- Disk or Partitiongo create a sectebased backup of the whole disk system, or only separate partitions;

- Email to create a filebased backup of-email databases, accounts and address baifkdS Outlook, MS
Express, and Windows Mail;

- Media Filego create a filebased backup of all media files (photo, video, music, etc) stored in the My
Documents folder;

- Documentsto create a filebased backup of all office documents stored in the MgWoents folder;

- Other Files and Foldett® create a filebased backup of any files and folders.

exactly the object of operationTo know more on the subject, plese consult theBackup

ﬂ If selecting Disk or Partitions or Other Files and Folders you will need to specify more
Scenarioxhapter.

1 Name and location of the resulted imag®rovide a file name for the new image and its exact location. The
program automatically offers an easy to understand name contathieglate and the time of the archive
creation, which can anyway be modified.
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Select a folder where archive should be placed and specify archive name. Archive name will be uzed az a sub-folder where
backup data files will be stored.

Archive location: |E:'\arc_test'\ L2 ?\?. .,'_i
M arme Size | Date
-EEI My Computer

+- [5] Local Disk [C:)

+ El MHew Yolume [E:]

+- [Z] MEW VOLUME [F:)
: ;--E]Hecoveryh’ledia [G:]
+- ] Metwark

Archive details

Archive name: |arc_tesl1
Estimated archive size: 2 MB

Space available on backup destination: 92.4 GB

o The program automatically calculates size of the future archive and informs ther about
space available on the selected destination.

1 Archive CommentYou can add some additional description to the archive that will later help to distinguish it
from the others.

Please enter & short comment to dezcribe the archive

[

|N|:| comment]
1

Result

After the backup operation is completed you receive an image of the selebijedt This image is placed into the
specified destination, its features defined by the wizard.

Available operation scenarios:

9 Backing up a hard disk or partition to the Backup Capsule

Backing up a hard disk or partition to external media (CD/DVD)

Backing up a hard disk or partition to a networkvd

Backing ugilesto an FTESFTRserver

Backing up a dual boot Mac to an external USB drive

Backing up files to a local mounted/unmountedthout drive letter assigned) partition

Creating a differential to a full partition backup

Creating a filencrement to a full partition backup

=A =4 =4 =4 =4 =4 -4 4

Creating an increment to a full file backup
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Restoring System and Data

The program includes a convenient and reliable restore wizard. With its help you can restore all types of backup imag
created with the program. It provides gato understand instructions to configure and perform all the necessary
settings. Moreover you can get andepth description to any setting, control, or field of the wizard just by clicking the
hint button and then the object you need.

Startup
1 Click theBackup & Restor¢gab on the Ribbon Panel, then selédstore

o There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup
The wizard offerghe following steps to accomplish the restore operation:
1 A backup image to be restored’he Browse for Archive page enables to find a backup image you need.

By clicking the&switch to Archive List Viewnk, you can see a list of images contained in thehife Database (if
any).

| & Show al = & B B

Type Si; ~

M

File-level Archive

18:24 4l

]
|:| 1002013 71142 4 Bagic MER Hard Disk 3 [WMware, Yiware Yitual 5 SC51 Disk Dev)
|:| 1002013 70811 &b Basgic MER Hard Disk 3 [WMware, Yiware Yitual 5 SC51 Digk Dev)

10/M10/2013 7:00:47 &M File-level Archive
10102013 B:55:43 8M  File-level Archive
10/M10/2013 B:54:26 &M File-level Archive
10/M10/2073 B:48:07 &M File-level Archive o

ﬁ 10M0/2013 217498 Mew Volume [G))
ﬁ 10M0/2013 2171948 New Volume [G))
ﬁ 10/9/201311:29.07 PM  Local Disk [C:) q
10/9/201311:2219PM  File-level Archive
10/9/2013 111738 PM - File-level Archive Fr
1| ’

Switch to File Yiew
Archive File Detailz

Total zize: O Bytes Backup date: 10/10/2013 7:18:58 AM

Archive zize: 119 Bytes

Cormrngnt: [Mo comment iz available]

File: C:arc_101013141850711 /FLO0OODOOO00A0000000, archive. pfi

To get a cleacut picture on properties of the required image, just click on it and the section below will (i.e.
Archive File Detils) display a short description.

o To know more on the subject, please consult thewing Image Propertieshapter.

By clicking th&witch to File Viewink, you can find the required image in the browdige window. The section
below (i.e. Archive File Details) will also display a short description of the selected image.
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Look in: |[=] Local Disk [C:] | B R 2
M arme Size Date j
$ 1 arc_0910131 25156058 10/3/2013 11:17:27 PM
4 | arc_0910131 31559760 10/3/2013 10:37:14 PM
4 | arc_ 0910131 33756622 10/3/2013 B:38:02 AM
4| arc_0910131 4081 7551 10/10/2013 7:00:26 AM
4| arc_0910131 40825801 10/10/2013 7-00:44 AM
4 | arc_101013053218496 10/3/2013 10:32:29 PM

) arc_101013061434330
) arc_101013062303344

) anc_101013141133475

10/3/201311:14:51 PM
10/3/201311:5311 PM

- 1 are_ 1073091536750 1010/2013 215:43 AM
+ ) arc_101013091716250 1010/2M13 217:43 AM
+ - anc_101013140753053 101042013 7:08:13 AM

101042013 7:11:52 AM

|| =rc_101013141133475 pof

2645 KB 101042013 7:11:52 AM j

Switch to Archive List Wiew

Archive File Detailz
Marne: Basic MBR Hard Disk 3 [YMware, YMware Virtual 5 SC51 Disk

Comment; [Mo comment iz available]

Type: Internal Hard Disk Drive
Total size: 120 GB
File: Codarc_1010137141135475 arc_101013141135475, pbt

7 z

Moreover, on this pageydzQ @S 320 GKS LlR2aaAroAftAde G2 ONBI
network drives by clicking the appropriate buttons.

[axtN
(p))
<
(0p))

o To know more on the subject, please consult théewing Image Propeiéschapter.

File Backup Restore

 Datatorestorad , 2 dzQ @S orat@ réstoie Ko onlg théiiektirarchive, but separate items of it (the so
called selective restorkinctionality)by marking checkb@snext to thedata items you need
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Click. the check box nest to any file or folder you vant to restore from

Marme Type Size

=5 |_|FE Archive File Level Archive 585.5 KB [E03,660 Eytes]
SV
=4 C
2 ¥ 5 arc_091013140825801

[V || arc_091013140825801. pfi File S7EKE
L W[ aic_09101 3140825801 pfm File 1.5KB
To continue, click Hext [1ata size to restore; 5895 KB

1 A place to restore From the putdown list you can choose whether to restore contents of the backup image to

its original l@ation or specify some otheme.

Restare files to: | Original location

The filez and fal I:Irigir-l lacation k. he place where they were archived from,
Specific folder

wihen restaring fTE SO ERET TN Your conpLiter

(* Leave existing files.

If a file exists in the original location, it won't be overwritten, Only miszing/deleted files will be restored from
backup.

" Replace existing files

ALL zelected files will be replaced with files from backup.

Besides if you select the Original location option, you can additionally define whether to replace already existi
files during the restore operation (gddor recovering presumably corrupted files) or leave them intact (good

for recovering accidentally deleted files).
Sector Backup Restore

 Datatorestore., 2 dzQ@S 3A20 GKS 2LJWA2y (G2 NBad2NB yz2i
calledselective restore functionality) by marking checkboxes next to the data items you need.
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Pleaze zelect one of the object(z] to restare:

Tupe File system | Size Uszed
JILIE R [nkernal Hard Disk, Drive 120 GB
+- [N ew Valume [G:] Primary MTFS 142GB 1E3EMB
+ MNE'W WOLUME [E:) Prirary Lirw Extd B3GE 281.9MB
;--@NEWVDLUME [H:] Prirary FAT1E 8ME  OBytes
i--@NEW WOLUME (1:) Prirary FAT32 5.8GB 4KB

Archive Details
MHame: Baszic MBR Hard Dizk 3 (VMware, YMware ¥irtual 5 5C51 Dis
Tupe: Internal Hard Digk, Drive
Tatal size: 120 GB

To select where to restore the selected object(z], click Mext Drata zize to restore: 120 GB

If you select separate files or folders to rese, the wizard will continue working as though
82dzQ@S 3I24G G2 R2 6AGK | FAES ol O dzLio

1 A place to restore Selecting the destination, please netall contents on the disk selected for restoring
purposes will be deleted during the operation.

Basic MBR Hard Disk 0 [WVMware, YMware Yirtual 5 SC51 Dizk Dev]

I I & Local Disk (C:) §) Backup Capsule
2803 GE MTFS 213.3GE

Basic MBR Hard Disk 1 [WMware, YMware Yirtual 5 SC51 Dizk Dev]

I W I @ (Unallocated)
914 . 380 GB

To help you get a cleanut picture of the operation outcome, the program allows inspecting the resulted disk
layout.

Restoring Partition:

9 Size of the restoredrolume and free space before and after it on the disk.

Geametry FRestare Options
Fleaze zpecily the zize of the restored partition; 14607 < 167 ME - 7E7990 ME
Fleaze zpecily zsize of free zpace before the partition; |0 = OME - 753383 ME
Please specify size of free space after the partiion;  [F93383< 0ME - 753383 ME
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9 Drive letter assignment after restoreThe puldown list contains vacant drive letters that ca@ éssociated
with the restored partition.

Fartition Restore Options

Azzign the following drive letter: | E: -

1 Createnew EFboot entry for destination drived L ¥ &t8 daWith% 648i2Windows configured tehe
UEFI boot modethe following option will become available for you to define what instance of Windows OS
€2dzQR fA1S G2 0220 T NEyvarygu@éh spedhba baotdbldNdevica & ghy thng 2 &
through Boot Corrector

[¥.. Create new EFI boot entry For destination drive

Mark the checkbox bo create new EFI boot entry called "windows Boot Manager” for destination
hard drive,

o The option above will be available to the user only if the target disk becomes Bootable (
as a result of the migration process.

Restoring Hed Disk:

[D All contents on the disk selected for restoring purposes will be deleted during the
operation.

Your hard disk. after the changes:

Basic MBR Hard Disk 1 [VYMware, YMware Virtual 5§ SCSI Disk Dev]

I I @ (Unallocated)
471 .4 GE

Hard Dizk Restore Options

[~ Copy data and rezize partitions proportionally

Ir thiz mode, the Wizard changes the size of partitions in the same proportion, with keeping intact their relative
order. Thiz option can be ugeful in restoring animage of hard digk to a larger one.

[ Perfarm suface test

Set thiz option if you want the Wizard to perform the suface test on the target hard disk. In thiz caze, if the
program finds bad and urreliable zectors it will mark them az unuzable ones.,

9 Copy data and resize partitions proportionallyf this option is activated, the program proportionally changes
the size of partitions keeping their relative order intact. The option can be useful when restoring to a larger ha
disk.

1 Perform surface testDefine whether the surface test will be accompliditiring the operation or not.

| Create new EFI boot entry fatestination drived L ¥ & 2 dzQ@S -BieWindawg comigured thhd K |
UEFI boot modgthe following option will become available for you to define what instance of Windows OS
& 2 dzQ B bdotfrpnS once the operation is oveAnyway you can specify a bootable device at any time
throughBoot Corrector
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Iﬁl\\SCreate new EFT boot entry For destination drive

Mark the checkbowx ko create new EFT boot entry called “wWindows Boot Manager” For destination
hard drive.

o The opton above will be available to the user only if the target disk becomes Bootable C
as a result of the migration process.

Result

The wizard will restore the archived data, and make it available to use in the operating system.

o To make Windowd$ootable on different hardware, please additionally complete the2P
Adjust OS Wizard

Available operation scenarios:

M Restoring a hard disk from the bootable Backup Capsule

Restoring a system partition from external media (CD/DVD)

Restoring a system partition from a network drive

Restoring a system partitn from a local drive

Restoring a dual boot Mac from an external USB drive

Restoring a file increment

Restoring a file increment to aapition backup

=A =4 =4 =4 =4 4 =4

Restoring separate files and folders from a backup

Copy Tasks

In this chapter you will find all the information necessary to make a copy of a hard disk or a separate patrtition.

Cloning Hard Di sks

You can clone a hard disk of any file system. During the hard disk copying process, the program moves controlling
records of used partitioning scheme, the bootstrap code andRona { LI NI AGA2yad ¢KF GQa 4|
substituted by simplgopying all ordisk partitions.

Copy Hard Disk Wizard

The Copy Hard Disk Wizard is a traditidita wizard. By going through its steps, you configure all the necessary
settings to launch the copy operation. To minimize the possibility of making anykmisitee wizard provides auxiliary
information on every single option. Moreover you can get adepth description to any setting, control, or field of the
wizard just by clicking the hint button and then the object you need.

o You need at least two hardisks to carry out this operation.
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Startup
1 Click theCopy & Migrationtab on the Ribbon Panel, then sel€bpy Hard Disk

0 There are other ways to start up this function, please consult tinéerface Overview
chapter to know more on the subject.

Setup
The wizard offers the following steps to accomplish the copy hard disk operation:
1 The hard disk to copySelect a hard disk you want to copy.

On thiz page, you can choose a hard disk pou would like to copy. All partitions from thiz hard
dizk will be copied ta the destination you will choose on the next page.

EBasic MBR Hard Dizk 0 [VMware. YMware ¥irtual 5 5C51 Disk Dev]

€9 Local Disk [C:]
4996 GEB MTFS

Baszic MBR Hard Dizk 1 [VMware, YMware ¥irtual 5 5C51 Disk Dev]

€ - & DA... & Utils [G:)
7h. 1144 GE ... J105GE MTFS

Baszic GPT Hard Dizsk 2 [WMware, YMware Yirtual 5 5C51 Dizk Dev) j

[v Usze exclude mazks

[~ Don't estimate size after excludes

td ark thiz option to zave time, needed for migration with excludes operation, if target hard
dizk iz larger than amount of uzed space in partitions on source disk. Dizsks of smaller zize
will hot be uzed az a pozsible destinations.

To chooze the destination hard disk, click Next
- Useexcludemasks . & RSTI dzf (i (takeSinto dbtBuatedclde fterSsatyh@settings
dialog. If you need tasethem, please mark the checkbox asele existinggpecify aditional filters on the
next page of thevizard.
- 52y Qi S&GAYI GS. YoudarSsave fimie ByNlippréséirig dakR8asion of the resulted amount of
data to copy after using excludes. Please note however, if you use this option, drives that snsidler
than the source disk will be unavailable to use as destination.

1 The target hard diskSelect a hard disk (if several) where all data of the source disk will be copied to.

1 Copy parametersThe wizard enables to specify the following options:
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