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Product Overview

Hard Disk Manager is an integrated set of powerful tools that is specially designed to tackle most of the problems
you might face while using PC. Its functionality covers all aspects of a computer life cycle beginning from carrying
out all the necessary partitioning operations to install the system from scratch and providing its data reliable
protection to secure utilization of an outdated hard disk.

In this guide you will find the answers to many of the technical questions, which might arise while using our
program.

As we continuously update and improve the product, live product screens may not match the
screenshots contained in this document, despite the best effort to keep the document consistent
with the product outlook.
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Getting Started

Product Components

Y
\o/

Windows installation package for regular system and data protection, drive partitioning, OS migration,
and other operations. It's the main component of the product.

WinPE recovery environment for emergency scenarios. It provides an excellent hardware support and the
same interface as the Windows version (recommended for most scenarios).

Linux recovery environment for emergency scenarios. Unlike the Windows and WinPE versions, it includes
the "Secure Erase” function. Please note that the Linux recovery image is not included into the installation
package and should be downloaded separately. Find more details in Building Recovery Media.

This software product may contain components, which are partly subject to the license terms of the
GNU General Public License or GNU Lesser General Public License ("LGPL") or any other similar free
software licenses which, among other rights, permit the user to copy, modify and redistribute
certain programs, or portions thereof, and have access to the source code "Open-Source Software".
You can request the modified source code of this software via a contact

request: https://www.paragon-software.com/about/#contact form.

System Requirements
For the Windows installation package

1

Windows 7 SP1 and later.
Opened ports in Firewall: inbound and outbound 80, 443

Internet Explorer 10.0 or higher

During the installation additional free space (up to 1GB) will be required.

During creating recovery media additional free space (up to 2GB) will be required.

For the WinPE recovery environment

Intel Pentium Il CPU or its equivalent, with 1000 MHz processor clock speed
At least 4 GB of RAM

SVGA video adapter and monitor

Keyboard

Mouse

For the Linux Recovery environment

Intel Pentium CPU x64 only

At least 4 GB of RAM

SVGA video adapter and monitor

Keyboard

Copyright© 1994-2020 Paragon Software Group. All rights reserved.
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e Mouse

Additional requirements

e Recordable CD/DVD drive to burn bootable recovery environment to a compact disc

USB flash drive of at least 512 MB capacity to create USB Recovery Media
Installation

Before the installation, please make sure the systems requirements are met. If everything is OK, please do the
following to install the product:

(Q) If newer version of the product is detected, you will be asked to uninstall it first.

1. Click on the supplied setup file to initiate the installation. First your system will be checked for the presence
of Visual Studio C++ 2015 Redistributable and if not found, it will be installed automatically (comes with
the installation package). Note! Before installing this library in Windows 8.1 or Windows Server 2012 R2,
the following OS updates should be present: KB2919442, KB2919355.

When trying to install our product on older versions of Windows 7 or Windows Server 2008 R2, the
(T installation process may fail with a Windows-specific error. If this is your problem, please try to
\\-é/f

manually install Visual Studio C++ 2015 Redistributable from https://www.microsoft.com/en-
us/download/details.aspx?id=52685, then roll over the installation again.

2. Please Read Paragon License Agreement and Privacy Policy carefully and then select the appropriate option
to accept. Otherwise you won't be able to proceed with the installation.

License Agreement

You must agree to the License terms and conditions before installing Paragon Hard Disk Manager™ 17
End-user License Agreement for Paragon Software Products 2

This End-User License Agreement (EULA) is a legally valid contract between the end user of the
software and Paragon Software GmbH, Wiesentalstr. 22, D-79115 Freiburg (hereinafter referred to
as ‘Paragon’). Please read this Agreement thoroughly before acquiring the software. Upon

acquisition of the software, the following provisions will be deemed to have been agreed to with
binding effect.

1. Copyright
This software product, including any i and/or other i ion material, is

protected by copyright. Any copy protection present in the software, a copyright notice, a

registration number recorded in it or other features serving to identify the program may not be
removed

2. License agreement
Unles: i henwi:

Parannn arants the software's end user the simnle riaht ta install the ¥
T accept the Software license Agreement.

[ cancel |
3. The final page reports the end of the setup process. Click Finish to complete the wizard.

First Start

After the installation you can see a program icon on the Windows desktop. Double click it to launch the application.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.
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(#) Paragon Hard Disk Manager™ 17 - Disks & Volumes = =l
Operations 8 Data Volume (D:)
- VMware Virtual disk SCSI Disk Device Working Area MBR
®m Copy volume =
e B SRR
Move or Resize Disk 0 35.. 119.66 GB (41.17 GB used)
Online NT.. NTFS
Split partition ViMware Virtual disk SCSI Disk Device 150 GB Basic GPT
Merge with the right volume v
Disk 1 78.13 GB (29.26 GB used) 38.82 GB
Online NTFS Unallocated FAT32
Expand
VMware Virtual disk SCSI Disk Device 34 GB Basic GPT
Wipe data g E
Disk 2 34,00 GB (382.34 MB used)
Wipe free space Online NTFS.
VMware Virtual disk SCSI Disk Device 50 GB Basic MBR
Format volume )
~ ETE—— N
Delete partition Disk 3 49,99 GB (12.65 GB used) 8is
Online NTFS un...

Change drive letter A =
Sidebar Simulation Mode Bar
Change volume label

-
Hard Disk Manager™ = 5
oy Poeacmon Sothasce Discard all Undo Redo Apply (1 operation)

Hard Disk Manager is built around the sidebar that gives you access to action wizards and settings. The sidebar
located on the left side of the screen includes several buttons: Home, Backup & Recovery, V2V Migration, Disks &
Volumes, Reports, Scripts, Settings & Tools, and Help. By clicking the Home button, you can see names of these
buttons. On the right side is the working area that displays contents of the currently selected item.

At the bottom of the working area you can find the buttons of the so-called simulation mode. It gives you the
choice of placing potentially dangerous operations that may destroy the on-disk data (format, delete, restore, etc.)
on a special list instead of immediate execution. First it helps to avoid possible mistakes as you should confirm all
provided changes. Second it saves your time and effort when executing several operations, as you don't need to
wait for each operation to physically complete before proceeding to the next operation.

Apply pending changes?

Review the list of pending changes and click Apply to carry out them physically. By default, the program does not accomplish
operations that may destroy the on-disk data immediately, but places them on a special list (the so-called simulation mode). It
helps to avoid possible mistakes and saves your time when executing several operations.

Operations Disk layout Before changes After changes

Delete partition VMware Virtual disk SCSI Disk Device 120 GB Basic MBR
Partition (D:)

- B3 T .‘
Create volume Disk 0 350 M., 119.66 GB (39.57 GB used)
NTFS (F) on hard disk 1 Online NTFS NTFS
VMware Virtual disk SCSI Disk Device 150 GB Basic MBR
Disk 1 78.13 GB 71.87 GB (0 Bytes used)
Online Unallocated NTES
Discard all Undo Redo Apply Cancel

Among the buttons of the simulation mode, you can find the Generate script option that helps to create a script
out of pending changes. The same option is also available in the backup and restore program wizards.

A script may describe one or several operations with macro-language commands. The program installation package
includes an interpreter utility "hdmengine_scriptsapp.exe” that allows executing any set of operations
automatically in the unattended mode. For more details, please consult Using the Command Prompt.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



8
After clicking Generate script, you're first prompted to review and modify default script generation options. If this
is not the first time you generate scripts, you need to choose whether to save a new script file or add the script
contents to an already existing script, which is currently selected in the scripts library.

Operations B Local Disk

W Copyvolume C E| 120 GB Basic MBR

~  Move or Resize Generate a script based on your operations?

All specified virtual operations will be scripted. They won't be accomplished physically. These operations will

: P remain in the queue, you can clear it after closing this dialog.
Split partition quesey g 9 150 GB Basic GPT

Select script options: ) _

[Cfallow interacting (85.19.. 33.06 GB
Unallocated

Merge with the rig

e Turn this option off if you do not want to get confirmation dialogs while the script is running.
] commit after each operation 34 GB Basic GPT
Wipe data Turn this option on to ensure the changes will be committed after each operation.
Check for errors after each operation d)
Wipe free space Turn this option on to make the script interpreter to check the result of each operation.
Generate settings block 50 GB Basic MBR
Format volume Turn this option on to generate a block of script-wide settings that can affect the script behavior.

o Select each disk by its unique signature :
Delete partition 8.
Turn this option on to use a disk metadata instead of an index in the script. FA..

Change drive lette| Learn more about Paragon Scripting Language Begin a new script

Append to the current script
Change volume lalf

D Discard operations after generation Cancel

Hard Disk Manager™ . i -
by Paragon Software Discard all Undo Redo Generate script Apply (3 operation(s))

e Allow interacting with the user. When enabled, the script interpreter will pause during the execution
asking for user confirmation or other input. Otherwise, the program will not stop using default values for
parameters if needed.

e Commit after each operation. Use this option if you'd like changes to be applied physically after each
operation. Otherwise, all scripted operations will first be run virtually and only then applied physically.

e Check for errors after each operation. When enabled, a special code inserted into the script will check the
status of the last executed operation and stop the script processing when any error occurs.

e Generate settings block. When enabled, a special list of settings (depends on the operations you're
scripting) will be added to the beginning of the generated script, allowing you to fine-tune the script
behavior. You can modify these settings in the script editor at the next step.

// settings block

settings
surfacetest off
verify off
copyonetoone off
hddrawprocess off
donothidetarget on
bigdrives off
compressionlevel 10
nodellabel off
enablerestart on
enablevirtualdb on
autoconverttofat32 on
bootecdiso "./../ISO/bootcd.iso"
bootcdtype every
usesmartincrement on

23 usefastincrement off

24 processllpolicy always

5 hotbackup lockimpossible

26 tempdrive C

2% vss2hbswitch on

28 enablefixtargetefinvram off

9 livefs lockimpossible

0 endsettings

i
© =

o

o e

+
NHOW®-Io U B WN

NN R

e Select each disk by its unique signature. When enabled, disk metadata is used instead of information
inside the index for selecting disks, so your script can run successfully on computers with different disk
structures.

e Discard all operations after generation. Use this option to empty the list of pending changes after
generating the script.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



9
After selecting the desired operation mode, you will get to the scripts library with the newly generated script
opened for editing. The built-in script editor provides a convenient way of reviewing and modifying script contents:
search is available, lines are numbered automatically, syntax is highlighted, autocompletion works automatically
while writing the code or by pressing Ctrl+Space.

On the left you can see a list of all scripts ever generated or added to the library. By selecting a script you can
review and edit its contents. By clicking the plus icon, you can either create a new empty script or add an existing
script file to the library, while the minus icon helps to delete the currently selected script.

My Scripts () Scnpt editor: New script Search for script content (Ctrl+F)
i 0 splitoptions
pa‘rt OI'LSCI"IDT‘.DSI label = "SPLITVOL"

split_fs /size = 17728254

// Check for errors
call check_error

New script
Script is not saved yet!

// Rpply all scheduled operations
apply all

GO O OO

// Check for errors
call check_error

]

~

// Exiting
// exit(0)

KRS

<

// Function for checking error
check_error:
if (errorcode(l) != 0)
then

94

4

print "Some error occurred: "
strerror (errorcode (1))

print "%

print "Exiting”

print ""

exit (errorcode (1))

OV UM WNROW®-0 U WN K C

)0 mmm
(GRS N

Hard Disk Manager™

5 Learn more about Paragon Scripting Language Save
by Paragon Software

When you're ready, click Save to select location and filename for the created script file.

©) Select where you'd like to create the script file
1 B Desktop » v o Search Desktop P ‘
Organize v New folder - @
8 Downloads A A
U Music ) Administrator
£ Pictures

B Videos .
iy Local Disk (C) .&} Thishe

s Data Volume (T
&5 DVD Drive (E:)

| Libraries
s NEW VOLUME M:ﬁ,‘

s NEW VOLUME
9 Libraries | Network
€ Network e

8 KATUN |

==Y

v L1 | Uninstall_Toolv34.0_Build_5352_Fi v
File name: | backup_files_script.ps! v ‘
Save as type: | Paragon script files vl

. Hide Folders Save | Concel |

To learn more about scripts, please consult the Paragon Scripting Language manual.

You can always open the scripts library by clicking Scripts on the sidebar.

When you delete a script from the library, it is not deleted physically from your storage.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.
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Changing Program Settings
Click Settings & Tools on the sidebar to access the program settings. All settings are grouped into several sections,
which functions are described in the following paragraphs. By selecting a section from the list, you can open a set

of options.

Application Settings

Settings & Tools Application settings
Application settings Allow to send anonymous statistics
@ on
E-mail settings Turn this option on to allow the program send anonymous usage statistics. Allowing this, you will help us

to make the program better. Please read our Privacy Policy.

Notifications settings Check for updates

Reporting settings

@ on

Turn this option on to allow the program to check for new updates. The program will prompt to
download and install the update, if there's one.

Wipe report settings

Close progress dialog automatically

Recovery Media Builder @ Off

Logs Collector Tool

About

Turn this option on to allow the program to close progress dialog after finishing activities successfully. If
there were warnings or errors, the progress dialog will remain open regardless this option value.

Allow to send anonymous statistics. Disable this option if you don’t want to share usage statistics with
Paragon Software.

Check for updates. Disable this option if you don’t want our program to automatically check company’s
website for available updates once a day.

Close progress dialog automatically. Enable this option to automatically close the progress dialog after
accomplishing operations.

E-mail Settings

Settings & Tools E-mail settings
Anplicati G Use the following SMTP server to deliver reports and notifications
pplication settings
SMTP sever: | my.smtp-server.com v| @ SMTPport: |0 |
el =t Encryption: |No encryption M|
Notifications settings Login: iSMTP server credentials are not set v

Reporting settings

Wipe report settings

E-mail address: ‘your mailbox@smtp.server.com

Test e-mail delivery

Send test e-mail to: liest.ma Ibox@test.server.com Send test e-mail

Recovery Media Builder Click this button to test e-mail server configuration. The program will send generated e-mail message to

the address you've specified in "Send test e-mail to" field.

Logs Collector Tool

About

In this section you can set up e-mail transport for sending notifications and reports. Our e-mail client can well work
with a private or corporate SMTP (Simple Mail Transfer Protocol) server, or one of public e-mail services. Please
contact your network administrator or support of your e-mail service provider for detailed settings.

SMTP server. All outgoing messages are first sent to this server, which then delivers them to recipients. The
address may be represented as a traditional Internet host name (e.g.: smtp.gmail.com) or as an IP numeric
address (e.g. XXX.XXX.XXX.XX).

SMTP port. Non-encrypted connections are usually established through port 25, while port 465 is used for
SSL (Secure Socket Layer) connections.

Encryption. Our e-mail client supports non-encrypted, SSL and its successor TLS (Transport Layer Security)
connections.
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e Login. If your SMTP server requires authentication, select the corresponding option, then provide valid user
credentials in the opened dialog.

e E-mail address. Enter the e-mail address of the user from whom notifications and/or reports will be sent.

Notifications Settings

Settings & Tools

Application settings

E-mail settings

Notification settings

Report settings

Wipe report settings

Recovery Media Builder

Logs Collector Tool

About

Reporting Settings

Settings & Tools
Application settings
E-mail settings
Notifications settings
Reporting settings

Wipe report settings
Recovery Media Builder
Logs Collector Tool

About

Disk Wiper™
by Paragon

When you're done with the settings, enter a destination mailbox in the corresponding field, then click Send test e-
mail to check whether the e-mail transport is configured properly. You don't need to reply to the test e-mail.

Notification settings

Send notifications using
1§MTP mail server v i ]
SMTP server: E-mail delivery is not configured

You should specify an SMTP server and credentials to access this server if you'd like to be notified by e-mail.
You can configure e-mail delivery here. This configuration will be used to deliver both reports and e-mail
notifications.

Send e-mail notifications to the following addresses:

Enter recipient e-mail addresses using the Enter key as delimiter

Test the notification delivery
Send the test notification to: |testmailbox@test.server.com | Send test notification

Click this button to test notifications. The program will send generated e-mail message to the address you've
specified in "Send test notification to" field.

Our program can be set up to notify you by e-mail about successful completion and/or failure of most operations.
This function is enabled when configuring tasks, while in this section you can specify destination mailboxes (specify
each e-mail from a new line using Enter key) and check whether the e-mail transport is configured properly. Find

more details in E-mail Settings.

Reporting settings

To do reporting by e-mail, the program should be configured to use a certain SMTP server. You can set
up the e-mail transport and provide access credentials here. These settings will be used for e-mail
notification as well.

Company name

Enter a company name

Company address
limer an address name
User name
TAdministrator

Report format

POF -

[[J Send report by e-mail:

[ Save reports locally:

C\Users\Public\Documents\Paragon\Reports\ Browse...

In this section you can specify contents and properties of generated operation reports. This function is enabled

when configuring tasks.

e Company name/Company address/User name. Fill in these fields for easier report identification.

e Report format. Reports can be generated as PDF, HTML, or plain TXT files.
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e Report destination. Reports can be stored locally or sent by e-mail. The e-mail reporting requires a
properly configured SMTP transport. Find more details in E-mail Settings.

Parameters you specify here are used by default for all operations. You can change any property
when configuring tasks.

Wipe Report Settings

Settings & Tools Reporting > Wipe report settings
Application settings System Information
@D o
E-mail settings Use this option to add a computer name, OS and BIOS versions.
Sector Dump
Notifications settings
@D o
Reporting settings Use this option to add contents of the first, middle and last sectors as prove the wiping has been

accomplished as planned.

Wipe report settings Supervisor Approval

@D o

Use this option to add a signature field for an executive or supervisor responsible for data sanitization
procedures in your company.

Recovery Media Builder

Logs Collector Tool

About

e System information. Use this option to add a computer name, OS and BIOS versions.

e Sector dump. If required by your security regulations, use this option to additionally save contents of the
first, middle, and last disk sectors as prove the wiping has been accomplished as planned.

e Supervisor Approval. Use this option to add a signature field for an executive or supervisor responsible for
data sanitization procedures in your company.

Parameters you specify here are used by default for all wipe operations. You can change any
property when configuring wipe tasks.
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Building Recovery Media

Our program includes a user-friendly wizard that will guide you through the process of creating a WinPE or Linux-

based recovery media on a USB thumb drive or in an ISO file to later burn it to CD/DVD. For advanced users, there

are capabilities to add drivers for specific hardware devices, configure network settings, and map network shares in
the process.

This product feature is locked and should be activated before use. Activation details are provided on the first page
of the wizard.

1. Click Settings & Tools on the sidebar, then select Recovery Media Builder.

2. Request a license file from Paragon Support Team as described on the first page of the wizard. If the
provided data is valid, "LicenseSet.xml" will be send to your account email address. Just copy it to the target
computer, then use the Import license option for the import.

Settings & Tools Recovery Media Builder

o g Please import a license file to continue
Application settings

E-mail settings There are no Recovery Media licenses found (or they have expired).

Notifications settings To get the Recovery Media licenses off-line please do the following:

1. Contact Paragon support by phone 888.347.5462 or by e-mail activation@paragon-software.com.

Reporting settings
2. Provide the support manager with

Wipe report settings * Your Paragon Account e-mail

= = * A Serial Number you've got when purchased the product license. You can find it in your email
fecovery Medla Bulldey or on the box the Product DVD came in.

* Your PC Id: MAC-00-50-56-89-0F-7E.

Logs Collector Tool

We will send the license file to your account e-mail.

el 3. Import the license file you've received by clicking “Import license” button.

Hard Disk Manager™
by Paragon Software Import license

Please note that one consumer license can be activated and used on one device at a time.

Recovery media, built in our program, is usually licensed for one-year. Please don't forget to rebuild
it periodically.

3. Select the desired recovery environment platform. Depending on your choice, the wizard prompts you to
specify a number of options. Since the WinPE environment takes more steps to complete, let's take this
scenario as an example.
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Select recovery media platform

% Microsoft Windows PE
A Windows PE-based recovery media has a familiar user interface and all common toals
and utilities. Recommended for most scenarios.

< Linux
A Linux-based recovery media includes advanced functions like Secure Erase for SSD and
NVME SSD storage devices.

Please note that the Linux recovery image is not included into the installation package and should be
downloaded separately. By selecting Linux, the wizard first prompts you to start the downloading. Click Yes
to confirm.

Download the Linux recovery environment image now?

The program is about to download an ISO image of the Linux-based
recovery environment from the company’s website. It's a one-time action.

4. Recovery Media Builder doesn't require Windows Assessment and Deployment Kit (ADK) to be installed in
the system to build a WinPE-based environment, as it can directly use WIM image inside the operating
system. However, some system builders remove this image from preinstalled Windows OS. If this is your
case, select Use ADK. You will also need it to create an ISO image of the WinPE environment.

If you have installed ADK by its default location, the wizard automatically detects it. Otherwise, you will
need to browse for the required folder. If you haven't installed this toolkit yet, click Download ADK to get
it directly from the Microsoft website. Please note that ADK is a Microsoft's proprietary tool and can be
obtained from its Download Center for free, provided you have a genuine Windows installation. Moreover,
you need to download a version, which is suitable for your Windows OS.

a The wizard won’t continue until you install ADK.

Please use ADK 8.1 if you run RMB under Windows 7, 8, 8.1, Server 2008 R2, Server 2012 R1/R2.

Choose media creation mode

WIinPE Recavery Media Builder helps you prepare a WinPE-based bootable environment on a USB thumb drive or in an ISO file.
Recovery environment contains a set of utilities that corresponds to the purchased product, and allows startup of your computer
for maintenance or recovery purposes when QS is corrupted or cannot be used.

Creation mode

Use ADK .

Use this option to create the recovery environment using Windows Assessment and Deployment Kit. You might need this option if your system
builder has removed WIM image from preinstalled Windows OS. If you're running Windows 8.1 or later you alse can use this option to create ISO
based recovery environment.

Recovery Media Builder could not find any of ADK packages in their default location. If you installed them to a different
location, specify path to it below. If you haven't installed one of these tools yet, click Download ADK. Once you download and
install the package, click Find ADK.

Path to installed ADK

Enter path or click Browse Browse...

5. Click on Removable flash media, then select a thumb drive of at least 512MB in size from the list of flash
memory devices available in the system at the moment (if several). Please note that all data on it will be
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deleted during the operation. If you'd like to create an ISO image of the WinPE environment, please use the

corresponding option.
Choose media destination

- 150 file

—> Removable flash media

Inject additional drivers for specific storage controllers or network card if needed. First click on the required

6.
link.
Add device drivers (optional)
Inject additional drivers for specific storage controllers or network cards.
‘ Add storage device driver ‘
No drivers added
Add network device driver
No drivers added
Then browse for an .INF file of the required driver package.
© ~ 1l « DriverPackage » device v| & | | Searchdevice o
Organize v New folder = I @
18 This PC A Name © Date modified Type Size
i d2eassor.ocer- & vmd 1/7/2015455AM _ Setup Information 38|
#u Desktop
¥ Documents
18 Downloads
W Music
£ Pictures
B Videos
& Floppy Disk Dri
&, Local Disk (C:)
& DVD Drive (D:)
s Data Volume (E
s Local Disk (F)
= Libraries .
File name: |vmci o] [INFfites vl
£
If successfully injected, you can see the specified driver on the list. If you'd like to add another driver, please
repeat the procedure.
Recovery Media Builder can build 32-bit WinPE media configured to the uEFI mode, which is the
only type compatible with Windows pads running on Intel Atom.
N
U ) . . . .
\o/ By default, WinPE environment doesn’t support touch screens, thus Windows pads can only be

managed by mouse and/or keyboard. You can add required drivers however through our driver

injector.

7. Set up a network connection and map a network share if needed.
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Network connection settings

iConnect to network automatically  ~

Specify the following parameters if you'd like to have an active network
connection once the bootable environment has been started up:

[ Detect network interface automatically

1

Network adapter to use:
® Obtain an IP address from a DHCP server

O Specify an address

IP address Subnet mask DNS address:
Mount network share
| Do not mount a network share =
Choose this option if you don't need to map network resources.
.
Network settings

e Connect to network automatically... Specify the following parameters if you'd like to have an active
network connection once the recovery environment has been started up:

- A network adapter to use. Select a network adapter (if several in the system) to be used for the
network connection.

- IP address settings. Choose whether to get an IP address automatically from a DHCP server or set
it manually.

e Connect to network manually... If selecting this option you will be prompted to configure network
properties each time the computer has been started up from the recovery media.

e Do not set up network... Please use this option if you don't need network support on the recovery
media.

Mount options
¢ Do not mount a network share. Please use this option if you don't need to map network resources.

e Mount a network share automatically... Mark this option if you'd like to have a mapped network
resource once the computer has been started up from the recovery media. Manually type in a path to
the required network share or click Browse to find it, then provide user credentials if necessary.

With no pre-defined user credentials your network share will be attempted to map under the Guest
- account.

Please use back slashes for WinPE-based media, like \\server\share, while for Linux — forward
slashes, like //server/share.

¢ Mount a network share manually... If selecting this option you will be prompted to map a network
resource each time the computer has been started up from the recovery media.

8. When done with all parameters, please confirm the operation to proceed.
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Booting from Recovery Media
The recovery media helps to boot your PC to load in an existing backup, secure important data, or rectify booting
errors when Windows OS fails to start up.

1. Start up the computer from the prepared recovery media. To automatically boot from it, you should
configure the on-board BIOS to start up from CD/USB first.

2. Select an operation to start. While the user interface of the WinPE recovery media is identical to that of the
Windows version, the Linux media has a little different working environment.

WinPE media

Backup tasks  Restore from file

Restore operations

Review current disks and volumes
Restore volumes

VMware Virtual disk SCS| Disk Device 120 GB Basic MBR
Explore and export files
P P e Local Disk (H)
. E Disk 0 35.. 119.66 GB (43.06 GB used)
Find and adjust OS Online NT.. NTFS
anerE oo VMware Virtual disk SCSI Disk Device 150 GB Basic GPT
w Data Volume (D3) et NEW VOLUME (E3)
Disk 1 78.13 GB (32,55 GB used) 38.82 GB (85.19 MB used) 33.05 GB (28.23 GB used)
Online NTFS NTFS NTFS
VMware Virtual disk SCS| Disk Device 34 GB Basic GPT
Disk 2 34.00 GB (882.34 MB used)
Online NTFS
VMware Virtual disk SCS| Disk Device 50 GB Basic MBR
S ool ik (6) - |
Disk 3 49.99 GB (12,65 GB used) 8.
Online NTFS FA...
Hard Disk Manager™
by Paragon Software
. .
Linux media
©) General View Changes HamdDisk Partiion Wizads | Help x
SHERIENS Viware Virtual Backup Wizard 60.0 GB Basic MER Hard Disk0
Restore Wizard

. =N - nTEs
CEEE = v _
Disko Backup o VD Wizard

Incremental Backup to VD Wizard

s Basic MER Hard Di=  Restore from VD Wizard :600 GB
Edit/View Sectors n rd
N [volume |[Type EXportVDArchive Wiza Free Volume label |Active
Basic MBR Hard D
o Pri oy Han Disk 3 249GB SYSTEM N
FOWSE T *: rime o
(bt P e Undelete Partitions
10 Prime . 3 348GB  DATA No
Wipe Wizard
Express Resize Wizard
Check F m Integrity Split Partition Wizard
File Transfer Wizard
Copy Partition... Boot Correcior
Network Corfigurator
Wipe Partition..
Move/Resize Partition...
Format Partition...
Delete Partition...
< >
Discard all Undo Apply

Find more details in:

- Restoring a Failed System
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- Fixing Boot Problems

- Transferring Files between Storages

If you have questions on how to use our program, please refer to the embedded help system.

(1
\Q While utilities included into the Windows and Windows PE versions vary for your product, the Linux
recovery environment is one for the entire product line.
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Protecting System and Data

Backup Tasks

Configuring Backup Job

Hard Disk Manager includes all technologies to help you effectively protect different types of data. Do you need to
secure your software environment, including the operating system, applications and data? Create a full backup
image of entire disks or individual volumes to be able to recover your system to a working state within several
minutes in case of emergency. You can also configure backup for virtual machines from available Hyper-V Manager.
Are you looking for an optimal way of securing individual files or folders? Use the file-level backup capabilities to
protect family pictures, favorite music, some project or document without wasting time and backup storage on
other on-disk data. Are you busy developing a specific project on a day-to-day basis and have to make a backup
every evening so as not to lose the progress of your efforts? Just automate your backup routines through
scheduling.

Are you a pro in backup technologies? Configure comprehensive backup strategies that utilize full, incremental, and
differential backup methods and their combinations as well as various backup retention options, where backup runs
can be scheduled from every hour till certain days of the month, or evoked by a certain event. Does your backup
policy engage an instant virtualization scenario? Set up our program to back up directly to a virtual container
supported by your hypervisor. Do you need a rock-solid shield against unauthorized access to backup data? Several
encryption algorithms to choose from, including 256-bit Advanced Encryption Standard (AES), ensure complete
safety for sensitive data.

1. Click Backup & Recovery on the sidebar.

2. If this is the first time you do backup, you will see the backup configuration wizard. If you already have
some backup jobs in the list, then click the plus icon.

oS fre i
My Backups Backup tasks Restore from file
2 =
My new backup My new baCku P E:
No schedule: N/A — N/A
Backup source Destination

Back up to

Click to select Click to select

3. Give a clear name to your backup job.

4. Click the Backup source icon, and then the most suitable option.
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Select backup source
Select what do you need to back up.

Entire Computer
Back up all local storages of this computer

%

Disk/Volumes
Back up individual disks and volumes

(m

Files/Folders
Back up individual files and folders

o

Cancel

e Entire Computer. Choose this option to back up all storage devices of your PC.

e Hyper-V virtual machines. Back up Hyper-V virtual machines hosted on this computer

Hyper-V virtual machines
Back up Hyper-V virtual machines hosted on this computer

After connecting to Hyper-V Manager, you can choose available virtual machine from the list to
add it to the backup. It's recommended to set backup job name in accordance with the name of
the selected VM.

@) Hard Disk Manager™ %

Select a virtual machine to back up

Look for virtual machines

Name .

= V2V_Windows_7_x86_BIOS WI n 201 9ser

= Win2019ser 5 ) 10U

= huperv rOCEssors: (s)
Memory: 4024 MB
State: Powered off
Created: 12/16/2019 11:53 AM
Generation: 1
Configuration version: 9.0
Disks (1 disk(s), 40 GB total):

Hard disk 0 (40 GB)
IDE controller 0:0, D:/VirtualDisks/Win2019/17763.737.amd64fre.rs3_relea...

e Disk/Volumes. Left click an object(s) you'd like to back up. When selecting a volume that hosts
Windows OS you may be warned that the wizard additionally selects another one that contains
boot system files. Though it's not recommended, you can deselect any volume you consider
unimportant.
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Select disks and/or volumes you need to back up

Click a disk or volume to select it.

VMware, WMware Virtual S SCSI Disk Dev 500 GB Basic GPT

- H B H EETTE—

Disk 0 49.. 99.. 16.. 43940 GB (1503 GB used)
Online New Syw Syw NTFS

VMware, ViMware Virtual 5 SCS| Disk Dev 500 GB Basic GPT

B AN

Disk 1 15.. 499.98 GB
Online Sy.. Unallocated

‘VMware, ViMware Virtual S SCS| Disk Dev 750 GB Basic GPT

AR N A

Disk 2 15.. 749.98 GB
cn a

Onlina IR hd

Selected: 1 disk(s)

o Files/Folders. From a list of all partitions available in the system, mark a checkbox opposite a file,
folder or even a whole partition to build up contents of the future backup image.

Select files and folders you need to back up

Choaose whether you want to pick files and folders manually or to select files by their type.

‘Select files and folders manually ~ |

~

Name Modified | Size
» [ Local Disk (C) 499.40 GB (484.74 GB free
> M = New Volume (E) 119.98 GB (119.87 GB free
select a file to preview
< >

o ETH e

Switch to Select files by file type mode if you're planning to back up specific types of files, for
example Word documents or Excel workbooks. The wizard includes three predefined categories
containing file masks for popular document, music, and video formats. Either select an entire
category(ies) or use the arrow icon to expand it and choose a certain file mask(s). If you don't find
the required mask, add your own through the Add your file types... option.

When you're done with the file masks, mark a checkbox opposite a folder or partition where the
wizard should look for your files.
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Select files and folders you need to back up

Choaose whether you want to pick files and folders manually or to select files by their type.

Select files by file type -

Specify one or mare file types Mame (i | ez

| | > & Local Disk (C) 49940 GB (484,
Documents: Al > [ = New Volume (E) 119.98 GB (1194
[Music: Al -

Video: All -

] Deselect all items.

1 MKV (Matroska)

1 MPG, MP2, MPEG, MPE, MPV (MPEG-1)
& AV

1 FLV, F4V, F4P, F4A, F4B (Flash Video)

< >

o DCE o

5. Click the Destination icon, and then specify backup location (local or external storage, or a network share).

Select backup destination

Select destination for storing your backups.

~

Name Medified Size
~- External drives . -
> “a Local Disk (C) 499,40 GB (484.3
v New Volume (E: 119.98 GB (119.¢
- Network locations = &) ¢
[0 MyFolder 6/25/2018 12:56 AM

> System Volume Information &/25/2018 12:24 AM

e Local folders. Browse your internal disks to find a storage place for the backup data. Use the
corresponding buttons to create new, rename, or delete folders.

e External drives. Choose an externally connected storage (hard disk, thumb drive, etc.) from the list.
If it's not present, please make sure it's available in the system, then try again.

e Network locations. Choose a mapped network share from the list or add a new one by specifying
its name, location (a full path or through browsing the network), and access credentials.
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Create stored network location

Select a network share and specify network credentials.

Display as: ‘Netwnrklocat\'nn |

Share path: ‘\\sb1222\share |

User name: [sb1z22user password:

Hide network shares browser ~

¥ 5B1222 (PARAGON)
ins
share
test
Users

6. At this step you can click Back up now to create a full backup image of the specified data. Click this button
again in the future and our program will create another full backup image reflecting changes since the
initial backup. Here you can also find the Generate script option that helps to create a script out of the
configured backup job to run it later from the command prompt. For more details, please consult First Start
and Using the Command Prompt.

Having a full backup is a good start, but we recommend you to continue configuration of the job in order
to automate the backup process, optimize utilization of the storage space, protect your backup data from
unauthorized access, and do some other useful setups.

= actore fr file
My Backups e o - Backup tasks  Restore from file
—— Y a0 =
=== My new backup My new baCkup -
‘ No schedule: Disk/Volumes — Loc... £
Disk/Volumes . Local folder
=
— Backup timeline
77 [ i—
0S Volume «
s ERIE 2 volumes o Last backup: not backed up yet Backup Storage

42,75 GB of 1 Next backup: N/A GB free of 78.1...

Backup strategy Options

Backup is not scheduled

@ Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but significantly more
storage space for several restore points. Backups are kept for infinite time.

Notifications will not be sent.

Hard Disk Manager™ S
by Paragon Software Restore Generate script

7. Schedule your backup job by clicking either the watch icon on the backup timeline or the corresponding
hyperlink.
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Disk/Volumes Local folder

[
— Backup timeline
[ —]

gy

4 volume(s) on Not scheduled E:\MyFolder
1 drive(s) 15.41 GB of 118,87 G free of 11..

Schedule backup
Backup strategy Options

Backup is not scheduled ]

@ Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but significantly more storage
space for several restore points. Backups are kept for infinite time.

We suggest choosing the daily backup when it comes to protecting valuable information that keeps
changing constantly, for example some project or document, or a financial report you're working on every
day. The main rule here is the more valuable the data, the more frequent backups are required. For
production environments like SQL Server or Exchange Server, where multiple transactions occur every
second, the optimal interval between backups is about 30 minutes. By reducing it even further you risk to
heavily overload the entire infrastructure.

The weekly or monthly backup comes into play when your data is not changed often. Obviously, there’s no
need to back up your music collection on a daily basis, as in most cases losing the latest album won't be a
huge disaster. The same goes for partitions that host the operating system.

While setting a start time for backup runs, please make sure it is during off hours (at night or early in the
morning) or whenever the computer has the least work-load to perform. To allow backup runs when a non-
admin user is logged in, or to wake up from sleep or hibernation automatically, click Show advanced
settings to see and adjust the corresponding options.

Backup schedule

Schedule your backup to have up-to-date restore points.

Specify backup schedule

No schedule (run manually)
Start backup at

(127372018 | [3522M [Z]

Hide advanced settings A
Run backup as: | Current user ~

|:| Wake up from sleep/hibernate before backup

Run missed backup as soon as possible

Before you set a backup schedule, please consider how often your files change and how critical for
you to have the most up-to-date restore point. The main rule here is the more valuable the data,
the more frequent backups are required.

Daily: At 3:52 AM every day, starting on 12/3/2018
Run missed backup as soon as possible OK Cancel

8. Set up a backup strategy by clicking one of two hyperlinks in the corresponding section.

Backup strategy Options

o Backup runs at 1:11 AM every day, starting on 6/25/2018

Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but significantly more storage
space for several restore points. Backups are kept for infinite time.

Hard Disk Manager supports full, incremental and differential backup methods and their combinations as
well as various backup retention options, which opens a way to create comprehensive backup strategies.
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Your choice may depend on whether this applies to a home computer for which you may want only a few
restore points to roll back, or a production environment that contains sensitive data that might be needed
for the future forensic analysis and/or it can be subject to compliance requirements.

For important files you choose to back up daily, we suggest a seven-day backup cycle of one full backup
image followed by six incremental updates. It is a reasonable compromise between backup storage
consumption and restore performance. To avoid the situation when backup data eats up the entire storage
space, we also suggest enabling a retention policy that will only keep seven latest restore points.

For non-critical information protected on a weekly basis, we consider the use of the incremental imaging
not optimal, as the amount of data changes may be so huge, so it can nullify primary benefits of this
backup method, i.e. small backup times and image files. Furthermore, restore from this type of backup
chain may take plenty of time. Thus, we recommend it to create full backups only and keep no more than
three latest restore points.

If you prefer an external storage device as backup media and don't need to have several restore points, we
suggest creating and keeping one full backup. The same goes for backups done before applying OS
patches or installing new software.

Backup strategy properties

Configure your own backup strategy by finding the balance between the optimal backup storage utilization and
restore speed.

Backup strategy Number of increments until next full
Chain of full and incremental backups M ‘ (@] Q

Result: Chain of 8 backups. The first backup is always full, while next 7 backups are incremental. Then the cycle of 1 full
and 7 increments repeates.

This strategy is best at saving storage space as compared to 'Full backups only' and 'Full and differential backups' as it

helps to avoid data duplicates. However, restore of an incremental backup requires processing the initial full image and
all increments between, which depending on the size of your backup chain may take plenty of time.

Use backup retention
Keep backup chains Number of days to keep backup chains
By number of days " 14 El

An older backup chain that goes beyond the set retention criteria is deleted automatically after creating a new chain.

chains of 1 full and 7 incremental backup(s). _
Delete backup chains older than 14 day(s). ol TR

If you need our help in working out an optimal backup cycle for your environment, please contact
our Support Team.

If necessary, set up e-mail notification about successful completion and/or failure of the operation. Find
more details in Notifications Settings.

Backup strategy Options

Backup is not scheduled

@ Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but significantly more
storage space for several restore points. Backups are kept for infinite time.

J

[ “) Notifications i
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10. Specify data you don't want to back up by excluding certain folders, creating new or using existing file

masks.

Backup strategy

\ Backup is not scheduled

@ Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but significantly more
storage space for several restore points. Backups are kept for infinite time.

Notifications will not be sent.

No files or folders

rom backup. ]

Excluding folders:

Browse for the requited folder(s), then mark a checkbox opposite its name to exclude from backup

processing.

Excluding files by masks:

Hard Disk Manager includes several predefined categories containing file masks for popular document,
music, video and picture formats. Either select an entire category(ies) or use the arrow icon to expand it and
choose a certain file mask(s). If you don't find the required mask, add your own through the Add your file

types... option.

Backup excludes
Specify what to exclude from backup.
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Options

Specify one or more file types You can also specify one or more folders to exclude

‘Documems: Click to select 5 ‘ Name
MiEraa ‘ 4 i Local Disk (C)
(Pusic 2o > 0O $Recycle.Bin
[Pictures: 107 4 - >0 ¥ map

» O | acroldr
Videos: Click to select 8 > O @ Confighis

> [0 I deploy

> le

© Hard Disk Manager™ “

Add file mask
Specify the file mask.

File mask: ".pq | (x86)

Please enter file mask. E.g. *.cpp' or "~.ini'

oo TS

Modified Size
¢
1/29/2019 1:55 AM
3/14/2018 3:35 AM
10/20/2016 2:54 AM
11/5/2019 6:07 AM
10/2/2014 10:48 AM
11/14/2018 2:28 AM
6/16/2014 7:56 AM
4/5/2017 855 AM
8/22/2013 8:22 AM
6/16/2014 8:01 AM
11/3/2019 1:47 PM
1/29/2019 2:43 AM
1/29/2019 2:42 AM
6/16/2014 7:58 AM

RIMRIINTA T:BA AN

Save Cancel

M

L8) We do not recommend you to exclude system files.

&/

11. Click Options to modify advanced backup settings. Please note that all parameters set right here will be

relevant for this backup job only.
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Backup strategy Options
Backup container type Backup compression
‘Paragon Image (pvhd) @ | |Norma| - |
Password protection Backup splitting
Do not protect (Default) MREET:] -
[ Prevent from sleep/hibernate during backup [ Shutdown system after backup

[ Check backup integrity after creation

Raw processing v
How to back up unknown volumes v
Run external programs/scripts before/after backup v

e Backup container type. By default, our program is configured to back up to pVHD (Paragon
Virtual Hard Drive), but you can switch it to VHD, VHDX, or VMDK. Please note that pVHD-based
full backups are several times smaller than the original objects, while incremental updates — dozens
of times smaller when comparing to VHD, VHDX or VMDK, which have some fixed size of blocks,
not dynamic. Besides, password protection, backup compression and splitting options are only
available for pVHD. However, if you're having a VMware or Microsoft hypervisor and are planning
to do instant virtualization, make sure the used backup container type matches your hypervisor.

e Password protection. Specify a password and encryption algorithm to protect backup data from
unauthorized access (recommended). Please note that setting, changing, or resetting password or
encryption algorithm forces creation of a full backup. This option is only available for pVHD
containers.

Set backup password

Specify the backup encryption password and algorithm.
New password:
Confirm password:

Encryption:

AES-192 encryption
AES-256 encryption

Note! The specifi
algorithm will be
only, while the existing images still remain
unprotected.

The password setting will also force creation of a
full backup.

o R

o Backup compression. Select the desired compression level (none, fast, normal, best). Please note
that the better compression level you choose, the more time backup takes. This option is only
available for pVHD containers.

e Backup splitting. By default, created backup images are split to files of 4GB. This helps to avoid
problems caused by a maximum file size limitation of FAT32 file system. Use the spinner control to
set another size or disable the backup splitting. This option is only available for pVHD containers.

e Prevent from sleep/hibernate during backup. Use this option prevent your computer from going
into sleep or hibernation mode until the backup is done.

e Check backup integrity after creation. Use this option to make sure the created backup data is
100 percent flawless.
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e Shut down system after backup. Use this option if you want the computer to automatically shut
down when the backup is completed. Please note however that in some cases you may lose
unsaved data of the running apps because of this action:

- If you don't have running apps with unsaved data, the shutdown is absolutely safe;

- If you do have running apps with unsaved data and your Windows session is not locked
(interactive mode), our program initiates a 10-minute countdown, then the "soft OS shutdown”.
This means that the operating system will ask you what to do with unsaved data and wait for
you to save the data inside the running apps or confirm the shutdown without saving. So in this
case the shutdown is also absolutely safe;

- If you do have running apps with unsaved data and your Windows session is locked, then your
computer will be shut down after a 10-minute countdown and all unsaved data will be lost.
Please avoid this scenario.

¢ Handling unknown volumes. Set behavior for processing unsupported or unformatted partitions
(skip from backup, process in sector-by-sector mode, or ask the user each time this type of
partition has been found).

¢ Run during backup options. Specify external applications to execute at various phases of the
backup process in order to obtain consistent backup images of systems with high availability
requirements (MS SQL, MS Exchange, etc.). The point is to provide a coherent state of all open files
and databases involved in a backup, taking into account that applications may still keep writing to

disks.
Run external programs/scripts before/after backup ~
Execute before backup
|Enter path ‘ Browse...
Execute after backup
|Enter path ‘ Browse...

Specify external applications to execute at various phases of the backup process in order to obtain consistent backup images of systems with
high availability requirements (MS SQL, MS Exchange, etc.). The point is to provide a coherent state of all open files and databases involved in a
backup, taking into account that applications may still keep writing to disks.

- Execute before backup. Specify an executable file (through browsing or typing a full path to
it) that helps you to prepare running applications for backup. It may include specific
commands/programs to delete unnecessary files, suspend services, flush transactions or caches,
etc.

- Execute after backup. Specify an executable file to run after backup. It may include
commands/programs to resume the previously suspended services, etc.

Our program supports three types of executable files (.exe, .bat, .cmd). You can set parameters for
your files directly from the line. However, if a file path contains word gaps, you need to enclose it in
quotes in order to let our program distinguish between the path and the used parameters.

Requirements for batch files:

- All programs and commands must execute sequentially and finish before your .bat file
completes its work.

- We recommend you to use external commands/programs in the following format - Start/wait
program.exe. The wait option allows starting an application and waiting until it completes its
work. This guarantees all included commands complete their execution before your .bat file
does.
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12. Review all parameters of the operation and modify them if necessary. Click Back up now to save the
changes and start the backup.

13. If everything went smooth, the resulted status on the backup timeline would be "Succeeded" (the green OK

icon).
My new backup  #
Disk/Volumes Local folder
|
— Backup timeline
[ —
3 9__0 _______________ >
Succeeded Full
2 volumes on 1 drive Today at 5:44 AM D:\Backup Storage
42.75 GB of 120.00 GB 49,07 GB free of 78.1...
O Restore
Backup sf | Options
B3 Explore
0 Backup runs at 5:19 AV _
¥ Mount/Unmount
@ Backup type: Chains of ments). This backup type saves the maximum
storage space. 2 recent > pin 2leted to optimize storage space.

Notifications will not b

@ Delete

Hyper-V Backup options

Hyper-V backup options A

Use Microsoft RCT

@ on

Turn the switch on to use Microsoft RCT to collect block changes during incremental backup. We don't recommend to turn
this option off. Turn it off only for troubleshooting, if you experience problems while backing up the virtual machine.

Failover to non-production checkpoint

@ on

Turn the switch on to produce standard checkpoint if creation of production checkpoint has failed. It is also strongly
recommended to turn this option on if your virtual machine does not support production checkpoints. Turn it off when you
don't want backups to be created for guest applications inconsistent checkpoints.

Use Paragon technology for processing guest file systems

@ on

Turn the switch on to use Paragon technology to filter out virtual disks unused areas. This allows to speed up backup
process and decrease the resulting image size, Turn this option off if you experience problems while backing up the virtual
machine or if your guest OS or applications use some non-standard ways to access disk data, like secret data streams
bypassing filesystem driver,

e Use Microsoft RCT (Enabled by default. Not recommended to disable this option unless you're
troubleshooting). This setting will be applied on next full backup.

e UseParagon technology for processing guest file systems. This technology allows for significant
backup size reduction thanks to using more complex data processing mechanism in both full and
incremental copy operations. Not recommended to disable this option when protecting machines
with preallocated virtual disks. This setting will be applied on next full backup.

e Failover to non-production checkpoint (enabled by default). Disable this setting if strict control of
VM data state synchronization is required (i.e. if you don't require crash-consistent only snapshots).
Enable if target VM doesn't support production checkpoints.
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Managing Backup Jobs

By selecting an existing backup job from the list on the sidebar, you can see its properties and available operations
in the working area. The backup timeline helps to instantly grasp the key properties of selected job, including
availability of restore points and the number of failed backup runs.

= astore from o
My Backups QO - Backup tasks Restore from file
2 2o 5]
e My Docs backup
Hourly: Files/Folders — Local folder
Files/Folders Local folder
My new backup
Daily: Disk/Volumes Local folde LY Backup timeline
= i >
R Last backup: today D:\Backup Storage
item Next backup: 10/16/2013 7:22 AM 49.07 GB free of 78.1
Backup strategy Options
c Backup runs every hour, starting at 5:22 AM on 10/16/2019
@ Backup type: Chains of full and incremental backups (1 full + 12 increments). This backup type saves the maximum

storage space. Backups are kept for at least 3 days. Older backups are deleted to optimize storage space.

Notifications will not be sent.

Hard Disk Manager™ =
by Paiagem Softers Restore Generate script

Click Files and folders (Disk and volumes or Entire Computer for a volume-level backup job) to change
backup objects.

Click Local folder (Network folder or External Drives) to change backup location. Please note that after
changing the backup location, Hard Disk Manager forces creation of a full backup in the new place. All
backup data in the old location remains intact and can be used for restore without limitations.

By clicking corresponding links, you can change the current backup schedule and/or backup strategy
properties.

Click Backup up now to force running the backup job.

Click Generate script to create a script out of the configured backup job to run it later from the command
prompt. For more details, please consult First Start and Using the Command Prompt.

Click the desired restore point on the backup timeline, then select the require operation (Restore, Explore,
Mount/Unmount, Pin/Unpin, Delete). The restore operation can also be called by clicking Restore in the
lower left corner of the working area.

Find more details in:

- Exporting Individual Files from Backup

- Restoring a File-level Backup

- Restoring a Volume-level Backup

- Mounting a Backup Image

- Pinning a Backup Image

- Checking Backup Integrity

Use the minus icon on the sidebar to delete the selected job and all restore points produced by that job or
only the job.
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You are about to delete "My Docs backup”

What would you like to do?

< Delete the backup job data only
Select this to delete the backup job data

only, while leaving the backup files intact on

disk.

Delete backup

Select this to delete the backup job data as
well as all restore points produced by this
job.

Explore backup folder Cancel

Pinning a Backup Image
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By pinning a backup image, you protect backup data it contains from both accidental and planned deletion caused

by backup storage retention.

Key peculiarities:

e If you pin an incremental update, the initial full image and all increments between in the corresponding

chain will be pinned as well.

e If you pin a differential update, the initial full image will be pinned as well.

e If you delete a backup job with pinned restore points, they will not be deleted.

1. Click Backup & Recovery on the sidebar.

2. Select an existing backup job, click the desired restore point on the backup timeline, then select Pin.

My Docs backup
Hourly: Files/Folders — Local folder

Backup tasks
My Docs backup 2

Files/Folders

| A Backup timeline
Succeeded Incremental
Tt Today at 12:23 PM
G Restore
Backu|
B Explore
Backup runs every

¥ Mount/Unmount
Backup type: Chair,

Restore

from file

2:

Local folder

Di\Backup Storage
M 48,44 GB free of 78.1...

Options

.increments). This backup type saves the

®e

maximum storage s pin
space. :

|der backups are deleted to optimize storage

Notifications willn © Delete

3. If the specified restore point is a member of a backup chain and requires additional backup elements for
restore, all these images will also be pinned, acquiring the corresponding icon. Click Pin now to confirm.
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Pin the backup chain?
Pin an important backup revision.
You're about to pin a backup chain with 10 revisions:

Name Type Status Container Run date Size Mounted
File increment 9 Incremental ® Succeeded Paragon PVHD Today at 12:23 PM 344KB
Fileincrement®  Incremental  ® Succeeded ParagonPVHD  Todayat11:23AM  344KE

File increment 7 Incremental @ Succeeded Paragon PVHD Today at 10:23 AM 344 KB
File increment 6 Incremental @ Succeeded Paragon PVHD Today at 9:23 AM 344KB
File increment 5 Incremental ~ ® Succeeded Paragon PVHD Today at 8:23 AM 344KB
File increment 4 Incremental @ Succeeded Paragon PVHD Today at 7:23 AM 344 KB
File increment 3 Incremental @ Succeeded Paragon PVHD Today at 6:23 AM 344 KB
File increment 2 Incremental  ® Succeeded Paragon PVHD Today at 6:14 AM 344KB
File increment 1 Incremental @ Succeeded Paragon PVHD Today at 6:05 AM 344 KB
Base Image Full ® Succeeded Paragon PVHD Today at 5:27 AM 634.81 MB

You can pin an important backup revision. Pinned revisions are ignored by backup retention policies and
therefore, they are not deleted and replaced with newer revisions. If the pinned revision depends on some other
revisions, for example on a parent incremental or full image, all these revisions will be pinned as well to keep
backup consistency and make sure you can restore at any time.

o

4. Use the same algorithm to unpin the backup when not required any more.

Checking Backup Integrity

Unfortunately, backup media may fail at any moment. You can't predict when this will happen, but you can be
certain it will. We suggest verifying integrity of backup images on a regular basis to make sure of their ongoing
viability.

Only pVHD containers are available to check for errors in the current version.

1. Click Backup & Recovery on the sidebar.

2. Select an existing backup job, click the desired restore point on the backup timeline, then select Check
integrity.

My Backu ps Backup tasks Restore from file
2 S =
.E) e My OS backup [=]
No schedule: Files/Folde + Loca
& Disk/Volumes Local folder
My Docs backup
Al % Houl File iders — Backup timeline
(=]
°_ -
== My OS backup
Q No schedule; Disk/Volumes — Loc... Succeeded Full
10/16/2019 at 5:44 AM D:\Backup Storage\
i) 45.88 GB free of 78
O Restore
Backup st Options
B Explore
Backup container type :ssion
Paragon Image (pvhd) , ¥ Mount/Unmount 7 p
Password protection 2 Pin i
Do not protect (Default) H 1 v
1 B Check integrity
Prevent from sleep/hibern. system after backup

|:| Check backup integrity aft [i] Delete

3. Confirm the operation to start. Depending on the amount of data to process, it may take several minutes.
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Check restore point integrity?

Restore point to be checked: Base Image, Full, created 10/16/2019 5:44 AM.
Last verification date and result: Not verified yet

Make sure the restore point integrity is sound. Restoring damaged backup can lead to data loss or make your
system unable to start.

e

Hyper-V Backup technology

The current version can only protect entire virtual machines (online or offline) registered on a local Hyper-V host,
where our product is deployed. Hyper-V machines can be backed up directly to pVHD, VMDK, VHD, or VHDX virtual
containers. If using VHD/VHDX as target backup format, you can attach the resulted backup image to an existing
virtual machine of Hyper-V and OS will be launched successfully. If using pVHD — there will be available additional
options like high-level compression, encryption, or image splitting. Resulted virtual containers can be stored on a
local disk (mounted/unmounted), a mapped network share, or by UNC path. To optimize storage capacities our
product supports the incremental imaging, where each new increment describes the changes between the current
state of the backup object and the previous state.

When time comes for disaster recovery, our solution enables to restore a previously backed up virtual machine to a
new location according to a certain time stamp (if several available).

During creation of incremental and differential backup chains for virtual machines (created using Microsoft Hyper-V
2016 and newer, including Windows 10), Microsoft Resilient Change Tracking (RCT) technology is utilized. Virtual
machines must meet the following conditions:

e VM config version 6.2 or higher

e Microsoft RCT option is not disabled in our product (enabled by default)

i o £ g
My Backups O - Backup tasks Restore from file
— Backup job  ~
(_L\ My new backup
\_! No schedule /
— Virtual Machine Local folder
Backup job
No schedule: Virtual Machine — L... Backup timeline
V2V Windows 10 x64 Last backup: not backed up yet C\Backups 2\Hyper-W\
UEFI Next backup: N/A 89.82 GB free of 213..
Backup strategy Options

Backup is not scheduled

@ Backup strategy: Full backups only. Restore from a full backup requires the minimum time, but
significantly more storage space for several restore points. Backups are kept for infinite time.

Notifications will not be sent.

Hard Disk Manager™

by Paragon Software

You cannot change Target for VM Backup task. Create new Backup task if you wish to choose
another destination VM.
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Restore Tasks

Legacy PBF-based backup images can be restored with the help of the corresponding wizard, you

can find by clicking on the sidebar: Backup & Recovery > the three-dot icon > Restore from
PBF.

Exporting Individual Files from Backup

1. Click Backup & Recovery on the sidebar.

2. Select an existing backup job (file- or volume-level), click the desired restore point on the backup timeline,
then select Explore.

My Backups QO - Backup tasks  Restore from file
— 2 oo [
== ot volumeBackuip OS Volume Backup ¢ [=]
Q Daily: Disk/Volumes — Local folder
Disk/Volumes Local folder
My Docs backup e —
!;) Houl es/Folders — Local folde — Backup timeline
[ =
= e >
Succeeded Incremental o
2 volumes on 1 drive Today at 6:04 AM D:\Backup Storage
42.88 GB of 120.00 GB 49.07 GB free of 78.1...
O Restore
Backup stre . Options

| B Explore :

c Backup runs at 5:19 AM e= -
()

< Mount/Unmount
Backup type: Chains of fu :nts). This backup type saves the maximum
storage space. 2 recentb > pin 'ted to optimize storage space.

Notifications will not be :
W Delete

Be ready to provide a valid password to access contents of an encrypted backup image.

3. Browse the backup image to specify what you need to extract by marking checkboxes next to the required
data items. Click Export when ready.
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View backup contents

Browse backup contents and view disk layout.

Files and folders

Name ~
> O Perflogs
> [ [ Program Files
> Program Files (x86)
> O  ProgramData
Select a file to preview
> O  Recovery
>0 System Volume Information
> O [ Users
> O | Windows .
< >
Backup file location: E\MyFolder\Job-20 78\Job-20° 78. 5_01-22-56\Job-201862...
Created: Today at 1:29 AM
size: 752 GB

Integrity check date and state: Not verified yet

aoe

4. Specify where you'd like the selected files to be exported. Use the corresponding buttons to create new,
rename, or delete folders.

x

Select export destination
Select destination where to extract the selected files and folders from this backup.
Look in: ‘EDiSk Drives - B Z
Name - Modified Size
v & Local Disk (C) 499.40 GB (484.72 GB free)

> $RecycleBin 6/22/2018 12:35 AM

> Config.Msi 6/25/2018 12:08 AM

> PerfLogs 3/18/2018 10:33 AM

> Program Files 6/22/2018 12:29 AM

> Program Files (x86) 3/30/2018 1:.44 AM

> ProgramData 6/22/2018 12:31 AM

> Recovery 3/30/2018 11:26 AM

> System Volume Information 6/25/2018 1:29 AM

> Users 6/22/2018 12:32 AM

> Windows 6/22/2018 6:44 AM
~ & New Volume (E) 119.98 GB (112.35 GB free)

> MyFolder 6/25/2018 1:23 AM

> System Volume Information 6/25/2018 12:24 AM

coe

Export to the original location with overwriting existing files requires exclusive access rights to
the entire target volume. By default, if the target volume cannot be locked, our program ends
a this type of operation with a corresponding error.

If selecting files with security attributes that cannot be exported at file-level correctly, the
wizard will prompt you to restore the corresponding volume entirely.

5. The operation starts immediately after confirmation.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



36
Restore Hyper-V machines
1. Click Backup & Recovery on the sidebar.

2. Select an existing file-level backup job, click the desired restore point on the backup timeline, then select
Restore. If you click Restore in the lower left corner of the working area, the latest restore point will be
selected for you automatically.

My Backu ps Backup tasks  Restore from file
; 5 EE] =
(’I\ Myine Backup job £
e Ns Gy
St Virtual Machine Local folder

Backup job
No schedule: Virtual Machine — L.

Backup timeline

Succeeded Full
Yesterday at 10:06 AM

H
‘ O Restore
Backup stra*
© Restore disks or volumes

Options

Backup is not schedule
B3 Explore

@ Backup strategy: Full b:
significantly more storé & Mount/Unmount

es the minimum time, but
are kept for infinite time.

Notifications will not b

Pin

il

Check integrity

: @ Delete
Hard Disk Manager™

by Paragon Software Restore

_ erate script

3. Choose new destination and name for the virtual machine to restore

My Backups

(j_) My new backup
! No schedule: N/A — N/A

Backup job
No schedule: Virtual Machine — L...

Restore from "Backup job"

Select a backup version to restore data from:

‘Yesterday at 10:06 AM (... ¥

Restore virtual machine backup -to > the following destination:
3 New virtual machine storage location
V2V Windows 10 x64 UEFI
osoft\Windows\Hyper-V Browse...
-------- >
Processors: 2 CPU(s) New virtual machine name
Memory: 4096 MB |Restcred copy of V2V Windows 10 x64 UEFI
Created: 12/5/2019 3:23 PM
Generation: 2

Configuration version: 9.0

ii')isks (1 disk(s), 40.00 GB total):

Hard disk 0 (40.00 GB)

Hard Disk Manager™

by Paragon Software

Generate script Cancel
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4. After restore is complete, new Virtual Machine is created, with new GUID and all settings from the original
Virtual Machine.

Virtual Machines

Name Z State CPU Usage Assigned Memory Uptime
B v2v Linux (elementary) x64 BIOS Off

B v2v Windows 10x64 UEFI Off

B v2v_Windows_10_x86_BIOS Off

B Windows_10_x64 Running 0% 950 MB 02:46:19
<

You can also Restore Volumes from Hyper-V machine backup. Volumes can be restored to
physical machine, or any other virtualizer (XenServer, KVM, VirtualBox, etc.)

My Backu ps e - Backup tasks Restore from file
< V EE) =
My new backup BaCkup JOb - 2o
= M = e 0 Virtual Machine Local folder
a Backup job
— No schedule: Virtual Machine — L... Backup timeline
[==] °
Succeeded Full ; ‘
V2V Windows 10 x64 Yesterday at 10:06 AM C:\Backups 2\Hyper-V\
=) UEFI 89.82 GB free of 2
[]
O Restore

Backup str

Options
@ Restore disks or volumes

Backup is not schedule

B Explore

Restoring a File-level Backup

1. Click Backup & Recovery on the sidebar.
Select an existing file-level backup job, click the desired restore point on the backup timeline, then select

Restore. If you click Restore in the lower left corner of the working area, the latest restore point will be
selected for you automatically.
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My Backups Backup tasks Restore from file
2 o =
0S Volume Backup My Docs baCkup -
RS : Files/Folders Local foider

My Docs backup
Hourly: Files/Folders — Local folder

Backup timeline

S >

Succeeded Incremental
Today at 7:23 AM D:\Backup Storage

49.07 GB free of 78.1...

L

1 item

Restore

Backup st Options

Explore
Backup runs every hour

®e

2ments). This backup type saves the maximum
Pin e deleted to optimize storage space.

Backup type: Chains of
storage space. Backups

Notifications will not b

=
< Mount/Unmount
<
0]

Delete

Be ready to provide a valid password to access contents of an encrypted backup image.

3. By default, the program prompts you to restore all backup objects inside the selected restore point exactly
where they belong non-destructively, that is without overwriting files that have identical names. If you're
sure that files stored in the destination are corrupted, select the Replace existing files option to replace all
files in the destination with those from the backup. Just click Restore now to start the operation or change
any of the defaults as described below.

Here you can also find the Generate script option that helps to create a script out of the configured
restore task to run it later from the command prompt. For more details, please consult First Start and Using

the Command Prompt.

Restore from "My Docs backup"
Files/Folders Original location

S
—

— Select a backup version to restore data from: =
l Today at 7:23 AM - v

Al files and folders

£ Click to change
from 1 volume

Restore options

O Replace existing files
Choose this option to replace files in the destination with the files from the backup.
@ Don't restore files with identical names

Choose this option if you do not want files with the same name as in the destination to be restored.

Generate script Cancel

e Select another restore point from the drop down list, if necessary.

Select a backup version to restore data from:

Today at 7:23 AM N

Today at 9:23 AM (Last)
Today at 8:23 AM

Today at 6:23 AM
Today at 6:14 AM
Today at 6:05 AM
Today at 5:27 AM
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e Click the File/Folders icon to specify backup objects you'd like to restore by marking/unmarking

checkboxes next to the required data items.

What do you need to restore?

Select files and folders you need to restore.

Name
4 [2] — Local Disk (C:) on Basic MBR Hard Disk 0 (VMware Virtual disk SCSI Dis
« [=] i MYWORK
4 [ || Marketing
» [0 [ BR16
» [ DW
. HDM
3 i CyclicBackup2VD
3 |/ Hyper-VGuestBackup
, HDM4Mac
i MS255D
L NTFS4Mac
W PPR
Protect_Restore
TechDocs

Select a file to preview

]
O
O
]
b
k

Close

e Click the Original location icon to choose another place as restore target. In the opened dialog
choose the Different location option from the drop down list, select an internal or external disk,
then browse it for the desired location. Use the corresponding buttons to create new, rename, or
delete folders, if necessary.

Where do you need to restore the data?

Select where you'd like to restore the selected files and folders.

lDifferent location z |
Original location
Bom
2 Name E Modified Size
<~ External drives ) .
b @ Local Disk (C) 119.66 GB (77.01
4 -y Data Volume (D:) 78.12 GB (49.07
L2 SRECYCLEBIN 11/15/2018 3:09 AM
b L. Backup Scripts 1/28/2019 3:02 PM
» i Backup Storage 10/16/2019 5:23 AM
>l File Storage 4/8/2019 3:49 AM
.. Local Storage 4/8/2019 9:05 PM
b System Volume Information 11/27/2018 1:24 AM
> s NEW VOLUME (F) 33.05 GB (20.91
P s NEW VOLUME (G)) 7.95 MB (7.95
Close

4. You will be prompted to check the selected backup for errors (recommended). Mark the corresponding
option to skip this action if you're sure in its viability.

Submit restore operations?

You are about to start the restore process. All original volumes will be
restored from the backup, while other existing volumes will be left intact.

It's highly recommended to check restore point integrity before restoring it.
Restoring damaged backup can lead to data loss or make your system
unable to start.

e

5. The operation starts immediately after confirmation.
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Restoring a Volume-level Backup

This scenario would be identical on the WinPE recovery media, except for the necessity to
additionally import a backup image you're planning to use for restore. Find more details in
Importing a Backup Image.

Alternatively, you can use the Restore from file functionality. Find more details in Restoring from
an Isolated Backup Image.

1. Click Backup & Recovery on the sidebar.

2. Select an existing volume-level backup job, click the desired restore point on the backup timeline, then
select Restore. If you click Restore in the lower left corner of the working area, the latest restore point will
be selected for you automatically.

= B actore fre o
My Backups QO - Backup tasks Restore from file
= OS Volume Backup 2
== OS Volume Backup
Q Daily: Disk/Volumes — Local folder
Disk/Volumes Local folder
My Docs backup R —
E) Hourly: Files ders — Loca e = Backup timeline
[ —
- e SR >
Succeeded Incremental
2 volumes on 1 drive Today at 6:04 AM D:\Backup Storage
43.02 GB of 120.00 GB 48.44 GB free of 78.1...
f
+ G Restore |
Backup stra’ ) Options
B Explore
o Backup runs at 5:19 AM e
< Mount/Unmount
® Backup type: Chains of fu :nts). This backup type saves the
maximum storage space. > Ppin ps are deleted to optimize storage space.

Notifications will not be :

W Delete

Be ready to provide a valid password to access contents of an encrypted backup image.

3. By default, the program prompts you to restore all backup objects inside the selected restore point exactly
where they belong. Just click Restore now to start the operation or change any of the defaults as described
below.

Here you can also find the Generate script option that helps to create a script out of the configured
restore task to run it later from the command prompt. For more details, please consult First Start and Using
the Command Prompt.
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Restore from "OS Volume Backup"

Volumes Original location

[ ]
—
-

Select a backup version to restore data from:

_——
—
—

v Today at 6:04 AM - v

2 volumes, 41.27 GB of

Click to change

Restore the selected source volumes - to > the following destination:

System Reserved 350 MB System Reserved 350 MB

On Basic MBR Hard Disk 0 (VMware Vittual disk 5C5... & On Basic MBR Hard Disk 0 (VMware Virtual disk SCSl...
Local Disk (C:) 119.66 GB Local Disk (C:) 119.66 GB

On Basic MBR Hard Disk 0 (VMware Virtual disk SCS.. & On Basic MBR Hard Disk 0 (VMware Virtual disk SCSl...

VMware Virtual disk SCSI Disk Device 120 GB Basic MBR

gy Local Disk (C:) i

Disk 0 350 M. 119.86 GB (41.00 GB used)
Online NTFS NTFS

— coe

a If you choose to generate a script, the configured restore task will be canceled.

e Select another restore point from the drop down list, if necessary.

Select a backup version to restore data from:

|Today at 6:04 AM -

Today at 6:14 AM (Last)
Today at 5:44 AM

e Click the Disk/Volumes icon to specify backup objects you'd like to restore by marking/unmarking
checkboxes next to the required data items.

Select disks or volumes you need to restore
Select volumes ~

Basic MBR Hard Disk 0 (VMware Virtual disk SCSI Disk Device) - Virtual Image
120 GB, MBR, Basic

System Reserved
Y

MNTFS, 350 MB (285.03 ME used)
Local Disk (C:)

NTFS, 119.66 GB (41.00 GB used)

e Click the Original location icon to choose another place as restore target. In the opened dialog
choose the Different location option from the drop down list, then specify a new location for each
backup object involved in the operation.
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Select restore destination

Restore the selected volumes e to oo > ‘Different location ~
Basic MBR Hard Disk 0 (VMware ... Basic MBR Hard Disk 0 (VMware ...
120 GB, MBR, Basic " 12068, MBR, Basic

System Reserved

Select destination <
NTFS, 350 MB (285.03 MB used)
Local Disk(¢) N Reset destination

NTFS, 119.66 GB (41.00 GB used)

System Reserved NTFS, 350 MB (2...
On Basic MBR Hard Disk 0 (VMware Virtual di...
Local Disk (C:) NTFS, 119.66 GB (42...
(1 Youare about to restore data to a partition that contains Windows systel DoBscMBR Hard DEO (Vb wareN irtialgk,
= New Volume NTFS, 38.82 GB (82.1...
On Basic GPT Hard Disk 1 (VMware Virtual di...
NEW VOLUME (F:) NTFS, 33.05 GB...
On Basic GPT Hard Disk 1 (VMware Virtual di...

We recommend you to perform this type of operations from the recover

a You will be warned when trying to rewrite a bootable partition.

4. Use the corresponding buttons to check the original and resulting disk layouts.

5. You will be prompted to check the selected backup for errors (recommended). Mark the corresponding
option to skip this action if you're sure in its viability.

Submit restore operations?

You are about to start the restore process. All original volumes will be
restored from the backup, while other existing volumes will be left intact.

It's highly recommended to check restore point integrity before restoring it.
Restoring damaged backup can lead to data loss or make your system
unable to start.

Check, then restore Restore without checking No

6. The operation starts immediately after confirmation.

Restoring from an Isolated Backup Image

An isolated backup image is a supported backup container that is unavailable in the program interface for restore,
because of removal from the "My Backups" list or creation with another program version. This function is available
on the WinPE recovery media and in Windows.

Supported backup data containers:
e Volume- and file-level virtual containers (pVHD, VHD(X), VMDK) created by the current version.

e Volume- and file-level virtual containers (pVHD, VHD(X), VMDK) created by any 15-16% version.

You can also add an existing backup job and all restore points produced by that job to the "My
Backups" list and this way make them available in the program interface through the Import

o backup function.
o/

Legacy PBF-based backup images can be restored with the help of the corresponding wizard, you

can find by clicking on the sidebar: Backup & Recovery > the three-dot icon > Restore from
PBF.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



43

1. Click Backup & Recovery on the sidebar.

2. Click the Restore from file tab in the upper part of the working area, then select the most suitable option
on the sidebar: Restore volumes or Explore and export files.

Restore operations Backup tasks  Restore from file

Review current disks and volumes

@ Restore volumes

VMware Virtual disk SCS| Disk Device 120 GB Basic MBR

ﬁ Explore and export files l Local Disk (C) |

Disk 0 35.. 119.66 GB (42.93 GB used)
Online NT.. NTFS

VMware Virtual disk SCS| Disk Device 150 GB Basic GPT

v Data Volume (D3) | 3 NEW VOLUME (F:) |

Disk 1 78.13 GB (29.06 GB used) 38.82 GB (85.19 MB used) 33.05 GB (27.88 GB ..
Online NTFS NTFS NTFS

3. Both scenarios would be identical to the already described Exporting Individual Files from Backup and
Restoring a Volume-level Backup, except for the necessity to additionally browse for a backup image.

4. The operation starts immediately after confirmation.

Mounting a Backup Image

You can assign a drive letter to any partition inside an existing backup image. As a result of the operation you will
get a new partition in the system to easily browse through its contents and copy the required information even with
the standard Windows tools.

Before you start, please read the following limitations:

e System restart is required after the product installation to correctly mount backup images in Windows
Server environment;

e Backup partitions will only be mounted for the current session and won't be available after the system
restart;

e Backup images containing Windows Storage Spaces are not supported;
e Backup images containing ReFS 1.2 partitions are not supported;
e Backup images located on physical (unmounted) partitions or in the backup capsule cannot be mounted;

e Backup images containing LVM/LDM volumes are not supported.
1. Click Backup & Recovery on the sidebar.

2. Select an existing backup job, click the desired restore point on the backup timeline, then select
Mount/Unmount.
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My Backups e o - Backup tasks Restore from file
» ey =
== 05 Volume Backup 0S Volume Backup 2
Q Daily: Disk/Volumes — Local folder
Disk/Volumes Local folder

'% My Docs backup

Backup timeline

Pl >
Succeeded Incremental
Today at 6:04 AM
G Restore
Backup stra Options
B Explore

Backup type: Chains of fu &1 This backup type saves the maximum

c Backup runs at 5:19 AM &/
| ¥ Mount/Unmount
@ storage space. 2recentb 5 pin ited to optimize storage space.

Notifications will not be :
T Delete

3. Inthe opened dialog you can see contents of the selected backup image. Select a partition you'd like to
mount, then one of the vacant drive letters from the list to associate with the partition. Click Next to
confirm.

Allow or disable access to backup volumes

Assign or remove drive letters for backup volumes.

Volume label | File system Capacity | Data size | Mounted | Mount point

Recovery NTFS (OEM service volume) 499 MB 361.74MB  No None

NO NAME System reserved (OEM service volume) 99 MB 2483 MBE  No None

[No label] System reserved 16 MB No None

[No label] NTFS 49940 GB  13.48 GB No None e

Ozlﬁx“Iﬂ“
<

By assigning a drive letter to a volume you open access to its contents. It is not recommended to assign drive letters to
volumes that contain unsupported by your OS file systems. Please note that the operation takes place after clicking on
Save.

Next > Cancel

4. Once mounted, you can treat the backup partition as you would any other Windows volume (browse,
retrieve files, modify files).
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® Paragon Hard Disk Manager™ 17 - Backup & Recovery =

@ R R

11N
u‘DJ."’l

Drive Tools Local Disk (M:) - O RS
Home  Share  View = Manage v 03 r
0 1 s> ThisPC » Local Disk (M:) v| ¢ | | SearchLocal Disk (M:) »
e A Name ’ Date modified Type size Al
) map 3/14/20183:35AM  File folder
B Desktop || deploy 10/2/201410:48 AM  File folder
A Administrator e 11/14/2018 228 AM  File folder Ihge
18 This PC L Java 6/16/20147:56 AM  File folder 8.1
i) d2ea399f-Oce7-42a7-86 1\ MY WORK 4/5/20178:55AM  File folder
& Desktop ). Perflogs 8/22/20138:22 AM  File folder
Il Documents 1. prereq 6/16/20148:01 AM File folder
18 Downloads 1. Program Files /20183:02 AM  File folder
¥ Music 1. Program Files (x86) 20186:54AM  File folder
& Pictures ProgramData 11/27/2018 1:26 AM  File folder
B Videos J. QAUtils 6/16/2014 7:58 AM  File folder um
< Floppy Disk Drive (A:) 1 RKTools 6/16/20147:54 AM  File folder kept
s Local Disk (C) 1. SysinternalsSuite 6/16/20147:56 AM  File folder
a Data Volume (D:) L Users 7/6/2016 2:14 AM File folder
- Libraries 1 Windows 3/5/20182:10AM  File folder
€ Network |\ winpe_amd64 6/11/20143:24 AM  File folder
8 KATUN 1\ winpe 86 6/11/20143:24 AM  File folder
<@ Drm Starana | ack Infa /1477018 224 AN YA Nariment 1vR 5 L
=0

Hard Disk Manager™

5. Use the same algorithm to unmount the backup image when not required any more.

Restoring a Failed System

If your computer fails to start up because of a software glitch or after you accidentally deleted the entire Windows
partition or some system files, you can get it back on track by utilizing a previously prepared recovery media and
one of available backup images.

Volume-level restore scenarios are also available on the WinPE recovery media and in Windows.

1. Start up the computer from the Linux recovery media.

2. Select Normal Mode in the boot menu or wait 10 seconds and it will be loaded automatically.

3. Select Restore from VD Wizard in the Wizards pane.

©) General View Changes HardDisk Pariion Wizards Help

Operations Vinual disk Backup Wllzard 1200
~ Restore Wizard
- R~ nTFY
FIDREHES v . i -
Disk0 Backup to VD Wizard
Virtual disk Incremental Backup to VD Wizard 1500
- Restore from VD Wizard
< = B
Ediyiew Secton: -/ ExportVD Archive Wizard X -
Disk 1
= - Copy Hard Disk
Browse Partition. Basic MBR Hard Dis  undelete Partitions 20GB
N [Volume [Type  Wipe Wizard [Free
= Basic MBRHad D EXPress Resize Wizard
Check File System Integrity SIS prime  Split Partiion Wizard S
1= Prime 80.11
File Transfer Wizard
Copy Partition... Boot Corrector
Network Configurator

4. The welcome page introduces the wizard's functionality. Click Next to continue.

5. Click the standard browse button [..] to find the required backup image, then double click it to proceed. If
your backup is located on a network share, you need to map it.
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&) Restore from VD Wizard

/N
2) Select VD Archive

% | Lookin Job-201812334237

Job-20128123342378_2018-12-03_04-00-43 pfi

File name: Open

File type: VD Archive files (*pfi) ~ Cancel

= Back Next> Cancel

6. View the provided backup properties to make sure you have selected the correct image. At this step you
can also set up how to process unknown volumes.

2 Restore from VD Wizard

Select VD Archive
Please select the file with virtual hard disks image.

Select VD Archive

(HDD1/Part0)/Backup Storage/Job-2018123342378/

Created: 3 Dec 2018, 06:13:06

Size: 26.9GB

Name: Job-2018123342378_2018-12-03_04-00-
Comment: 12/3/2018 04:00:43 @

Unknown file system processing: | Process as ran v
Ask user [k
Process as raw
skip

To continue, click Next.

7. If the partition structure on the source disk hasn't been changed much, you can restore to the original
location. If it has changed, e.g. you're attempting to restore to another computer, then you can use one of

the two remained options.

£) Restore from VD Wizard

Restore type
o You can choose kind of the restore process

Please select restore scenario:

@® Restore to original location
Restore any combination of disks or paritions to original
locations.

O selective restore
Restore any combination of disks to selected target disks.
All partiions on the target disks will be deleted during the
operation!

O Restore single partition
Restore selected partition or dynamic volume to selected
target volume or unallocated space.

To continue, click Next.

< Back Next > Cancel

8. Our program displays contents of the selected backup image. If you have several partitions in the backup,

select those you need to restore.
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(&) Restore from VD Wizard X

Select items (Use right mouse button on disk view for highlighting)

Vhiware Virtual disk SCS1 Disk Device 120.0 GB Basic MBR Virtual Hard Disk 0

I *: NTFS

Basic MBR Virtual Hard Disk0 ~| Model Viware Virual disk SCS| Disk Device, Size 120.0|

N |volume |Type |File system |size [used |Volume label |Select |
Basic MBR Virtual Hard Disk0 (Size 120.0 GB)

o Primary 3500MB 2849 MB System Resen

10+ Primary NTFS 1197GB 39.0GE  [Nolabel]

Properties Deselect All <Back Cancel

9. Depending on the specified restore mode and backup object(s), you may have the options to enlarge the

restored volume to occupy the entire target disk, remove existing free blocks, or restore as is. Any change
to the disk layout will be displayed on the disk map.

Restoring a single volume

) Restore from VD Wizard g

Partition start and size
You can change the start and size of the partition to be restored

Partition preview

. B H

New size: (40266 - 73599) MB

L/ ‘53552 ‘: MB
Free space before: (0 - 33333) MB
| ‘5352 |2 e

Free space after: (0 -33333) MB

v Tes |2 e

To continue, click Next.

Restoring to another location

(£) Restore from VD Wizard X
Change restore options

You can set resize proportionally and other optians for some disks. The results will be shown on
next page.

Source archive Restore target(s)

120.0 GB Basic Hard DiskQ 150.0 GB Basic Hard Disk 1
I “

How to fit partitions

[J Fit restored partitions to size of the target disk

[ Restore without free space blocks

[ Restore disk's metadata

10. Check the resulting disk layout. Click Next, then confirm the operation to start.
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(&) Restore from VD Wizard X

Restore Summary
Please verily restore changes. Destroyed partitions are highlighting

View changes on Basic MBER Hard Disk0

Your disk before operations:

Virtual disk 1200 GB Basic MBR Hard Disk 0
I *: NTFS

Your disk after operations
Virtual disk 1200 GB Basic MBR Hard Disk 0
I *: NTFS

To continue, click Next

11. In the Progress window you can see in real-time a detailed report on all actions carried out by our program.

12. After completing the operation, please reboot the computer.

Fixing Boot Problems

If Windows OS doesn't boot after replacing a failed hardware device or you have any other boot issue resulting
from a human or program error, or a boot virus activity, first try our boot repair tools before taking more radical
actions.

Boot Corrector is also available on the Linux recovery media.

1. Start up the computer from the WinPE recovery media.

2. Click Disks & Volumes on the sidebar.

3. Click the Restore from file tab in the upper part of the working area, then select Correct boot on the
sidebar.

4. Select the required operation from the list.

Choose operation to execute

- Windows installation to correct
View the list of all windows installations and correct boot parameters

- Correct the Master Boot Record (MBR)
View the list of all Hard Disks and correct MBR executable code on some of them

= Correct boot parameters (boot.ini, BCD)
Automatically correct bootini and BCD on all hard disks in system

= Correct EFl boot parameters
Fix EFI boot entry or switch EFl boot entry to another GPT bootable hard drive with Windows OS
installed

Cancel

e Windows installation to correct. Use this option to fix your Windows startup ability if it fails to
complete the startup procedure. You will need to choose a failed Windows installation from the list of
found installations (if several) and then the required action.
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Change operating system boot parameters
Modify OS parameters that you want to be changed

Microsoft Windows 8.1 64-bit Edition (Destination: Disk 0, Partition 1)

Correct boot parameters

Partition 0: System Reserved (C: | File system ID Ox8 (AIX boot partition) | Active
Partition 1: Local Disk (H:) | Bootable | Registry volume letter: C | File system ID 0«7 (NTFS, EXFAT, ReFS)

Microsoft Windows Server 2003 64-bit Edition (Destination: Disk 3, Partition 0)

Correct boot parameters
Partition 0: Local Disk (G2) | System, Bootable | Registry volume letter: C | File system ID 0x7 (NTFS, EXFAT, ReFS) | Active

Edit the boot.ini file

Correct the partition boot record

- Click Correct boot parameters to review and modify partition parameters that are critical for the
boot process.

This editor allow you to correct partition parameters

Please correct some parameters if you want

Disk 0 Partition 0: System Reserved (C:)
Active D Hidden
Disk 0 Partition 1: Local Disk (G:)

Please choose new registry volume letter: |C: o |
Partition ID

@ Please select predefined ID from the list: 0x07 NTFS, EXFAT, ReFS 52 |
O Please enter ID manualy: 0x7 =

- Click Edit the boot.ini file to edit configuration options for a boot menu. Normally, when you're
having a multi-boot system this menu appears upon boot up allowing you to choose OS you'd like
to start up. Sometimes, when reinstalling Windows novice users do not overwrite the original
instance, but install a second copy, which also leads to appearance of the boot menu. After deleting
the first instance, the menu still appears, because the boot.ini file still contains information about
both operating systems. This is when you need a bit of editing.

Please correct the boot.ini file

Here you can make changes to your boot.ini file

| [boot loader]

timeout=30

default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS

[operating systems]

multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Windows Server 2003 Datacenter x64 Edition" /noexecute=optou

- Click Correct the partition boot record if you suspect that it is damaged. This operation is
accomplished automatically after confirmation. No input from your part is required.

(5) The number of available actions depends on the target operating system.

e Correct the Master Boot Record. Use this option to overwrite the current bootable code in the MBR
(Master Boot Record) by the standard bootstrap code, thus repairing a corrupted bootable code after a
boot virus attack or a malfunction of boot management software.
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Correct the Master Boot record (MBR)
You can see the list of all hard disks in your system. All disks, where MBR correcting is available, can be choosed.
Please choose hard disks to correct their Master Boot Records:
Name Type Size
‘ ¥ [E] Basic MBR Hard Disk 0 (VMware Virtual disk SCS! Disk Device) _Internal Hard Disk Drive 120 GB
I Basic GPT Hard Disk 1 (VMware Virtual disk SCSI Disk Device) Internal Hard Disk Drive 150 GB
[E Basic GPT Hard Disk 2 (VMware Virtual disk SCSI Disk Device) Internal Hard Disk Drive 34 GB
] Basic MBR Hard Disk 3 (VMware Virtual disk SCSI Disk Device) Internal Hard Disk Drive 50 GB

e Correct boot parameters (boot.ini, BCD). If you have several operating systems on your disk
(Windows Vista and later) after copying a system partition for instance, update their BCD (Boot
Configuration Data) files to be able to choose an OS to start up. This operation is accomplished
automatically after confirmation. No input from your part is required.

e Correct EFl boot parameters. The wizard will detect and list all available GPT partitions that
accommodate 64-bit Windows OS. Choose the one you need to boot from, to let the wizard modify the
EFl boot entry correspondingly. Please note that this option is available on the 64-bit WinPE media
only.

What operating system to correct

The wizard has searched your 2 for valid Windi You can see results of the operation below.
Note: The status "System" stays for a system partition, "Bootable” - for a boot partition.

v Microsoft Windows Server 2016 64-bit Edition (Destination: Disk 0, Partition 3)
Partition 1: NO NAME
Current values: Partition 1D 18; Active
Partition 3: Local Disk (C)) Bootable
Current values: Registry volume letter: Unknown; Partition D0

5. When done with all parameters, please confirm the operation to proceed.

6. After completing the operation, please reboot the computer.

Transferring Files between Storages

{
LO‘ZI\

File Transfer Wizard is also available on the WinPE recovery media.

1. Start up the computer from the Linux recovery media.

2. Select Normal Mode in the boot menu or wait 10 seconds and it will be loaded automatically.
3. Select File Transfer Wizard in the Wizards pane.

4. Select a source disk, then mark files and directories you want to copy. The wizard enables you to browse
both mounted and unmounted (without a drive letter) partitions. It is also possible to map a network drive.
All selected files get to the Clipboard.

5. Select a disk where the files you need are stored from the pull-down list in the right pane of the dialog
window, then select files you want to copy and place them to the Clipboard by pressing the left arrow-
button.
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(2) File Transfer Wizard x
Select transfer objects

Selectfile(s) or folder(s) that youwould like to copy then place them to Clipboard for further
operations

Clipboard Source

22 IMY WORK/Marketing (HDDO/Part1 MY WORK ~
=]
122 Marketing
[ Protect_Restore

(£ TechDoes
< >
Totaldata size: nla Calc Rename (F6) Delete (F8)

File Transfer Wizard allows browsing both mounted and unmounted (without a drive letter)
\ partitions. It is also possible to map a network drive.

Use the Calc button to estimate the resulted data amount.

6. You can copy data to a local or external drive, a network share, a physical partition (without a drive letter),
or burn it to a CD/DVD/BD disc. Use the standard browse button [..] to specify the required location. If
you'd like to copy the selected data to a network share, you need to map it.

7.

Complete the wizard to initiate the operation. In the Progress window you can see in real-time a detailed
report on all actions carried out by our program.

Progress information

Operations list Suboperation progress

1: Transfer userdata

Operation progress

Copiedsofar:  24.4MB
To copy: 59.8 MB

Overall progress

Time elapsed 00:00:04 Time to finish: 00:00:09

Transfering *(HDDO/Part1)/IMY WC ing” to "(HDD1.

-ltem1of1

Cancel
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Managing Partitions and Disks

Partitioning lets you divide a single physical drive into a number of logical drives, each of which serves as a
container with its own drive letter and volume label, thus enabling the operating system to process data more
efficiently. Partitioning also makes it possible to organize data so that it is easy to find and manage. By detaching
the OS from the rest of the data you can tackle one more crucial issue — in case of a system malfunction, you can
get the system back on track in minutes by recovering it from a backup image located on the other partition of the
hard drive. Finally partitioning is a necessity if you're planning to run several OSs on a single hard drive to
effectively delineate the boundaries of each OS.

Basic Partitioning Tasks
Creating a Partition

1. Click Disks & Volumes on the sidebar.

2. Left click a block of free space on a disk you'd like to partition in the working area, then select Create
volume on the sidebar.

3. By default, you will be prompted to create a primary NTFS partition named "New Volume" that will be the
size of the selected free block. This partition will also acquire the first vacant drive letter.

If necessary, change the partition size by using the "Volume size" slider or setting an accurate value in the

corresponding field. You can also change the default volume label to easily identify the partition later.

Create new volume

Specify a new volume size, label and other parameters

Volume label Volume size
[ New volume | a 71.87 GB
Show advanced options v

Before changes After changes
Whiware Virtual disk SCSI Disk Device 150 GB Basic MBR
~
Disk 1 78.13 GB (55.42 GB used) |
Online NTFS
Motifications Create now | Cancel

4. Click Show advanced options if you want to modify other properties.

File system Drive letter Unallocated space before

[NTFS - |k - [ 0MB
Create as Unallocated space after

‘Primaly partition v | D 0 MB

Use OS built in format routine

Sectors per cluster

Restore defaults

e Select the desired partition type (Primary or Extended). The available alternatives depend on the
selected block of free space — within a Logical block, only Logical partitions can be created; Within a
Primary block, both Primary partitions or the Extended Partition are allowed to create.

e Select the desired file system from the list, otherwise you won't be able to store data on the created
partition.

Supported file systems:
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- FAT16 — MS DOS file system, now is used for small sticks

- FAT32 - use for data disks that are 32GB or less

- NTFS - the primary file system for Windows OS

- Ext 2/3/4 — the primary file system for Linux OS

- Apple HFS — the primary file system for Mac OS X
- Resilient FS 3.1/3.4 — a potential successor to NTFS

Choose one of the vacant drive letters from the list to associate with the partition. The drive letter plays
an important role in telling Windows where to look data. Select "None" if you do not want this partition
to be available in the system.

If the partition does not occupy the entire free block, define its position by using the corresponding
sliders or setting accurate values of unallocated space before and after the partition.

By default, the amount of sectors per cluster will be specified according to the used OS and the chosen
file system. If you'd like to set another value, unmark the Use OS built in format routine and define
the desired value in the corresponding field. The cluster size is one of the crucial parameters of any file
system. Its value implicitly affects the performance of the files input-output activity since it defines the
size of the file system metadata. Besides, the so-called waste space factor also depends on it.

You won't be able to work with a partition formatted to a Windows unsupported file system, unless
you have a third-party driver installed, for instance Apple HFS for Windows.

Use the corresponding buttons to check the original and resulting disk layouts.

If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

Use the corresponding buttons to check the original and resulting disk layouts. Click Create now to start
the operation immediately or Place in queue to add this task to the list of pending changes for later
execution.

Formatting a Partition
When you create a new partition you will be prompted to choose the desired file system format as described above.
This section explains how to format an existing partition.

1.

2.

3.

Click Disks & Volumes on the sidebar.
Left click an existing partition in the working area, then select Format volume on the sidebar.

By default, you will be prompted to format the partition to one of the Windows-native file systems
(depends on partition size) with the volume label "New Volume".

If necessary, select another file system from the list and change the default volume label to easily identify
the partition later.

Supported file systems:

- FAT16 — MS DOS file system, now is used for small sticks
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- FAT32 — use for data disks that are 32GB or less

- NTFS - the primary file system for Windows OS
- Ext 2/3/4 —the primary file system for Linux OS
- Apple HFS — the primary file system for Mac OS X

- Resilient FS 3.1/3.4 — a potential successor to NTFS

a Format "New Volume (F:)" (38.82 GB, used 85.12 MB) volume?

Attention! Fermatting a volume erases any data stored on this volume. Be sure to back up any data you
want to save before you begin.

File system Volume label
|NTFS (Current) " |New Volume
Show advanced options v

Before changes After changes

VMware Virtual disk SCSI Disk Device 150 GB Basic MBR

- DNTEE—— .-

Disk 1 78.13 GB (55.42 GB used) 38.82 GB (0 Bytes used) 33.06 GB
Online NTFS NTFS Unallocated

Notifications Format now ¢ Place in queue Cancel

4. Click Show advanced options if you want to change the default amount of sectors per cluster. The cluster
size is one of the crucial parameters of any file system. Its value implicitly affects the performance of the
files input-output activity since it defines the size of the file system metadata. Besides, the so-called waste
space factor also depends on it.

Use OS built in format routine

Sectors per cluster

Restore defaults

All data on the selected partition will be lost after formatting.
T
\oJ You won't be able to work with a partition formatted to a Windows unsupported file system, unless
you have a third-party driver installed, for instance Apple HFS for Windows.

5. Use the corresponding buttons to check the original and resulting disk layouts.

6. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

7. Use the corresponding buttons to check the original and resulting disk layouts. Click Format now to start
the operation immediately or Place in queue to add this task to the list of pending changes for later

execution.

Deleting a Partition

1. Click Disks & Volumes on the sidebar.

2. Left click an existing partition in the working area, then select Delete partition on the sidebar.
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3. By default, our program only suggests removing references to the selected partition from the Partition

Table.

a Delete "New Volume (F)" (38.82 GB, used 85.12 MB) partition

. Attention! After you delete a partition all of the data stored on it will be deleted and the space occupied
~ by the partition becomes unallocated space. Later on, it is possible to recover the deleted partition, if
the unallocated space has not been wiped or occupied with new partition.

Make the deleted data unrecoverable

. This option will wipe the partition before deletion. Wiping partition will make impossible to recover
" data.

Select a wipe algorithm:

|us DoD 522022-M -l@

Approximate operation time: 24 minutes, 13 seconds

Verify wipe results  Verification sectors accuracy: |100%
D Set wipe stamp @

Before changes After changes

VMware Virtual disk SCSI Disk Device 150 GB Basic MBR
D o ) | I\
Disk 1 78.13 GB (55.42 GB used) 71.87 GB
Online NTFS Unallocated

rem— Caeel

If you'd like to additionally destroy the on-partition data, mark the Make the deleted data unrecoverable
option to specify data erasure algorithm and other parameters. Find more details in Erasing Data.

Use the corresponding buttons to check the original and resulting disk layouts.

If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

Use the corresponding buttons to check the original and resulting disk layouts. Click Delete now to start
the operation immediately or Place in queue to add this task to the list of pending changes for later
execution.

Moving/Resizing a Partition

Click Disks & Volumes on the sidebar.

Left click an existing partition in the working area, then select Move or Resize on the sidebar. Alternatively,
you can drag-and-drop borders of a partition directly on the Disk Map to define its size and position.

Use the corresponding sliders or set accurate values to define new size and the amount of unallocated
space before and after the partition.
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Move or resize partition?
New volume size

I | 38.82GB| Restore default

Unallocated space before

| 33.06 GB
Before changes After changes

Unallocated space after

[com}

VMware Virtual disk SCSI Disk Device 150 GB Basic MBR

Disk 1 78.13 GB (55.42 GB used) 38.82 GB (85.12 MB us. 33.06 GB
Onli NTFS NTFS Unallocated

Notifications

i -
Place in queue Cancel

Use the corresponding buttons to check the original and resulting disk layouts.

If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

Click Change now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Resize or free space redistribution that leads to shrinking of an unlocked bitlocked volume may

a fail due to limitations of a Microsoft service used for accomplishing this type of operations.

Undeleting a Partition

When simply deleting a partition (without additional wiping) disk management software only removes references to

it in the Partition Table, thus leaving the possibility to recover it later.

Hard Disk Manager can help you find and recover these partitions. A restored partition will be fully functional, as
long as other partitions were not created, moved or exceeded the disk space occupied by that partition. That is why

our program offers this function only for blocks of free space.

1. Click Disks & Volumes on the sidebar.

2. Left click a block of free space that used to be a partition in the working area, then select Undelete
volumes on the sidebar.

3. By default, the wizard selects the quick search method. In most cases it's enough to find an accidentally
deleted partition. However, if the wizard fails to find the partition you need, you can select the "Full search”

option to scan every single sector in the specified search area to get the most accurate results.
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Undelete volume (Step 1 of 2): Looking for deleted volumes

This wizard helps you to find and recover volumes that were accidentally deleted. First, choose one of the
following search methods:

® Quick search
Takes less time. Recommended in most cases.
O Full search

Takes much more time to perform. Recommended to use in cases, when Quick search ended with no result,

Vhware Virtual disk SCSI Disk Device 150 GB Basic MBR
~ B
Disk 1 78.13 GB (55.42 GB used) 38.82 GB (85.12 MB us..  33.06 GB
Online NTFS NTFS Unallocated

Next > Cancel

4. By default, our program searches records of any deleted partition ever existed on the selected block of free
space. So you can get several partitions to choose from. Most likely the required partition will be found
first.

Undelete volume (Step 2 of 2): Select volume to undelete

Select one or more volumes you need to recover.

Volume label File system Capacity Used space Geometry
0 New Volume NTFS 38.82GB 85.13 MB

[J NEW VOLUME Linux Ext4  33.06 GB wozve [

Next > Cancel

5. Use the corresponding buttons to check the original and resulting disk layouts.

Undelete valume (Step 2 of 2): Verify destination layout

Before changes After changes

VMware Virtual disk SCS| Disk Device 150 GB Basic MBR
Disk 1 78.13 GB (55.42 GB used) 38.82 GB (85.13 MB us... 33.06 GB
Online NTFS NTFS Unallocated

Notificstions < Back i Undelete now Cancel

6. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

7. Click Undelete now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Converting File System

You can change type of an existing file system without formatting and completely safe for your data. First the
original file system will be checked for consistency, then the partition data will be verified whether it meets the
requirements of the target file system or not. And only after having passed this testing, our program will re-
organize the file system metadata and user files.

Our program supports the following scenarios:
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e FAT16/32 <> NTFS conversion

e NTFS <> HFS conversion

e NTFS <>Resilient FS 3.1/3.4

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Convert file system on the sidebar.

3. Choose a file system you would like to convert to from the list. Our program only displays variants available
for the operation, taking into account parameters of the selected partition and limitations of the used file
system.

If necessary, you can change the suggested cluster size. This parameter can have a profound effect on the
overall performance. In a nutshell, larger clusters waste more space, but generally provide for slightly better
performance, because of less fragmentation. So be particularly careful with it.

Convert file system on "Data Volume (D:)" (78.13 GB, used 56.66 GB) volume

Attention! Converting a file system may lead to data loss or system startup failure.

File system New cluster size

Apple HFS hd |4 KB (8 sector(s)) Default A
FAT32

j Before changes

After changes

Resilient FS 3 150 GB Basic MER

Data Volume (D3) _
Disk 1 78.13 GB (56.66 GB used) 3 MB us 33.06 GB
Online Apple HFS Unallocated
Notifications Convert now Cancel
' The cluster size value is expressed in sectors per cluster. To get it in Kbytes, please divide it into

N/ half.

4. Use the corresponding buttons to check the original and resulting disk layouts.

5. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

6. Click Convert now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Changing Volume Label

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Change volume label on the sidebar.

3. Change the default volume label to easily identify the partition later.
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u Change label for "New Volume” (38.82 GB, used 85.13 MB)
volume?

Specify a new label for the valume.

New volume label

New Volume ‘
Before changes After changes
VMware Virtual disk SCS| Disk Device 150 GB Basic MBR
v Data Volume (D2)
Disk 1 78,13 GB (56.66 GB used) 38.82 GB (85.13 .. 33.06 GB
Online NTFS NTFS Unallocated

Notifications

1 Place in queue Cancel

4. Use the corresponding buttons to check the original and resulting disk layouts.

5. Click Change now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Changing Drive Letter

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Change drive letter on the sidebar.

3. Choose one of the vacant drive letters from the list to associate with the partition. The drive letter plays an
important role in telling Windows where to look data.

ﬂ Change drive letter for "Data Volume (D:)" (78.13 GB, used 56.66
GB) volume

Choose one of the vacant drive letters from the list to associate with the volume.

(. Attention! Some programs may not run properly if changing drive letter of a
" data partition.

New drive letter

D: (Current) ~
None
B:

Before changes After changes

D:.
E
g | disk SCSI Disk Device 150 GB Basic MBR
J: 3,13 GB (56.66 GB used) 38.82 GB (85.13 .. 33.06 GB
K: TFS NTFS Unallocated
E
Notifications Change now Place in queue Cancel
a After changing drive letter of the system partition, your Windows OS won’t start up.

Some programs may not run properly either if changing drive letter of a data partition.

4. Use the corresponding buttons to check the original and resulting disk layouts.

5. Click Change now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.
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Hiding/Unhiding Partition
This option can help you hide a partition from OS, applications, and users, thus preventing access to its contents
and vice versa. To prevent the situation when the operating system becomes unbootable, our program doesn’t
allow you to hide OS partitions.

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Hide/Unhide partition on the sidebar.

3. Click Hide/Unhide now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

s Hide "Data Volume (D:)" (78.13 GB, used 56.66 GB) volume?

é Hiding a volume may cause drive letters to be changed

Notifications

Place in queue Cancel

Making Partition Active/Inactive
You can set an active/inactive flag for primary partitions on an MBR-type hard disk. Please note that OS starts up
only if the partition where its bootable files are resided is active or bootable.

1. Click Disks & Volumes on the sidebar.

2. Left click an existing partition in the working area, then select Set partition as active/inactive on the
sidebar.

3. Click Set active/inactive now to start the operation immediately or Place in queue to add this task to the
list of pending changes for later execution.

Set "Data Volume (D:)" (78.13 GB, used 56.66 GB) volume as
active

You can set an active/inactive flag for primary partitions on an MBR-type hard disk.
By marking a volume as active you “tell” your computer to start from this volume.

" Attention! Your system already has an active partition. Setting more than one
" active partition may cause the system startup failure.

Notifications

cos

Updating MBR

Our program enables you to overwrite the current bootable code in the MBR (Master Boot Record) by the standard
bootstrap code. This can help to repair a corrupted bootable code of a hard disk after a boot virus attack or a
malfunction of boot management software.

1. Click Disks & Volumes on the sidebar.
2. Left click an existing MBR disk in the working area, then select Update MBR on the sidebar.

3. Click Update now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.
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X

@) update MBR?

This option overwrites the current bootable code in the MBR (Master Boot Record)
with the standard bootstrap code. This can help to repair a corrupted bootable
code of a hard disk after a boot virus attack or a malfunction of boot management
software.

Notifications

e

Getting Disk/Partition Properties

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition or disk in the working area, then select Properties on the sidebar.

3. Our program provides detailed information on the properties of an entire storage device or individual
partition. Besides the general information, such as capacity, used space or file system type it provides the
possibility to get info on hard disk geometry, cluster size, exact partition location, etc.

Disk Properties:

n View properties of "Basic MBR Hard Disk 1 (VMware Virtual disk SCSI Disk Device)"

(150 GB)
VMware Virtual disk SCSI Disk Device 150 GB Basic MBR
Disk 1 78.13 GB (56.66 GB used) 3882 GB (85,13 MB us...  33.06 GB
Online NTFS NTFS Unallocated

Physical number: 1

Type: Internal Hard Disk Drive

Status: Online

Mbr ID: 0xDEBDB986

Model: VMware Virtual disk SCSI Disk Device

Serial number: 6000C29BC57F222E7C1

Total size: 150 GB
161,061,273,600 Bytes

Partition Properties:
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n View properties of "Data Volume (D:)" (78.13 GB)

M Used space 56.66 GB ~ Free space 21.46 GB

Volume label: Data Volume

File system: NTFS

Type: Primary

Capacity: 78.13 GB
83,886,080,000 Bytes

Used by data: 56.66 GB (72%)
60840398848 Bytes
118828904 Sectors

Free space: 2146 GB (28%)

23045681152 Bytes ~

Close

Complex Partitioning Tasks

Splitting a Partition

Let's assume you have one partition across the entire hard disk, like most other people who purchase a computer
with a preinstalled operating system. So besides OS, it holds all your documents, favorite music, movies and family
photos. This type of configuration is not optimal for effective data organization and safety. First, it negatively affects
the system: huge amount of data aggravated by its inevitable excessive fragmentation causes poor performance in
file search/access and read/write operations. Second, it's inconvenient for the user: system files and folders piled up
with media and documents besides obvious difficulties in transparent organization become a naughty problem in
case of a system malfunction.

Hard Disk Manager can help you detach the operating system and data or different types of data by splitting one
partition to two different partitions of the same type and file system — you just select a partition, then files and
folders you'd like to move to the new partition and finally redistribute free space between the two partitions, if
necessary.

Before you start, please take into account the cases when the split operation is impossible to perform:
e Partition's type is not supported (you have selected a non-standard primary or logical partition);
e The selected partition is located on a dynamic disk;
e You've already got 4 primary partitions on a Basic MBR disk;
e You've already got 3 primary partitions on a Hybrid (Retained) GPT+MBR disk;
e There's not enough free space on the selected partition (free up to 50 MB);

e The selected partition has an unsupported file system.

1. Click Disks & Volumes on the sidebar.
2. Left click a partition you'd like to split in the working area, then select Split partition on the sidebar.

3. By default, our program suggests you to allocate some free space to the new partition (depends on the disk
layout), label it "SPLITVOL", and assign no drive letter.

If necessary, change the partition size by using the "New volume size" slider or setting an accurate value in
the corresponding field. You can also change the default volume label and associate one of the vacant drive
letters with the partition to make it available for OS and applications after the operation.
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Splitting volume “Local Disk (C:)" (119.66 GB, 39.92 GB used)
Specify whether you want move files to the new volume, enter the new volume label, size, and letter.

New volume label New drive letter ~ New volume size
[spumvoL | [None - a 60.19 GB

| Move files to new volume... |

Before changes
Vhiware Virtual disk SCSI Disk Device 120 GB Basic MBR
v Local Disk (C?) SPLITVOL
Disk 0 350 M.. 59.46 GB (39.92 GB used) 60.19 GB (0 Bytes used)
Online NTFS NTFS NTFS

Notifications Split now Cancel

T You should decide for yourself how much free space of the original partition should be given to the
NS new partition. Anyway, we strongly recommend you to allocate enough free space to both partitions.

4. Click Move files to new volume..., then mark checkboxes next to files or folders you're planning to move
from the original partition to the new one. Click OK when ready to let our program calculate the amount of
selected data and go back to the main dialog window. Please note that the calculation may take some time,
so please be patient.

Splitting volume "Local Disk (C:)" (119.66 GB, 39.92 GB used). Select files

Select files you want to move from Local Disk (C:) to a new volume.

Name Size Modified

a [a] ,:* Local Disk (C:) 119.66 GB (79.69 GB free)
e O $Recycle.Bin 7/6/2016 2:14 AM
v O K .map 3/14/2018 3:35 AM
v O acroldr 10/20/2016 2:54 AM
v O Config.Msi 11/30/2018 1:46 AM
v O i deploy 10/2/2014 10:48 AM
3 & e 11/14/2018 2:28 AM
e O 0 Java 6/16/2014 7:56 AM
3 1 MY WORK 4/5/2017 8:55 AM
v [0 L Perflogs 8/22/2013 8:22 AM
v [0 L prereq 6/16/2014 8:01 AM
» [0 1 Program Files 11/15/2018 3:02 AM
v [ 1. Program Files (x86) 11/13/2018 6:54 AM
» O ProgramData 11/27/2018 1:26 AM
3 1 QAUtils 6/16/2014 7:58 AM

o R

a Please do not move system files or folders like “Windows", “Users", "Program Files"”, config.sys,
etc. for it may cause inability of the operating system to start up.

5. Use the corresponding buttons to check the original and resulting disk layouts.
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6. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

7. Click Split now to start the operation immediately or Place in queue to add this task to the list of pending
changes for later execution.

Expanding a Partition

Hard Disk Manager can help you increase free space on one partition by up-taking the on-disk unallocated space
and the unused space of other partitions. According to introduced changes, our program will automatically
recalculate positions of the involved partitions and move their contents to new locations.

o0 If you need to redistribute free space between two adjacent partitions, drag-and-drop the border
Lo/

N between them directly on the Disk Map.

1. Click Disks & Volumes on the sidebar.
2. Left click a partition you'd like to expand in the working area, then select Expand on the sidebar.

3. By default, our program suggests adding all blocks of the free space to the target partition. You can also
specify other on-disk partitions of the supported file system type to act as space donor.

Expand "New Volume" (38.82 GB, used 85.13 MB) valume

Select source volumes

Data Volume (D) 78.13 GB, 56.66 GB used

O ———————
- On Basic MBR Hard Disk 1 (VMware Virtual disk SCSI Disk Device)

NEW VOLUME (F:) 33.06 GB, 16 KB used
b On Basic MBR Hard Disk 1 (VMware Virtual disk SCS| Disk Device)

Capacity of the volume New Volume is 38.82 GB. The wizard can expand this volume up to 71.87 GB at the expense of
volumes you have selected. You can expand the volume up to 93.34 GB by selecting all volumes in the list.

4. Set the partition size by using the "New volume size" slider or setting an accurate value in the
corresponding field. If capacity of the available unallocated space is not enough, lacking free space will be
taken proportionally from specified donor partitions.

Expand "New Volume” (38.82 GB, used 85.13 MB) valume

New volume size

{] 5534 GB| Restore default
Before changes
Vhware Virtual disk SCSI Disk Device 150 GB Basic MBR
[ S Data Volume (D) B
Disk 1 78.13 GB (56.66 GB used) 55.34 GB (85.13 MEB used)
Online NTFS NTFS
s [ Concel
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5. Use the corresponding buttons to check the original and resulting disk layouts.

6. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

7. Click Expand now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Merging Partitions
Hard Disk Manager enables you to consolidate the disk space, which originally belongs to two adjacent partitions
(or additionally separated by free blocks), into a single, larger partition.

Please note that our program can only merge two adjacent NTFS, FAT32 or FAT partitions, also separated by
unallocated space.

1. Click Disks & Volumes on the sidebar.

2. Left click the left partition of the pair of partitions you need to merge in the working area, then select
Merge with the right volume on the sidebar.

3. By default, our program suggests moving all contents of the right partition to a folder named "Files from
<volume label>"on the resulted joined partition. If necessary, change the default volume label in the
corresponding field.

E Merge volume "Data Volume (D:)" with volume "New Volume"?

Merges the selected volume with adjacent volume and with unallocated space (if any) into a one larger
volume. All contents of the adjacent volume will be moved to the folder you specify on the resulted joined
volume. Note, merging is possible only for two adjacent NTFS, FAT32 or FAT volumes, also separated by
unallocated space.

Folder name

[Files from New Volume

Before changes After changes

VMware Virtual disk SCSI Disk Device 150 GB Basic MBR
Disk 1 116.94 GB (56.75 GB used) 33.06 GB
Online NTFS Unallocated

Notifications

T o

a If a system partition is the right one of the selected pair, Windows OS will become unbootable
after the merge operation is over.

4. Use the corresponding buttons to check the original and resulting disk layouts.

5. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

6. Click Merge now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.
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Advanced Partitioning Tasks
Changing Cluster Size
The cluster size can have a profound effect on the overall performance. In a nutshell, larger clusters waste more
space, but generally provide for slightly better performance, because of less fragmentation. So be particularly
careful with it.

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Change cluster size on the sidebar.

3. Change the default cluster size according to your needs.

a Change cluster size for "New Volume" (38.82 GB, used 85.13 MB)
volume?

The cluster size can have a profound effect on the overall performance. In a nutshell,
larger clusters waste more space, but generally provide for slightly better performance,
because of less fragmentation.

New cluster size

|4 KB (8 sector(s)) Default |

Notifications Change now Place in queue

7. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

8. Click Change now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

s/ The cluster size value is expressed in sectors per cluster. To get it in Kbytes, please divide it into half.

Converting to Logical/Primary
You can include a primary partition into the extended partition or exclude a logical partition from the extended
partition without partition duplication.

1. Click Disks & Volumes on the sidebar.

2. Left click an existing primary or logical partition in the working area, then select Convert to
logical/primary on the sidebar.
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Convert "New Volume" (38.82 GB) primary volume to logical?

Convert a primary volume to logical if you want to later create a fifth volume on
an MBR disk that currently has four primary volumes

. Attention! The operating system won't start up if you convert the active volume
" or the system volume to logical.

Notifications

coe

3. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

4. Click Convert now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

a The operating system won’t start up if you make the system partition logical.

Changing Serial Number
FAT16, FAT32, and NTFS file systems include the serial number parameter. It is generated automatically while

formatting a partition and is saved in the boot sector.

You can modify this parameter for FAT16, FAT32, or NTFS partitions without re-formatting, and this way tackle
software activation problems that may occur after Windows OS reinstallation or formatting partitions. It can also
help when you get banned from a game server.

1. Click Disks & Volumes on the sidebar.
2. Left click an existing partition in the working area, then select Change serial number on the sidebar.
3. Enter a new serial number for the selected partition. It should contain 8 hexadecimal figures (0..9 or A..F).

The operation cannot proceed until you enter all 8 symbols.

a Change serial number for "New Volume" (38.82 GB, used 85.13

MB) volume?
New serial number in hexadecimal format:
|E688-1345-8813-13A1 | (current)
Notifications Change now Place in queue

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

5. Click Change now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Change Primary Slots
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Different operating systems apply different approaches to enumeration of the primary partitions on MBR disks.

In Linux:

In Linux, every partition has a special symbolic name that encodes a hard disk containing a partition, and a partition
itself. Partitions are addressed and accessed by using their symbolic names. Symbolic names are automatically
generated by Linux in accordance with the order of hard disks in BIOS and the order of partition records in the
Partition Table. Thus changing enumeration of the primary partitions can lead to changing of paths to some
important resources.

In DOS:

MS-DOS uses a rather sophisticated algorithm for a drive letter assignment. A drive letter, which is assigned to a
partition, depends on the order of records in the Partition Table. Thus changing enumeration of the primary
partitions affects the drive letters assignment. In early versions of MS-DOS, it could even lead to the unavailability
of a partition.

Hard Disk Manager enables you to change enumeration of the primary partitions on a basic MBR disk, and this way
fix boot problems that may occur after a boot manager failure or incorrect work of a disaster recovery utility.

1. Click Disks & Volumes on the sidebar.
2. Left click an MBR disk in the working area, then select Change primary slots on the sidebar.

3. Use the corresponding buttons to move the selected partition up and down within the primary part of the
partition table.

Change primary slots order

You are about to change primary slots order on Basic MBR Hard Disk 1 (VMware Virtual disk SCSI Disk
Device)

_ Attention! Your computer may no longer boot correctly.

Slot # Type File system Label
0 Primary NTFS Data Volume

1 Primary NTFS New Volume

2 Primary FAT32 NEW VOLUME

3

T

Name: Data Volume (D:) Volume label: Data Volume

Total size: 78.13 GB File system:  NTFS

Used space: 56.66 GB Start sector: 2048

Free space: 21.46 GB End sector: 163842047

Notifications Change now Place in queue

3 OS may no longer start up after changing enumeration of system partitions.

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.
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Click Change now to start the operation immediately or Place in queue to add this task to the list of

pending changes for later execution.

Converting a Partition Table
Your storage device may have GPT (GUID Partition Table), MBR (Master Boot Record), including dynamic disk

configurations, or a hybrid GPT+MBR partition table.

GPT is now used on Windows and Mac computers as the primary partition scheme, while MBR used to be the main
and only partition scheme for Windows computers up to Vista. A hybrid GPT+MBR partition scheme is a necessity
for Apple BootCamp users. Dynamic disk configurations are mostly employed by business.

Our program allows easy non-destructive conversion between various partition schemes:

Basic GPT <> Basic MBR disk conversion. Please note that only 64-bit Windows OSes since Vista are able to
boot from a GPT disk. So if you've got a 32-bit Windows OS accommodated on an MBR disk, it won't start
up after converting to GPT.

Dynamic GPT/MBR > Basic MBR disk conversion. Please note that our program can only process dynamic
disks containing solid simple volumes (without extension).

Click Disks & Volumes on the sidebar.

Left click a disk in the working area, then select Convert MBR disk to GPT/Convert GPT disk to
MBR/Convert dynamic to basic on the sidebar (available operation depends on the chosen storage
device).

Conversion from MBR to GPT doesn’t require any configuration.

M Convert MBR disk "Basic MBR Hard Disk 0 (VMware Virtual disk
ElF SCs) Disk Device)" (120 GB) to GPT?

Convert your disk to GPT in case you need to make volumes whose size is larger
than 2 TB or you need more than 4 primary volumes on one disk.

. Attention! Only 64-bit Windows OSes (since Vista) are able to boot from a GPT
disk. So if you've got a 32-bit Windows OS accommodated on an MBR disk, it
won't start up after converting to GPT.

Netifications Convert now Place in queue Cancel

But when attempting to convert a basic GPT disk or a dynamic disk containing several volumes, our
program will ask you to choose the preferred number of primary partitions, and the rest (if there are more
than four volumes on the disk) will be converted to logical disks within the extended partition. It has to do
with the limitations of the MBR partitioning scheme, that does not allow more than four primary partitions
on one disk or one extended and three primary partitions.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



70

Convert GPT disk "Basic GPT Hard Disk 1 (VMware Virtual disk SCSI Disk Device)"
¥ (150 GB) to MBR?
MBR used to be the main and only partitioning scheme for Windows computers up to Windows Vista.

Convert your disk to MBR in case you need to install operating systems that do not support GPT disks.
Otherwise, leave your current disk partitioning scheme.

{‘]:'7_. ion! Wind perating systems i on GPT disk cannot be booted from MBR disk. Make
" sure you made a backup of your operating system.

Select how many primary partitions you need: @

BE
Before changes After changes
VMware Virtual disk SCSI Disk Device 150 GB Basic MBR
Disk 1 78.13 GB (56.66 GB used) 38.82 GB (85.13 MB us... 33.05 GB (16 KB u...
Online NTFS NTFS FAT32

Notifications

EXTE o

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

5. Click Convert now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Editing Disk Sectors

With the help of this function advanced users can fix various boot problems or verify results of accomplished data
erasure operations. It can also be great for studying purposes as it provides visual representation of the disk
structure and information it contains.

a Careless use of this function may lead to boot problems or even data loss.

1. Click Disks & Volumes on the sidebar.
2. Left click a disk or individual partition in the working area, then select View / edit sectors on the sidebar.

3. You can directly access and modify sectors, save and restore sectors from specified files as well as navigate
through the system metadata.
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a Edit sectors on "Data Volume (D:)" (78.13 GB) volume

This operation lets you modify sectors of an entire disk drive or individual volume, save and restore sectors from specified
files as well as navigate through the system metadata.

Attention! Careless use of this function may result in irreversible data corruption!

View / Editin Sector number:

Hex Editor -l o r > D Undo Redo
0200000000 00000000 eb 52 90 de 54 46 53 20 20 20 20 00 02 08 00 0O R.NTFS
0200000000 00000010 00 00 00 00 00 £6 00 00 3f 00 £f 00 00 08 00 00 semnnErR e |

0=00000000 00000020 00 00 00 OO0 80 OO0 80 OO0 ff ff =3 09 00 00 00 OO0
0=00000000 00000030 00 00 Oc OO0 00 OO0 0O OO0 02 00 00 00 OO0 00 00 00 N
0=00000000 00000040 f6 00 00 00 01 00 00 OO0 c1 8c 77 be dd 77 be fe W

W
0=00000000 00000050 00 00 00 00 fz 33 c0 Be d0 be 00 7c fb 68 o0 07 g pngsaves | Tt
0=00000000 00000060 1f le &8 66 00 chb 88 16 Oe 00 66 B1 3e 03 00 4de hf £y N
0=00000000 00000070 G54 46 53 75 15 bd 41 bb aa 55 cd 13 72 0c 81 fb TFSu. .4&. . U..r..
0=00000000 00000080 55 aa 75 06 £7 1 01 00 75 03 e9 dd 00 1e 83 ec LU u
0=00000000 00000090 1B 68 1a 00 b4 48 82 16 0e 00 8b £4 16 1f cd 13 R Hepneemeny
0=00000000 000000&0 9f 83 c4 18 9= 58 1f 72 el 3b 06 Ob 00 75 db a3 b &% e u
0=00000000 000000BD  0Of 00 cl 2e Of 00 04 le 5a 33 db b9 00 20 2b c8 e L +

0=00000000 000000CO &6 ff 06 11 00 03 1s Of 00 Be c2 f£f 06 16 00 e8 f
0=00000000 000000D0  4b 00 2b c8 77 =f b& 00 bb cd 1a 66 23 0 75 2d K. Py §
0=00000000 000000ED &6 81 fb 54 43 50 41 75 24 81 f9 02 01 72 le 16 . TCPAus$ .
0=00000000 0O00000OFD 6B 07 bb 16 68 52 11 16 68 09 00 66 53 66 53 66 h
0=00000000 00000100 &5 16 16 16 6B bR 01 66 &1 Oe 07 cd 1a 33 cO bf i

0=00000000 00000110 0Oa 13 b3 £6 Oc fc £3 aa =3 f= 01 90 90 66 60 1= R e
0=00000000 00000120 06 &6 al 11 00 66 03 Ok 1c 00 1e 66 68 00 00 OO0 2 2 fh
0=00000000 00000130 00 66 50 06 53 68 01 00 68 10 00 b4 42 8a 16 O= fP.Sh. . h.. B..
0=00000000 00000140 00 16 1f Bb f4 od 13 66 59 5b 52 66 538 66 59 1f fY[ZEYEY
0=00000000 00000150 0Of 82 16 00 66 ££ 06 11 00 03 16 0f 00 8e c2 ff seeheenrnenne
0=00000000 00000160 Oe 16 00 75 be 07 1f 66 &1 o3 al f6 01 =8 09 00 u fa
0=00000000 00000170 &l fa 01 =8 03 00 £4 eb fd 8b £0 ac 3c 00 74 09 R S A
0=00000000 00000180 b4 Oe bb 07 00 od 10 eb £2 =3 0d Oa 41 20 64 69 A di
0=00000000 00000190 73 6b 20 72 65 61 64 20 65 72 72 6f 72 20 6f 63 =k read srror oc
0=00000000 00000140 &3 75 72 72 65 64 00 Od 0Da 42 4f 4f G4 4d 47 52 curred BOOTHMGR
0=00000000 000001B0 20 6% 73 20 63 6f 6d 70 72 65 73 73 65 64 00 0d iz compressed.
0=00000000 000001CO  Oa 50 72 65 73 73 20 43 74 72 ko 2b 41 6c 74 Z2h Press Ctrl+alt+

000000000 000001D0 44 65 6c 20 74 6f 20 72 65 73 74 61 72 74 0d Oa D=l to restart.
0=00000000 000001E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0x00000000 000001F) 00 00 00 00 00 00 8% 01 &7 01 bf 01 00 00 55 == seeperspreenill

0200000000 00000200 07 00 42 00 4f 00 4f 00 54 00 4d 00 47 00 52 00 B.O.O.T.M.G.R

0=00000000 00000210 04 00 24 00 43 00 33 00 30 00 00 d4 00 00 00 24 $.I1.3.0 SEio!
0200000000 00000220 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0=00000000 00000230 00 00 00 00 00 00 00 OO0 00 00 00 0O OO0 00 00 00

Notifications Refresh Save changes Backup Restore Close

NTFS Optimization

As you know NTFS partitions get more and more redundant records about deleted files over time, which slows

down performance. On database servers that host MS SQL or Exchange it may cause severe performance

degradation. We include tools that help you organize valid and delete redundant records inside NTFS MFT (Master
File Table) in a couple of minutes, so you don't need to rebuild the system or defragment the entire disk when that

is the only problem.

Compacting MFT

1. Click Disks & Volumes on the sidebar.

2. Left click an NTFS partition in the working area, then select Compact MFT on the sidebar.

3. By default, our program prompts you to shift MFT records to the head of the table ("Compact records") and
then remove emptied table rows ("Truncate MFT"). Though it's not recommended, you can disable any of

these actions.

Compact MFT of "Data Volume (D:)" (78.13 GB, used 56.66 GB)
U89 volume

Compacting NTFS MFT can help you if the Master File Table has become too large.
The MFT can be expanded due to excessive file operations. The operating system
can only expand MFT but cannot reduce it upon file deletion.

Compact records (move to the head of the table) [ ]

Truncate MFT after compacting @

Notifications

Place in queue Cancel

| Compact now

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of

the operation. Find more details in Notifications Settings.

5. Click Compact now to start the operation immediately or Place in queue to add this task to the list of

pending changes for later execution.
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Defragmenting MFT

1. Click Disks & Volumes on the sidebar.
2. Left click an NTFS partition in the working area, then select Defragment MFT on the sidebar.

3. Since a hardware or software failure, or power outage during this operation may lead to data loss, please
make a backup of the selected NTFS partition. Find more details in Configuring Backup Job.

A Defragment MFT of “Data Volume (D:)" (78.13 GB, used 56.66 GB)
&% yolume?
Defragmenting Master File Table may improve performance of your system. For
volumes currently in use this operation will require to restart your system.

"‘-’ - Attention! A hardware or software failure, or power outage during this
" operation may lead to data loss. Be sure to back up any data you want to save
before you begin.

Notifications

” -
Place in queue Cancel

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

5. Click Defragment now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

Partitioning Virtual Disks
Guess you didn't know that partitioning of virtual disks could be done from outside without login into a guest

virtual machine? Just connect a virtual disk you'd like to manage as if it was an ordinary physical disk and here you
go. And if you feel uneasy about spoiling anything, just enable the non-destructive mode and all changes on the
connected disk will be saved to a snapshot. This snapshot can later be merged with its parental disk by using
standard tools included with the virtualization software. Find more details in Connecting Virtual Disks.
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Connecting Virtual Disks

Our program helps you to connect virtual disks of all popular virtualization vendors (VHD(X), VMDK, and VDI) as if
they were ordinary physical disks, and this way accomplish various operations, including:

Clone partitions or entire disks, which opens V2P and V2V migration scenarios;
Data exchange between physical and virtual environments;

Drive partitioning (create, format, delete, move, resize, etc.);

Modification of partition attributes (Active flag, Hidden flag, Volume Label, etc.);
Optimization of virtual disks formatted to Microsoft NTFS;

Data import from a parent virtual disk to one of its snapshots;

Edit/View sectors, and many more.

Limitations:

A virtual disk opened for writing with a 3rd party tool (e.g. being used by a virtual machine) won't be
connected, as asynchronous parallel writing to the disk file will most likely result in data corruption.

A virtual disk opened for reading with a 3rd party tool (e.g. it's a parent VMware disk, which snapshot is
being used by a virtual machine) will be opened for reading only with the corresponding notification.

The non-destructive connection is unavailable for .vdi disks, as our program doesn’t support Oracle
VirtualBox snapshots.

Virtual disks connected from compact discs will be available for reading only.

A double disk connection is prohibited.

Click Disks & Volumes on the sidebar.
Left click the three-dot icon on the sidebar opposite "Operations”, then select Connect virtual disk.

Choose the required connection mode. Select the first option if a virtual disk you'd like to connect can be
reached directly (resides on a local disk, removable media, or network share). The second option is for
virtual disks hosted by VMware vSphere.

What would you like to connect?

< Connect a local virtual disk
Connect local VHD, VMDK, PVHD and other virtual disks.

< Connect VMware vSphere virtual disks
Connect virtual disks from virtual machines managed by vCenter or standalone ESXi host.

Direct connection

4. Type in a full path to the desired virtual container in the corresponding field or browse for it wherever it is

stored (a local disk, a flash stick, a mapped network share, or a compact disc).
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Connect virtual disk
Specify disk container file path and other parameters

Path to virtual disk container file

| C\e\btrfs_vhd\btrfs_vhd\btrfs_512.vhd Browse

Connect options
@ Allow write on disk
O Allow non-destructive write on disk

O Read only
D Reconnect disk at the program start

o

e Allow write on disk. By default, the selected disk will be connected in read/write mode until you
disconnect it or exit our program.

e Allow non-destructive write on disk. It is a special read/write mode, when all changes on the
connected disk are being saved to a snapshot, thus providing complete safety for the original disk’s
contents. If needed, this snapshot can later be merged with its parental disk by using standard tools of
virtualization software vendor.

e Read only. Use this mode to avoid modification of data on the virtual disk.

e Connect disk at the program start. Use this option to have the virtual disk connected automatically at
every program start.

o0 Although you're allowed to connect virtual disks from network shares, we do not recommend it due to
Lo/

— modest performance.

vSphere connection

4. Enter an IP address (DNS name) of your vCenter or standalone ESX host and access credentials in the
corresponding fields. All information except for the password will be saved for later use. Just click the arrow
icon during the next launch and select on the previous connections.

Connect to VMware Infrastructure

vCenter or standalone ESXi host address

[172.3048.20 v

Login

‘admin ‘

Password

‘-oo-oo-ocooo o) ‘

(1) Initial scanning of the ESX infrastructure requires time, please be patient.
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5. Upon success, you will see the inventory of the connected host or vCenter. Browse for a guest virtual

machine, which disks you'd like to manage, or enter its name in a text field for the fast search. Once found,
mark a checkbox opposite the VM name to connect all virtual disks or double click it to select individual
disks.

If your local network is not secured and can be accessed by intruders, we highly recommend you to encrypt
VD connections by enabling the Securely connect virtual disks option. Connections in this mode are also
advised, if you establish multiple connections of more than 30 machines from one host managed by
vCenter and 8+ machines from a standalone host, while a 3d party application simultaneously works with
the same virtual disks via NFC.

Browse inventory

Find virtual machines IEnter the name of the virtual machine t...

Name Size Type
» O (5 Exchange10-SQL VirtualMachine
» [ (9 Karagem VirtualMachine
» ¥ Katun VirtualMachine
» O (3 Kuragan VirtualMachine
+ O () mac0S_10.12.5_Win10 VirtualMachine
b % mikrotik VirtualMachine
¢ O & Sema VirtualMachine
4 () Shavla VirtualMachine
[ Hard disk 1 80 GB Virtual hard disk
[ Hard disk 2 80 GB Virtual hard disk
» O @ Transit CAT VirtualMachine
> [ {5 Ursul XP 32-bit VirtualMachine

D Securely connect virtual disks @

Virtual disks from currently running machines cannot be connected. Please power off virtual machines before
connecting disks.

6. Click Connect when ready. The operation will be performed immediately.

7. As aresult a new disk(s) will appear on the Disk Map. Now you can change its layout, copy data from/to,
check surface and file system integrity, optimize NTFS, and accomplish other operations.
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Checking Partitions for Problems

Testing Partition Surface

You can test surface of existing partitions and blocks of free space for bad or unstable sectors. During the operation
all found questionable and damaged sectors will be marked unusable in the file system metadata, thus minimizing
the risk of data loss.

1. Click Disks & Volumes on the sidebar.

2. Left click an existing partition or block of free space in the working area, then select Test surface on the
sidebar.

= Test volume "Data Volume (D:)" (size 78.13 GB, free 21.46 GB)
surface?

Test the selected volume surface for bad or unstable sectors. During the operation
all found questionable and damaged sectors will be marked unusable in the file
system metadata, thus minimizing the risk of data loss.

Notifications

Place in queue Cancel

3. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

4. Click Test now to start the operation immediately or Place in queue to add this task to the list of pending

changes for later execution.

Checking File System Integrity
You can check the integrity of a file system to detect and repair errors before copying data or performing drive
partitioning.

1. Click Disks & Volumes on the sidebar.

2. Left click an existing partition or block of free space in the working area, then select Check file system on
the sidebar.

3. If you'd like our program to automatically fix file system errors and/or find and attempt to repair bad
sectors, just enable the corresponding options.

Check file system on "Data Volume (D:)" (78.13 GB, used 56.66
GB) volume for errors?

Check the integrity of a file system to detect and repair errors before copying data
or performing drive partitioning.

- This operation requires exclusive access to the volume. You may be asked to
" restart your computer to complete the operation.

D Scan for bad sectors and attempt to recovery them

|:| Automatically fix file system errors

e

Notifications

4. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.
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5. Click Check now to start the operation immediately or Place in queue to add this task to the list of
pending changes for later execution.

@) This operation requires exclusive access to the volume, so please be ready to restart the system.
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Erasing Data

You probably don't have an idea that deleted data can be easily recovered by novice, while pros can retrieve data
even from a disk destroyed by mechanical means. Your private data is yours alone and should not be exposed to
third party in any way. This can be achieved by erasing your storage device.

1. Click Disks & Volumes on the sidebar.

2. Left click a volume or disk you'd like to erase completely in the working area, then select Wipe data on the
sidebar. If you need to wipe remnants of deleted files and folders only, select Wipe free space.

3. Change the default wipe options, if necessary.

B Wipe all data on volume "Apple Volume" (53.59 GB, used 17.75 GB)

After this operation all data on the selected volume will be permanently deleted. Do you really want to
wipe the volume?

Select a wipe algorithm:
|US DoD 5220.22-M M i

Approximate operation time: estimating... . . .

Verify wipe results Verification sectors accuracy: |100% \

Set wipe stamp [ ]

Before changes After changes

VMware Virtual disk SCSI Disk Device 80 GB Basic MBR

'} Apple Volume

Disk 2 18.03 GB (57.89 MB ... 53.59 GB
Online NTFS Not formatted

Place in queue Cancel

Reporting and notifications

e Select a specific data erasure algorithm or create your own method.

Select a wipe algorithm:

US DoD 5220.22-M - 0@
British HMG Infosec Standard No.5 (Enhanced)

Bruce Schneier’s algorithm

German VSItR Standard 100%

Paragon’s algorithm

Peter Gutmann's algorithm

Russian GOST R 50739-95

US DoD 5220.22-M

US Navy NAVSO P-5239-26 for MFM

US Navy NAVSO P-5239-26 for RLL

New custom algorithm
Y UETERM T VTG

Please note that the SSD Trim option becomes available in the wizard, if our program detects one or
several SSD (NVME SSD) drives in your system. We highly recommend you not to apply traditional
HDD-based wiping algorithms for your solid state drives. First, the data wiping eats up write cycles,
which are limited for SSD. Second, none of traditional erasure software is able to control the specific
region the data is written to, as this is controlled by SSD controllers. Thus the data wiping doesn't
guarantee complete data destruction on SSD.
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Select a wipe algorithm:
SSD trim T [ ]

Approximate operation time: 9 minute: This is special SSD trim algarithm to wipe solid drive.
Using other wipe methods may reduce the life time of

Verify wipe results Verificat the S5D. You also can use more reliable "secure erase"
wipe method for this disk under our Linux recovery

Set wipe stamp @ environment. Please, use "Tools And
Settings"-"Recovery Media Builder” to create Linux RE
bootable media.
After changes
Crucial_CT256M550SSD1 238.47 GB Basic MBR
Disk 1 238.47 GB
Online Unallocated
v
Reporting and notifications Wipe now Place in queue Cancel

However, even SSD Trim doesn't securely delete data. Because the SSD hardware controller does the
job independently, you cannot say for sure when it actually trims all blocks. Furthermore, SSD drives use
some unallocated space as a buffer during the wear leveling to keep data records there.

Only the so called "Secure Erase" function can help you to irreversible and completely delete data from
SSD. Many SSD manufacturers include it into their hardware management tools. Our Linux-based
recovery environment also contains this capability. So if you need a guaranteed permanent deletion of
data from your SSD or NVME SSD drive, please use the secure erase.

Use common wipe method for this NVME disk?

These wipe methods may reduce the lifespan of NVME disk. We strongly
recommend to use specific "NVME secure erase” wipe methods under aur
Linux recavery environment for this disk. Use "Settings & Tools"-"Recovery
Media Builder” to create Linux RE bootable media.

«

) The list of supported wiping algorithms may vary for your product.

TN
(O
.

The "trim" command works for individual volumes, entire drives, and remnants of deleted files.

To create a new wiping algorithm, define up to four wiping patterns, number of passes for each wiping
pattern and for the group of patterns. The Mask spinner control allows you to set a hexadecimal
character value ("0" by default). The available range is from "0" to "FF". You can also choose whether to
carry out residual data verification or not specifying the percentage of sectors to check.

Select a wipe algorithm: Pass count

‘Custom wipe algorithm v‘ w v

Verify wipe results Verification sectors accuracy: ‘100% ‘

Set wipe stamp @

48°%

11

Pass count for the group of patterns: \17ﬂ

e Mark the Set wipe stamp option to add information on the used wipe program, algorithm, device
serial number, and other properties to the MBR (Master Boot Record) of the wiped storage device to
get notified during the boot phase how and when the storage has been wiped. Please note this option
is available when wiping entire disks only.
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4. Click Reporting and notifications to set up e-mail notification about successful completion and/or failure
of the wipe operation and/or to let our program generate a wipe report.

Wipe all data on volume “Apple Volume® (53.59 GB, used 17.75 GB)
Reporting and notifications

Notification options A A

Send notifications by e-mail:
MyParagon account is not configured
@® Notify only on operation failure

O Notify both on operation success and failure

Wipe report options A
Service tag
Enter a device identifie
Company name
er a company name
Company address
Enter a company address

User name v

Cancel

Find more details in:

5. Use the corresponding buttons to check the original and resulting disk layouts.

Before changes After changes

VMware Virtual disk SCSI Disk Device 80 GB Basic IMBR
oy, Apple Volume |
Disk 2 18.03 GB 53.59 GB 8.
Online NTFS Not formatted FA..

Reporting and notifications Wipe now Place in quet e Cancel

6. Click Wipe now to start the operation immediately or Place in queue to add this task to
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Copying Data

Sooner or later each of us faces the problem of having not enough space on the internal disk to install a new game
or application, or to store a favorite music album or family pictures. Worse still, is a situation when a system HDD or
a trendy SSD starts to deteriorate, threatening to die any moment. When this is happening to us, the only thought
we've got is how to transfer Windows OS, applications and all data to a newer and larger storage device with
minimal time and effort.

Fortunately, there are technologies that help to straightforward the process of moving all contents of your disk,
including standard bootstrap code and other system service structures, to another storage device without having to
re-install the operating system and applications. Our program can help you to perform fast and safe migrations of
Windows OS, single partitions and entire disks to new storage devices and even downsizes to smaller capacity
drives.

Copy operating system
Below you can find a step-by-step guide how to transfer Windows OS to a fast but relatively small SSD drive.

1. Connect a new disk to the computer.

2. Launch Hard Disk Manager.

3. Click Disks & Volumes on the sidebar.

4. Left click the three-dot icon opposite "Operations”, then select Find and copy OS. Alternatively, you can
left click a Windows OS volume in the working area, then select Copy operating system on the sidebar.

5. Our program will search your system for supported operating systems. If several OSes have been found,
you will need to choose the one you'd like to migrate.

Select operating system to copy

Microsoft Windows 8.1 64-bit Edition
= Local Disk (C:)

Microsoft Windows Server 2003 64-bit Edition
= Local Disk

Next > Cancel

6. Depending on your choice, it will then automatically pick one or two on-disk partitions (Windows may have
System Reserved, a special hidden partition that contains boot critical files, while in the uEFI+GPT mode
there will be another hidden partition, called EFI System Partition).

If there are more than two storage devices besides the source, you can select a destination disk from the
drop-down list.

If the selected disk is not enough in capacity to hold your OS, you will be suggested to exclude files from
the main system partition.
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Choose a destination disk to copy the selected operating system to and specify copy parameters. Service
volumes (that are necessary for correct work of the OS) will be copied automatically.

(| Attention! All the existing data on the destination disk will be deleted and replaced with volumes
containing operating system data!

Destination disk

y

Basic MBR Hard Disk 2 (VMware Virtual disk SCS... "

34 GB, Basic, MBR

=

Copy parameters
[ Expand operating system partition

D Startup from this destination disk

The selected target cannot fit the source as is.
Please try to exclude some unnecessary files or folders to reduce the data size.

Notifications <Back Exclude files and folders Cancel

If the selected disk is the same size or larger than the source, but you're still willing to remove redundant
data from the migration process, just click Exclude files and folders.

Destination disk

Ty

Basic GPT Hard Disk 1 (VMware Virtual disk SCSI ...
150 GB, Basic, GPT

Copy parameters
Expand operating system partition
D Startup from this destination disk

I Exclude files and folders |

e By default, our program is configured to expand the resulted OS partition across all on-disk space.
Unmark the corresponding option if you don't need that.

e |If the destination disk becomes Bootable GPT as a result of the migration process, you'll see one more
option available for selection. Please note that you can specify a bootable device at any time through

Boot Corrector.

a All data stored on the specified destination disk will be lost during the migration, so please use
Windows Explorer or any file manager to check and save important data to another location.

7. Double click the system partition to see its contents, then unmark checkboxes opposite unnecessary files
and folders to try to fit in to the destination disk. We highly recommend you not to exclude system files,
but those that could take plenty of disk space, like video, music, photos, etc.

Click OK when ready to let our program calculate the amount of selected data and go back to the main
dialog window. Please note that the calculation may take some time, so please be patient.
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Copy Microsoft Windows 8.1 64-bit Edition. Exclude files and folders

Clear selection for files and folders you don't want to copy to target destination disk

Name Modified Size
4 3] &, Microsoft Windows 8.1 64-bit Edition 119.66 GB (79.54 GB free)

b $Recycle.Bin 7/6/2016 2:14 AM

b I .map 3/14/2018 3:35 AM

3 acroldr 10/20/2016 2:54 AM

3 Config.Msi 11/30/2018 1:46 AM

b )i deploy 10/2/2014 10:48 AM

>Ode 11/14/2018 2:28 AM

b L Java 6/16/2014 7:56 AM

» [0 i MY WORK 4/5/2017 8:55 AM

3 L PerfLogs 8/22/2013 8:22 AM

3 1. prereq 6/16/2014 8:01 AM

b 1. Program Files 11/15/2018 3:.02 AM

b 1. Program Files (x86) 11/13/2018 6:54 AM

3 ProgramData 11/27/2018 1:26 AM

b 1. QAUtils 6/16/2014 7:58 AM

b 1. RKTools 6/16/2014 7:54 AM

B 1. SysinternalsSuite 6/16/2014 7:56 AM

e

8. Use the corresponding buttons to check the original and resulting disk layouts.

Before changes
VMware Virtual disk SCS| Disk Device 34 GB Basic MBR
|- Local Disk
Disk 2 350 M. 33.66 GB (33.66 GB used)
Online NTFS NTFS

T

9. If necessary, click Notifications to set up e-mail notification about successful completion and/or failure of
the operation. Find more details in Notifications Settings.

10. Click Copy now to start the operation immediately or Place in queue to add this task to the list of pending
changes for later execution.

11. When the migration is over, first check up Windows OS starts up from the destination disk. If yes, delete the
Windows OS partition from the source disk, then re-partition the disk according to your needs.

Copy disk

1. Launch Hard Disk Manager from Windows, or use Recovery Media (see Building Recovery Media).
2. Click Disks & Volumes on the sidebar.

3. You can left click a Disk in the working area, then select Copy disk on the sidebar.
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4. On the Disk map, click on disk you wish to copy and choose “Copy Disk” in the left

panel
Operations Basic MBR Hard Disk 0 (Samsung SSD 860 EVO 250GB)
W Copydisk |_Samsung SSD 860 EVO 250GB 335,80 GB Basic MBR. |
< B N
Wipe data Disk 0 54.. 213.62 GB (116.97 GB used) 4. 14
Online NT.. NTFS NT.. Un..
Properties ST1000NMO0033-9ZM173 931,51 GB Basic GPT
 oviest ANEn ik T ~ = N
Disk 1 800.00 GB (502.28 GB used) S 2t
Online NTFS Re.. Un..
Update MBR
View / edit sectors
Change primary slots
Hard Disk Manager™ 5 5
2 Catacion Saftieere Discard all Undo Redo Generate script Apply

If the selected disk is larger than the source disk, or it has the same size, you still can

exclude unnecessary data from the migration by clicking on “Exclude files and folders”.

5. By default, the product is set to resize selected volumes proportionally in accordance to the size of the
target drive (this is toggled by “Copy with proportional auto-resize” box in “Copy parameters” menu).
Use the Keep disk layout option if you want to copy the hard disk as is.

Select Copy with proportional resize to enlarge or shrink copied volumes proportionally to the
target disk capacity. Please note that the maximum volume size is limited by the used file system. For
example, a FAT32 volume cannot be larger than 32 GB.
The Copy disk raw structure option provides sector-to-sector copying of data, unallocated and
unused volume space (requires more time to complete).

If it's required to make computer boot from the target drive on next start, just check “Startup from
destination”, and the product will perform all necessary adjustments.

©) Hard Disk Manager™

' Copy "Basic Hard Disk 0" (232.89 GB, MBR)

Disk 0" (232.89 GB, MBR) volume's data!
Destination disk

Basic GPT Hard Disk 1 (ST 03...

= 931.51 GB, Basic, GPT

r[:l Start up from the destination d >K]

Exclude files and folders

Before changes

After changes

X
Select where you'd like to copy "Basic Hard Disk 0" (232.89 GB, MBR) and specify copy parameters.
Attention! All existing data on the destination disk will be deleted and replaced with the "Basic Hard
Copy parameters
Copy with proportional resize - @

ST1000NMO0033-9ZM173

~

Disk 1 913.86 GB (116.97 GB used)
Online NTFS

549 M.
NTFS

931.51 GB Basic MBR

NTFS

Notifications

Copy now

Cancel
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6. On the Disk Map, you can examine target disk layout before and after migration. If needed, use the
corresponding option to create report with operation results.
7. Press "Copy now" to start the operation, or press “Place in queue” to perform it later, together with
other queued operations. (see Simulation mode).

() Hard Disk Manager™ X

n Copy "Basic Hard Disk 0" (232.89 GB, MBR)

Select where you'd like to copy “Basic Hard Disk 0" (232.89 GB, MBR) and specify copy parameters.

Attention! All existing data on the destination disk will be deleted and replaced with the "Basic Hard
Disk 0" (232.89 GB, MBR) volume's data!

Destination disk Copy parameters

Basic GPT Hard Disk 1 (STI000NMO003... ‘Copy with proportional resize - o

L 931,51 GB, Basic, GPT

[[] start up from the destination disk

Exclude files and folders

Before changes After changes

ST1000NMO0033-9ZM173 931.51 GB Basic MBR
~ [
Disk 1 549 M.. 913.86 GB (116.97 GB used) T
Online NTFS NTFS PHES
Notifications - Copy now Place in queue Cancel
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Migrating VM

To be agile and competitive a contemporary IT environment needs a clear migration path across different
hypervisors. There are two major virtualization software vendors on the market right now, i.e. VMware and
Microsoft. Compared to hypervisors from VMware, Microsoft Hyper-V has the great advantage of being included
with Windows Server at no extra cost and providing tight integration with Microsoft Azure, which really makes
sense for a switch.

With Hard Disk Manager you can easily migrate your virtual machines from VMware vCenter, ESX or ESXi servers
directly to Microsoft Hyper-V environment.

a This is an offline migration scenario, so your VMs won't be available until it is over. The total
amount of downtime depends on the size of VMDKSs to be processed.

Recommended actions before you start the migration:

e Remove ISO-images, attached to the target virtual machines to avoid any disruptions.

e Check for the presence and remove unnecessary hardware inside the target virtual machines.

e Clean up the target virtual disks (empty the trash, delete unused apps, defrag the source volumes).

e Delete snapshots for the target virtual machines to convert "proper” VMDKs only, but not all differencing disks
created by snapshots.

1. Click VM Migrate on the sidebar, then click the plus icon.

2. The Task steps list will appear to the right of the bar. First, you need to set up general migration options.

Task steps: Set up migration strategy

Continue the migration when unable to copy any of the source VMs

1. Set up migration strategy

|:| Shut down the specified source VMs before the migration
2. Connect to a VMware host
After the migration is over:

|Power on the destination VMs |

Hard Dis et
by Pa re < Back Next >

e Continue the migration when unable to copy any of the source VMs. Unmark this option, if you'd
like our program to stop after failing to transfer any of the target virtual machines, otherwise the
migration task will continue processing all specified VMs.

e Shut down the specified source VMs before the migration. Our program can only transfer powered
off virtual machines. Use this option to let our program automatically power off a running VM(s)
involved in the migration process.

e Target VMs power status after the migration. By default, the target virtual machines will be powered
on automatically on the destination host after the migration is over. Change this behavior if necessary
by selecting the corresponding option from the drop-down menu.

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



87
3. Then provide an IP-address or DNS name as well as access credentials to the VMware server that hosts
virtual machines you'd like to transfer.

Task steps:

1. Set up migration strategy

2. Connect to a VMware host

Connect to a VMware host
Specify connection parameters to access a vCenter, ESX or ESXi server.

|P-address/Name

VMware_host v
User name
Admin

Password

[seeseseed |

|:| Ignore invalid SSL Certificate

Mark the "Ignore Invalid SSL Certificate" checkbox, if the server’s certificate is recognized as invalid,
otherwise you won't be able to proceed to the next step.

o Operation failed

There is a certificate problem: unable to get local issuer certificate. Your

connection is not private.

4. After establishing a test connection, provide an IP-address or DNS name as well as access credentials to the

destination Hyper-V server.

Task steps:
1. Set up migration strategy
2. Connect to a VMware host

3. Connect to destination Hyper-V host

Connect to Hyper-V host
Specify details to a destination Hyper-V host.
IP-address/Name
Hyper-v_host v
User name

Password

9

5. If the details you entered at the previous step are also correct, you will be prompted to find and select one
or several target VMs for the migration.

Task steps:
1. Set up migration strategy
2. Connect to a VMware host
3. Connect to destination Hyper-V host

4. Select VMs to migrate

5. Specify VM migration parameters

5.1 Ursul3 XP 32-bit

5.2 Sema

Select virtual machines you'd like to migrate

Select one or more virtual machines to migrate to a Hyper-V host.
|Look for virtual machines

Name
4 [H VMware ESXi 5.5.0 build-3116895
4 [ ha-datacenter

] % Windows 8.1
[J (51 Windows 8 64-bit
O (5 Windows 10 DE
[J % VMBackup Server
J (51 v2v-vm-8
O (51 v2v-vm-10
(3 Ursul3 XP 32-bit
[ (5 Ursul XP 32-bit
[J (5 Transit CAT
[J (5 Shavla
(51 Sema

[ VMware ESXi 5.5....

ESXi host

6. During the next step you need to specify the name and destination for each migrated VM, the preferred

format of virtual disks (VHD or VHDx) and their type (Fixed size or dynamically expanded), as well as choose
the required number of virtual processors and memory.
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Task steps: Ursul3 XP 32-bit: specify migration parameters
SOURCE: VMware ESXi 5.5.0 build-3116895 DESTINATION: 175.10.10.120

Virtual machine storage location

1. Set up migration strategy

<=Connect toaViware host VMBACKUPSERVER\E\Migrated from vSphere

3. Connect to destination Hyper-V host Name Name
4. Select VMs to migrate Ursul3XP32-bit e > |Ursul3 XP 32-bit |
5. Specify VM migration parameters Processors Memory Processors Memory
5.1 Ursul3 XP 32-bit 1 SI2MB:  sememesse > |Auto (1) be ‘ Auto (.. ~| [[] Dynamic allocation
Disks

5.2 Sema
Disks (2 disks, 58 GB total):

Format Type

Hard disk 1 (50 GB) = 5

IDE 0:0, [sb499.R0.52] Ursul3 - xp32... ~~™~~""""" > |VHD ~ | |Fixed size -
Format Type

Hard disk 2 (8 GB)

IDE 0:1, [sb499.R0.52] Ursul3 - xp32... ~ | |Fixed size z

Network

Network adapter 1
VMInternal ~ mmmmemmesssmeee >

Mapping a network share for storing Hyper-V machines:

Select VM destination

Select a destination for storing your virtual machines.
Stored network locations: @ 7

backupserver
ACKUPSERVER\E\

Path on network location: 8 / @
Name 3 Modified Size
4 s vmbackupserver
SRECYCLE.BIN 9/4/2014 2:08 AM
bl Exported URSUL3 1/17/2018 9:09 AM
u Migrated_from_vSphere 8/21/2019 2:07 AM
I Suctam \inluima Infarmatinn  0/4/2014 2:02 AR

7. Once done, you will see the resulting migration task, which you can rename according to your needs. By
clicking on any of the target VMs, you can review and change the specified migration options. Click Run
migration now to start the process.

Migration tasks LES)  Migration task 2
Iﬁ] Migration task
2 VM(s) | Offline | Manual run
2 VM(s) Migrate to 2 VM(s)
B Ursul3 XP 32-bit 8 yrsyl3 XP 32-bit
B sema [ sema

Hard Disk Manager™ —
by Paragon Software Run migration now

8. The following window will appear, containing all necessary information pertaining to the migration task in
progress.
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Migration tasks © Migration task

ﬁ Migration task
) 2 VM(s) | Offiine | Manual run 2 VM(s) Start time Wednesday, August 21, 2019 7:11:49 AM | Duration: a few seconds 2 VM(s)

@ Attaching virtual drives, please wait ... | Duration: 13 seconds

[ yrsuis xp 32-bit [ yrsui3 xp 32-bit

[ sema Queued.. = Sema

’ Task started: Wednesday, August 21, 2019 7:11:49 AM
Task details Dl e s

Processing virtual machine "Ursul3 XP 32-bit" (1 of 2) ..
Attaching virtual drives, please wait ..

Hard Disk Manager™

by Paragon Software

Cancel

While copying a disk or volume that hosts Windows OS, our program also does a boot fixup to
make your OS bootable on a different virtualization platform.

9. After a while, you will see a notification that the migration process is complete.

Successful migration:

Migration task

@ Migration complete!

Start time Wednesday, August 21, 2019 10:25:22 | Duration: 19 minutes, 14 seconds | ¥ V1

1 VM(s)

B9 Ursuls Xp 32-bit  Migrated successfully | Duration: about 19 minutes B Ursul3 XP 32-bit

10. After checking the target virtual machines for viability on the destination Hyper-V host, you can delete the
original VMs on the VMware server.
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Extra WIinPE Scenarios
Importing a Backup Image

—

4

/ \
| O )
\ /

This function is also available in Windows.

You can add an existing backup job and all restore points produced by that job to the "My Backups" list and this
way make them available in the program interface.

Supported backup data containers:

e Volume- and file-level virtual containers (pVHD, VHD(X), VMDK) created by the current version.

e Volume- and file-level virtual containers (pVHD, VHD(X), VMDK) created by any 15-16% version.

Backups imported in the WinPE recovery environment are only available for the current session, so
you won't be able to use them in Windows after system restart.

—

—
/ \
| O :I’I

Although legacy PBF-based backup images cannot be imported, you're allowed to specify an old
image as restore point in the Restore Wizard of the Linux recovery media.

1. Start up the computer from the WinPE recovery media.

2. Click Backup & Recovery on the sidebar.

3. Left click the three-dot icon on the sidebar opposite "My Backups", then select Import backup.

My Backups B My new backup

+ My new backup imporibackup Backup source
No schedule: N/A = N/A o
/ \

4. Browse for the required backup index file (PFl), then click Next.
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Select backup to import
Select a .pfi backup file for importing. You can also expand the backup file to preview its contents.

~
Name

> s System Reserved (C;)
v wa Data Volume (D)
> SRECYCLEBIN
. Backup Storage
M Job-2018123342378
¥ Job-2018123342378_2019-01-14_01-40-32
> inc_1.0_1
> inc2 12
> inc323
v [0 Job-2018123342378 2019-01-14_01-40-32pfi
> wa Local Disk (C;) on Basic MBR Hard Disk 0 (VMware Virtual disk SCSI Disk Device) - Virtual In
> «a System Reserved on Basic MBR Hard Disk 0 (VMware Virtual disk SCSI Disk Device) - Virtual
> Job-2018123513197
> Local Storage
> System Volume Information
> aa Local Disk (E)

Next » Cancel

Please note that Paragon’s backup index files are browsable. Just click on a PFI file to see backup items
stored in corresponding backup containers.

Name
> wa System Reserved (C)
v wa Data Volume (D:)
> SRECYCLEBIN
V. Backup Storage
> Job-2018123342378
v Job-2018123513197
™. Job-2018123513197_2019-01-14_01-40-09
> inc_1.0_1
W inc2.12
v [ inc.2pfi
v = Local Disk (C;) on Basic MBR Hard Disk 0 (VMware Virtt
v [l MY WORK
> Marketing
> Protect_Restore
> TechDocs
> inc323

[ 1 4 AmenAsAArencAT Anen Ax <4 At an An -

5. Upon success, you will see a new preconfigured backup job on the list with available restore points on the
backup timeline.

Backup job 2
Disk/Volumes Local folder

Backup timeline

Succeeded Incremental
Yesterday at 3:18 PM

O Restore
Backup strategy * ( Options
B Explore

Backup is not scheduled

@ Backup type: Chains of full and incremental backups (1 full + 3 increments). This backup type saves the maximum storage space. Backups are
kept for infinite time.

Adjusting OS for the New Hardware

Windows family operating systems are notorious for their excessive sensibility to hardware, especially when it turns
to replacement of such a crucial device as HDD controller or motherboard that will most likely lead to a boot
failure. In Windows 8.1 this problem has become less acute and almost disappeared in Windows 10. However, many
people are still using Windows 7 and earlier versions, where built-in driver repositories are relatively modest.
Additionally, these operating systems require adjustment of the Windows kernel settings according to the new
configuration.
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Our program can help you make Windows OS bootable on dissimilar hardware by allowing automatic injection of
the required drivers and other actions crucial for this type of migration.

When you may need it

e After moving your OS to a different hardware platform
e After replacing failed hardware devices

e After upgrading hardware

Known issues

e After transferring Windows to a different hardware platform, you will need to re-activate your license. It's
normal behavior as Windows keeps tracking any change of hardware. Re-activation is legally justified in this
case, as you transfer OS to another PC.

e |If you've installed several operating systems on one partition, we can only add drivers to the latest OS version.
Microsoft highly recommends you to install an operating system on a separate partition.

e Drivers are not cached during the selection. So if you select a driver to inject, but it's become unavailable during
the operation, the program will end with an error.

Operation prerequisites

e You should have drivers for the new hardware ready to use, not zipped or in .exe files (crucial for Windows 7
and earlier versions).

e Your OS should be unrolled on the new computer, not in a backup image.

e The WinPE environment offers excellent hardware support. However, in case it doesn’t have a driver for your
disk controller, your disks will be unavailable, until you inject the required driver. Find more details in Adding
Specific Drivers.

1. Start up the computer from the WinPE recovery media.

2. Click Disks & Volumes on the sidebar.

3. Click the Restore from file tab in the upper part of the working area, then select Find and adjust OS on
the sidebar.

4. Our program will search your system for supported operating systems. If several OSes have been found,
you will need to choose the one you'd like to adjust to the new hardware. If you're willing to adjust them
all, just re-launch this wizard for each.

Find and adjust OS (step 1 of 4)

Select an operating system to adjust for the new hardware

Microsoft Windows 8.1 64-bit Edition
b Local Disk (G)

Microsoft Windows Server 2003 64-bit Edition
b Local Disk (F:)

5. All necessary adjustments are accomplished automatically. You may only need to provide a path to an
additional driver repository in case the wizard has failed to find drivers in the built-in repository. Generally,
together with new hardware you get its drivers for different operating systems on removable media. By
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collecting all these drivers in one folder, you can let the wizard automatically pick and install those required
for your OS.

After the search, the wizard lists devices without drivers in the built-in repository, highlighting those that
are critical for the boot process.

Find and adjust OS (step 2 of 4)

Attention! The wizard cannot find all drivers required to start Mi i Server 2003 64-bit
Edition on the new hardware. This means the system may fail to boot. Click "Find drivers automatically” to
specify a new folder to search for drivers. If the automatic search fails, please try the manual mode.

Find missing drivers automatically | | Add mare drivers manually Show |Missing drivers (2) ~
Device ’ Boot critical | Manual actions

© Ethernet Controller

Netwark adapter No
© LSI Adapter, SAS 3000 series, 8-port with 1068
5CSI and RAID controllers Yes
D:Ignore missing drivers (not recommended) < Back Adjust 05 Cancel

If you'd like to see all drivers to inject, change to "All drivers" in the drop-down menu.

| Find missing drivers automatically | | Add more drivers manually | Show |All drivers (3) ¥

Device Boot critical | Driver Missing drivers (2)
© Ethernet Controller
Network adapter No
© LSI Adapter, SAS 3000 series, 8-port ...
SCS| and RAID controllers Yes
® IDE Channel Version 5.2.3790.1830, released on 1/10...
Yes By Microsoft

HOD controllers fAwindows\infimshdc.inf

Though providing drivers for boot critical devices is highly recommended, you can proceed as is by marking
the corresponding option at the bottom of the dialog window.

Select Find missing drivers automatically to navigate to an additional driver repository. If you'd like to
add drivers for undetected devices, use the Add more drivers manually option.

Select a folder
Please select a folder from the list below:
Name i Modified Size
4 |, DriverStore 8/22/2013 5:58 AM
b & en-US 8/22/2013 5:58 AM

+ [ FileRepository 8/22/2013 5:46 AM
. 1394.inf_amdé... 8/22/2013 5:46 AM |
. 3ware.inf_amd... 8/22/2013 5:46 AM
. acpi.inf_amd6... 8/22/2013 5:46 AM
. acpipagr.inf_a... 8/22/2013 5:46 AM
. acpitime.inf_a... 8/22/2013 5:46 AM
. adp80xx.inf_a... 8/22/2013 5:46 AM
. agp.inf_amd6... 8/22/2013 5:46 AM
. amdsata.inf_a... 8/22/2013 5:46 AM
. amdsbs.inf_a... 8/22/2013 5:46 AM
. arcsas.inf_amd... 8/22/2013 5:46 AM
. basicdisplay.in... 8/22/2013 5:46 AM
. basicrender.in... 8/22/2013 5:46 AM
. battery.inf_am... 8/22/2013 5:46 AM

3

p
b
b
b
b
b
b
b
b
b
b
p

Make New Folder Select Folder Close

6. After the operation your system will become bootable on the new hardware. Just after the startup,
Windows may initiate reconfiguration of all Plug'n'Play devices. It's a standard procedure, so please don't
worry.
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Adding Specific Drivers
The WiInPE recovery media offers excellent hardware support. However, in case of not having a driver for your disk
controller, for example, your hard disks will be unavailable to work with. Please use this scenario to inject drivers for
unknown storage controllers, network cards, or other devices.

a To avoid this action every time you start up the recovery media, we recommend you to inject
additional drivers during its creation. For more details, please consult Building Recovery Media.

1. Start up the computer from the WinPE recovery media.

2. Click Settings & Tools on the sidebar.
3. Left click the three-dot icon opposite "Setting & Tools", then select Load Drivers.

4. Click Add drivers to load, then browse for an .INF file of the required driver package on a floppy disk, local
disk, CD/DVD or a network share. To learn how to map a network share, please consult Configuring
Network.

Load drivers

Add driver INF files you'd like to load in the list below and click "Load drivers"

Add drivers to load

= : | o
net_driver64_test.inf, release: Lookin: | [J4 Driver Package vl @2 > @
By VMware, Inc. S - :
Gi\e\Driver Package\net_drive & Name Date modified Type
=p U device 6/20/2018 1:05AM  File folder
Recentplaces .- et driver32_test 1/7/2015455AM  Setup Infc
oz 4 net_driver6_test 1/7/2015455AM  Setup Infc
Libraries
Ay
This PC
< >
File name: I v [open Iv]
Flesoftyoe:  |INFfies vl | Cancel |

e

The chosen package gets on the list. Repeat this action to inject more drivers. Click Load drivers to
accomplish the operation.

@ The WinPE environment can either be 32- or 64-bit, so are to be drivers for injection.

Configuring Network

If your local network has a DHCP server, a network connection will be automatically configured once the WinPE
recovery media has loaded. Otherwise, you will need to do it manually by providing an IP address, a network mask,
default gateway, etc. in Network Configurator. Additionally, this wizard will help you map a network share, ping a
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network resource, or measure transit delays of packets across an Internet Protocol (IP) network to track down
problematic nodes.

To avoid this action every time you start up the recovery media, we recommend you to pre-
a configure network settings and map network resources during its creation. For more details,
please consult Building Recovery Media.

1. Start up the computer from the WinPE recovery media.

2. Click Settings & Tools on the sidebar, then select Network Configurator.

3. Use the Network properties tab to change the computer identification on the network.

Network properties Network drives Troubleshooting

Device name MININT-G10TBKH
Woarkgroup WORKGROUP

Change
Network adapters

Intel(R) 82574L Gigabit Network Connection
Operational, 192.168.1.34/24 f

©) [52m|
Change adapter properties
Intel(R) 82574L Gigabit Metwork Connection

IP settings

@® ) Manual Ip address

IP Address

[192.168.1 34 |

Subnet Mask

2552552550 |

Gateway

1821681 1 |

DNS configuration
Preferred DNS

1921681 .4

e

e Device name and Workgroup. Click Change if you'd like to join a specific workgroup or edit an
automatically generated computer name.

e Adapter properties. By default, the recovery environment is configured to get an IP address from a
local DHCP server. If there's no DHCP server on the network, please set up IP settings manually,
providing a static IP address, network mask, default gateway, etc.

4. Use the Network drives tab to manage network shares.
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Network drives

Network drives

Map Network Drive

==

Map network drive

Select the drive letter for the connection and the local network share you want to connect to.
Drive: b <

Network share: Browse...

fo.: ect at sign-|

[Jiconnect using diferent credential;
Connect as:

Password: @

Click Map Network Drive to map a network share.
e Define a letter from the pull-down list of available drive letters;

e C(lick Browse to navigate to the required network share or manually enter a path to it, using back
slashes, like in \\server\share;

e Mark the Reconnect at sign-in checkbox if you'd like to make this connection permanent. Otherwise it
will only be available for the current session;

e Mark the Connect using different credentials checkbox to specify access credentials if the selected
network share is not open for everyone. By default, the Guest account is used to map network shares.

Network Configurator includes a traceroute/ping utility that enables to get detailed information on particular routes
and measure transit delays of packets across an Internet Protocol (IP) network. So with its help you can easily track
down problematic nodes.

2. Click Settings & Tools on the sidebar, then select Network Configurator > Troubleshooting.

3. By default, you will be prompted to verify the connection to google.com.

Troubleshooting

Ping/Trace route

Ping v | googlecom v

|:| Ping the specified host until stopped
D Resolve addresses to hostnames

D Number of echo requests to send: 1

Reply
Reply from
Reply from

4

in mil
ims, Aver

Clear output Show console
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e Remote host. Type in the required IP address or its DNS name in the corresponding field.

e Ping the specified host until stopped. Mark the option to ping the chosen host for indefinite time.
¢ Resolve addresses to hostnames. Mark the option to display hostnames instead of IP addresses.

e Number of echo requests to send. By default, the utility sends 1 echo request, which you can modify
however.

Click Run when you're ready with all parameters.

4. Select Trace route in the drop-down menu to see the path Internet packets traverse to reach a specified
destination.

Ping/Trace route

Trace route ¥ google.com o Run
|:| Do not resolve addresses to hostnames

I:‘ Maximum number of hops to search for target: 1

D Wait timeout milliseconds for each reply: 1

.5.90.62]
le.com [81.5.81.79]

Trace complete.

Clear output Show console

¢ Do not resolve addresses to hostnames. Mark the option to display IP addresses instead of
hostnames.

¢ Maximum number of hops to search for target. By default, the utility goes through maximum 30
hops when searching for the target host, which you can modify however.

e Wait timeout milliseconds for each reply. By default, the utility waits 4 seconds for each echo reply
message. If not received within the timeout, an asterisk (*) is displayed.

Click Run when you're ready with all parameters.

The primarily function of the command prompt is running with different parameters.
Additionally, it can help you with opening Notepad or Diskpart, running batch files, or solving a variety of issues
such as failure to connect to the internet or website loading problems.

2. Click Settings & Tools on the sidebar, then select Command line.

3. The embedded command prompt utility is similar to Windows CMD. It supports the auto-complete and
commands history features:

e Arrow up/Arrow down to navigate the history,
e Tab to complete or select a path,
e Escto clear a text field,

° Return to run a command.
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Type in hdmengine_scriptsapp.exe <path to a generated script file> --multiple to run the required

program script.

Microsoft Windows [Uersion 6.3.96801

Settings & Tools

Softuare\program>hdmengine_scriptsapp.exe partition_script.

n

Application settings oft Hindows on all di
s info

M1l operations have heen finiched
Report settings

W:\Prograns\Paragon Software\program>
Wipe report settings

Logs Collector Tool

-thmman_d line

Network Configurator

About

Please note that the ‘multiple’ parameter is obligatory to use in WindowsPE. To learn more about scripts,

please consult the Paragon Scripting Language manual.
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Operation Results and Reports

1. Click Reports on the sidebar to see when and with what result (success or failure) each operation
completed. If the list contains too many items, use the built-in filter to narrow it down.

Operation results and reports

Show |All years v | |All months ~ Type in to find a specific operation

Operation Operation date Result

wipe all data on volume " 8/27/2018 447 AM ° Completed successfully

wipe all data on volume "New Volume" 8/25/2018 3:02 AM ° Completed successfully

2. Click Preview report to get a detailed report on the selected at the moment operation. Use the
corresponding buttons and fields to modify report properties according to your needs. You can print out
the report, sent it by e-mail or save locally.

View report: wipe all data on valume "New Volume”

Here you can preview the wipe report and change its properties.

3 Service tag
F B ﬁ—RT E::‘A RE erntar a device identifier |
Data Sanitization Report COmiEy A

|Enter a company name ‘
Company address

|Enter a company address |

Customer Information

User name

Person: Administrator [Administrator |
Company: —
[] system information @

Sector dump @
Supervisor approval @

Company address:

Report Information
Report format
Status: Successful I

|PDF &
Report date: 25.08.2018 S
Torinam Paragon Disk Wiper™ 17 16.24.0-release-
’ 16.24.0.3436-9284d6d "
Print Send Save Close

Find more details in:

- E-mail Settings

- Reporting Settings

Copyright© 1994-2020 Paragon Software Group. All rights reserved.



100

Troubleshooting
In case of having difficulties with handling the product first visit our Knowledge Base to find an existing remedy:
https://kb.paragon-software.com/.

If your issue is not described there, please address our support engineers for assistance. To help you solve your
problem with minimal time, our engineers need operation logs and your brief description.

1. Reproduce your issue (make it happen again).

2. Click Settings & Tools on the sidebar, then select Logs Collector Tool. Provide an e-mail address used for
registering the product, then describe the encountered problem. Please don't worry - we respect your
privacy, so none of your confidential data will be exposed.

Settings & Tools Logs Collector Tool

Anpllcation sty Please specify issue details

E-mail settings Please enter an e-mail address used during the product registration. With its help Paragon
Support Department will be able to associate your log files with your request through an on-
Notifications settings line request system.

|johndoe@gmail.com

Reporting settings Please describe the encountered issue:

I . Hello Paragon,
Wipe report settings

I've got problems wiping my NVME SSD. Please help
Recovery Media Builder

Logs Collector Tool

About

Disk Wiper™

3. Browse for the required location of the log files package and edit the default file name, if necessary. Click
Save when ready.

®© ~ 1 m > ThisPC » Desktop » v & | | Search Desktop o
Organize v New folder =
% This PC A Name = Date modified Type
1) d2ea399f-Oce7-

File folder
File folder

Compressed

1. btefs_vhd
1\ Uninstall_Tool_v3.4.0_Build_5352_Final
1) btrfs_vhd

e Desktop
¥ Documents
18 Downloads

3 14 Logs Compressed|
¥ Music 3 . :
g 1 Uninstall_Tool_v3.4.0_Build_5352_Final Compressed
&/ Pictures
B Videos

& Floppy Disk Dri
iy Local Disk (C1)
&3 DVD Drive (D)

o Data Volume (£, ¢ s

File name: | johndoe[gmail.com]_2018-08-27_05-51 v

Save as type: | ZIP archives

. Hide Folders | Cancel

4. Once the operation is over, click Explore logs location to check the prepared package doesn’t contain
anything confidential, but layouts of your disks, performed operations, etc.
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Settings & Tools Logs Collector Tool

el [d 0= Compressed Folder Tools Desktop - oIEH|
“ Home  Share  View Bdract v 0
1 m > ThisPC » Local Disk(C:) » Users » Administrator.ALTAY » Desktop » v| & | | SearchDesktop »
~ = "y
P ovoiies Name Date modified Type Size
1\ btrfs_vhd File folder
B Desktop 1\ Uninstall_Tool_v3.4.0_Build_5352_Final File folder
A Administrator || Backup_20171130_0554.pfi PFI File
1% This PC 1) btrfs_vhd Compressed (zipp...
4 Libraries 5) dw17_deployable_x64 Application
€ Network |11 johndoe[gmail.com]_2018-08-27_05-51 8/27/ : Compressed (zipp... __ 32,839KB|
18 KATUN 2] LicenseSet 4/4/20 XML Document 2KB
1% SUPRA 1 Logs ? Compressed (zipp... 2,497KB
8 Control Panel @ Paragon-790-FRU_Winlnstalbx64_16.23.0.... Application 158,479 KB
@ Recycle Bin @ Paragon-790-PEU_WinlnstallSNx4_16.23.... Application 158,120 KB
1. btrfs_vhd ] script_07-03-2018_13-53.psl psl_auto file 2kB
1. Uninstall_Tool_v3.4.0_Bui 5 trspe Application 19,047 KB
14 btrfs_vhd [& Uninstall Tool Shortcut 1KB
|11 johndoe[gmail.com]_201 1) Uninstall_Tool_v3.4.0_Build_5352_Final Compressed (zipp... 3370KB
14 Logs 1 ve_redistx86 Application 13,446 KB
|4 Uninstall_Tool_v3.4.0_Bui ,
15items  1item selected 32.0MB
iiglé’r’e logs iocation
Disk Wiper™
by Paragon Close

5. Use the link on the first page of the wizard to sign in to MyParagon Account.
6. Go through the first-level ticket request form, then click Submit request.

7. Go through the second-level ticket request form, attach the prepared logs package, then click Post
request. That's all. Our support engineers will get in touch with you in a little while.
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