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1 Introduction

Hard Disk Manager is a fast, convenient and reliable solution of disk copying, upgrading and configuring needs. It
provides a wide-range functionality in the field of backup on-disk information and managing disk layout structures.

Presently hard disks are the primary part of modern informational systems based on IBM PC family computers. Hard
disks hold not only user's data but also applications and system files required for running operating system. Parameters
and configuration of disk-based storage systems noticeably affect on overall system performance and reliability.

1.1 How to Use this Guide

Use this Getting Started Guide to obtain the information you need to get Hard Disk Manager installed, configured and
working correctly.

1.2  Contacting Paragon Technology GMBH

If you have questions about Hard Disk Manager please contact Paragon Technology GMBH.

To do this Contact

Visit Paragon GMBH web site wWww.paragon-gmbh.com

E-Service System

i . www.penreader.com/paragon/site
registration & updates P parag

Knowledge Base & Technical Support | kb.paragon.ag

Get pre-sale information sales@paragon.ag
Pre-sale technical information info@paragon.ag
Contact Technical Support support@paragon.ag

1.3  Hard Disk Manager 6.0 key features

(New)
Friendly user interface for Windows, DOS and Linux platforms

Now Hard Disk Manager works in DOS, Windows and Linux environments. All versions have almost
identical functionality and similar interface layout.

(New)
Virtual pre-execution of operations: what you see is what you WILL get

Hard Disk Manager allows previewing the resulting layout of hard disks before actually executing
operations(so-called virtual operations). The special predicting module forecasts the post-operation state of the
hard disks. You are able to execute multiple virtual operations and then evaluate the future state of hard disks.
If needed, you can undo one or more virtual operations.

Making backup images of integral filesystem state

Hard Disk Manager makes the "momentary photography" of the partition. The backup image includes contents
of all user-made files, the exact structure of directories, information about location of files on the disk, all file
attributes and related information (e.g. security information).

(New)
Selectable restoration of partitions from backup archives

Another new feature included in the Hard Disk Manager is the ability to restore only selected partitions from
multi-partition archives (such as images of entire hard disks or images of the Extended Partition).
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(New)
Built-in tool for exploring contents of backup archives
(Image Explorer)

Hard Disk Manager includes the Image Explorer tool that allows exploring contents of backup images and
extracting selected files or directories without performing the restoration of a partition.

(New)
Built-in CD burning tool

The Windows and Linux based versions of the Hard Disk Manager provide the ability to burn backup images
on recordable CD and DVD media directly from the program's interface, without using additional CD burning
software.

(New)
Built-in filesystem drivers for NTFS, Ext2 and Ext3 file systems

All versions of Hard Disk Manager can read and write backup images on NTFS, Ext2 and Ext3 file systems
without using the file service of the operating system. This unique feature allows placing backup images or
separate volumes of multivolumic archives on any partition.

Fast processing algorithms for popular filesystems

Hard Disk Manager uses fast algorithms for copying, moving and backup partitions for FAT16, FAT32,
NTFS, Ext2, Ext3, ReiserFS and HPFS filesystems (named known filesystems). Hard Disk Manager uses the
knowledge of internal structure of these filesystems and manages only usable sectors of the partitions.

Supporting batch operations in unattended mode: macro language

With Hard Disk Manager, the macro language provides the ability to construct very flexible and smart scripts
for automated working. The embedded macro language includes all the functionality available from the
program interface.

Basic functions for initializing, partitioning and formatting hard disks

Traditionally, Hard Disk Manager provides basic disk partitioning functions such as creating, deleting and
formatting partitions. Instead of the standard disk tools in Windows and Linux, Hard Disk Manager supports
all filesystems and allows automating the process.

Non-destructive changing parameters of partitions

Hard Disk Manager includes functions of changing the size of the partition or changing the cluster size without
re-formatting the partition. These features are very comfortable in case of migrating the system on more
capacious hard disks.

Non-destructive conversion of FAT and NTFS filesystems

Hard Disk Manager provides the unique ability to convert FAT16, FAT32 and NTFS filesystems to each other
without re-formatting the partition. This feature can be useful for adjusting the system for better performance
and/or more abilities.

(New)
Built-in tool for checking filesystem integrity

With this feature, you are able to check the filesystem integrity on FAT16, FAT32, NTFS, Ext2, Ext3,
ReiserFS and HPFS partitions from the program interface to validate if the partition is capable for
modifications: the thing is that almost all advanced operations such as resizing, conversion or changing cluster
size, can be executed only on valid partitions.

(New)
Undelete function for FAT16, FAT32, NTFS, Ext2 and Ext3 partitions

Hard Disk Manager allows to restore back "recently deleted" partitions that are not overlapped by other
existing partitions. This feature may be very useful in case of occasional deletion of a partition.
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(New)
Incremental Backup function

Hard Disk Manager allows adding only changes in partition's contents to a backup image. Alternatively, the
program provides the ability of selecting the backup session, which should be actually restored.

2 Installing Hard Disk Manager

The setup package can be either the CD installation package or the downloadable one. The installation CD contains
setup files and the Paragon Recovery CD. Paragon Recovery CD is the Linux-based bootable CD with Hard Disk
Manager for Linux platform installed and configured. It can be used:

e  as the fully functional disk management tool based on the bootable CD.
e as the autonomous recovery tool in case of severe malfunction of on-disk software.

2.1  Minimum System Requirements

To install and use the Hard Disk Manager on your computer, make sure your system meets the following minimum
system requirements:

e IBM AT compatible computer with i486 or higher CPU

e A 32-bit version of Microsoft Windows: Windows 95, 98, ME, NT, 2000 or XP.
Windows is required to install Hard Disk Manager and Diskette Build Wizard.
16 Mb of RAM (see Comments)

12 Mb of free disk space

VGA-compatible monitor

Mouse (recommended)

CD-ROM drive.

CD-ROM drive is required to install Hard Disk Manager from CD.

Additional requirements to the system for using the Paragon Recovery bootable CD:

e  ATAPI compatible CD-ROM drive.
e On-board BIOS should support the ability "Boot from CD".

2.1.1 Comments

2.1.11 Memory requirements

Most advanced functions (changing partition size, converting filesystem type etc) require large amounts of memory.
The actual numbers fundamentally depend on data being modified and cannot be declared a priori. This guide includes
estimation formulas for most memory spending operations.

2.1.1.2 CD/DVD recordable drives

Hard Disk Manager includes the built-in CD/DVD burning module that is available in the Windows-based and Linux-
based versions. To use this module, your system should meet additional requirements:

e CD-R(W) or DVD-R, DVD+R(W) recordable drive that is available through WinASPI interface. In particular,
Windows Device Manager must display this CD/DVD drive in the list of available hardware.
e 70Mb of RAM is required; the additional memory is used for the burning cache.

2.2 Package Contents

Hard Disk Manager installation package contains following contents:

Hard Disk Manager 6.0 for Windows 95, 98 and ME
Hard Disk Manager 6.0 for Windows NT, 2000 and XP
Hard Disk Manager 6.0 for DOS platform

Hard Disk Manager 6.0 for Linux platform

Diskette Build Wizard utility

Paragon Partition Explorer
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e Paragon Image Explorer

2.3 Installing Paragon Hard Disk Manager

2.31 Downloadable installation package

The downloadable installation package contains the single executable file, which is the self-extracting Windows-based
application. You can get this file in following cases:

®  You have purchased Hard Disk Manager over the Internet and have downloaded the setup file.
e  You have downloaded an update/upgrade package of Hard Disk Manager from the Paragon E-Service System.

The following steps walk you through the installation process:

Step 1. Unzip setup files

WinZip Self-Extractor - hdmBt_ 010103 .exe x|

To unzip &l files in bdmEal_07001 03,20 1o the :
spaciiad fokder prezs the Linzp bution

Linzp to folders MI
|i Broweza... Close l
|¥  Ovenaita files without prompling ey I

Help I

Run the downloaded executable file and unzip the contents of the self-extracting archive to some folder. By default the
utility places setup files to the folder "\Paragon Hard Disk Manager 6.0" on the current logical drive.
Step 2. Run Setup application

Go to the directory where setup files were placed and run the SETUP.EXE file. This application will walk you through
the procedure of the complete program installation. The setup utility is made with using InstallShield SDK. It contains
the standard user interface and the standard set of installation screens.

Step 3. Starting Setup

InstallShield Wizard x|

Welcome to the InstallShield Wizard for Paragon
Drive Backup

The InstallShield® wWizard will install Paragon Drive
Backup on pour computer. To continue, click Mesxt.

< Back

Cancel |

The Welcome Screen informs you which application is being installed. Just press Next button to move further.
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Step 4. Confirm Licence Agreement

InstallShield Wizard |
License Agreement ‘
Fleaze read the follawing icense agreement carsfully. I?\h

Fress the PAGE DOWHM key to see the rest of the agreement.

Paragon Software Licenze Agreement ﬂ

Thiz document iz a legal agreement bebween vow, the "end uzer" and Paragon Software.
IJze of the encloged software indicates your acceptance of these terms, Az uged in thiz
Licenze Agreement, the term "SOFTWARE" means the "Paragon Drive Backup
Enterprize" zoftware provided with thiz License Agreement, The term "SOFTWARE"
doez not include ary zofbware that iz covered by a separate licenze offered or granted by
a perzon other than Paragon,

IF*¥0U DO MOT AGREE TO THESE TERMS AMD COMDITIOMS, EITHER DESTROY ;I

Do you accept all the termiz of the preceding Licenze Agreement? | you choose Mo, the
zetup will cloze. Tainstall Paragon Drive Backup B.0, you must accept this agreement.

InstallShield

< Back e Ho

The License Agreement Screen displays the Paragon License Agreement. Read the Agreement and then press Yes
button to accept the Agreement and continue the installation process.

Step 5. Choose an Installation Folder

InstallShield Wizard x|
Choose Destination Location ‘ |
Select folder where 5 etup will install files. ‘i‘h

Setup will inztall Paragon Drive Backup in the following folder,

To install to this folder, click Mest. Tainstall to a different folder, click Browse and select
another folder.

" Destination Folder

C:A. AParagon Software\Paragon Drive Backup Browse. |

InztallShield

< Back

Cancel |

The Destination Location Screen allows choosing the folder where Hard Disk Manager will be installed. Press
Browse button to customize the name of the installation folder. Press Next button to apply selected name. The default
value for the installation folder is:

C:\Program Files\Paragon Software\Paragon Hard Disk Manager 6.0
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Step 6. Choose a Program Group

Installshield Wizard
Select Program Folder

Fleage select a program folder.

Setup will add program icons to the Program Folder listed belov, “vou may tpe a new folder
name, or select one from the exsting folders list. Click Mest to continue.

PFrogram Folders:

Adobe Acrobat 4.0
Ahead Nero

Borland Delphi &
CyberLink PowerDWD
Dforze Divi Player
FAR manager

Games LI

InztallShield

< Back I Medt » I Cancel |

The Program Folder Screen allows selecting the application's program group in the Start Menu. By default, it will be
the program group:

Start = Programs =»Paragon Hard Disk Manager 6.0

Step 7. Verify Setup Settings

Installshield Wizard
Start Copying Files
Review zettings before copying files,

Setup has enough information to start copying the program files. [F pou want ta review or

change any zettings, click Back. |F pou are satisfied with the settings, click Mest ta beqin
capying files.

Cumrent Settings:

Destination Location: ;I

C:%Program FileshParagon SoftwarehDBEE
Pragrarn Group:

Paragon Drive Backup 6.0
Install for:

All users

K _>I_I
IhztallShield
Cancel |

The Start Copying Screen allows verifying settings you've made before and probably make corrections. Press Back
button to walk back and modify the installation settings. Press Next button to complete the installation process.

< Back
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Step 8. Copying Files

Installshield Wizard

Setup Status

Paragon Diive Backup Setup iz performing the requested operations.

|retalling:

I 6%

InztallShield

The Setup Status Screen shows the overall progress of the installation. You are allowed to abort the process by
pressing the Cancel button.

Step 9. Finishing the Installation

Installshield Wizard

InztallShield Wizard Complete

Setup haz finizhed installing Paragon Drive B ackup on vour
computer.

¢ Bach I Finizh I FCanzel

The Final Screen reports the setup process end. From this moment, Hard Disk Manager is ready to use.
23.2 Comments

2.3.2.1 Acceptable Installation locations
There are some fine points concerning installation folder:

1. Do not install Hard Disk Manager on network drives.
2. Do not use Terminal Server sessions to install and use Hard Disk Manager.

In both cases, there will be the limitation of the program functionality. In addition, it may lead to the incorrect working
in particular situations.
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2.3.2.2 Installing the program on the NTFS partition

Attention to owners of Windows NT/2000 Server and Advanced Server versions: if you are installing Hard Disk
Manager on NTFS formatted partition, make sure that the generating of short filenames is enabled. Otherwise, the
program may fail to run the BlueScreen Component that is responsible for processing system and locked partitions in
Windows NT, 2000 and XP.

In such a situation it is recommended to reinstall Hard Disk Manager in the directory having the name that meets the
"8.3" filename format.

By default, the short filenames generation is enabled, yet sometimes administrators disable it for improving NTFS
performance.

The feature of generating short filenames for newly created files is controlled by the Windows Registry key:

NTFSDisable8dot3NameCreation

This key is duplicated within multiple registry keys, which describe hardware and software system configuration:

HKEY_LOCAL_MASHINE\SYSTEM\Controlset001\Control\FileSystem

To enable short filenames generation:

1. run REGEDIT or REGEDT32 utility

2. find the NTFSDisable8dot3NameCreation key
3. setit to zero (0)

4. and then reboot Windows.

2.3.23 User privileges

There are some fine points concerning user account and privileges:

e  The user should have enough privileges to modify the Windows system partition and modify the Windows
Registry, exactly, registry branches:

HKEY_LOCAL_MACHINE\SYSTEM
HKEY_LOCAL_MACHINE\SOFTWARE

e Roaming user accounts are not allowed. The user must have the local account.

2.3.24 No concluding system reboot is required

Components included in the Hard Disk Manager installation package are ready for use immediately after completing the
installation process.

2.4 Registering and Updating Hard Disk Manager
Paragon Software GmbH provides a wide array of online service through the Paragon Electronic Service System.

241 Paragon E-Service System
The Paragon Electronic Service System (hereafter ESS) provides following services:

e Registering new users

e Registering purchased products for registered users

e Providing registered users with the around-the-clock available downloading center. Registered users are able to
download free updates and upgrades of purchased products, any language versions available, and the
documentation.

e Providing all users with free demo versions and open documentation.

e Providing the online Knowledge Base of the Technical Support Team.

To enter the ESS, visit the web site mentioned in the chapter Contacting Paragon Technology GMBH.

It is recommended to use Internet Explorer 5+ or any compatible browser.
Generally, it is supposed the following scheme:

1. The user should register in the ESS. At this moment, the user need not be an owner of any Paragon product.



=20 -

2. After purchasing some Paragon product (say, Paragon Hard Disk Manager 6.0), the user should login the ESS and
register the product. From this moment, he is able to download commercial updates and upgrades of the product.

24.2 Registering in the E-Service System

1. Run the Internet browser and visit the E-Service System page.

2. Click on the "Registration" menu item. Then follow on-screen instructions:
= On the 1* screen, choose the country.
=  On the 2™ screen, fill in the form.

The most important field is the registered e-mail address. First, ESS will send you the password to the registered e-mail
address. Second, the registered e-mail address is used as the login to the ESS.

243 Registering new products in the E-Service System

1. Run the Internet browser and visit the E-Service System page

2. Click on the "Login" menu item.

3. On the Login screen, enter the registered e-mail to the User Name field. Also, enter the received password to the
Password field.

After submitting the form, you will enter the E-Service System.

4. Click on the Product Reg. menu item. The list of the registered products should appear followed by the new
product registration form.

5. Select the general name of the product in the list Base Product.
For example, to register Paragon Hard Disk Manager 6.0, select the item "Paragon Hard Disk Manager".

6. The screen should update.

7. Select the particular version of the product in the list Product.

For example, for Paragon Hard Disk Manager 6.0, select the item "Paragon Hard Disk Manager 6.0".

Enter the serial number of your product to the Serial Number field.

Press the button Submit.

10. ESS will verify your registration. On success, it will save your information in the database and enable using the
downloading center for you.

O

244 Downloading updates

1. Enter E-Service System page.
2. Click on the item Download Update to get access to commercial downloads of your products.
3. Select the desired update and click the button Download

On the Download page, you can see the list of registered products on the top of the page. Below the list of products,
you can see the list of available commercial updates (only for products you have registered). These updates are free of
charge for the registered users. Each item is provided with brief information about new features, the size of the
downloadable file and the date.

245 Updating and Upgrading registered products

Usually, updates and upgrades are the fully functional installation packages of proper products. To apply an update,
you should uninstall the previously installed version of the program and then install the update/upgrade.

2.5 Uninstalling Hard Disk Manager

To uninstall Hard Disk Manager, select the shortcut in the Start menu:

Start = Programs = Paragon Hard Disk Manager 6.0 = Uninstall Hard Disk Manager

Confirm Uninskall x|

Do wou wank ko completely remove the selected application and all of its components?

Cancel |

Confirm the deletion of the Hard Disk Manager and all of its components. No reboot is required to complete the
uninstallation process.
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3 Hard Disk Manager Functionality

3.1  Functionality overview

This chapter introduces the overview of the Hard Disk Manager functionality and interface, basic concepts, key features
and terms.

3141 Known filesystems

Hard Disk Manager uses the knowledge of the internal structure of FAT-12/16/32, NTFS, Ext2, Ext3, ReiserFS, HPFS,
L-Swap 1&2 filesystems.

The program provides the advanced functionality only for partitions that are formatted to the known filesystems: fast
copying, resizing, changing the cluster size, filesystem conversion and so on. The basic functionality (copy, move,
backup and restore) is available for partitions of all types, even "unknown".

Operation | FAT, | Ext2, |ReiserFS | HPFS | L-Swap Other
NTFS | Ext3 1&2 filesystems

gackup & YES YES YES YES *re-create | ** in 1:1 mode
estore

Copy YES YES YES YES *re-create | ** in 1:1 mode

Format YES YES YES YES YES NO

Resize & YES YES YES NO *re-create NO

Move

Change

Cluster Size YES YES NO NO NO NO

Convert YES NO NO NO NO NO

* Hard Disk Manager does not save data located on the Linux Swap partitions. The program
just deletes existing L-Swap partitions and makes the new ones.

** The partitions of unknown types are always processed by using the sector-to-sector
algorithm (1:1 mode)

3.1.2 Fast copying algorithm
The basic functions of the Hard Disk Manager are:

Backup partition & Backup hard disk
Restore partition & Restore hard disk
Copy partition & Copy hard disk

Move partition

These functions can be executed in the two different modes:

1. The fast copying mode
2. The sector-to-sector mode (also named 1:1 mode)
3.1.2.1 Fast copying mode

In the fast copying mode, the program uses the knowledge of the filesystem structure to detect, which sectors of a
partition are not used by files or metadata. The program optimizes read-write operations to skip unused sectors. This
technique allows accelerating significantly the performance of basic operations.

There are restrictions of the fast copying mode:

1. Itis applicable only for Known filesystems.
2. Itis inapplicable for corrupted filesystems.

Every operation begins with the filesystem integrity check. In case of filesystem corruption, the program shows the
error message "Incorrect filesystem" and cancels the operation. In this case, you should fix the filesystem integrity
with using the system tools (e.g. run SCANDISK in Windows 98, CHKDSK /F in Windows 2000 or e2fsck in Linux).

3.1.2.2 Sector-to-sector copying mode

In the sector-to-sector mode, the program simply operates all sectors of a partition. The program does not use the map
of usable sectors so that it accepts partitions of any type.
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Fast copying Mode Sector-to-sector Mode
Advantages
e The program copies only e Applicable for all filesystems,
usable sectors even unknown
e Require less time to complete | ® Applicable for all partitions
the operation (Copy, Move, including corrupted ones. The
Backup) only way to backup a corrupted
e Backup images are shorter partition is to switch the program
in the sector-to-sector mode

Disadvantages
¢ Inapplicable for corrupted e The program copies all sectors,
filesystems. In particular, even unused
you're unable to backup e Require more time to complete
corrupted partitions. the operation
e Inapplicable for unknown e Large Backup images

filesystems

By default, Hard Disk Manager works in the "smart mode": the program automatically switches to the fast copying
mode to operate partitions of known types. When processing unknown filesystems, the program automatically switches
to the sector-to-sector mode.

Hard Disk Manager can be forced to work in the sector-to-sector mode for all partitions (see the section Settings
overview=> Copy all sectors 1:1):

(menu) General = Settings... = (tab) General = Copy all sectors 1:1

3.1.3 Virtual operations

Hard Disk Manager supports two different operational modes: the Immediate Execution mode and the Virtual Execution
mode.

3.1.3.1 Immediate Execution mode

In the Immediate Execution mode, Hard Disk Manager performs each operation immediately after a user enters
operation parameters (in the same fashion as it was made in old versions of Hard Disk Manager).

3.1.3.2 Virtual Execution mode

In the Virtual Execution mode, Hard Disk Manager emulates the post-operation configuration of hard disks; the
program allows to preview the expected layout (i.e. the virtual state) of hard disks before actually executing operations.

The program does not execute operations immediately, but places them in the List of Pending Operations. The special
predicting module forecasts the post-operation state of hard disks. A user can execute multiple virtual operations and
then evaluate the future state of hard disks. If needed, a user can undo one or more virtual operations. To really execute
pending operations, a user should apply pending operations by pressing the Apply button.

The advantage of the Virtual Execution mode is that a user is able to execute quickly a set of virtual operations, and
then Hard Disk Manager will really complete them in unattended mode.

3.1.33 Smart mode for virtual operations

Additionally, Hard Disk Manager supports the mixed execution mode named "smart mode". In this mode, Hard Disk
Manager virtually executes all lengthy operations. Quick operations are executed in the following manner:

e If some virtual operations are already accumulated, a quick operation will be executed virtually, too: it will be
placed in the List of Pending Operations for future execution.
e Ifno virtual operations are scheduled, a quick operation is executed immediately.

Quick operations are:

Hide/Unhide partition
Set partition active/inactive

Mount partition
Set partition Label

4430
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314

Common backup tools can only backup all contents of a partition. In case of making multiple backup archives of a
partition, unchanged data are duplicated in all archives and take redundant space on backup media.

Incremental Backup functionality extension

Hard Disk Manager provides the ability of archiving only changes in the partition's contents. This functionality
extension is named Incremental Backup.

The Incremental Backup functionality extension can be very useful for PC users who need periodically to backup the
same working partition having most of its contents unchangeable, in a compact form. For example, backup operators
can make a "history" of important data, beta-testers and QA engineers can save multiple evolutionary states of a system
in order to examine a behavior of tested software.

To perform the Incremental Backup of a partition, Hard Disk Manager requires using a previously made archive of this
partition in order to distinguish changes in the partition's contents. The backup image (i.e. archive) that is used as a
"previous partition state" is named the parental image or the base image of a partition. The program produces the exact
bitwise comparison of the previous partition's data (that are saved in the parental image) with the current ones (that is
actually the partition itself). The difference in contents is saved in the newly created incremental backup archive.

Hard Disk Manager allows using a previously made incremental image as a parental image for a new incremental
archive. So that one can build a set of incremental images that save the evolution of on-partition data. The most first
image in the chain of incremental images should be an ordinary one.

An incremental backup archive cannot be used detached from its parental image. When restoring a partition from an
incremental archive, the program at first finds and restores the parental archive, and then implements changes saved in
the incremental archive.

The creation of an incremental archive usually takes more time than creation of an ordinary one. However, an
incremental archive usually takes much less space.

The Incremental Backup functionality extension is currently enabled only for single Primary and Logical partitions.

3.2

3.21

The main window of Hard Disk Manager is conditionally subdivided in several parts that differ in their purpose and
functionality:

Interface overview

Interface Layout

Paragon Drive Backup P[] 5
General View Hard[isk Partiion COperstions Help  Main Menu (9)
o (1
o1b* 7 a\6)
S, B, 5 I
Ap.‘:;\;"tﬁ;\JQPJ‘nnn all Ghanges Backup Restore  Bun | Cresic  Copy  Delte  Format Properties
— — —
i Disk0 (CILOADANANT-0) - 363 65 [T g [ FAT16 [ lgSY En2 [ Linux Swap B Unfomaited
- Primary C: 7 Estended I FaT2 o4 PO L 3 [N HPFS [ rvalid
-3 Primary Dt [ Free [ NTRLeTS FieiseiFS [N Other
2, Disk 1 (Maxtor 5324003} - 3.0G8
£ Primary *:
-2 Primary *;
- Extended *:
-3 Logical * A
-3 Logical, free il
" ogid, freo HEE N ez | = [
-3 Logical *:
-3 Logical Z; Vome [Type  [System |  Sies| Used| Free | Volmsl.. | Active | Hidden [ 4
-3 Logical : @ Primary  NTFS S24ME  45ME 519 ME Yes Ho
i g t”gml E @*  Primary  FATIS 44MB  Z64KE  ZHME N N
S @*  Extended Other 2,368 o Ho shon® (]
] PO
1) @*  Logeal  FATIS 189MB  209KB 189 MB Mo Mo .oy of
o g Poan® B*  logcal  [free] 94,5 M Ly
Trec Ly aP 101 ME
@ Logical  [free] 58.1 M
@*  logcal  LnuxExtz  492MB  193MB 299 MB Mo Ho -
@z Legesl  FATIE  19.7MB 665K 196.. [
@*  logcsl  FAT3Z 689MB  ZOMB 687 MB No Mo |
Archive bype | System [ Size [used | -
Z)Partition NIFS 362 VB 21.2MB
_23MER
f A€
3 Firsk track st P
2 jHdd 3.0GB \“\( u
Z5Hdd 3.0GE y¢ =
=) Partition NTFS 268 1B 101 MB
\osmien _ umec e frir Bl
For Help, press F1 Status Bar (8) [ [69.7 M8 |cPU: 1% v
1. Tree Layout panel 6. Main Toolbar
2. List of Partitions 7. Virtual Operations Toolbar
3. UDP layout panel 8. Status Bar
4. Archives List panel 9. Main Menu
5. Legend panel

Some of the panels nearly duplicate the functionality, and they have the synchronized layout. The program allows

hiding some panels to simplify the interface management.
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All panels are separated from each other with vertical and horizontal expandable sliders, so that a user can customize
the screen layout.

3.2.1.1 Tree Layout panel

The panel represents the tree-like hierarchic list of hard disks and partitions.

Hard disks are represented with the top-level expandable nodes that contain the disk number, the OEM model name and
the overall disk capacity. Disks are sorted by their logical numbers in the system.

Extended Partitions are also represented with expandable nodes. The sub-tree of each Extended Partition contains the
list of logical partitions.

Nodes that represent primary partitions and logical partitions contain some information about partitions: the #ype of a
partition (Primary, Extended or Logical), the drive letter assigned (if exists) and the colored representation of the

filesystem type.

In addition, blocks of free space are represented with simple nodes, which include information about the type and size
of a free block.

You can call the context-sensitive popup menu for every type of nodes:
e the popup menu for Disk nodes is equal to the Hard Disk menu
e the popup menu for Partition nodes is equal to the Partition menu
e the popup menu for Free blocks is equal to the Partition menu

The Tree Layout panel is synchronized with the List of Partitions and the UDP layout panel.

3.2.1.2 List of Partitions

The List of Partitions represents only partitions within the selected hard disk. The panel displays the extended
information about the partition: drive letter (if exists), partition fype (Primary/Extended /Logical), filesystem type, size,
amount of used and unused (fiee) space, volume label and flags "Active" and "Hidden".

The list of partitions is sorted by the starting position of partitions in ascending order.
You can call the context-sensitive popup menu for every item in the list.

The List of Partitions is synchronized with the Tree Layout panel and the UDP layout panel.

3.2.13 UDP Layout panel

The UDP Layout panel displays the layout of hard disks with using the UDP controls. UDP controls represent in
convenient fashion the relative size of on-disk partitions.

Also, UDP layout panel can be used for visual managing partitions with using drag-&-drop technique, in case of Hard
Disk Manager works in the Virtual execution mode.

The activity of UDP controls is explained in the section UDP control activity. Briefly, you can virtually execute
Copying, Moving and Resizing of partitions in the UDP Layout panel.

The UDP Layout panel is synchronized with the Tree Layout panel and the List of Partitions.

3.2.14 Archives List panel

The Archives List panel is designed for the purpose of simplification the navigation between backup images. It holds
brief information about recently used and created images: a type of saved objects (disk/partition/MBR/1* track),
location, filesystem type, partition size and amount of used space.

One can activate the context-sensitive popup menu for the list contents. The popup menu provides the functionality of
browsing and validating image contents, modifying the list of images and restoration of image contents (see Restore
Partition and Restore Hard Disk chapters).

The database of recently used images is kept in the file ARCHIVES.INI, which is located in the same directory with the
Hard Disk Manager's executable file; by default, it is located in the folder:

C:\Program Files\Paragon Software\Hard Disk Manager 6.0\winDB

3.2.15 Legend panel

The Legend panel describes the color indication of the filesystem types being used in Hard Disk Manager interface.
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Hard Disk Manager distinguishes following types of partitions:

o Known filesystems (FAT12/FAT16, FAT32, NTFS, Ext2, Ext3, ReiserFS, HPFS, Linux Swap-1&2).

e Extended Partition (exactly, the space that is reserved in the Extended Partition for allocating logical partitions).

e Free space (the unpartitioned disk space that does not belong to any partitions). Within the Extended Partition, the
free space is one that does not belong to any logical partition.

e [nvalid partitions. This category includes only partitions with invalid parameters and ones having corrupted
filesystems of known filesystem types.

e  Other partitions (i.e. partitions that have unknown filesystem types). In addition, Hard Disk Manager marks as
other, partitions that are incompletely modified by the program (e.g. some operation was abnormally interrupted).

e  Unformatted partitions. The category includes just created partitions. The program can confuse wiped and severe
damaged partitions with unformatted ones.

3.2.1.6 Main Toolbar

The Main Toolbar provides the fast access to most frequent partitioning operations: backup/burn image/restore for
partitions & disks and create/delete/format/copy for partitions.

3.2.1.7 Virtual Operations Toolbar

The Virtual Operations Toolbar provides the fast access to the functions of manipulating with the List of Pending
Operations (see Virtual operations).

Available operations:

Apply \]i)i(ﬁcgleteerail a_ccumulated pending operations (the List of Pending Operations
ptied).

Undo Undo the last pending operation in the list.

Undo All | Cancel the entire list of pending operations.

Changes Display the advanced dialog of managing virtual operations.

3.2.1.8 Status Bar

The Status Bar displays additional information:
o In the left corner, the menu hints (brief descriptions) are displayed

o In the right corner, the current CPU usage and the memory used values are displayed.

3.2.1.9 Main Menu

The Main Menu provides the access to the entire functionality of the program. Available functions are the following:

Menu Item Functionality
(settings and getting information)
Explore the structure of partition(s) stored in the backup

image with the ability of browsing their contents

General

Show archive info

Show CD/DVD Burners Display the list of CD/DVD burning drives
Settings Change program settings
Exit Exit the program
| View (controlling interface layout)
| Toolbar (controlling the view of toolbars)

Main toolbar

Show/hide Main toolbar

Virtual operations toolbar

Show/hide Virtual operations toolbar

Large buttons

Switch between large and small buttons in all toolbars

Text labels Show/hide text labels under buttons in all toolbars
Status Bar Show/hide Status Bar
Disk Map (UDP Layout settings)

Size Select the width of UDP controls (three alternatives)

Proportional view

Follow proportions of hard disks capacities in the UDP
Layout panel. By default, the program ignores the
difference in size of hard disks.

Legend

Show/hide the Legend panel that displays the color
indication of filesystem types

Configuration tree

Show/hide the Tree Layout panel

Recent archives list

Show/hide the Archives List panel

Hard Disk

(hard disk based operations)

Copy hard disk

Copy all contents of entire disk (Track#0+all partitions)
with the ability of proportional resizing of all partitions.

Create an image of hard disk

Make an image of all contents of entire disk

Burn an image of hard disk to CD

Place the disk image to recordable CD/DVD discs
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Restore hard disk from image

Restore disk from image with keeping the disk layout and
the ability of proportional resizing of all partitions at once.

Selective partition restore on hdd

Restore chosen partitions from the hard disk image with
the ability of independent resizing.

Wipe hard disk

(Multi-pass) wiping entire hard disk.

Change primary slot

Re-order MBR records that refer to primary partitions
(controlling of DOS and Windows boot-up behavior)

View sectors

Explore & edit sectors of the disk

Browse disk

Browse disk contents with the Paragon Partition Explorer
(OS-independent exploring of FATxx, NTFS, Ext2/3)

SID Changer

Run the built-in SID Changer on all primary partitions of
the hard disk chosen.

Properties Show properties of hard disk
| Partition (partitions based operations)
Copy partition Copy a single partition with the ability of resizing.

Create an image of partition

Backup a single partition

Burn an image of partition to CD

Place the partition image to recordable CD/DVD discs

Restore partition from image

Restore the partition from the image with the ability of
partition resizing.

Selective partition restore

Restore separate partition(s) from a multi-partition image
with the ability of independent resizing.

Create Create a new partition (primary, Extended, logical)
Format Format an existing partition toF AT/FAT32, NTF S, Ext2,
— Ext3, ReiserFS or Linux Swap with using built-in tools.
Delete Delete an existing partition

Wipe partition

(Multi-pass) wipe contents of the single partition

Clear free space

Wipe unused sectors of the partition

Resize/Move Reallocate the partition within the enveloping disk space
Mount Assign/remove the drive letter assigned to the partition
- (available only in Windows NT, 2000, XP)
Hide/Unhide Hide/unhide the partition. The property will affect the

system working in next reboot.

Set active/Set inactive

Set/reset primary partition active (=bootable). The
property will affect the system working in next reboot.

Modify (changing parameters of filesystem)
Convert Change the filesystem type without reformatting
I (available for FAT16, FAT32, NTES)

Set Label Change the volume label placed in the boot sector

Change Cluster size

Change the cluster size filesystem parameter without re-
formatting the partition

Change Root size

Change the Root Directory capacity on a FAT16 partition

Change Boot size

Change the amount of sectors reserved for keeping the
bootable code on FAT16 and FAT32 partitions

Change Serial Number

Change the Serial Number of the partition that is placed in
the boot sector on FAT16, FAT32 and NTFS partitions

Change partition ID

Change the code of the filesystem type in the MBR/EPT

Make primary/Make logical

Exclude/include the partition to the Extended Partition.
Available only for primary and logical partitions that are
close to the left or the right edge of the Extended Partition.

SID Changer

Run the built-in SID Changer on the partition chosen.

View sectors

Explore & edit sectors of the partition

Retest surface

Perform the surface test on the existing partition or the
block of free space.

Check filesystem integrity

Check filesystem integrity by built-in tools (available for
FATI16, FAT32 and NTFS filesystems)

Undelete

Find and revive occasionally deleted partitions

Browse partition

Browse partition contents by using the built-in filesystem
drivers (available even for unmounted partitions)

Properties

Display the detailed properties of the partition

Operations

(managing virtual operations)

View pending changes

Display the advanced manager of pending operations

Apply changes

Immediately execute all accumulated pending operations

Undo last operation

Undo the last operation in the List of Pending Operations

Undo all operations

Cancel all the List of Pending Operations

Reload

Re-read the current state of hard disks (available only in
case of the List of Pending Operations is empty)

| Help

(help and troubleshooting)

Contents and Index

Run program's Help

Troubleshooting

(automated troubleshooting assistance)

[ Send log files

Compress and send the log to the Paragon Support Team

[ About Hard Disk Manager

Display the About window
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3.2.2 UDP controls

In terms of Hard Disk Manager project, UDP is the servicing abbreviation of the phrase Unified Drive Presentation.
UDP windowed controls are designed for the purposes of better presenting and advanced controlling of disk layout.

UDP controls are widely used in the program's interface in various places, where it's required to display the layout of
partitions within some range of disk space (or within entire hard disk). UDP controls are sensitive to user's actions and
can be effectively used for the fast visual management of disk layout.

_—— —— ——— —— =
Dizk FAT1E I ‘ng‘wx Ext2 Linws Swap Unfarmatted
Extended FAT32 cﬂd' P Lirwx Ext3 HFFS Invalid
Free NTFSLE® '_ FieiserF5 Other

The main screen of Hard Disk Manager includes the special UDP Layout Panel that represents the layout of all
available hard disks with the aim of UDP controls.

The Legend Panel that is located just above the UDP Layout Panel is aimed to explain the colored indication that is
used in UDP controls.

3.2.21 Indication of partition parameters

The partition type is indicated by the color

The UDP control represents the layout of some range of the disk space. Partitions and blocks of free space are displayed
by colored bars; the color indicates the partition type. Blocks of free space are marked with the feal color (.I), and the
Extended Partition is marked with the aqua color (D) The Extended Partition is only the container of so-called logical
partitions, so that the bars that represent logical partitions are enclosed in the aqua-colored bar. The silver color (D,
light-gray) is reserved for the hard disk space indication. The Legend Panel explains the colored indication of partition
types that is used in UDP controls.

The partition type, drive letter and the volume label is are displayed on the UDP control:

I
'.

\ —-Free Space
Used Space
-V¥olume Label
“Filesystem Type

-Drive Letter

Each colored bar that corresponds to some partition, contains the indication of the following properties:

o  The drive letter that is assigned to the partition.
If the partition is not mounted, the "*:" text is displayed.

e  The filesystem type (in textual form): FAT32, NTFS, Linux Ext2, etc.

o  The volume label (the value taken from the boot sector).

e The percentage of used and fiee space: the part of partition space that corresponds to "used space" is marked
slightly gray.

3.2.2.2 UDP control activity
The UDP controls are active on-screen elements. They react on user input and support the following functionality:

1. The UDP control responds to the clicking on the right mouse button. In this case, the context-sensitive partition
menu will be displayed.
2. The UDP control allows to move the selected partition using drag-&-drop within a range of disk space that is
combined from:
= the partition itself
= the right-hand adjacent block of free space
= the left-hand adjacent block of free space.
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3. The UDP control allows to resize the selected partition using drag-&-drop within a range of disk space that is
combined from:
= the partition itself
= the right-hand adjacent block of free space
= the left-hand adjacent block of free space.

4. The UDP control allows to copy the selected partition using drag-&-drop:
= Select the source partition, press and hold the left mouse button.
= Press Ctrl key (the small plus sign should appear in the right bottom corner of the mouse cursor).
= Drag the partition and drop it to the targeted location.

The UDP controls are used in the program interface for the purposes of displaying the arrangement of partitions and
managing the location of partitions and their size.

3.3  Settings overview

3.31 General Page

settings |

Uzer I Language I Operationz
General | Backup I Locale Info I S0 Changer

[~ Copy all zectors 1:1
[ EAT B4k clusters for MT

¥ Do not hide target primary partitions after copy/restore

[T Twto access non-BIOS cylinders

™ Do not ask wolume label before deleting
v Corwert FATTE to FAT32 automatically
¥ Data loss protection

[ 1-bazed numeration of hard disks

Surface test: I Maone 7 I
Compressian level: I Faszt - I

0k, I Cancel Help

3.3.1.1 Verify data written

The option forces the program to verify data being written: every write-to-disk action is followed by the read-and-
compare action. The feature may be usable in case of unstable hard disk working. It may significantly slow the overall
performance.
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3.3.1.2 Copy all sectors 1:1

This option forces the program to work in the sector-to-sector mode (see Fast copying algorithm). The option affects on
the following functions:

e  Backup partition & Backup Hard Disk
e  Copy partition & Copy hard disk
e  Move partition

3.3.1.3 FAT 64K clusters for NT

The option allows to make FAT16 partitions having 64K cluster size. Hence, the program allows making FAT16
partitions up to 4Gb in size.

In fact, only Windows NT 4.0 really supports 64K clusters. Other
@ operating systems do not support 64K clusters on filesystems on
any type!

3.3.14 Do not hide target primary partitions after copy/restore

The option controls whether the program automatically sets the Hidden attribute for just restored or copied partitions.
There is no the obviously preferred value for that option. See the explanation below to choose the most appropriate
value for this option.

The fundamental feature of the Restore partition and Copy partition functions is that they change the amount and
probably the relative order of partitions. The primary after-effect is the probable changing of drive letters assigned to
partitions. From this point, the difference in Windows versions plays the main role:

e In Windows NT, 2000 and XP, one can fully control the drive letters assigned to any partition. These operating
systems do not automatically change drive letters for already mounted partitions in case of adding new ones — the
user should make changes manually.

e In Windows 95, 98 and ME, the operating system automatically assigns drive letters to detected partitions,
according to some predefined rules. An unreasoned adding a new partition may lead to the mixing of drive letters
after the next system startup, so that this may also lead to the non-operability of some software or even the
operating system.

The way to avoid mixing of drive letters is to automatically Aide new partitions.

The other side of the problem is that Windows (excepting Windows 2000 and XP) are unable working with hidden
partitions, so that one must manually unhide partitions to work with them.

In case of the restoration of the system partition, the user must take care of un-hiding the just restored system partition,
otherwise Windows will unable to start from the hidden system partition.
3.3.1.5 Try to access non-BIOS cylinders

The option forces Hard Disk Manager do not trust the hard disk capacity value that is returned by BIOS but detect the
disk capacity by the non-standard procedure.

In fact, the option is required only for the compatibility with some old hardware. This feature is effective only in DOS
and Windows 95, 98, ME. In Windows NT, 2000 and XP and in Linux the option takes no effect.
3.3.1.6 Do not ask volume label before deleting

Activate the option to suppress the acquiring the volume label of the partition being deleted (see the chapter Delete
Partition).

By default, Hard Disk Manager asks the volume label before deleting the partition (just to eliminate the chance of
occasional deletion).

3.3.1.7 Convert FAT16 to FAT32 automatically

Activate the option to suppress the warning about the conversion FAT16 filesystem to the FAT32 during the resizing
partition. The option affects on the following operations:

Resize Partition

Copy Partition (with Autoresize)
Copy Disk (with Autoresize)
Restore Partition (with Autoexpand)
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e Restore Disk (with Autoexpand)

The thing is that FAT 16 maximum capacity is limited to approximately 2Gb (in case of 64K cluster the limit is 4Gb, see
the option FAT 64K clusters for NT). For this reason, partitions that are greater than 2Gb cannot be correctly formatted
to the FAT16 filesystem.

Hard Disk Manager suggests to convert FAT16 filesystem to the FAT32 in case of the resulting size of a partition
exceeds the maximum size for the FAT16 filesystem. By default, the program warns a user about the filesystem
conversion because some old operating systems do not support FAT32:

e  Windows NT 4.0 and lower versions

e  Windows 95 OSR1

e All DOS versions that precede the MS-DOS 7.1 (from Windows 95 OSR2).
e MS Windows 3.11 and lower versions.

3.3.1.8 Data loss protection

Activate the option to force Hard Disk Manager to work in the fail-safe mode. In this mode, the program keeps the
special journal of an operation's progress.

In case of hardware malfunction, power break or operating system failure, the modified partition may become corrupted
and non-operable. Still, Hard Disk Manager is able to accomplish the interrupted operation and thus "revive" the
partition.

The journaling of the operation progress significantly slows the performance.

To use this feature, build the bootable diskette with the DOS-based version of Hard Disk Manager prior to running
operations in the fail-safe mode. The alternative is using the Hard Disk Manager Bootable CD.

In the fail-safe mode, if the system crashes during the operation, insert the bootable diskette (or the Bootable CD) and
start the computer from that media. Hard Disk Manager will automatically detect the journal of the interrupted
operation and accomplish the job.

The current version of Hard Disk Manager supports the fail-safe mode for the following operations:

e  Resize&Move Partition

e Convert Filesystem

e Change Cluster Size on FAT16, FAT32, Ext2 and Ext3 filesystems
(not available in the Change Cluster Size on NTFS).

e Change Root Size and Change Boot Size (FAT16, FAT32 only)

3.3.19 1-based numeration of hard disks

Activate the option in order to use the 1-based enumeration of hard disks. By default, Hard Disk Manager uses the zero-
based enumeration of hard disks and partitions.

3.3.1.10 Surface test

The option defines the default value for the media surface test suboperation. The available values are:

None No surface test
Normal | Single-pass read test
Extreme | Three-pass read-&-write test

The option affects following operations:

Format partition
Copy partition
Resize&Move partition

Restore partition from an image
Retest surface (this operation ignores the setting Surface Test = NONE)

When performing the surface test, Hard Disk Manager is able to detect bad sectors and mark them unusable.

3.3.1.11 Compression level
The option defines the default compression level. The option affects following operations:

e  Backup partition & Backup hard disk
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e Burn an image of a partition & Burn an image of a hard disk

Using the image compression significantly slows the overall operation performance.

Approximate values for the compression ratio and speed deceleration:

Level |Algorithm Compression Performance
None (none) no compression no deceleration
95-80 % ~90 %
Fast RLE (1.05 — 1.25 times squeezing) (~1.1 times slower)
65-70 % 60-70%
Normal LZW (1.4 — 1.5 times squeezing) (1.4 — 1.7 times slower)
Best 40-50 % 10-12%
(2.0 — 2.5 times squeezing) (8 — 10 times slower)

In fact, the real value of compression ratio fundamentally depends on the statistical properties of data being
compressed. The performance depends on the CPU and hard disk performance.

The RLE algorithm (Run Length Encoding) is based on compressing of multiple repetitions of a single character.
Concerning to the Hard Disk Manager functionality, RLE provides good results in case of backup partitions that have
multiple small files and/or the partition have been performed the Clear Free Space operation, or in case of the partition
contains sparse data (like .TXT/.DOC/.XLS/.BMP-files).

The LZW algorithm (Lempel-Ziv-Welch) is the very popular and effective compression algorithm that is based on
building the dictionary of repetitive patterns. Modern archivers (ZIP, RAR etc) use modifications of the LZW
algorithm. It provides good compression ratio on almost all kinds of data.

3.3.2 Backup Page

settings x|

|lzer | Language I Operationz
General Backup I Locale Infao I SID Changer

v EQD niot backup temporary files

¥ Do not contral archive integrity

k. I Cancel Help

3.3.21 Do not backup temporary files

This option provides the ability of ignoring unimportant files when creating backup archives. This feature allows
substantially reduce the creation time and size of the backup archive. The current version of the program allows
ignoring contents of the PAGEFILE.SYS and HIBERFIL.SYS system files on NTFS partitions.

If this option is activated, Hard Disk Manager backups information about size and allocation of these files, but the
program skips saving their contents. At the restoration of a partition, Hard Disk Manager will retrieve PAGEFILE.SYS
and HIBERFIL.SY'S files with the original size and allocation. Contents of restored PAGEFILE.SYS and
HIBERFIL.SYS files may differ from the original ones.

If this option is disabled, Hard Disk Manager places contents of these files in the backup archive.
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PAGEFILE.SYS

In Windows XP, the following definition is provided: "A paging file is an area on the hard disk that Windows uses as if
it were RAM". Windows NT, 2000 and XP place the swappable part of the virtual memory in the set of files that are
generally named "paging file". These files can be located in the root folders of multiple logical drives. Each file is
named PAGEFILE.SYS.

Contents of the paging file are re-initialized at the beginning of every Windows session; they are unimportant between
Windows sessions.

The paging file usually takes large amount of disk space (by default, the paging file is equal to 1.25 of physical RAM
size). Hard Disk Manager saves much time and disk space when excluding contents of this file from a backup image.
HIBERFIL.SYS

The system file HIBERFIL.SYS is used in Windows XP for saving contents of physical RAM when the computer is
hibernated. The HIBERFIL.SYS is equal to physical RAM in size. Contents of this file are valuable only in case of
Windows XP is hibernated and is not re-activated back yet, in other cases they are unimportant. Hard Disk Manager
saves much time and disk space when excluding contents of this file from a backup image.

3.3.2.2 Do not control archieve integrity

This option allows controlling the generation of the integrity validation code in a newly created backup archives.

By setting this checkmark, one can switch off the function of integrity code generation. It can provide 2-7%
performance gain. On the other hand, it reduces the fault-diagnosis abilities of the program.

During creating a new backup image, Hard Disk Manager calculates additionally the special data-dependable code and
includes it to the archive. This code allows performing the fast and effective verification of the archive integrity.

The current version of the program uses the so-called CRC32 (32-bit Cyclic Redundancy Code) integrity validation
code.

3.33 Locale Info Page

settings x|

|lzer I Language | Operationz
General I Backup Locale Info I SID Changer

Select time zone;

I[GMT] Greenwich Mean Time; Dublin, Edinburgh, London, Lisbon j

Filenames |language: I [CF 932] Japanese j

W Confirm zetings before HTFS < FAT/FAT S converzion

k. I Cancel Help |

The settings presented on this page affect on the conversion of filesystems "FATxx=»NTFS" and "NTFS=»FATxx".

The thing is that NTFS and FAT16/FAT32 filesystems use different standards for filenames and file timestamps
(Created, Modified and Last access times). The program uses Locale (=Regional) Settings in order to correctly convert
mentioned values. Incorrect settings may lead to corruption of non-English filenames.
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By default, Hard Disk Manager takes locale settings from the system. Still, one can customize default locale settings
that should be used in filesystem conversion. Non-Windows versions of Hard Disk Manager take into account these
settings, t0o.

3.3.3.1 Select time zone

Set the time zone that should be used in filesystem conversion.

The thing is that NTFS keeps file timestamps (Created, Modified and Last access time) in GMT (Greenwich Mean
Time) while FAT uses the unadjusted local date and time for these values. The program takes into account the
difference between internal formats of file timestamps and uses time zone information for adjusting timestamp values.

In case of time zone is incorrectly assigned, all files and directories on a converted partition become "older" or
"younger" for a fixed time value (which lies within the range 0-24 hours).

Usually, such a "time jump" does not lead to problems. Still, there is a probability that some software stops working
correctly in this situation.

3.3.3.2 Filenames language

Set the code page value that should be used in filesystem conversion.

The thing is that NTFS stores filenames in Unicode while FAT16 and FAT32 filesystems use ANSI encoding for saving
short filenames (which are also named DOS aliases). Code page information is required for correct conversion of non-
English filenames from Unicode to ANSI and vice versa.

In case of code page is incorrectly assigned, non-English filenames and filenames with mixed languages may become
unreadable.

NTES partition, the conversion to FATxx almost certainly leads

@ Note, that if three or more languages are used in filenames on
to a corruption of non-English short filenames.

3.3.33 Confirm settings before NTFS <-> FAT/FAT32 conversion

If this option is enabled, the program will display the dialog of locale settings confirmation every time the Convert
Filesystem operation is performed:

NTFS Convert 7] x|

zhould zpecity carrect locale zettings. Please, werify that the

& To allow accurate MTFS <-» FAT/FAT 32 conversion pou
following zettings are comrect.

Time zone:

Filenames |language: I [CF 437]Englizh j

[ Donat show this dislog again
cncel_|

Initially, the program displays default locale settings, but a user can change for parameters to be used, for this time.
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3.34 SID Changer Page

settings x|

|lzer I Language I Operationz |
General I Backup I Locale Infao SID Changer

¥ | Ferfarm 510 changing after disk copy

¥ Perform 51D changing after partition copé

— 510 Changer mode
* Default
" Manual

S0 Chanaer commatd line:

k. I Cancel Help

The settings presented on this page control the use of the built-in SID Changer module. Hard Disk Manager provides
the ability of automatic activation of this module after the following operations:

Copy a partition to another one
Copy a hard disk to another one
Restore a partition from image
Restore a hard disk from image

See the Glossary and SID Changer to learn more about the situations when the SID Changer utility may be useful.

3.34.1 Perform SID changing after disk copy

Set this checkmark in order to the program automatically runs the built-in SID Changer module after every copying or
restoration of an entire hard disk (i.e. after completing Restore Hard Disk or Copy Hard Disk operations).

3.3.4.2 Perform SID changing after partition copy

Set this checkmark in order to the program automatically runs the built-in SID Changer module after every copying or
restoration of a partition (as the part of Restore Partition, Selective partition restore or Copy Partition operations).

3.343 SID Changer Mode
Select the functioning mode of the SID Changer.

e In the Default mode, the program:

= automatically generates the new computer SID value

= scans BOOT.INI files for searching Windows installations
e In the Manual mode, the program allows to define:

= new computer SID value.

= directories list for searching Windows installations

3.3.4.4 SID Changer command line

Enter the parameters that must be passed to the SID Changer utility. See the detailed description in the chapter SID
Changer.
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3.3.5 User Page

settings x|

General | Backup I Locale Infao I SID Changer
User | Language I Operations

[+ Send operation complete repart by email

Ebdal addrezs: Itest@hntmail.cnm

Timeout before reboot spstem autormatically: IEEI 0-120 zec.

Set/Change pazsword I

k. I Cancel Help

These settings are available in Windows-based version of the Hard Disk Manager only.

3.3.5.1 Send operation complete report by email

Set this checkmark so that the program sends the notification about completion of scheduled virtual operations via
email.

Some operations may take noticeable time, and the completing of the large list of pending operations may take very
large time, too. The program supports the feature of remote notification about finishing the execution of pending
operations.

3.3.5.2 Email address

Enter the email address to be used for the email notification about completing operations.

3.353 Timeout before reboot system automatically

Set the positive non-zero value to in the textual field in order to define the timeout for auto-reboot. Clear the field or
enter the zero value to disable the automatic rebooting feature.

Some operations require the system to be rebooted. This setting controls the behavior of the program in such situations.
By default, the program stops the execution and waits until the user confirms the reboot. Set the timeout to eliminate the
stopping, so that the program becomes able to complete any operations without the user's intervention.

3.3.54 Set/Change password

It is possible to protect the program from incompetent or unauthorized modifying of disk contents by setting the
password on the physical execution of the operations.

To set the password, press the Set/Change password button.
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Set/Change password x|

Qld pazsword: ——

R

Mew pazsword:

Confirm new password: =

™ Do not use password

] I Cancel

To set the new password, enter the old one in the Old password field. Then set the new value in the New Password
field and duplicate it in the Confirm new password field. The checkmark Do not use password allows to disable the
password protection.

Note: the old password is required to change or disable the password.
In case of the password is defined, the program will behave in the following manner:

Anyone can call any operation dialogs;
Anyone can virtually execute operations (if the program works in the Virtual Execution mode);
Anyone can press Undo and Undo all buttons that only lead to the modification of the List of Pending Operations.
Anyone can activate operations that do not modify disk contents, such as:

= Check Image Integrity

= Browse Image

= View Sectors

= Partition/Disk Properties
e  All operations that produce the real modification of disk contents require password to be entered for the physical
execution:

Enter password x|

Ixxx

Cancel |

In case of working in the Immediate Execution mode, the program asks the password immediately after submitting
parameters of the operation.

In case of working in the Virtual Execution mode, the program asks the password at initiating the applying of pending
operations.
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3.3.6 Language Page

settings x|

General I Backup I Locale Info I S0 Changer
Uzer Language | Dperations

— Select lahguage

| Fiuzsian

0k, I Cancel Help

The Windows-based version of Hard Disk Manager supports the on-the-fly changing of the interface language.

3.3.6.1 Select language

This is contains the list of language resources available. Just select the desired interface language and press OK button.

3.3.7 Operations Page

settings x|

General I Backup I Locale Infao | SID Changer |
Uzer I Language Dperations

Wirtual operations

i itual operations are enabled:

" Smart mode for vitual operations,

= irtual operation are dizabled.

[T Cloge progress dislog automatically

] I Cancel Help

3.3.71 Virtual operations are enabled

Select this choice to switch the program to the Virtual Execution mode.
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In this mode, all operations, which support virtual execution, will be scheduled in the List of Pending Operations for
future completing (see the chapter Virtual Execution mode for more details).

The program displays the virtual state of hard disks layout — this state will be reached after completing all of pending
operations. To really execute pending operations, one should press the Apply button.
3.3.7.2 Smart mode for virtual operations

Select this choice to switch the program to the "smart execution" mode (see the chapter Smart mode for virtual
operations for more details).

In the smart execution mode, Hard Disk Manager executes all lengthy operations in the virtual mode (i.e. these
operations are scheduled in the List of Pending Operations for deferred execution).

Instead, Hard Disk Manager executes quick operations immediately, in case of there are no pending operations in the
List.

Quick operations:

= Hide/Unhide partition
Set partition active/inactive

=
= Mount partition
= Set partition Label

3.3.7.3 Virtual operations are disabled

Select this choice to switch the program to the Immediate Execution mode. All operations will be executed immediately
after submitting operation's parameters (see the chapter Immediate Execution mode).

3.3.74 Close progress dialog automatically

When executing operations, Hard Disk Manager displays the Progress Information window that contains the
performance statistics and the brief execution log (see the section Progress Information). By default, Hard Disk
Manager holds the Progress Information window until the user presses the Close button, so that the user is able to
explore the brief execution log and statistics.

Set this checkmark to force the program automatically closing the Progress Information window after completing
execution of accumulated pending operations.

4 Getting Started with Hard Disk Manager

This chapter describes how to proceed with most frequent backup and partitioning operations by using Hard Disk
Manager. It is recommended to familiarize with the Settings overview.

4.1 About executing the operations

411 Backup Wizard vs. manual management of operations

You can use either Backup Wizard or Operation Dialogs to execute operation from the program's interface. Hereafter
you will find the detailed description of all Operation Dialogs, with mention how each setting affects the operation
performance.

Backup Wizard

Backup Wizard guides you through the set of Wizard's screens. Each screen contains one simple question and prompts
the limited list of possible answers. Passing all these screens the Wizard collects enough information to initiate the
required operation. Finally, Hard Disk Manager will execute the operation.

Backup Wizard is easy-to-use, but it does not allow configuring the performance and implementing some advanced
features. The way to fully control the behavior and performance of the program is to use Operation Dialogs.
Manual management with Operation Dialogs

In the manual management mode, the program allows customizing all controllable parameters of operations in
appropriate dialogs. With using this ability, one can effectively control performance and use all abilities of the program.
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Usually, all parameters required for an operation are collected in one dialog. The program suggests some consistent
initial values for all operation's parameters, and in most cases, one can permit default settings.

4.1.2 How Hard Disk Manager executes operations

4.1.2.1 Initiation of an operation
First, one should initiate an operation. A common procedure is the following:

1. A user should select an object to operate (a partition, a free block or a disk).

2. A user should choose an operation to be performed.

3. The program displays the appropriate dialog with the parameters required for the operation execution.
4. A user should assign the parameters and then click the OK button.

Next actions depend on the selected operation and program's settings. In case of virtual operations are disabled, the
program immediately executes the operation. Otherwise, the program includes the operation in the List of Pending
Operations.

4.1.2.2 Inspecting pending operations

In case of virtual operations are enabled, the program includes operations in the List of Pending Operations. One can
examine the list prior the program really completes operations. To inspect the List of Pending Operations, make one of
following:

e Select in the main menu:
(menu) Operations = View pending changes...

e  Press the Changes button in the Virtual Operations Toolbar

After this action, the pending changes dialog appears, in case of some virtual operations are accumulated in the List:

x
Yiew changes on -

Yaur partitionz before aperations:

t'our partitionz after operations:

-III DFATR e |

f i | Dre=zcription

Reszizetove primary partition 1 "= [dizk 0]
Create new primary partition 2 [dizk 0]
Format primary partition 2 "' [disk 0] az NTFS
Resize/Move primany partition 2 """ [disk 0]
Wipe primary free partition 2 ' [dizk, 0]

N = Ld o —

< | i

Apply | Undo last Undo &l | Cloze |

This dialog has the following functionality:

View changes on [HDD##]
This pull-down list allows selecting a hard disk for previewing changes in its layout.

Two UDP controls, which are placed below and labeled "Your partitions before operations:" and "Your partitions
after operations:", display expected layout changes for the selected hard disk.
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The textual box in the middle of the window contains the List of Pending Operations.

Buttons on the bottom of the window provide the following functionality:

Appl Immediately execute all accumulated pending operations.
PPy The List of Pending Operations will be cleared.

Undo last Undo the last pending operation in the list.

Undo All Cancel the entire list of pending operations.

Just closes the dialog.

Close No changes in the List of Pending Operations will be performed.

The functionality of inspecting pending operations is available only in case of virtual operations are enabled (see the
section Virtual operations).

4.1.2.3 Applying operations
For immediate execution of accumulated operations, a user should make one of following:

e  Press the Apply button in the Virtual Operations Toolbar.
e Select in the main menu:

Operations = Apply changes

In case of there are some operations are in the List of Pending Operations, the program displays the following warning
message:

Paragon Drive Backup il

& 4 pending operations.
Apply changesy

Mo Dietailz

Buttons on the bottom of the window provide following functions:

Yes Immediately execute pending operations

No Cancel all pending operations

Details | Inspect the List of Pending Operations

In DOS and Linux environments, the program executes the entire list of operations within the single session.

In Windows, the execution may vary: Hard Disk Manager requires the system reboot to process locked and system
partitions or hard disks.

4.1.2.4 Progress Information

The real execution of operations is accompanied by displaying the Progress Information dialog:
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Progress Information o ] [

Check archive integrity

,‘;:_’_

Drive Hackup .U

Suboperation progress  Time elapzed: 00:00:03 Time to finigh: 00:00:01
|

Operation progress Time elapsed: 00:00:03 Time to finigh: 00:00:11
|

Fead =0 far: 106.0 MB [26.5 MB/s)

Owerall progress Time elapzed: 00:00:03 Time ta finizh: 00:00:11
|

[ Close progress dialog automatically

The dialog displays:

e  The complete list of operations to be executed (on the top of window); the currently executed operation is
highlighted
e  Brief information about actions being performed (a textual box in the middle of the window).
e Three progress bars:
=  Overall progress (bottom) displays the overall progress for entire list of operations
= Operation progress (middle) displays the progress for currently performed operation
= Suboperation progress (top) displays the progress for currently performed suboperation, for compound
operations only.

The program displays Time elapsed and Time to finish for each progress bar. The Operation progress includes
extended information for some operations: amount of processed and remaining data, average transfer rate.

In addition, the Progress Information dialog contains the following control elements:

Cancel (Close)

This button provides the ability of aborting operations. The program will break the currently performed and all
following operations in the list of pending operations.

After all operations in the list are completed or aborted, the Cancel button changes to its caption to "Close".

Close progress dialog automatically

This checkbox duplicates the functionality of the appropriate program's option (see the section Settings
overview=>Close progress dialog automatically). In case of the checkbox is set, the program automatically hides the
Progress Information dialog after completion all operations, without waiting user's reaction.

4.1.2.5 Working with locked/system partitions and hard disks

If some of pending operations is aimed to a locked/system partition, the program will save the rest of the List of
Pending Operations and reboot the computer. All operations from the list will be executed in some single-tasking mode,
until completion.

In Windows NT, 2000 and XP

Hard Disk Manager processes locked partitions in the so-called "Startup Bluescreen" by using the special utility named
Bluescreen Component. After completion the operation, the program will reboot the system to the Windows session.
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In Windows 95 and 98

Hard Disk Manager reboots to the "true" DOS session and starts the DOS-based version of the Hard Disk Manager in
the unattended mode. After completion the operation, the program will reboot the system to the Windows session.

In Windows ME

Hard Disk Manager requires using a preliminary made bootable diskette with the DOS-based version of Hard Disk
Manager. The next chapter contains the detailed explanation of this functionality.

4.1.2.6 Working with locked partitions/disks in Windows ME

Unfortunately, Windows ME has no handy single-tasking environment. For this reason, Hard Disk Manager requires to
use either a DOS bootable diskette with the diskette-based version of Hard Disk Manager, or the Paragon Recovery CD
with Linux-based version of Hard Disk Manager, in order to process locked partitions and hard disks in Windows ME.

The special utility named Diskette Build Wizard is developed to simplify the process of making bootable diskettes with
the diskette-based version of the Hard Disk Manager:

1. Before working with Hard Disk Manager, run the Diskette Build Wizard utility and make the DOS bootable
diskette with the diskette-based version of the Hard Disk Manager.

Run the Windows-based version of Hard Disk Manager.

Initiate a required operation and define all parameters.

Before starting an operation, the program checks whether partition is locked or not.

If a partition/disk is locked, the program asks for reboot the system:

Paragon Drive Backup El

j The operation requirez reboating vour computer. Press 'O ta reboot

nhwn

the computer automatically.

Cancel |

Press OK button to reboot the system and complete an operation, or press Cancel button to abort it.
6. The program asks inserting a diskette with Hard Disk Manager in the floppy drive [A:]:

Paragon Drive Backup x|

& Pleasze insert diskette with DOS Drive Backup in dive &% and continue restart compter

Cancel |

7. Insert the required diskette; the program will pass the task to the diskette-based program.

8. Reboot the computer, keep the diskette in the floppy drive. Ensure that the computer is configured to boot from
floppy first.

9. The diskette-based program will automatically start the operation in unattended mode.

10. When the diskette-based program completes the operation, remove the diskette from the drive and reboot the
computer.

4.1.2.7 Executing operations in the fail-safe mode

Hard Disk Manager provides the ability of performing some operations in the fail-safe mode. In this mode, the program
can resume operations interrupted due to hardware/software malfunctions or power breaks.

When working in the fail-safe mode, the program permanently keeps the log of the operation progress. If the operation
was interrupted abnormally, Hard Disk Manager will detect the log information about an incomplete operation and will
suggest either resuming or finally canceling it.

The log supporting noticeably slows down the performance. For this reason, Hard Disk Manager supports the fail-safe
mode only for operations that modify a "source" partition, such as Resize & Move Partition, Convert Filesystem and
Change Cluster Size. Other operations, such as Backup Partition, Copy Partition and Restore Partition keep the source
object intact, so that these operations can be simply restarted in case of an interruption.
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Working in the fail-safe mode
A common procedure is the following:

1. A user should make the DOS-based Hard Disk Manager's bootable diskette by using the utility Diskette Build
Wizard, or make the Linux-based Hard Disk Manager Bootable CD.
2. A user should run Hard Disk Manager and activate the fail-safe mode. in the program Settings (see the section
Settings Overview =» General Page =» Data loss protection).
3. A user should initiate and execute a desired operation.
The program will start the operation in a seemingly usual manner, but really, it will keep the log of the operation
progress.
4. In case of unexpected interruption (failure), the program replaces the MBR bootstrap code with the special bootable
code that asks a user continuing the interrupted operation from the bootable diskette or the bootable CD.
5. A user should boot the computer from the Hard Disk Manager bootable CD or from the Hard Disk Manager
bootable diskette.
6. The program will detect the interrupted log and will ask a user either continuing the operation or canceling it.
= In case of continuing the operation, the program resumes the operation and completes the modification of a
partition.
= Otherwise, the program only restores the old bootstrap, but leaves a processed partition in unusable state.

Manual interruption of an operation

In case of an operation was interrupted by a user, the program will not provide an ability of resuming the operation,
even if it works in the fail-safe mode.

Remember, an interruption of some operations leads to the irrevocable corruption of a processed partition.

4.2 Backup Partition

This chapter explains how to make backup images of separate partitions on local and network drives, unmounted
partitions and removable media under various conditions.

421 Overview

Backup is the primary function of Hard Disk Manager. One can backup partitions having important data and system
partitions to protect oneself from downtime in case of system malfunction. The partition can be completely restored
within few minutes from the backup image.

The backup image includes not only contents of all files but also filesystem metadata. In that way the program keeps all
information associated with files: the exact structure of directories, location of files on the disk, security information,
access quotas and so on. After the restoration, the partition becomes in the pre-backup state.

making the backup image, will be lost after the partition

@ Take into account that new data added to the partition after
restoration.

Hard Disk Manager allows to backup partitions of any type. The program backup partitions of known filesystem types
by using the fast copying algorithm. All other partitions are saved in the sector-to-sector copying mode. See the section
Processing partitions of unknown types for more details.

The implementation of the backup function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) partitions. To process locked partitions, the
program need to reboot the computer.

2. In addition, the processing of locked partitions differs for Windows 95/98, Windows NT/2000/XP and Windows
ME.

4.2.1.1 Where you can save backup images
Hard Disk Manager allows saving backup images on the following storage media:

Mounted local drives (i.e. partitions having the drive letter assigned).

Mapped network drives (i.e. network resources with the drive letter assigned).
Mounted removable media (ZIP, LS-120, MODD, ZIV etc).

Mounted USB drives and Compact Flash cards (in Windows only).

Any read-write media mapped in the system.
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e  Unmounted partitions formatted to NTFS, Ext2 and Ext3.
Hard Disk Manager uses the built-in universal filesystem drivers (UFSD) to access unmounted partitions on local
hard disks.

e CD-R(W) and DVD-R(W) drives (in Windows and Linux). The equipment should be detectable and available in
Windows Device Manager. This feature is explained in the chapter Burning images of partitions on CD/DVD-
R(W) under Windows.

4.2.1.2 Incremental Backup functionality

Hard Disk Manager provides the Incremental Backup functionality extension for single Primary and Logical partitions.

Briefly, the program produces the exact comparison of current contents of the selected partition with ones saved in the
previously made archive of this partition (this archive is named the parental image). The difference in contents is saved
in the newly created archive.

Hard Disk Manager requires the parental image to be corresponding to the partition being archived to a new
incremental backup image. Before executing the operation, the program verifies this condition. To distinguish between
partitions, the program uses the location, the capacity, the filesystem type and the serial number partition's properties.

The incremental backup archive cannot be used detached from the parental image. When restoring a partition from an
incremental archive, the program at first finds and restores the parental archive, and then implements changes that are
saved in the incremental archive.

4.2.1.3 Restrictions

Hard Disk Manager is unable placing the backup image (or some of its volumes) on the partition that is being imaged.
One should place the image on another partition, another hard disk, removable media or a mapped network drive.

4.2.2 Initiating the operation

Step 1. Select the partition you want to backup.

Paragon Drive Backup 18] =
General Miew Hard Disk  Partition  Cperations  Help

H s 55 @ 6 ° @ °© g !
Apply Undo  Unda &l Changes Backup  Restore Burn Create Copy Delete Faormat  Pro
- . —— — — —

El% D'SKD_ (1CIELO40AYYAD I Disk [ FiT1E Lirus Ext2 I Linus Sweap [ Unformatte
{3 Primary C: [T Extended [T00 FAT32 [ LinuxExt3 [BEEN HPFS (BN Invaid
[ Primary D: [ Free I MTFS I ReiserFS [N Other

EI% Disk 1 (Maxtor 8324003
[ Primary *: =

-3 Primary, free
- Extended *:

Logical *;

Logical, free
Logical *; IEEE Pl ooerrale . o || sl | e ||
Logical, free - -
Logical *; olume | Tvpe | Syskem | Size: | LUsed | Free | Wolume ... | Active | -
Logical, Free = R Primary MTFS 524 MB 45ME S19MB ‘fes
i Logical *: £ R Primary  [free] 244 MB
% Extended Other 2.3GB Mo
@ Logical FAT16 622 MB 177 KB 622 MB Mo
@ Logical

90.6 ME
2 ME
19.7 MEB

Logical 15.6MB 476 MB

@ Logical
@*  Logical 689ME 2.0ME 687 ME Mo o
@*  Logical 43,3 MB _|LI
4 | | _>| 4 | 4
For Help, press F1 [ |69.6 MB [cPU: 150

Select some existing partition you want to backup, in the Tree Layout panel in the UDP Layout panel or in the List of
Partitions. In any case, the partition will be highlighted in all three panels.

The function is not available for blocks of free space.

After selecting a partition, most buttons on the Main Toolbar will become enabled.
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Step 2. Select the operation to perform
SEI

General View Hard Disk  Partition  Operations  Help

H S 558 @ @ &8 0o ® o &
Apply Copy partition. .. B+ Burm Create Copy Delete Format  Pro
)  nartiti ! _ — —
Create an image of partition...  Alt+B B I Lirus Ext2 [N Linus Swap [ Unformatte
Biuiem & imange of parbibion bo G 2B Lirw Ext2 [HEIM HPFS [ (rvealid
- I FieiserFS [N Other
artition From image. ..
Selective partition restare
Create,., AlEH
H Farmat... Alt+F
E |
Hi 0 || | N
& ‘Wipe partition. .. Al =
=y Clear free space... —
=Y I | Size | LUsed | Free | Wolume ... | Active | -
i Resize/Move. .. Ble+2
=] CEEESTE 524 MB 45ME S19MB Yes
Mount. ..
@ .. 244 ME
Hide 2,368 No
Set Inactive )
622 MB 177 KB 622 MB Mo
IMaodify » 90,6 MB
; 2  492ME 1S.5ME 476 MEB Mo
R:teitrslur ace . . 19.7 ME
l ch ile system integrity GEOME  2.0ME 687 MB Ho —
Undelete, .. 435 MB f
4 | Browse partition I L4
Shaw large or s Properties... Alt-+Enter [ 69,7 MB [cPu: %
Variants:

Select in the main menu:

Partition = Create an image of partition...

o Call the popup menu for the selected partition in any of layout panels (click right mouse button) then select the
menu item:

Create an image of partition...

e Press Alt+B keyboard combination
e  Press Backup button on the Main Toolbar.
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Step 3. Assign properties of the backup image

Create an image of primary parkition 1 7] x|
—Sizing

W Splitimage Comprezssion level; IEest "I
v Set names automatically tax image size [ME]: IEEIEIEI.EIEI
Approximate archive zize; 229 GE

— Encryption
¥ Enable encryption

Enter paszword: Ixxx
Confirm pazsword: Ixx>1
—&rchive label

Winw P, June 29, 2003
Befare installing PO

H DO

—&rchive Settings
Base image: ID:'H Y¢P_15_Jun.phf

Drrivve; IH: 7.1 GE free

EEi e

Image fils:  |H:\+P_29_Jun.pht

Cancel |

Assign properties of the backup image. You can control:

splitting properties (see Split settings)
compression level (see Compression settings)
encryption (see Encryption settings)

archive description (see Archive label)

image location (see Image Location)

Initially the program suggests some consistent values for all parameters. In most cases, you can just press OK button to
confirm the operation. All parameters are explained in the chapter Description of the Backup parameters.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Backup Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the Backup operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.2.3 Description of the Backup parameters

4.2.3.1 Common parameters of the Backup Hard Disk operation
Parameters of the backup operation are subdivided in five groups:

e  Split settings manage the ability to make multivolumic images and assign default volume size and the automatic
generation of volume filenames.
o  Encryption settings manage the ability to cipher image contents and set the access password
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o  Compression settings manage an ability to squeeze image contents and the compression level
e Archive label allows to place custom notes to the image file for easy navigation through images
e Location settings allow selecting the most convenient storage to place the image.

As the matter of fact, all Backup operations contain these parameters, with probably few minor differences. The only
specific feature of the Backup Partition operation is the ability of using the Incremental Backup function.

4.2.3.2 Split settings
Sizing
¥ Split image Compiesac lewah E:: i ¥

[v Setnames sutomaticalll  Max image size [MEB]: |2|:||:||J oo

Approsimate archive size; 229 GB

Split image

Set this checkmark ON to enable automatic breaking of large images in multiple volumes. Otherwise, the program will
try to place entire image in a single file. See Comments for more details.

Max image size (MB)

This value defines the maximum size of each volume of the image being created. The default value is 600 Mb.

Set splitted file names automatically

When activated, this option forces the program to automatically generate filenames for next volumes of the image.
Otherwise, the program will pause after filling each volume to ask the user about the new volume filename until
completing the operation. See Comments, section Using multivolumic images for more details.

Approximate archive size

The program estimates roughly the resulting size of a new archive by compressing a small portion of data. This filed
displays the estimation results.

4.2.3.3 Encryption settings

— Encruption

¥ Enable encryption

Enter paszward: Im

Canfirrn pazswaord: Im

Enable encryption

Set this checkmark ON to enable ciphering image contents and protect accessing to the image by the password.
Encryption reduces the overall operation performance. The deceleration percentage fundamentally depends on the
hardware parameters.

Enter password & Confirm password
With enabling the encryption, provide the password to be used to access the image. Note: the program does not allow
"empty" passwords.

4.2.3.4 Compression settings

Compression level: | Best - I

MHone
Fast
Nu:urmal

taw image size [ME]:




- 48 -

Compression level

Here you can change the compression level, in case of you wish to use the value other than the default one. The default
compression level is defined in the program settings. Compression may significantly squeeze the backup image size, but
it reduces the overall operation performance.

The greater level, the higher compression ratio and the slower performance. The deceleration percentage fundamentally
depends on the hardware parameters. See General settings for more details.

4.2.3.5 Archive label

Archive label

WinEP, June 29, 2003 ;l
Before instaling PES J

You can associate a short descriptive text with the image. When getting Archive Info or Restoring Partitions, you can
inspect the archive label to ensure that you have selected the desired image.

4.2.3.6 Image Location

—Archive Setlings
Base image: ID:'-J "4P_15_Jun.ph

Dirive: IH: 7.1 GE free

L L L

Image file: IH:'\XF‘_EH_Jun.pI::f

Image file
Assign the desired filename of the backup image in this text box.

The program generates the default image filename by using the disk number and the drive letter (or the partition
number) and suggests placing the image on the local drive having the maximum value of free space.

A user can assign another filename manually, or select an existing file by pressing the button D that is located on the
right side of the text box.

Drive
The pull-down list of available drives is very useful when selecting the non-default image location. The list contains:

e Mounted local volumes, with mention the drive letter and the amount of available space.

e Mapped network drives, with mention the drive letter and the reported amount of available space.

o Unmounted NTFS and Ext2 partitions, with mention their location (disk_number / partition_number). The
program accesses unmounted partitions by using the built-in filesystem drivers.

1 |

C: 1.8 GE free
Archive SettifD: 11.5 GB free
Hdd1 /P artition

Baze image:
[Hdd1 /Partitiond)
Drivve: I [Hdd1/Partitiond] j
Base Image

Use this parameter in order to produce an incremental backup archive. In this text box, the parental archive filename
should be entered (see the section Incremental Backup functionality for details).

A user can assign a filename manually, or select an existing file by pressing the button D that is located on the right
side of the text box.

In case of this text box remains empty, Hard Disk Manager creates an ordinary backup archive.

Before executing the Backup operation, the program verifies that the selected parental archive corresponds to the
chosen partition. Both the selected partition and the one saved in the parental archive should have:
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= the same Location

= the same Capacity

= the same Filesystem Type

= the same Serial Number (see the Glossary)
Browse buttons D

There are two buttons marked by three close dots in this section of the dialog. Each of them activates the advanced
"Open/Save file" dialog. With using this dialog, you are able selecting files on local and network drives, including
unmounted local partitions. See the next section for more details.

4.2.3.7 Selecting unmounted partitions as the target location for saving backup images

When creating the backup image of a partition or a hard disk, you are able to select unmounted local partitions of NTFS
and Ext2/Ext3 type as the target location for saving the backup image.

1. Open the "Create an image of partition" dialog.

Specify image file to create ied P

Save in | < Local Disk (D) ~| = &k EB-
Deszktop
— @B My Documents Ddspy
I Alles B § My Computer S?;.-'stem Yalurme
. 35 Floppy (4] Dvideo
Dede2 | o Lol Disk () LDWORK
20 < Local Disk [D:] Dy
) dbe0d S 3z on 'Server 2]
Mon mounted partitions
1 [ Shared Docurnents _’I

. (5 My Documents
2 neme & My Network Places \ﬂl
Save as type: IF'aragu:un Drive Backup Image [*.pbf) j Cancel |
A

2. Press the Browse button (in the bottom of the window) to open the advanced "Save in file" dialog.

3. On the dialog, select the "Save in" pull-down list of volumes
(it is located on the top of the window).

4. In the pull-down list, click on the item "Non-mounted partitions".
(the item is located bottom the list of mapped volumes)

Specify image file to create e

Save i I@ Mo mounted partitions j = & Ex-
Partition I Yolume Mame I File swstem I Free Space |

“e#Hdd 11Partition 0 MTFS 519 Mb

“e#Hdd 11Partition 5 Linux Extz 476 Mb

eHdd 1YPartition 9 341 Mb

File name:  Img_1_0.pbf Save |
Save as type: IF'aragu:un Drive Backup Image [* phf] j Cancel |
A

5. The summary list of unmounted local partitions will be displayed.
The list includes NTFS and Ext2/Ext3 partitions on all local hard disks. Every item contains the drive number /
partition number, the filesystem type and the amount of available space.

6. Select some unmounted partition to proceed.
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Specify image file to create 2l

Save i I@ Mo mounted partitions j = & Ex-
Marme | Size | Modified

=..

[T $Extend 01.01.1601 D4:03

CheRC 01.01.1601 D4:00

[CIHELF 01.01.1601 D4:00

| 5wstem volume Information 01.01.1601 04:00

IChopen me 01.01.1601 04:00

File name:  Img_1_0.pbf Save |
Save as type: IF'aragu:un Drive Backup Image [*.pbf) j Cancel |
A

7. Next, the program will browse the contents of the selected partition. You can open any directory on the partition
being explored.
8. Finally, click the button "Save" or press ENTER to select the target location of the backup image .

4.2.4 Running the Backup operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e  Estimated archive size
e Averaged read & write speed and summarized data transfer rate

In case of a multivolumic image is created, the writing of each volume is treated as suboperation, and the program
displays information about suboperation progress.

In case of a user disables automatic filename generation, the program pauses after filling each volume and asks for the
next volume filename:

Select next yolume file for image ied P

Save in: | % Local Disk [D:) ~| « @& e B
2~ e ) WORK
I Alles Mounker German [CMuzic - Igor [y
IChC I)PEF
D Sispy
I )DIST Syskem Yolume Information
ICTIDOS Ukilities [Chviden

1] | i

File name: Img 1 10.p01 Save I
Save as type: IDrive Backup Image [*.p01] j Cancel |
L

By default, Hard Disk Manager suggests an automatically generated filename, but a user can change it. See the chapter
How Hard Disk Manager generates filenames for multiple volumes for more details.

4.2.5 Comments

4.2.5.1 Processing partitions of unknown types

The program allows to backup partitions of any type. By default, the program uses the fast copying algorithm for
copying partitions of known filesystem types; other partitions are saved in the sector-to-sector copying mode. In the fast
copying mode, the program requires the on-partition filesystem must be in the consistent state.
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In case of turning ON the secfor-to-sector copying mode, the program copies all sectors of the selected partition
regardless of the filesystem type and consistency (see the chapter Settings overview, section General Page, to learn how
to switch between copying modes).

4.2.5.2 How to map a network drive in Windows
Hard Disk Manager uses the file service of the operating system to access network resources. For this reason:

e In Windows NT, 2000 and XP the program can save backup images on any network resource that is available for
the full access, regardless of is it mapped in the system or not.
e In Windows 95, 98 and ME the program can use mapped network drives only.

To map a network resource (i.e. assign the drive letter to the resource), make the following actions:

1. Select the icon "Network Neighboring" (or "My Network places") located on the Windows Desktop and activate
the popup menu by clicking right mouse button:

Open
Explore

Search for Computers. ..

Map N
Disconnect Mebwork Drive, .

Create Sharkouk
Delete
Renarne

Properties

2. Select the item "Map network drive". The system dialog "Map network drive" should appear:

Map Metwork Drive x|

Windows can help wou connect to a shared networlk Folder
and assign a drive letter to the connection so that wou can
acrcess the Folder using My Computer.

Specify the drive letker for the connection and the Folder
that wou wank ko connect to:

Ditive: IZ: j
Falder: | llserverishare x| Browse... |

Example; \\serverishare

Conneck using a different user name.

Sign up For online storage or conneck ko a
nebwork server,

< Back I Finish I Cancel

3. Select a network resource to be mapped
4. Select a drive letter to be assigned to that resource
5. Click Finish button to complete the action

4.2.53 Most frequent situations in which you may need to use multivolumic images

By default, Hard Disk Manager tries placing the image of a partition in a single file. However, there are situations when
a single file is inconvenient or impossible. In this case, one should use the multivolumic image:



-52-

You intend to place a large backup image on a FAT32 partition.

FAT32 filesystem limits file size to 4Gb. Therefore, you need to split an image in volumes of 4Gb or less.
Generally, Hard Disk Manager detects such situations and automatically split large images in multiple volumes.

You intend to place a large backup image on a mapped network drive.

The network redirector supports only files less than 2Gb in size. Therefore, you need to split an image in volumes
of 2Gb or less in order to avoid access problems. Generally, Hard Disk Manager detects such situations and
automatically split large images in multiple volumes.

You wish to place a large backup image on removable media

In case of the program does not support the used media type, one can temporarily save a backup image on a hard
disk and later move it on removable media by self.
In this case, one can force the program to split the image in volumes of required size.

4.2.5.4 How Hard Disk Manager generates filenames for multiple volumes

In fact, a backup image is a special database that can keep various types of information. Hard Disk Manager can
combine backup images in hierarchic structures. A compound image consists of multiple files including subordinate
images. The primary volume of a backup image keeps information about the hierarchic structure and subordinate
volumes.

The program supports both automatically generated and manually defined volume filenames. In case of automatic
generating volume filenames, the program uses the following rules:

e  The filename of the primary volume (i.e. the first file of the multivolumic image) is actually one defined by a user
in the Backup Partition dialog (or Backup Disk dialog). The default file extension of the primary volume is .PBF,
but it can be changed by the user.

e By default, Hard Disk Manager generates the filename of the primary volume:

Img_DDpp . PBF

where:
DD - the two-figure hexadecimal number of the hard disk that
contains the partition being archived
PP - the two-figure hexadecimal number of the partition being
archived

e Filenames of all other volumes of the multivolumic backup image meet the requirements of the so-called 8.3
filename format and have the following format:

XXXXDDpp .Tnn

where:
XXXX - the first four characters of the image name (4 characters
from the filename of the primary volume)
DD - two-figure hexadecimal number of the hard disk that
contains the partition being archived

PP - two-figure hexadecimal number of the partition being
archived
T - the key of the partition type:

= P — primary partition
= E — Extended Partition
= L —logical Partition
nn - two-figure hexadecimal number of the volume (within the
subordinate image)
e By default, the program places all the volumes in the same directory.

For example, the image named "MyLargelmage" will consist of the following files:

Multivolumic archive

Single-volumic
archive Primary partition Logical partition
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MyLargelmage.PBF MyLargelmage.PBF
MyLa0002.P00 MyLa0007.L00
MyLargelmage.PBF MyLa0002.P01 MyLa0007.L01
MyLa0002.P02 MyLa0007.L02

Switch off the automatic filename generation to manually set filenames of volumes. In this case, you are able to place
volumes in different directories, on different drives and even on different media. After filling the current volume, the
program will pause and ask you for the next volume name.

4.2.5.5 How to bypass the checking of the free space

When the Split image feature is switched off, Hard Disk Manager checks the amount of available space on the media
targeted for saving the image. In this case, the program will not start the operation in case of the target media have
insufficient memory to store the uncompressed image.

To bypass the check of amount of free space:

Switch ON the Split image feature.

Set the volume size to some (very) large value.

Disable the automatic filename generation (it is highly recommended).
Set the compression level to some high value (the highest level preferred).

PR

When using the feature of the automatic volume name generation, avoid placing backup images on media that have no
enough free space to fit entire image.

4.2.5.6 Using Compression

Compression allows reducing the image size at the expense of time required for the operation. The implementing of
data compression slows the operation's performance. Deceleration and compression ratio fundamentally depend on
hardware performance and statistical characteristics of data being compressed. The approximate parameters of the
compression received in our testing lab are represented in the section Compression level.

4.2.5.7 How to backup corrupted partitions

To backup a partition that has a corrupted filesystem, switch the program to the sector-to-sector mode (see the section
Fast copying algorithm):

(menu) General = Settings... = (page) General = Copy all sectors 1:1

By default, Hard Disk Manager works in the fast copying mode. Before making the operation, the program performs the
filesystem check and accepts only valid filesystems. In the sector-to-sector mode, the program skips the filesystem
check and just copies all sectors "as is". The image obtained is much larger, but the program enables corrupted and
unknown partitions.

4.2.5.8 How to automate the system reboot for processing the locked partitions

When processing locked partitions, Hard Disk Manager asks a user for reboot. By default, the program pauses the
execution until a user makes a choice and presses OK or Cancel. Still, there is the ability to continue the program's
working without the manual intervention: in the program settings, on the page User Page, set the non-zero value to the
filed Timeout before reboot system automatically.

This option controls the period (in seconds) while the program waits for a user reaction. In case of no intervention
during timeout, the program automatically reboots the computer.

4.2.6 Backup system and locked partitions

The basic difference between locked and unlocked partitions is that contents of locked partitions are "volatile" and can
unpredictably change during the lengthy backup operation (see Glossary). In this case, the backup image may become
inconsistent.

Hard Disk Manager cannot block write operations of other applications, so it tries to reboot the system to a single-
tasking environment to eliminate the probability of mutual interference of programs.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

Hard Disk Manager uses different components in different versions of Windows. In addition, the processing of locked
partitions differs in various Windows versions.
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4.2.6.1 Backup locked partitions in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase to operate the locked
partitions:

Paragon Drive Backup El

The operation requires rebaating vour computer. Press 'OE ta reboot
& the computer automatically.

Cancel |

1. Before starting the operation, the program checks whether partition is locked or not.
2. If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.

4. Then the program reboots the computer.

5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.

6. In case of creating the multivolumic backup image with the option Set splitted file names automatically switched
off, the program asks the user for the filename of the next volume. The most bottom lines of the console output will
be the following:

Get new filename of the file for subsequent writing.
(Type exit to cancel operation.)
D:\Img_1_z.p01

7. You should choose one of the following alternatives:
= press ENTER to proceed with the suggested filename.
= change the filename to proceed with another one.
= clear the filename and type the word "exit" to abort the operation.
By default, Hard Disk Manager suggests a new filename, but the user is able to change this value.
9. After the BlueScreen Component completes the operation, the Windows session begins and the Windows-based
version of Hard Disk Manager comes up.

®

4.2.6.2 The text editing abilities in the BlueScreen Component
e  Only printable characters and the BackSpace key are acceptable.

e  Other keys (including CAPSLOCK, Ctrl, Alt, Shiff) are unacceptable.
e  Only English letters are available

e All alpha letters are entered in the lowercase.

4.2.6.3 Limitations of the BlueScreen Component

There are some minor functionality limitations of the BlueScreen Component that come from the inaccessibility of
some Windows services during the Startup Bluescreen phase:

e  The version of the BlueScreen Component provided with Hard Disk Manager interacts with the user in the
console-like style. Such useful functions like Browse disk contents and Search files are not available. In case of the
program asks a user to enter a filename, the user must enter a filename "blindly".

e  The BlueScreen Component allows input only English letters.

The text is in lowercase, only BackSpace editing key is supported.

e During the Startup Bluescreen phase, the network redirector does not functioning. For this reason, do not locate

backup images on mapped network drives because their contents are unavailable at the Startup Bluescreen phase.

The detailed information about the interaction between Windows-based and Bluescreen components of Hard Disk
Manager is discussed in the Technician Manual.
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4.2.6.4 Backup locked partitions in Windows 95 and 98

Windows 95 and 98 include the limited version of the MS-DOS 7 as a part. The "true" DOS environment is available
after booting to the DOS session (do not confuse with the DOS prompt in the Windows session).

1. Before starting the operation, the program checks whether partition is locked or not.
If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

3. The application passes silently the task to the DOS-based version of the Hard Disk Manager. Then the Windows-
based application just runs the DOS-based program.

4. The DOS-based version of the Hard Disk Manager is configured (through the .PIF-file) to run in the true DOS
session. Windows should reboot to the DOS session.

5. The DOS-based program becomes working in the unattended mode with displaying the operation progress and
statistics.

6. When completing the operation, the program reboots the computer.

4.2.6.5 Limitations of the DOS-based version in the unattended mode

The DOS-based version of Hard Disk Manager can work either in the interactive mode or in the batch mode. In both
cases, it provides the full functionality with the only exception of burning images on recordable CD/DVD discs.

There are some minor functionality limitations of the DOS-based version, which works in the unattended mode. These
limitations come mostly from the unavailability some services in the DOS environment:

e Avoid using network mapped drives for placing backup images of locked partitions.

The thing is that usually DOS environment is not configured for supporting the network, so that network resources
will become unavailable in the DOS session.

Otherwise, you should manually install and correctly configure the NIC drivers and the Network Client software
for DOS.

e Do not use USB devices (ZIV, Flash cards etc.) for holding the backup images of locked partitions.

DOS does not support USB (and there are no USB drivers for DOS on the market). So that after rebooting to DOS
all USB devices become unavailable.

e In the unattended mode, the program unconditionally aborts the operation in case of detecting bad sectors, missing
the image file or similar problems. To get the user-friendly behavior of the program, run Hard Disk Manager in the
interactive mode.

e Take care of providing the DOS session with the device drivers for CD/DVD drives, SCSI and RAID controllers
that have no own BIOS.

e Remember that drive letters associated with particular partitions may differ for the DOS and Windows sessions.

e Remember that DOS may fail to access to large partitions. For example, MS-DOS does not work with partitions
that are larger than 8Gb.

The detailed information about interaction between Windows-based and DOS-based components of Hard Disk Manager
is discussed in the Technician Manual.
4.2.6.6 Backup locked partitions in Windows ME

The diskette-based version of Hard Disk Manager can work either in the interactive mode or in the batch mode. In both
cases, it provides the full functionality with the only exception of burning images on recordable CD/DVD discs.

The procedure of processing locked partitions and hard disks is described in the section Working with locked
partitions/disks in Windows ME.

There are some functionality limitations of the diskette-based version of Hard Disk Manager. These limitations coincide
with ones of the DOS-based version that works in the unattended mode (see Limitations of the DOS-based version in
the unattended mode). These limitations come mostly from the unavailability some services in the DOS environment:

e  Avoid using network mapped drives for placing backup images of locked partitions.

e Do not use USB devices (ZIV, Flash cards etc.) for holding the backup images of locked partitions.

e In the unattended mode, the program unconditionally aborts the operation in case of detecting bad sectors, missing
the image file or similar problems. To get a friendly behavior of the Hard Disk Manager, run the program in the
interactive mode.

e  The diskette-based version may not work with SCSI and RAID controllers that have no own BIOS.

e Take care of providing the DOS session with the device drivers for CD/DVD drives. The Diskette Build Wizard
utility simplifies the process of configuring the diskette for supporting CD & DVD drives.

e Remember that drive letters associated with particular partitions may differ for the DOS and Windows sessions.
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e Remember that DOS may fail to access to large partitions. For instance, MS-DOS does not work with partitions
that are larger than 8Gb.
e  Your computer must have the ability to boot from floppy.

The detailed information about interaction between Windows-based and the diskette-based versions of Hard Disk
Manager is discussed in the Technician Manual.

The preferred solution is to use the Paragon Recovery CD instead of using the bootable diskette.

4.3 Burn image of a partition on CD/DVD-R(W)

This chapter explains how to burn backup images of separate partitions directly on recordable and rewritable CD and
DVD discs in Windows environment.

4.3.1 Overview

Hard Disk Manager supports the burning backup images to recordable CD/DVD media. This feature is available only in
Windows environment. The function is isolated from the most generic Backup function because of there are some
valuable specificities and limitations inhere that operation.

In Windows 95, 98 and ME this function is applicable to unlocked partitions only: Hard Disk Manager reboots into
DOS to process locked partitions, but the burning hardware is generally unavailable in DOS environment.

In Windows NT, 2000 and XP Hard Disk Manager is able to burn images of both unlocked and locked partitions. In
case of processing the locked partition, Hard Disk Manager reboots the system and uses the BlueScreen Component to
complete the operation (see the section Backup system and locked partitions).

4.3.1.1 Media types and CD/DVD drives that are supported in the Burn image function

Hard Disk Manager uses the WinASPI service to access CD burning devices. For this reason the program can
successfully use CD/DVD drives that are supported by the operating system. The program supports any media types
that are supported by the used CD/DVD burning hardware.

The advantage of the program is that it can use both mapped and unmapped workable CD/DVD burning hardware.

The primary constraints of the Hard Disk Manager are those the program require blank recordable discs, it does not
support Multisession CD/DVD, it places one volume per CD, it closes the CD session so that disc cannot be added. See
the section Limitations of the built-in CD/DVD burning module for more details.

4.3.2 Initiating the operation in the Windows-based version

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a partition you want to store on CD/DVD-R(W).

Select some partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions. Do not select blocks
of free space because the function is disabled for blocks of free space.

Step 2. Select the operation to perform

Variants:

e Select in the main menu:
Partition = Burn an image of partition to CD

e call the popup menu for the selected partition and select the item:
Burn an image of partition to CD

e  Press Burn button on the Main Toolbar.
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Step 3. Define parameters of the operation

Burn an image of primary partition 1 “F* 7] x|

—Sizing

[T | Splitimage Comprezssion level; IEest "I
[T Setnames automatically fay image size [MB];I

— Encruption

™ Enable encryption

Enter pazswond: I

LCanfirm pazswarnd: I

— &rchive label

N I

Image file: IImg_EI_F.pI:-f

1. DVD+Rw By

Cancel |

Assign properties of the Burn image operation. You can control:

Dirivve:

compression level
encryption

archive description
usable CD burning drive

Initially, the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Burn Image of a Partition operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the Burn Image operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.3.3 Description of the Burn Image parameters

Parameters of the Burn Image operation are similar to the parameters of the backup operation (see Description of the
Backup parameters). There are only two differences:

e  The image should be located on some CD/DVD burning device
e The user cannot change the splitting parameters.

4.3.3.1 Common parameters of the Burn Image operation
Parameters of the backup operation are subdivided in four groups:

e  Encryption settings manage the ability to cipher image contents and set the access password
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o  Compression settings manage an ability to squeeze image contents and the compression level
e Archive label allows to place custom notes to the image file for easy navigation through images
e Location settings allow selecting the CD/DVD recordable drive that will be used for burning the image.

Generally, the parameters for this operation coincide with the same parameters of the Backup Partition operation. See
the chapter Description of the Backup parameters for the detailed explanation.

Encryption settings
(see the chapter Description of the Backup parameters, section Encryption settings)

Set the checkmark ON to enable ciphering image contents and

Enable encryption protect accessing to the image by the password.

Enter password With enablilng the encryption, provide the password to be used to
access the image.

Confirm password Note: the program does not allow "empty" passwords.

Compression settings
(see the chapter Description of the Backup parameters, section Compression settings)

Change the compression level, in case of you wish to use the

Compressmn level value other than the default one.

Archive label

(see the chapter Description of the Backup parameters, section Archive label for more details)

Archive label You can associate a short descriptive text with the image. It may
rchive labe be helpful when selecting backup images.

4.3.3.2 Image Location

Image file:  |Img_1_3.pbf

Do 1. DD +RWw

Image file

Here you can assign the desired filename of the backup image.

The program generates the default image filename by using the disk number and the drive letter (or the partition
number) and suggests burning the image with the first registered CD/DVD burning device in the list.

Drive

You can select any available CD and DVD recordable drive from the pull-down list of CD/DVD burners.

Hard Disk Manager can use any CD burner that is accessible through WinASPI service, including devices that have no
drive letters assigned. The program lists CD/DVD devices by their model names.

434 Running the Burn Image operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed and estimated remaining time for completion
e Estimated archive size and overestimated amount of CD/DVD discs required to fit the image.
e Averaged read & write speed and summarized data transfer rate

In case of a multivolumic image is created, the writing of each volume is treated as suboperation, and the program
displays information about suboperation progress.

In case of a user does not allow automatic filename generation, the program pauses after completing a volume and asks
a user for the next volume filename:
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Select next yolume file for image el |

Save in. | < Local Disk (1] ~| « & ok B
) IE I WoRE
L7 Alles Mounter German [ Muzic - Igor [y
I ICIPEF
D Dspy
ICTIDIST System Yolume Information
) D05 Ukilities [ video

1 | 3

File name: Img 1 10.p01 Save I
Save as type: IDrive Backup Image [*.p01) j Caneel |
A

By default, Hard Disk Manager suggests the automatically generated new filename, but a user can customize this value.
See the chapter How Hard Disk Manager generates filenames for multiple volumes for more details.

1. At the beginning of the real execution of the operation, Hard Disk Manager evaluates the total image size and the
amount of recordable discs required to store the image. The resume is displayed in the report console that is located
in the middle part of the window Progress Information.

The program makes the pessimistic evaluation of the amount of CD-R(W) discs of 700Mb capacity and DVD-R(W) of
4.7Gb discs capacity, which require to fit the backup image. Usually, this value is the overestimated one in case of
using high levels of compression.

Paragon Drive Backup 5'

L] "_n,, There is no media in CO drive, Inserk new disk,
L

Cancel |

2. Next, the program starts the burning process.
If no media is inserted in the CD/DVD drive, the program asks for inserting the new empty recordable disk.

Paragon Drive Backup El

Fiewritable media iz not empty.

j Y'ou can eraze it or inzert new media.

Cluick Eraze Full Eraze Hew Media

3. Every media being inserted is tested for the cleanness.
The non-empty once-recordable discs will be culled.
The program allows to erase rewritable discs (CD/DVD-RW) that are non-empty:
= The Quick Erase assumes only the deletion of the existing formatting structures of the rewritable disc. The
operation takes few minutes.
= The Full Erase assumes destroying and filling with zeroes the entire contents of the rewritable disc. The
operation may take much time (dozens of minutes).
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Progress Information o ] |

i 1 Backup partition/disk to archive file

Urive Backup byl

— Backup partition/dizk to archive file

CO-A'w media iz opened for burming at zpeed 600 Kbz (Size: 105 kb) ;I
Backup Logical partition 5 [disk 1] ta file: Img_1_8.pbf
Getting clusters bitmap...

Suboperation progress Time elapzed: 00-04-09 Time ta finigh; 00:05:04
|

Operation progress Time elapzed: 00:04:03 Time ta finizh; 00:04:56
|

FRead so far, 48 MB [10 MB/s] Copied sofar: 46 MB [6 MBE/s]
Wwiitten zo far: 48 MB [12 MB/s) To copy: 55 MB

Owerall progress Time elapzed: 00:04:09 Time ta finizh: 00:05:04
|

During the real execution of the operation, the Operation Progress window appears. The program displays the detailed
statistics of the operation:

e  The currently active operation is highlighted.

e FElapsed and estimated remaining times for completion of the operation are displayed.
e Averaged read speed, write speed, summarized speed of the operation are displayed.
e  The complete information about suboperation progress is displayed.

4.3.5 Comments

The BlueScreen Component of Hard Disk Manager that is used in Windows NT, 2000 and XP supports the Burn Image
operation. The operation is described in the chapter Burn Image of locked and system partitions.

4.3.5.1 Limitations of the built-in CD/DVD burning module

e  The primary constraint to used media is that it should be blank (empty):
= The recordable discs (CD-R, DVD-R, DVD+R) must be blank.
= The rewritable discs (CD-RW, DVD+RW) that are not blank, will be erased before the use.
= Multisession CD/DVD are not supported.

e During the image burning, Hard Disk Manager creates the single-session, ISO-compliant disc (i.e. Data CD or
Data DVD). The program makes the multivolumic backup image and places volumes on CDs, one file per disc.
Every volume occupies the entire disc, the only exception of the most last volume.

e The current release of the Hard Disk Manager does not allow controlling the write speed of the CD/DVD burning
drive. The program always uses the maximum speed available for the pair "CD burner — recordable disc".

e  The current release of the Hard Disk Manager requires 64Mb of additional physical memory to initiate the CD-
burner buffer. Totally, the program may require ~70Mb or more of physical memory during the Burn Image
operation.

4.3.6 Burn Image of locked and system partitions

Generally, Hard Disk Manager needs to reboot the system in the single-tasking mode to complete the operation of
Burning an Image of the locked partition. As it mentioned in the chapter How Hard Disk Manager executes operations,
Hard Disk Manager uses the Startup Bluescreen service in Windows NT, 2000 and XP. In Windows 95 and 98, the
program uses the "true” DOS session. In Windows ME, the program requires to reboot the computer from the DOS
bootable diskette.

burning hardware in DOS. For this reason, you are unable to use

@ Unfortunately, Hard Disk Manager is unable to use CD/DVD
the Burn Image function on the locked and system partitions in
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Windows 95, 98 and ME.

4.3.6.1 Burn Image of the locked partition in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" service to operate the
locked partitions:

1. Before starting the operation, the program checks whether partition is locked or not.
2. If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.

4. Then the program reboots the computer.

5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.

6. If there is no disc inserted, the program displays the following message in the output console:

There is no media in CD drive. Insert new disk.
(Type exit to cancel operation.)

7. You should choose one of the following alternatives:
= insert the new recordable disc in the CD/DVD drive and press ENTER.
= type the word "exit" to abort the operation.
8. Then, Hard Disk Manager tests the disc for emptiness. In case of using rewritable media, the program suggests
either to change media or erase existing data:

Rewritable media is not empty. Press Enter to_try new media.
Type ERASE to erase media. Type EXIT to cancel operation.

9. You should choose one of the following alternatives:
= Exchange the disc with the new one and press ENTER to continue the operation.
= Type the word "erase" to erase the inserted media and continue the operation.
= Type the word "exit" to abort the operation.

Note: do not try to type in UPPERCASE. In fact you are able type in lowercase only, see the section Limitations of the
BlueScreen Component for more details.

Text editing abilities in the BlueScreen Component:

= Only printable characters and the BackSpace key are acceptable.

=  Other keys (including CAPSLOCK, Ctrl, Alt, Shift) are unacceptable.
= Only English letters are available

= All alpha letters are entered in the lowercase.

After the BlueScreen Component completes the operation, the Windows session begins and the Windows-based version
of Hard Disk Manager comes up.

4.4 Backup & Burn the Extended Partition

4.4.1 Overview

The Extended Partition is actually the container the container of so-called Logical Partitions (see Glossary for more
details). The fundamental feature of the Extended Partition is that it contains many partitions inside.

Hard Disk Manager provides the ability to backup the entire contents of all logical partitions within the single
operation. This operation looks like an ordinary backup operation that is implemented to the Extended Partition.

Similarly, there is the ability to burn the integral backup image of all logical partitions within the single Burn image
operation that is implemented to the Extended Partition.

Partition and new data added to any logical partition after making

@ Take into account that any changes in the layout of the Extended
the backup image, will be lost after the restoration of the
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Extended Partition.

44.1.1 Where you can save backup images
Hard Disk Manager allows saving backup images on the following storage media:

Mounted local drives and mapped network drives.

Mounted removable media (ZIP, LS-120, MODD, ZIV etc).

Mounted USB drives and Compact Flash cards (in Windows only).

Any read-write media, which is mapped in the system.

Unmounted partitions formatted to NTFS, Ext2 and Ext3.

Hard Disk Manager uses the built-in Universal Filesystem Driver (UFSD) to access unmounted partitions.
e CD-R(W) and DVD-R(W) drives (in Windows only).

4.4.1.2 Restrictions

Hard Disk Manager is unable to place the image of the Extended Partition (or some of its volumes) on logical partitions
that belong to the Extended Partition being imaged. One should place the image on a primary partition, on another hard
disk, or on removable media.

4.4.1.3 Specific properties of images of the Extended Partition

The backup image of the Extended Partition consists of multiple volumes.

The only peculiar property of the Extended Partition image is that it always consists of multiple files. This feature
affects on the real execution of the operations (see the section Running the operations).

In case of automatic generating of volume filenames, Hard Disk Manager uses filename generating rules that are
described in the section How Hard Disk Manager generates filenames for multiple volumes:

e  The primary file of the backup image has the filename extension .PBF. It contains information about the layout of
logical partitions and information about volumes that are aggregated to the image of the Extended Partition.

e Logical partitions are separately stored in subordinate images. Subordinate images of logical partitions have the
filename extension .LL00. Exactly, subordinate images are valid images so that just primary volumes of them have
the extension .L0OO (continued with .Lnn).

For example, the user creates the image named "MyExtendedPartition" of the Extended Partition that contains three
logical partitions. The image will consist of the following files:

"Single-volumic'" archive Multivolumic archive
MyExtendedPartition.PBF MyExtendedPartition.PBF MyEx0005.L01
MyEx0004.L00 MyEx0004.L00 e
MyEx0005.L00 MyEx0004.L01 MyEx0006.L00
MyEx0006.L00 MyEx0006.L01
MyEx0005.L00

Switch off the automatic filename generation to manually set filenames of volumes. In this case, you are able to place
volumes in different directories, on different drives and even on different media. After filling the current volume, the
program will pause and ask you for the next volume name.

The side effect of the high image fragmentation is the probability of coincidence of auto-generated filenames for two
different backup images. To avoid such a problem, put multivolumic images in separate directories.
44.2 Initiating the operations

As the matter of fact, the operation of creating the backup image of the Extended Partition is the same as with ordinary
partitions. Similarly, the operation of burning the backup image of the Extended Partition to CD/DVD recordable discs
is the same as with ordinary partitions.

4.4.2.1 How to Backup the Extended Partition

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.
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Brief description of actions:

Step 1. Select the Extended Partition.

Select the Extended Partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

Step 2. Select the operation to perform
Variants:

Select in the main menu:

Partition =» Create an image of partition...

Call the popup menu for the Extended Partition, and then select the menu item

Create an image of partition...

Press Alt+B keyboard combination
Press Backup button on the Main Toolbar.

Step 3. Define parameters of the operation

The parameters of the operation are described in the section Description of the Backup parameters.

Brief description of parameters:
Parameters of the backup operation are subdivided in four groups:

e  Encryption settings manage the ability to cipher image contents and set the access password

o  Compression settings manage an ability to squeeze image contents and the compression level

e Archive label allows to place custom notes to the image file for easy navigation through images

e Location settings allow selecting the CD/DVD recordable drive that will be used for burning the image.

Generally, the parameters for this operation coincide with the same parameters of the Backup Partition operation. See
the chapter Description of the Backup parameters for the detailed explanation.

Splitting settings

(see the chapter Description of the Backup parameters, section Split settings for more details)

Set this checkmark ON to enable automatic breaking of large
images in multiple volumes. Concerning the image of the
Extended Partition, this option affect on subordinate images of
logical partitions.

Split image

This value defines the maximum size of each volume of the

Max image size image being created.

The option forces the program to automatically generate
filenames for next volumes of the image. Otherwise, the program
will ask the user about the new volume filename.

See Comments, section Using multivolumic images for more
details.

Set splitted file names
automatically

Encryption settings
(see the chapter Description of the Backup parameters, section Encryption settings)

Set the checkmark ON to enable ciphering image contents and

Enable encryption protect accessing to the image by the password.

Enter password With enabl‘mg the encryption, provide the password to be used to
access the image.

Confirm password Note: the program does not allow "empty" passwords.

Compression settings
(see the chapter Description of the Backup parameters, section Compression settings)

Change the compression level, in case of you wish to use the

Compr ession level value other than the default one.

Archive label

(see the chapter Description of the Backup parameters, section Archive label for more details)

. You can associate a short descriptive text with the image. It may
Archive label be helpful when selecting backup images.

Step 4. Apply the operation

Hard Disk Manager supports both /mmediate and Virtual execution for both Backup Extended Partition and Burn
Image of Extended Partition operations (see the chapter Virtual operations for more details). In the "smart mode", the
program supports only Virtual execution, i.e. it schedules the Backup operation in the List of Pending Operations.
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o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.4.2.2 How to Burn image of the Extended Partition

The actions the user should make to initiate the operation are described in the chapter Initiating the Image Burning
operation in the Windows-based version.

The parameters of the operation are described in the section Description of the Burn Image parameters.

Brief description of actions:

Step 1. Select the Extended Partition.
Select the Extended Partition in the Tree Layout, in the UDP Layout or in the Partitions List.

Step 2. Select the operation to perform

Variants:

e Select in the main menu:
Partition = Burn an image of partition to CD

e call the popup menu for the selected partition and select the item:
Burn an image of partition to CD

e  Press Burn button on the Main Toolbar.

Step 3. Define parameters of the operation

The parameters of the operation are described in the section Description of the Burn Image parameters.

Brief description of parameters:
Parameters of the backup operation are subdivided in four groups:

e  Encryption settings manage the ability to cipher image contents and set the access password

o  Compression settings manage an ability to squeeze image contents and the compression level

o Archive label allows to place custom notes to the image file for easy navigation through images

e Location settings allow selecting the CD/DVD recordable drive that will be used for burning the image.
Generally, the parameters for this operation coincide with the same parameters of the Backup Partition operation. See
the chapter Description of the Backup parameters for the detailed explanation.

Encryption settings
(see the chapter Description of the Backup parameters, section Encryption settings)

Enable encryption Set the checkmark ON to enable ciphering image contents and protect accessing to the image by the password.

Enter password With enabling the encryption, provide the password to be used to access the image.
Confirm password Note: the program does not allow "empty" passwords.

Compression settings
(see the chapter Description of the Backup parameters, section Compression settings)

Set the checkmark to disable image compressing. By default, the compression is active. The default value is

No compression defined in the program settings (see General settings).

Compression level Change the compression level, in case of you wish to use the value other than the default one.

Archive label
(see the chapter Description of the Backup parameters, section Archive label for more details)

Archive label | You can associate a short descriptive text with the image. It may be helpful when selecting backup images.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution for both the Backup of the Extended Partition and
the Burn Image of the Extended Partition operations (see the chapter Virtual operations for more details). In the "smart
mode", the program supports only Virtual execution, i.e. it schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.
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o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

44.3 Running the operations

The real execution of referring to above operations on the Extended Partition is similar to appropriate operations with

ordinary partitions (see the sections Running the backup operation and Running the Burn Image operation for more
details).

4.4.3.1 The Extended Partition image is the multivolumic one

The difference between images of ordinary partition and images of the Extended Partition is that Hard Disk Manager
always creates the multivolumic image for the Extended Partition. The section How Hard Disk Manager generates
filenames for multiple volumes describes the naming rules that Hard Disk Manager uses for auto-generated filenames.

In case of burning the image of the Extended Partition, the
@ program always places the image on several discs.

The most first recordable disc will contain only the primary
volume of the image, which in fact takes just several megabytes.

4.4.3.2 About processing locked Extended Partitions

The Extended Partition itself does contain neither files nor directories that can be used by an operating system or
applications. However, if some of logical partitions appear locked ones, Hard Disk Manager is unable to process the
Extended Partition without rebooting to the single-tasking environment.

When performing some operation on the entire Extended Partition, Hard Disk Manager checks the lock state of all
logical partitions. In case of some logical partition is locked, the program reboots in the appropriate single-tasking
environment and executes the operation (see How Hard Disk Manager executes operations).

The details of performance of locked partitions are described in the chapter Backup system and locked partitions.

4.4.4 Comments

4.4.4.1 How Hard Disk Manager works with logical partitions of different types

The Extended Partition may contain several logical partitions having different filesystem types. Hard Disk Manager
allows creating an image of such "non-uniform" Extended Partition without any problems.

If the program works in the fast copying mode, it independently processes each logical partition. It analyzes the
filesystem type and automatically switches to the appropriate copying mode. Remember that known filesystems are
copied in the fast copying mode while the unknown filesystems are processed in the sector-to-sector copying mode.

If the program works in the sector-to-sector copying mode, it independently processes each logical partition, too. The
only difference is that Hard Disk Manager saves all sectors of every existing partition.

In any of copying modes, Hard Disk Manager does not save blocks of unpartitioned space within the Extended
Partition. So that the program will not save deleted logical partitions.

4.5 Backup Hard Disk

This chapter explains how to make backup images of entire hard disks on local and network drives, unmounted
partitions and removable media under various conditions.

4.5.1 Overview

Hard Disk Manager provides the ability to backup not only separate partitions but also entire hard disks.

Generally, each hard disk contains the controlling records of a partitioning scheme, which is located on the disk (see
Glossary), and the bootstrap code in addition to on-disk partitions. Each of mentioned above disk components is
important to keep the availability of on-disk data.
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Hard Disk Manager uses knowledge about the internal structure of hard disks in order to make workable images of all
disk contents. In case of disk malfunction or corruption of data, the backup image of the hard disk can be used for
complete restoration of the system workability.

and new data added to any on-disk partition after the making the

@ Take into account that any changes in the layout of the hard disk
backup image, will be lost after the disk restoration.

The implementation of the backup function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) hard disks. To process locked hard disks, the
program need to reboot the computer.
2. In turn, the processing of locked disks differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

Locked hard disks are ones having locked partitions.

4.5.1.1 Where you can save backup images
Hard Disk Manager allows saving backup images on the following storage media:

Mounted local drives and mapped network drives.

Mounted removable media.

Mounted USB drives and Compact Flash cards (in Windows only).

Any read-write media that is mapped in the system.

Unmounted partitions formatted to NTFS, Ext2 and Ext3. Hard Disk Manager uses the built-in Universal
Filesystem Driver (UFSD) to access unmounted partitions.

e CD-R(W) and DVD-R(W) drives (in Windows only). This function is described in the chapter Burning the image
of a hard disk.

4.5.1.2 Restrictions

Hard Disk Manager is unable to place the image of the hard disk (or some of its volumes) on any partition that belongs
to the disk being imaged. One should place the image either on another hard disk or on removable media.

4.5.1.3 Specific properties of images of hard disks

Hard Disk Manager allows backup all the usable contents of the hard disk or only most important parts of the disk that
contain the information about the disk layout.

The backup image of entire hard disk consists of multiple volumes.

The peculiar property of disk image is that it always consists of multiple files. This feature affects on the real execution
of the operations (see the section Running the backup of the hard disk).

In case of automatic generating of volume filenames, Hard Disk Manager uses filename generating rules that are
described in the section How Hard Disk Manager generates filenames for multiple volumes:

e  The primary file of the backup image has the filename extension .PBF. It contains information about the layout of
on-disk partitions and information about volumes that are aggregated to the image.

e Primary partitions are separately stored in subordinate images. Primary volumes of subordinate images of primary
partitions have the filename extension .P00.

e The Extended Partition is stored in the subordinate image having the filename extension .E00.

e Logical partitions are separately stored in subordinate images. Primary volumes of subordinate images of logical
partitions have the filename extension .L00.

For example, the user creates the image "MyDisk" of the hard disk that contains two primary and two logical partitions.
The image will consist of the following files:

""Single-volumic" archive Multivolumic archive

MyDisk.PBF MyDisk.PBF MyDi0103.E00
MyDi0101.P00 MyDi0101.P00 MyDi0104.L00
MyDi0102.P00 MyDi0102.P01 MyDi0104.L01
MyDi0103.E00
MyDi0104.L00 MyDi0102.P00 MyDi0105.L00
MyDi0105.L00

MyDi0102.P01

MyEx0105.L01
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Switch off the automatic filename generation to manually set filenames of volumes. In this case, you are able to place
volumes in different directories, on different drives and even on different media. After filling the current volume, the
program will pause and ask you for the next volume name.

The side effect of the high image fragmentation is the probability of coincidence of auto-generated filenames for two
different backup images. To avoid such a problem, put multivolumic images in separate directories.
4.5.2 Initiating the operation

As the matter of fact, the operation of creating the backup image of the hard disk is similar to the operation of making
the images of partitions.

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Brief description of actions:

Step 1. Select the hard disk you want to backup.
=101l

General Wiew Hard Disk  Partition Operations  Help
Create Copy [elets Format  Propetties

fpply Undo Unde all Changes Backup  Restore Burn
El% Disk.0 (TOSHIBA MKZ018G || [ Disk [ FAT16 I Linu= Ext2 M Linuz Swap [HEEM Urformatted

- Primary C: |7 Extended [0 FAT32 I Linu< Ext3 [l HPFS [ Invalid
- Primary G: [ Free [ MTFS I ReizerFS [ Other
- Primary *;

[=-[3 Extended *:

e |

Extended *:
38 Logical *:

_ Valume | Type | Syst,., | SIZBI Usedl Fraa' Yolume |abel | Actlva' Hlddﬂl_
M Logical, free @F Primary  NTFS  417MB 349MB  co.4MB Yes Mo

@I Primary  FATIE  303ME 208MB 5.2 ME Mo Mm

@*  Extended 2368 Mo Mm

@*  Logical FAT3Z  72LMB  Z6SME 456 MB Mo ves

#H:  Logical NTFS 622ME 62.5MB 554 ME Mo Mm

= ko Logical [free] 1024 MB

Archive byvpe | Archive file name | System Size | Used |
5 Partition DAImg_0_2.pbf FAT3Z 958 MEB 497 MEB
Kl E——
For Help, press F1 2. ZMB CPL: 0% o

There are two variants:

e select the hard disk in the Tree Layout panel or in the UDP Layout panel.
e select any partition that belongs the hard disk of interest.
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Step 2. Select the operation to perform
=lolx|

General Wiew Hard Disk Partition  Operations  Help
Create Copy Delete Formak  Properties

Apply Undo Unde all Changes Backup  Restore Burn

B% Disk 0 (TOSHIBA MEZ018GE T Diigk, [ FATIE I Linu< Ext2 [ Linuz Swap [HEEM Unformatted
[ Primary C: I Extended [T FAT3Z I Linu<Ext3  [MEEM HFFS [ Irvalid
N Fres [ NTFS [T FeiserfS W Other

[T N 1| e s

Crrl+C
Chrl+E

(3 Primary *!
=3 Extended *:
Q Logical D

Copy hard disk.
an im. f hard disk...

Burn an image of hard disk to €D

2 Logical *; Restore hard disk from image...  Ctr4R

o LogicalH: g e partition restore on Hdd Siee | Used [ Free [ Volume lshel [ Active | bidden |
(@ Logical, fr . 7ME  349ME £8.4MB ves Mo
SID Changer... IME  ZUEME 95.2MB Mo Mo
Hard disk properties. .. Chel+T 3B Mo Mo
|= Logicarl FAT 1 ME Z6SMB 456 MEB Mo Yes
FH: Logical MNTFS 622MB  63.5ME  SS4ME Mo Mo
= ks Logical [free] 1024 ME
Archive bype | Archive file name | System Size | Used |
='; Partition :iImg_0_2.pbf FATIZ 95 ME 497 ME
——
Create animage of hard disk [2.6mB |cPU: 0% 4
Alternatives:
e Select in the main menu:

Hard disk = Create an image of hard disk...

In case of the hard disk is selected, Call the popup menu for the selected hard disk, and select the menu item:

[ ]
Create an image of hard disk...
e  Press Ctrl+B keyboard combination
e  Press Backup button on the Main Toolbar.

Step 3. Assign properties of the backup image

Generally, the parameters of the operation are similar to the same parameters of the Backup separate partitions
operation.




Create an image of hard disk 1 7] x|

—Sizing

W Splitimage Comprezssion level; sk

v Set names automaticaly  Maw image size [ME]: IW
— Encruption

[ Enable encryption

Enter password: I

[Eanfirm passwornd: I

— Archive label

N O

—Hard dizk

¥ Al MBER  First track

Image file:  |D:\mg_D1.phf

Drive: ID: 3.9 GE free j Browse ... |
Cancel |

Assign properties of the backup image. You can control:

archive splitting

compression level

encryption parameters

archive description

image location

the part of hard disk contents to be saved (see "Hard disk" section).

Initially the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Backup Hard Disk operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the Backup operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.5.3 Description of parameters

Parameters of the Backup the Hard Disk operation are similar to the parameters of the Backup the Partition operation
(see Description of the Backup parameters). There are only differences:

e There is the ability to backup either all contents or just bootable structures of the disk (see "Hard disk" section).
e The image must be located either on another hard disk or on removable media.

4.5.3.1 Common parameters of the Backup Hard Disk operation
Parameters of the backup operation are subdivided in six groups:

o  Split settings manage the ability to subdivide the image in multiple volumes that can be located in different places.
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Encryption settings manage the ability to cipher image contents and set the access password
Compression settings manage an ability to squeeze image contents and the compression level

Archive label allows to place custom notes to the image file for easy navigation through images
Location settings allow selecting the CD/DVD recordable drive that will be used for burning the image.
Hard disk settings define the kind of on-disk data that must be stored in the image.

Generally, the parameters for this operation coincide with the same parameters of the Backup Partition operation. See
the chapter Description of the Backup parameters for the detailed explanation.

Splitting settings
(see the chapter Description of the Backup parameters, section Split settings for more details)

Set this checkmark ON to enable automatic breaking of large
Split image images in multiple volumes. Concerning the image of the entire
hard disk, this option affect on subordinate images of partitions.

This value defines the maximum size of each volume of the

Max image size image being created.

The option forces the program to automatically generate

Set splitted file ﬁlenames for next volumes of the image. Otherwise, the program
. will ask the user about the new volume filename.

names automatically | g.. Comments, section Using multivolumic images for more

details.

Encryption settings
(see the chapter Description of the Backup parameters, section Encryption settings)

Set the checkmark ON to enable ciphering image contents and

Enable encryption protect accessing to the image by the password.

Enter password With enabl.mg the encryption, provide the password to be used to
access the image.

Confirm password Note: the program does not allow "empty" passwords.

Compression settings
(see the chapter Description of the Backup parameters, section Compression settings)

Change the compression level, in case of you wish to use the

Compr ession level value other than the default one.

Archive label

(see the chapter Description of the Backup parameters, section Archive label for more details)

You can associate a short descriptive text with the image. It may

Archive label be helpful when selecting backup images.
4.5.3.2 Hard disk section
Hard disk
’V = &l MBR " First rack

Here one can select the part of the disk contents that will be placed to the backup image. Available alternatives are:

Hard Disk Manager will store only the Master Boot Record (MBR) of the hard
MBR disk. MBR contains the important information about the disk layout.
See Glossary for more details.

. Hard Disk Manager will store only the 0" track of the hard disk. The 1* track may
First contain the executable code of the used boot manager or the disk overlay software
track that is essential for correct accessing contents of your hard disk.

See Glossary for more details.

All Hard Disk Manager will store all usable contents of the hard disk.

4.5.4 Running the backup of the hard disk

The real execution of the Backup Hard Disk operation is similar to the backup operations with partitions. The difference
is that Hard Disk Manager always creates the multivolumic image for the hard disk. The section Specific properties of
images of hard disks describes the naming rules that Hard Disk Manager uses for auto-generated volume filenames.

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Estimated archive size
e Averaged read & write speed and summarized data transfer rate

The program treats the creation of a subordinate archives of partitions as suboperations, and the program displays
information about suboperation progress.
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The operation is lengthy. Real performance fundamentally depends on hardware and an operating system being used.

4.5.5 Backup locked Hard Disks

The locked hard disks are ones containing locked partitions within (see Glossary). In particular, the hard disk that
contains the Windows system partition is the locked one. Hard Disk Manager requires rebooting to the single-tasking
environment to handle a locked partition or a locked hard disk:

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

At the beginning of the operation, Hard Disk Manager checks the lock state of all on-disk partitions. In case of any
partition is locked, the program reboots in the appropriate single-tasking environment and executes the operation.

The performance of the Backup of the Hard Disk operation is similar to the Backup of locked partitions operation that is
described in the chapter Backup system and locked partitions.

4.5.6 Comments

4.5.6.1 Supported partitioning schemes
Partitioning scheme is generally the format of disk partitioning information (see Glossary for more details).

The current version of Hard Disk Manager effectively supports only hard disks that use the DOS partitioning scheme.
Still, the program can be configured to somehow support hard disks that contain other partitioning schemes.

Hard Disk Manager uses the knowledge of the structure of the DOS partitioning scheme to recognize partitions and
their parameters.
4.5.6.2 How Hard Disk Manager works with partitions of different types

The hard disk may contain multiple partitions having different filesystem types. Hard Disk Manager allows creating an
image of such "non-uniform" hard disk without any problems.

If the program works in the fast copying mode, it independently processes each on-disk partition. It analyzes the
filesystem type and automatically switches to the appropriate copying mode: known filesystems are copied in the fas¢
copying mode, and unknown filesystems are processed in the sector-to-sector copying mode.

4.5.6.3 How to make images of hard disks with unknown partitioning schemes

If Hard Disk Manager works in the sector-to-sector copying mode, it saves all sectors to the image of the hard disk. The
program bypasses the analysis of used partitioning scheme, filesystem types and filesystem consistency of all partitions.
The use of the Compression function will reduce the image size.

How to backup hard disks with unknown partitioning schemes:

1. Switch the program to the sector-to-sector copying mode:
General = Settings = (page) General = Copy all sectors 1:1
2. Initiate the Backup Hard Disk operation
Hard Disk = Create an image of hard disk...

4.5.6.4 Contents of the disk image

Hard Disk Manager uses the knowledge of the structure of the DOS partitioning scheme to recognize partitions and
their parameters. In case of all contents are selected to be imaged, the program stores the entire 1* track of the hard disk,
the complete information about the layout of all partitions and all contents of all partitions.

Partitions of unknown types are saved in the sector-to-sector copying mode. Partitions of known filesystem types are
stored in the fast copying mode.

With each partition, Hard Disk Manager completely stores the bootable code (if exists), the structure of directories,
contents of all files, information about files allocation, all file attributes including security information, encryption,
compression and access quotas (if available).
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4.6 Burn the image of a hard disk on CD/DVD-R(W)

This chapter explains how to burn backup images of hard disks directly on recordable and rewritable CD and DVD
discs in Windows environment.

4.6.1 Overview

Generally, this function is similar to the function Burning images of partitions on CD/DVD-R(W). Hard Disk Manager
supports the burning backup images to recordable CD/DVD media. This feature is available only in Windows
environment.

Note that in Windows 95, 98 and ME this function is not practically applicable to the system and locked hard disks. The
reason is that Hard Disk Manager requires to reboot into DOS to process locked partitions in Windows 95/98/ME, but
the burning hardware is generally unavailable in DOS environment.

In Windows NT, 2000 and XP Hard Disk Manager is able to burn images of both unlocked and locked hard disks. In
case of processing the system or locked hard disk, Hard Disk Manager uses the BlueScreen Component to complete the
operation on the locked hard disks (see the section Backup locked Hard Disks).

4.6.1.1 Supported Media types and CD/DVD drives

Hard Disk Manager uses the WinASPI service to access CD burning devices. For this reason the program can
successfully use CD/DVD drives that are supported by the operating system. The program supports any media types
that are supported by the used CD/DVD burning hardware.

The advantage of the program is that it can use both mapped and unmapped workable CD/DVD burning hardware.

The primary constraints of the Hard Disk Manager are those the program require blank recordable discs, it does not
support Multisession CD/DVD, it places one volume per CD, it closes the CD session so that disc cannot be added. See
the section Limitations of the built-in CD/DVD burning module for more details.

4.6.2 Initiating the operation in the Windows-based version

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select the hard disk you want to store on CD/DVD-R(W).
There are two variants:

e select the hard disk in the Tree Layout panel or in the UDP Layout panel.
e select any partition that belongs the hard disk of interest.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Hard disk = Burn an image of hard disk to CD

e In case of the hard disk is selected, call the popup menu for the selected partition in any of layout panels (click right
mouse button)
then select the menu item

Burn an image of hard disk to CD

e In case of the hard disk is selected, press Burn button on the Main Toolbar.
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Step 3. Define parameters of the operation

Burn an image of hard disk 1 to CD 7] x|
—Sizing

[T Splitimage Compreszion level: IBest "I
[T Setnames automatically faw image size [MB];I

— Encruption

™ Enable encryption

Enter passwond: I

LCanfim pazswond: I

— &rchive label
my 2nd dizk, burmed on DWD ;I
Contents:
- 3D modely d
—Hard dizk

f« Al & MBER " First rack

Irnage file: IImg_EI.pI:uf

T DD+ o1 2

Cancel |

Assign properties of the Burn image operation. You can control:

Dirirve;

compression level

encryption

archive description

usable CD burning drive

the part of contents disk to be saved

Initially the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Burn an image of Hard Disk operation (see
the chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e.
it schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.6.3 Description of the Burn Image parameters

Parameters of the Burn Image operation are similar to the parameters of the backup operation (see Description of
parameters). There are only two differences:

e The image should be located on some CD/DVD burning device
e The user cannot change the splitting parameters.
4.6.3.1 Common parameters of the Burn Image operation

The general parameters of the Burn Image operation are described in details in the chapter Burning images of partitions
on CD/DVD-R(W), section Description of the Burn Image parameters.
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Parameters of the backup operation are subdivided in five groups:

Encryption settings manage the ability to cipher image contents and set the access password
Compression settings manage an ability to squeeze image contents and the compression level

Achieve label allows to place custom notes to the image file for easy navigation through images
Location settings allow selecting the CD/DVD recordable drive that will be used for burning the image.
Hard disk section reveals the part of on-disk data to be stored in the image.

Generally, the parameters for this operation coincide with the same parameters of the Backup Partition operation. See
the chapter Description of the Backup parameters for the detailed explanation.

Encryption settings
(see the chapter Description of the Backup parameters, section Encryption settings)

Set the checkmark ON to enable ciphering image contents and

Enable encryption protect accessing to the image by the password.

Enter password With enabling the encryption, provide the password to be used to
p access the image.

Confirm password Note: the program does not allow "empty" passwords.

Compression settings
(see the chapter Description of the Backup parameters, section Compression settings)

Change the compression level, in case of you wish to use the

Compr ession level value other than the default one.

Achieve label

(see the chapter Description of the Backup parameters, section Achieve label for more details)

You can associate a short descriptive text with the image. It may

Achieve label be helpful when selecting backup images.
Hard disk
(see the chapter Description of parameters, section Hard disk section for more details)
All Save all contents of the hard disk.
MBR Save only the Master Boot Record of the hard disk.
First track | Save only the 0™ track of the hard disk.

Image location
(see the chapter Description of the Burn Image parameters, section Image Location for more

details).
Enter the filename of the backup image. The default filename contains the
Image file disk number and the drive letter (or the partition number).
. Select the recordable CD drive that should be used to burn discs. The pull-
Drive down list contains available CD/DVD-R(W) devices.

46.4 Running the Burn Image operation

Generally, the performance of the Burn Image of hard disk operation is same as the performance of the Burning images
of partitions operation.

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed and estimated remaining time for completion
o Estimated archive size and overestimated amount of CD/DVD discs required to fit the image.
e Averaged read & write speed and summarized data transfer rate

In case of a multivolumic image is created, the writing of each volume is treated as suboperation, and the program
displays information about suboperation progress.

1. At the beginning of the real execution of the operation, Hard Disk Manager evaluates roughly the total image size
and the amount of recordable discs required to store the image. The resume is displayed in the report console that is
located in the middle part of the window Progress Information.

The program makes the pessimistic evaluation of the amount of CD-R(W) discs of 700Mb capacity and DVD-R(W) of
4.7Gb discs capacity, which require to fit the backup image. Usually, this value is the overestimated one in case of
using high levels of compression.

2. Next, the program starts the burning process.
If no media is inserted in the CD/DVD drive, the program asks for inserting the new empty recordable disk.
3. Every media being inserted is tested for the cleanness. The non-empty once-recordable discs will be culled. The
program allows to erase non-empty rewritable discs (CD/DVD-RW):
= The Quick Erase assumes only the deletion of the existing formatting structures of the rewritable disc. The
operation takes few minutes.
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= The Full Erase assumes destroying and filling with zeroes the entire contents of the rewritable disc. The
operation may take much time (dozens of minutes).

During the real execution of the operation, the Operation Progress window appears. The program displays the detailed
statistics of the operation:

e  The currently active operation is highlighted.

e Flapsed and estimated remaining time for completion of the operation.
e Averaged read speed, write speed, summarized speed of the operation.
e  The complete information about suboperations progress.

4.6.5 Comments

The BlueScreen Component of Hard Disk Manager that is used in Windows NT, 2000 and XP supports the Burn Image
of hard disk operation. The operation is described in the chapter Burn Image of locked and system hard disks.

4.6.5.1 Limitations of the built-in CD/DVD burning module

The limitations of the current version of Hard Disk Manager are described in the chapter Burning images of partitions
on CD/DVD-R(W), section Limitations of the built-in CD/DVD burning module.

4.6.6 Burn Image of locked and system hard disks

Generally, Hard Disk Manager needs to reboot the computer in the single-tasking mode to complete the operation of
Burning an Image of the locked or system hard disk. As it mentioned in the chapter How Hard Disk Manager executes
operations, Hard Disk Manager uses the Startup Bluescreen service in Windows NT, 2000 and XP. In Windows 95 and
98, the program uses the "true” DOS session. In Windows ME, the program requires to reboot the computer from the
DOS bootable diskette.

Unfortunately, Hard Disk Manager cannot use CD/DVD burning hardware in DOS. For this reason, you are unable to
use the Burn Image function for the locked and system hard disks in Windows 95, 98 and ME.
4.6.6.1 Burn Image of the locked hard disk in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called startup Bluescreen service to operate the locked
hard disks. Generally, the execution of the operation is very similar to the burning an image of the Extended Partition
(see About processing locked Extended Partitions).

1. Before starting the operation, the program checks the lock state of all on-disk partitions.
2. If any partition on the disk appears locked, the program asks for reboot the computer. Press OK button to reboot
the system and complete the operation, or press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.

4. Then the program reboots the computer.

5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version.

6. If there is no disc inserted, the program displays the following message in the output console:

There is no media in CD drive. Insert new disk.
(Type exit to cancel operation.)

7. You should choose one of the following actions:
= insert the new recordable disc in the CD/DVD drive and press ENTER.
= type the word "exit" to abort the operation.
8. Then Hard Disk Manager tests the disc for emptiness. In case of using rewritable media, the program suggests
either to change media or erase existing data:

Rewritable media is not empty. Press Enter to_try new media.
Type ERASE to erase media. Type EXIT to cancel operation.

9. You should choose one of the following actions:
= exchange the disc with the new one and press ENTER to continue the operation.
= type the word "erase" to erase the inserted media and continue the operation.
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= type the word "exit" to abort the operation.
Text editing abilities in the BlueScreen Component:

= Only printable characters and the BackSpace key are acceptable.

=  Other keys (including CAPSLOCK, Ctrl, Alt, Shift) are unacceptable.
= Only English letters are available

= All alpha letters are entered in the lowercase.

After the BlueScreen Component completes the operation, the Windows session begins and the Windows-based version
of Hard Disk Manager comes up.

4.7 Restore Partition from Backup Image

This chapter explains how to restore data from previously made backup images under various conditions.

4,71 Overview

Restoration from image is another primary function of the Hard Disk Manager that is complementary to the Backup
operation (see Backup separate partitions).

The backup image includes contents of all files and filesystem metadata. The program keeps all information associated
with files including the exact structure of directories, location of files on the disk, security information, access quotas
and so on. After the restoration, the partition becomes in the pre-backup state.

making the backup image, will be lost after the partition

@ Take into account that new data added to the partition after
restoration.

The implementation of this function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) partitions. To process locked partitions, the
program need to reboot the computer.
2. The processing of locked partitions differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

4.7.1.1 Where backup images can be taken from

Hard Disk Manager can restore partitions from backup images stored on the following media (see also the chapter
Backup separate partitions, section Where you can save backup images):

Mounted local drives and mapped network drives.

CD/DVD-ROM drives. The equipment should be available through the system drivers.

Mounted removable media including USB drives and Compact Flash cards (in Windows only).

Any readable media that is mapped in the system.

Unmounted partitions formatted to NTFS, Ext2 and Ext3.

Hard Disk Manager uses the built-in Universal Filesystem Driver (UFSD) to access unmounted partitions.

4.7.1.2 Restrictions

1. Hard Disk Manager allows restoring the image over the existing partition. In this case, the following constraint
should be taken into account: Hard Disk Manager is unable to use the image that is located (or holds some of its
volumes) on the partition being restored.

2. The program does not allow restoring the image of the hard disk over the partition or over the block of free space.

To inspect the image type and the image contents, use the function Show Archive Info:

(menu) General = Show archive info...

4.7.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Previous versions of Hard Disk Manager traditionally expect that a user chooses a partition or a block of free space and
then selects an operation for a chosen object.

Current version of Hard Disk Manager allows also initiating the Restore function as an operation over a backup image.
Sections below describe both procedures.
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4.7.2.1 A traditional procedure of restoration over a partition or free space

Step 1. Select a place for the partition to be restored.
=loix

General Wiew Hard Disk Partiion Operations  Help

g5 5 88 @2 & &

Apply Unds  Undo all Changes Backup  Festore Burm Create Copy Delete Format  Properties
e — — — —
=7k Disk.0 (TOSHIBA MK20L8GAS) - 1 [ Disk I FaT16 [T LrusEx2 [ LinuxSwap [N Unfomatier
@ Primary C: [ Estended [T FAT32 [T LinuxExt3 [HEEN HPFS [ Unglitig
i Primary £ [ Fres W NTFS [T ReiseFS [N Obderes
B3 Extended *:
-3 Logical 0: ;I
B2k Disk 1 {Maxtor 8324003) - 3.0 GB —|
3 Primary *, =
B 3 alume | Tvp | Syst... | Grossel Beleqtl Fre\l Walume M. | Akt | wersk.., |
Bl Logical *: @*  Primary  NTFS E02MB 74.5MB  523MB Mo Mo
g tzz:ij‘fae @+ Extended 2468 Mo Mo
' 4@+ Logical FATIE ~ BZ3MB  268MB 554 MB Mo Mo
Restore aver: P = R Logical [free] 772 MB
an existing partition % Logical NTFS 890ME 46ME B85 ME [
a block of free space
Archiv Typ | Archivdatei Name I Syskem I Gisse | Belegt |
22 Partition Deiwin®geng.pbf 5.4 GE
22 Partition DedImg_0_0.pbf 5.4 GE
- il 2y Hdd D:h1iImg_D1.pbf 3.0GE
For Help, press F1 1 operations 6.6 MB [cPu: 3% 4

Select some partition or a block of free space in the Tree Layout panel, or in the UDP Layout panel, or in the List of
Partitions.

If the block of free space is selected, Hard Disk Manager can fit the restored partition within the bounds of the selected
block only.

If the partition is selected, Hard Disk Manager can fit the restored partition within the bounds of the selected partition
plus right and left adjacent blocks of free space.

See the section How Hard Disk Manager evaluates space available for restoration of the partition for more details.

Step 2. Select the operation to perform
Variants:

Select in the main menu:

Partition =» Restore partition from image...

o  Call the popup menu for the selected partition, then select the menu item:
Restore partition from image...

e  Press Alt+R key combination

e  Press Restore button on the Main Toolbar.

Step 3. Select an image that contains the required partition

Just after calling the Restore operation the Open File dialog appears. Select some backup image to restore the partition
from:
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21x|
Look jn: | < VIDED (D] <] « @ o -
spy =] Img_pz. pbf

System Yolume Information Img_DS.pI:uF
Wideo Img_Dv4. pbf

[+

File name: I Dpen I
Files af type: IF'aragu:un Drive Backup Image [*.pbf)] j Cancel |
L

You are able to select any file from any mounted local drive or mapped network drive. In addition, you can select files
on unmounted partitions on local hard drives (see the section Selecting unmounted partitions as the target location for

saving backup images for more details).

In case of the image of hard disk is selected, the program generates the error message about the inappropriate image
type (see Restrictions section). Use the Selective partition restore function to restore a single partition from the image of
hard disk or the image of the Extended Partition. You can inspect the type and contents of the image chosen with using
the Show Archive Info function.

By default, the program displays only .PBF-files that are the primary files of the referential backup archives. Generally,
there is the ability to restore selected partitions from the multi-partition archives (such as hard disk images and
Extended Partition images). The preferred way is to use the function Selective partition restore. However, you are able
to use the referring to above Restore partition function for this purpose:

1. Change the filtered files type in the Files of type pull-down list from "Paragon Hard Disk Manager Image (*.pbf)"
to "All files (*.*)". The list of files should display all files.
2. Select files having the type (i.e. file extension) .P00, .L00, .E00. These files correspond to partitions that are
included to the multi-partition archives:
= .PO00 refer to the stored primary partition.
= .LO00 refer to the stored logical partition.
= .E00 refer to the stored Extended partition.

Step 4. Define more accurately the future location and size of the restored partition

1. First, Hard Disk Manager checks the image type. In this function, the program admits only images of single
partitions and images of Extended Partitions. In case of incorrect image type, the error message appears:

Paragon Drive Backup ﬂ

L ‘: Image From file F:h2YImg_D1.pbf can't be restore on the current selection!
L

2. Next, Hard Disk Manager checks that the selected image does not contain any of its volumes on the targeted hard
disk. The error message appears in case of violation this restriction:
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Drive Backup error x|

@ Partition cannak be restared From itself!

In this situation, one should either select another image or move volumes of the image to another partition, another

hard disk or to removable media.

3. Next, Hard Disk Manager evaluates disk space available for restoration of the selected image (see How Hard Disk
Manager evaluates space available for restoration of the partition). In case of the selected location and selected

partition do not meet the requirements, Hard Disk Manager displays the error message:

Paragon Drive Backup

! E Image From file F:A2YImg_D1.pbf can't be restore on the current selection!
L

X

You should select another image to restore on the selected partition.
4. Next, the program displays the Restore partition dialog. This window displays parameters of a partition being

saved in the selected backup image.

Restore partition from D:Img_1_8.pbF

Archive info

Archive
label:

Drive letter =
File spsten: MTFS

Wolume label:
Sectorz / boot: 8
Sectors / cluster: 1

Size [capacity): 280723968 b [263 ME)
|zed zpace: 101 kB [3F &)
Free space: 166 MEB [B2 X

Set zize ahd pozition of new partition

Free space before:

I'I'IB a: from O MB to 576 MB

Mew size: 2E8 fram 101 ME to 677 ME

Free space after: 291 fram 0 ME to 576 MB

Cancel |

In the Archive info section, the program displays: filesystem type, capacity, used & free space, archive label.

In the Set size and position of new partition section, the program displays the future location of the restored partition.
Here, you are able to change the final location and size of the restored partition.

The functionality available in the Restore partition dialog is described in the section Defining the location and size of
the restored partition. See also the section How Hard Disk Manager evaluates space available for restoration of the

partition for more details.
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Step 5. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Restore Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.7.2.2 An alternative procedure of restoration of an image

An alternative way to initiate the function is to perform the Restore operation over a selected backup image. The
program keeps the database of recently used backup images (see the chapter List of Backup Images).

Step 1. Select a backup image to be restored

Select some image of a partition in the List of Backup Images. The program displays a type of an image in the first
column.

Step 2. Select the operation to perform
Call the popup menu for the selected image, and select the menu item:

Restore archive...

Step 3. Select an image that should be restored

The program displays the window "Select target object to restore from archive". This dialog allows selecting
destination hard disk and partition for the restoration operation:

Select target object to restore from archive 2 x|

G Primary FaT3z 40GE
i H: Primary FAT32 250GE
= Primary FAT32 1.7GE
= MR Primary FAT32 301 GE

Cancel |

The Disk pull-down list allows selecting a hard disk where the image should be restored.

The UDP control placed below displays the current layout of the selected hard disk; it can be used for selecting a
desired location for the restored partition. The List of Partitions on the bottom duplicates this functionality.

After selecting a location, press OK button to continue restoration.
Step 4. Define more accurately the future location and size of the restored partition

Step 5. Apply the operation

Last two steps are the same as in the first case. See the previous section A traditional procedure of restoration for the
detailed explanation.
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4.7.3 Defining the location and size of the restored partition

Restore partition from D:Img_1_8.pbF il
Archive info
Archive -
label: =
Drive letter =
File spsten: MTFS
Wolume label:

Sectorz / boot: 8
Sectors / cluster: 1

Size [capacity): 280723968 b [263 ME)
|zed zpace: 101 kB [3F &)
Free space: 166 MEB [B2 X

Set zize ahd pozition of new partition

Free space befare: I'I'IB a: from O ME ta 576 ME

Mew size: 2E8 = fram 101 ME to 677 ME

Free space after: 291 = fom 0 ME to 576 MB

Cancel |

The Restore partition dialog provides the ability to fully control the resulting position and the size of the restored
partition. The program determines the range of disk space available for placing the restored partition (see How Hard
Disk Manager evaluates space available for restoration of the partition). Briefly:

e Incase of a block of free space was targeted, Hard Disk Manager allows to locate the restored partition within the
bounds of the selected block of free space.

e In case of a partition was targeted, Hard Disk Manager allows to locate the restored partition over the partition and
the enveloping blocks of free space. In this case, the initial location of the restored partition coincides with the
location of the targeted one.

In any case, the capacity of the restored partition must not exceed the size of the selected range of disk space.

Free Space Before
New Size
Free Space After

You can move the restored partition and change its size either by using the UDP control that is located in the window or
by using three spinner controls placed on the bottom:

e The Free space before spinner control defines the position (in Mb) of the restored partition relative to the
beginning of the available range of disk space.
e The New size spinner control defines the size (in Mb) of the restored partition.

e The Free space after spinner control defines the amount of trailing free space (in Mb) at the end of the available
range of disk space.

The restrictions the program takes into account are those:

e  The partition must totally fit in the range of available disk space.
e  The partition size must be greater than the amount of used space.
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Restore partition from D:\Img_1_8.pbFf ﬂ
Archive info
Archive =
labe: -
Drive letter *
File zpsten: MTFS
Waolume label:

Sectors / boot: 8
Sectors / cluster: 1

Size [capacity): 280723968 b [268 ME]
|Jzed space: 101 MB  [37 %)
Free space: 166 MB  [B2 &)

Set zize and pozitioh of new partition

Free space before: |44 a: from 0 MB to 576 ME
Mew size: 475 = from 1071 ME to 677 KB
Free space after 158 ] kom0 MB to 576 MB

k. Cancel

i

The UDP control and spin controls are synchronized, the changing of any of these elements affects on all other ones.

How the spin controls behave:

Free space | Moves the beginning of the partition (left edge), preferably with keeping the

before partition size.

. Changes the size of the partition, preferably with keeping the starting
New Size position (left edge).
Free space Moves the end of the partition (right edge). On increasing the value, it

(preferably) keeps the partition size. On decreasing the value, it (preferably)

before keeps the starting position (left edge) so that the partition expands.

There are rules that take effect in the partition resizing. See the section Comments for more details.

4.7.4 Running the restore operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e Averaged read & write speed and summarized data transfer rate

The restoration of each archive volume is treated as suboperation, and the program displays information about
suboperation progress.

In case of a multivolumic image is used, the program may pause and display the Open File dialog to ask the user for the
next volume filename and location.

Note: this is not the usual behavior of Hard Disk Manager. The program pauses the restoration only in the following
cases:

= some volumes of the image were moved or renamed
= volumes are located on removable media
4.7.4.1 Restoring multivolumic archives

Multivolumic images consist of multiple files, which can be placed in different directories, on different disks and
removable media.
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When creating an image, the program saves information about location of volume of an image. Alternatively, during the
restoration from a multivolumic image, the program searches volumes on their original location for completing the
process without user's intervention.

In case of some files were renamed or moved to another location, the program pauses working and displays the Open
File dialog in order to a user points next volume location manually:

Select next yolume file for image ied P

Save jn: | % Local Disk [D:) ~| « & ek B
)~ =E [C)WORK
| Alles Mounker German [hMuzic - Igor s
i IR
D Zspy
|_)DIST System Yolume Information
51005 Utilities ) video

‘| | i

File name: Img 1 10.p01 Save I
Save as type: IDrive Backup Image [*.p01] j Cancel |
A

Note: this is not a usual behavior of Hard Disk Manager. The program pauses the restoration only in the following
cases:

= some volumes of the image were moved or renamed
= volumes are located on removable media

The program will automatically restore multivolumic image in "unattended" fashion, in the following cases:

e  All volumes of the image reside on their original locations, and all of them are placed on local hard disk(s).
e  All volumes of the image are picked up in the same directory on a local hard disk.

4.7.5 Comments

4.7.5.1 How Hard Disk Manager evaluates space available for restoration of the partition

The Restore partition dialog provides the ability to fully control the resulting position and the size of the restored
partition. The program determines the range of disk space available for placing the restored partition:

Available range of disk space

B =+ |HE

‘olurme | Type | Syskem | Size | |Jsed | Free | Wolume 1., | Aickive
& RSB Primary MNTFS 524 MEB 45MB S519ME TEST_ME Yes
& K8 Primary [free] 244 MEB

%  Extended 2.3GB Mo
@+ Logical [free] 272 MB
Logical FAT1G 441 MB
Logical 615 ME
Logical Linux Extz 492 MB 193 ME 299 ME Mo
Logical [Free] a0.6 ME

Selected block
of free space

241 KB 441 MB Mo

1. In case of a block of free space was aimed for placing the restored partition, Hard Disk Manager allows to locate
the target partition within the bounds of the selected block of free space only. The capacity of the restored partition
must not exceed the size of the selected block of free space. In addition, in this case the program selects the
beginning of the free block as the initial location of the restored partition.
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Awailable range of disk space

-E- >|L|Ii

wolume | Tvpe | Syskem | Size | Used | Free | Yolume 1. .. | Ackive
Q g Primary MTFS 524 MB 45MB 519MB TEST_ME Yes
i+ Prirmary [free] 244 MB

= iR Extended 2.3GB Ho
Logical [free] 272 MB

Selected
Partition

Logical 441 MB 241 KB 441 MB

Logical [free] 618 MB

Logical Linux Ext2 492 MB 195 ME 299 MB Mo
Logical [free] 0.6 MB

2. In case of an existing partition was aimed, Hard Disk Manager includes to the available range:
= the selected partition
= the left adjacent block of free space (if exists)
= and the right adjacent block of free space (if exists).
The capacity of the restored partition must not exceed the size of the summary range of disk space. The initial
location of the restored partition coincides with the beginning of the selected partition (if the restored partition can
fit to the range). Otherwise, Hard Disk Manager moves forward the initial location.
3. The range of available disk space should be greater than the initial size of the restored partition. It is the primary
condition of the ability of restoration.

4.7.5.2 How to avoid bad sectors during the restoration

In case of restoring data to the bad sectors, the resulting partition may become corrupted. To avoid loosing data because
of bad sectors, select the surface test to the value other than None.

(menu) General = Settings... = (page) General = Surface test

In this case, the program performs the surface test prior to the data restoration over the range of disk space that will be
occupied by the restored partition. In case of detecting bad or unreliable sectors, the program will mark them bad and
will not place data to those sectors.

The additional surface test noticeably increases the overall time required to complete the operation, also the algorithm
that bypasses bad sectors significantly slows down the performance. Use this feature only in the case you suspect that
there are bad sectors in the location you have chosen for the partition restoration.

4.7.5.3 Converting FAT16 to FAT32 during the automatic resizing

FAT16 partitions are limited to the value of 2Gb (see the section Converting FAT16 to FAT32 during the automatic
resizing for more details).

Nevertheless, Hard Disk Manager allows expanding FAT16 partition over the 2Gb boundary by converting FAT16
filesystem to FAT32. In this case, the program displays the following warning message:

Hard Disk Manager warning x|

Partition size is koo large For FAT1E,

! The partition will be converted to FAT3Z,
Cnly windows 95 OSR2 | 95 can access FATIZ,
Do wou wank ko continue?

There is the ability to inhibit this warning (see the chapter Settings overview, section General Page):

(menu) General = Settings... = (page) General = (checkmark) Convert FAT16 to FAT32
automatically

In this case, the program automatically converts FAT16 partitions to FAT32 without warnings.
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4.7.6 Restoration of locked partitions

Hard Disk Manager allows restoring the image over the existing partition. As the matter of fact, Hard Disk Manager
deletes the existing partition prior to the real restoration of data. Still, there could be a situation when the targeted
partition is modified by another software, e.g. some file is edited. In this case, Hard Disk Manager is unable delete
partition or uniting the old partition structure being restored with the new data.

To avoid the damage of data consistency, Hard Disk Manager reboots the system to a single-tasking environment in
order to eliminate the interference of other programs.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

4.7.6.1 Restoration over locked partitions in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase to operate the locked
partitions:

1. Before starting the operation, the program checks whether partition is locked or not.
2. If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.
4. Then the program reboots the computer.
5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.
6. In case of using the multivolumic image having some volumes:
= moved to another location
= placed on removable media (such as CD/DVD-ROM)
the program may fail to find automatically the sequel of the multivolumic image. In this case, the program asks the
user for the filename of the next volume. The most bottom lines of the console output will be the following:

Get new filename of the file for subsequent reading.
(Type exit to cancel operation.)
D:\Img_1_8.p01

7. You should choose one of the following actions::
= change the filename to proceed with another one.
= clear the filename and type the word "exit" to abort the operation.

8. By default, Hard Disk Manager suggests the filename that is registered in the archive. The problem is that the
program has failed to open the volume (otherwise it would continue working without pausing). At this moment, the
user must guess right the filename to continue with the restoration.

9. After the BlueScreen Component completes the operation, the Windows session begins and the Windows-based
version of Hard Disk Manager comes up.

The text editing abilities in the BlueScreen Component:

See the section The text editing abilities in the BlueScreen Component.

4.7.6.2 Limitations of the BlueScreen Component

There are some minor functionality limitations of the BlueScreen Component that come from the inaccessibility of
some Windows services during the Startup Bluescreen phase:

e  The version of the BlueScreen Component provided with Hard Disk Manager interacts with the user in the console-
like style. Such useful functions like Browse disk contents and Search files are not available. In case of the program
asks a user to enter a filename, the user must enter a filename "blindly".

e  The BlueScreen Component allows input only English letters.

The text is in lowercase, only BackSpace editing key is supported.

e  During the Startup Bluescreen phase, the network redirector does not functioning.

For this reason, it is impossible to restore backup images located on mapped network drives because their contents
are unavailable at the Startup Bluescreen phase.
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The detailed information about the interaction between Windows-based and Bluescreen components of Hard Disk
Manager is discussed in the Technician Manual.

4.8 Selective partition restore

The function of Selective partition restore provides the ability to restore one or several partitions from multi-partition
images in one operation (see Glossary).

4.8.1 Overview

The Selective partition restore is only the extended variant of the function Restore Partition from an Image function.
The only difference is that it provides a more convenient mechanism of multiple partitions restoration from multi-
partition images: a user can restore several partitions in one operation, and each restored partition can be resized during
the restoration. In fact, the Selective Restore function consists of multiple restoration suboperations.

data with restored ones. It irrevocably destroys the existing
partition that is targeted for the selective restoration of saved
partitions.

@ Take into account that Hard Disk Manager does not combine new

The implementation of this function varies in some cases:

1. In Windows, the operation differs for unlocked and locked partitions. To process locked partitions, the program
need to reboot the computer.
2. The processing of locked partitions differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

4.8.1.1 Where backup images can be taken from

Hard Disk Manager can restore partitions from backup images stored on the following media (see also the chapter
Backup separate partitions, section Where you can save backup images):

Mounted local drives and mapped network drives.

CD/DVD-ROM drives. The equipment should be available through the system drivers.

Mounted removable media including USB drives and Compact Flash cards (in Windows only).

Any readable media that is mapped in the system.

Unmounted partitions formatted to NTFS, Ext2 and Ext3.

Hard Disk Manager uses the built-in Universal Filesystem Driver (UFSD) to access unmounted partitions.

4.8.1.2 Restrictions

Hard Disk Manager allows restoring the image over the existing partition. In this case, the following constraint should
be taken into account: Hard Disk Manager is unable to use the image that is located (or holds some of its volumes) on
the partition being restored.

To inspect the image type and the image contents, use the function Show Archive Info:

(menu) General = Show archive info...

4.8.2 Initiating the Selective Restore operation in the Windows-based version

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a block of free space to restore partitions to.

For the Selective Restore function, either a block of free space or an existing partition can be targeted as the future
location of restored partitions. The targeted space can be selected either in the Tree Layout panel, in the UDP Layout
panel or in the List of Partitions. See the section How Hard Disk Manager evaluates space available for restoration of
the partition to understand the rules Hard Disk Manager follows to evaluate the available disk space for the restoration
of partitions.

Step 2. Select the operation to perform
Variants:

e Select from the main menu:



-87 -

Partition =» Selective partition restore
e Select from the main menu:
Hard disk = Selective partition restore on Hdd
e  Call the popup menu for the targeted partition and select the menu item:

Selective partition restore

Step 3. Select an image that contains required partitions

After calling the Selective Restore operation, the Open File dialog appears. Select some backup image to restore a
partition.

21x|
Look in: | e YIDED D] -] « s E3-
spy =] Img_pz. pbf

Syskem Yolume Information Img_DS.pI:uF
Wideo Img_Dv4. pbf

[+

File name: | Open I
Files af type: IF'aragu:un Drive Backup Image [*.pbf)] j Cancel |
A

The Selective Restore function is applicable to images of hard disks, Extended Partitions and single partitions. You are
able to select backup images from mounted local drives, mapped network drives and unmounted partitions on local hard
drives (see the section Selecting unmounted partitions as the target location for saving backup images for more details).

After the image has been selected, the program opens the Selective Partition Restore dialog. It displays the layout of
partitions included in the selected image, indicates most common parameters of partitions (type, size and filesystem)
and provides the functionality of image checking and exploring, restoring partitions, changing size and location of
restored partitions. The functionality of the dialog is described in the section Description of the Selective Partition
Restore dialog functionality.
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Selective partition restore ﬂ

—archive

tion =
[ Logical partitian
- Logical partition b
i Logical partition ;I
Yolume | Type | Swyztem | Sizel -
= Extended 21 GE b
= Logical HTFS 244 B ﬂ
Check. archive integrit_l,ll Hestare partitior | Browse archive |
— Destination

W olume | Type | System | Sizel
= Logical [free] gh4 B
Besieefove partitinnl [Telete paltitionl [Ereate extended partitinnl Urdo [ast | rde &l |

Cancel |

Step 4. Select a partition being restored

Select the desired partition in the Archive section (either in the Tree Layout, or in the UDP Layout, or in the List of
Partitions). The Archive Tree Layout and Archive List of Partitions display only partitions and skip blocks of free
space. The UDP Layout demonstrates the real structure of stored partitions.

Step 5. Select a desired location for restored partition

First, select a block of free space in the Destination section (either in the UDP Layout or in the List of Partitions).

If the selected partition can be restored to the selected block of free space, the button Restore partition becomes
enabled. Otherwise, this button remains disabled (the button label remains grayed and recessed).

Press the Restore partition button to schedule the restoration of the selected partition in the List of Pending
Operations.

Step 6. Change the size and location of the restored partition

The program allows resizing and moving restorable partitions in two ways:

e By using the drag-&-drop technique in the Destination UDP Layout.
e By using the Resize/Move Partition dialog.

One should select a partition in the Destination List and then press the button Resize/Move Partition in the bottom
of the window.

This functionality is described in the section Description of the Selective Partition Restore dialog functionality.

Step 7. Repeat two previous steps for other restored partitions

The program allows restoring multiple partitions within the single operation. The steps 5 & 6 should be repeated for
each partition to be restored.

Note: At each iteration, you must definitely select both the partition to be restored (in the Archive panel) and the
targeted block of free space (in the Destination panel).

The limitations are explained in the section Comments.
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Step 8. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Selective Partition Restore operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o  If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.8.3 Description of the Selective Partition Restore dialog functionality

The Selective Partition Restore dialog displays the layout of partitions included in the selected image and indicates
most common parameters of partitions such as type, size and filesystem type:

Selective partition restore ﬂ

—archive
@ Logical partition
-3 Logical partitian
2 Logical partition
3 Logical partition

K0 g

Yolume | Type | Swyztem | Sizel ;I

= Logical FAT32 721 KB

=] Logical Linwx E st 252 MB ﬂ

Check. archive integrit_l,ll Browse archive |
— Destination

* Linug Ext? _3

W olume | Type | System
=i Logical Linwx E stz
Logical

Besieefove partitinnl [Telete paltitionl [Ereate extended partitinnl IIndo lagt | dndo all |

ok | Cancel |

The window is divided in two sections:

The Archive section reveals the layout of stored partitions with three panels: the Archive Tree Layout, the Archive
UDP Layout and the Archive List of Partitions. You can check the archive integrity, browse contents of imaged
partitions and select partitions to be restored.

The Destination section displays the future layout of restored partitions with its own Destination UDP Layout and
Destination List of Partitions. The section provides re-partitioning functionality that may be appropriate: the restored
partitions may be deleted, resized and moved within the available range of the disk space.

In fact, the Selective Partition Restore function consists of multiple suboperations, so it supports the own list of
suboperations. The Destination section provides the ability to edit this list.
4.8.3.1 The functionality of the Selective Partition Restore dialog

All the dialog functionality is available through operation buttons (the redistribution of restored partitions functionality
is also available through drag-&-drop technique, see UDP control activity):

Archive panel: Check archive integrity

Press this button to validate the backup image. The function is described in the section Check archive integrity of the
chapter Additional functions.




-90 -

Archive panel: Browse archive

Press this button to run the built-in tool named Paragon Image Explorer. The utility allows browsing the backup image,
including the browsing contents of separate partitions having types FATxx, NTFS or Ext2/3 with the ability to extract
separate files and directories from the backup image.

Paragon Image Explorer ;IEIEI

File Edit Yew Help

%@ BB X%

archive: Extended Partition {D:1\mg_1_3. | Mame | Size | Modified | AL, | o
|| Archive: Partition NTFS (D:414Img_0105 ) lost+Found 30,04,200.,.
em|fArchive: Partition EX D:i14Img_01 Sl:leChinghis khan -Ma... 4.1 MB 01.12.199,,,
{2 lost-+ound EE-Ratic - Angel's Might... 3.6ME  29.12.199...

Archive: Partition FAT3Z (D:414Img_010 G‘]Eddie Huntington - US... 3.5 MB 13.04.199... b
=& Archive: Partition NTFS (D:11Img_0101 G}I]Elena Yidal - Ti Amamp3 3.4 MB 09.01.200...
G}:IEmjay-FIying to The... 3.5MEB 03.03.199...

GI]Enrique Iglesias - Bail... 3.4 MEB 16.02.200...

GI]Enrique Iglesias - Rhy... 3.2 MEB 17.02.200...
@j‘]Eruption-One Way Ti... 3.3 MB 19.12.199,,,

(-jl]Espuma - Planet "' .mp3 3.5 MB 03.01.200...

G‘]F. R. David - Words,... 3.1 MB 25.01.199..,

(»j']Fancy-BIue EvedLad.., 3.4ME 13.04.199..,

G}:IFancy - Flames of Lov... 3.7 MB 13.04.199

ﬂ I ﬂ mﬁ:inrl-: Mal Sal - Mavina 2N MR [al=My}l ‘)I'\ﬂIII LI
Please wait, .. 40 Mb CPU 0% A

The features and functionality of the Paragon Image Explorer utility is described in the chapter Supplementary
functions.

Archive panel: Restore partition

Press this button to schedule the restoration of the partition that is selected in the Archive panel to the block of free
space that is selected in the Destination panel.

Note: this button is enabled only in case of the user really selects in both Archive panel and Destination panel.

Destination panel: Resize/Move partition
Press this button to open the Resize/Move dialog for the selected partition.

Note: the button is enabled only for restored partitions in the Destination panel. The partition must have the known
filesystem type (see Known filesystems for more details).

Resize/Move logical partition 4 "** (disk 1}

Free space before; Im 3: from 0 ME to 1444 B
Mew zize: |244 3: from 68 MB to 1512 ME
Free space after |1253 3: from 0 MB to 1444 MB

Ok, I Cancel |

The functionality of the Resize/Move dialog is similar to the functionality of the Restore partition dialog (see the section
Defining the location and size of the restored partition). This dialog provides the ability to fully control the resulting
position and the size of the selected restored partition.

The final capacity of the restored partition cannot exceed the size of the selected range of disk space and cannot be less
than the amount of used space.

The program determines the range of disk space available for placing the restored partition (see How Hard Disk
Manager evaluates space available for restoration of the partition).

Destination panel: Delete partition

Press this button to delete the restored partition.
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Note: The button becomes enabled only in case of selecting some restored partition in the Destination panel.

As the matter of fact, this function simply removes the deleted partition from the list of restorable partitions — the
program won't make idle actions of restoration and further deletion of a partition.

Destination panel: Create Extended Partition

Press this button to create the Extended Partition within the range of available disk space.

Note: the function is available only under the following conditions:

e A user has selected a block of free space in the Destination panel.
e  There is no Extended Partition on the targeted hard disk.
e  The total amount of Primary partitions is less than four (4).

If the button Create Extended Partition was pressed, the program creates the Extended Partition in the selected block
of free space.

The last two conditions are the common limitations on the ability to create the Extended Partition (see Technician
Manual).

The total amount of primary partitions is fundamentally limited to 4, and the creation of the Extended Partition allows
placing more partitions on the hard disk.
Destination panel: Undo last

Press this button to cancel the latest operation that was scheduled in the Selective Partition Restore dialog. The function
is similar to the Undo operation for the global List of Pending Operations (see the section Virtual operations).

Destination panel: Undo all

Press the button to cancel the all operations that was scheduled in the Selective Partition Restore dialog. The function is
similar to the Undo All operation for the global List of Pending Operations (see the section Virtual operations).

48.4 Running the Selective Restore operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed and summarized data transfer rate

The restoration of each archive volume is treated as suboperation, and the program displays information about
suboperation progress.

In case of a multivolumic image is used, the program may pause and display the Open File dialog to ask the user for the
next volume filename and location.

Note: this is not the usual behavior of Hard Disk Manager. The program pauses the restoration only in the following
cases:

= some volumes of the image were moved or renamed
= volumes are located on removable media

4.8.5 Comments

4.8.5.1 Conditions on the size of the block of free space

As it was mentioned in the section How Hard Disk Manager evaluates space available for restoration of the partition,
Hard Disk Manager requires the partition being restored must fit the targeted range of disk space.

Concerning the Selective Partition Restore operation, in every iteration, each restored partition must have the initial size
less than the size of the targeted block of free space.

The picture placed below demonstrates such a kind of mistaken situations:

The selected FAT32 partition is almost empty, and it is less than the overall size of the range of available space. Still, its
size exceeds the size of currently selected block of free space.
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Selective partition restore ﬂ
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In this situation, Hard Disk Manager cannot restore the selected FAT32 partition.

To bypass the limitation, one can change the order of restoration of partitions:

1. The FAT32 partition should be restored first. It also must be squeezed and moved to the end of the range of disk
space.

="

3. Restore and resize the NTFS partition (its initial size meet the restoration conditions).
R e | E—
—==

4.9 Restore Hard Disk from Backup Image

This chapter explains how to restore hard disks from previously made backup images under various conditions.
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4.9.1 Overview

In terms of Hard Disk Manager, a "restoration of hard disks" means retrieving all informational components of a hard
disk: all partitions, the Partition Table and bootstrap code. During the operation, the program destroys all previous disk
contents and replaces them with saved ones.

disk restoration.

New data, which are added to any partition after making the
backup image of the hard disk, will be irreversibly lost after the
disk restoration.

@ Any changes in the disk layout will be irreversibly lost after the

Note, if your aim is only add partitions from a backup image to the currently used hard disk, with keeping some of its
contents, you should use Selective Partition Restore function instead of Restore Hard Disk.

Hard Disk Manager supports several kinds of backup images:

e Images of single partitions.
e Images of multiple partitions,

e.g. images of the Extended Partition.
Such images include multiple subordinate images.

e Images of the 1* track of a hard disk,

which include only 1* track saved (most OS-independent boot managers occupy 1* track; with this option, it's
possible duplicating boot managing software).

e Images of MBR sector,
which include only MBR sector saved.
e Images of entire hard disk.

These images include MBR, 1* track, Partition Table and all on-disk partitions. These images consist of
multiple subordinate images.

To inspect the image type and the image contents, use the function Show Archive Info:

(menu) General =»Show archive info...
In addition, the program displays type of contents for backup images, which are included in the List of Backup Images.
Hard Disk Manager can use an image of any type for restoration over a hard disk:

e In case of using hard disk image, the program destroys all previous disk contents and then restores ones saved in
the image.

e In case of using images of partitions, the program destroys previous partitions and Partition Table, with replacing
them by restored ones.
A bootable code placed in MBR, or boot manager's code in the 1% track, are kept intact.

e In case of using MBR image or 1* track image, the program restore just MBR or the 1* track contents, with
keeping intact current partitions and the Partition Table; so that disk layout remains unchanged.

The implementation of the Restore Hard Disk function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) hard disks. To process locked hard disks, the
program need to reboot the computer.
2. The processing of locked hard disks differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

4.9.1.1 Where backup images can be taken from

Hard Disk Manager can restore partitions from backup images stored on the following media (see also the section
Where you can save backup images):

Mounted local drives and mapped network drives.

CD/DVD-ROM drives. The equipment should be available through the system drivers.

Mounted removable media including USB drives and Compact Flash cards (in Windows only).

Any readable media that is mapped in the system.

Unmounted partitions formatted to NTFS, Ext2 and Ext3.

Hard Disk Manager uses the built-in Universal Filesystem Driver (UFSD) to access unmounted partitions.
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4.9.1.2 Restrictions

In case of restoration the hard disk, the following constraint should be taken into account:

e Hard Disk Manager is unable to use the image that is located (or holds some of its volumes) on partitions, which
belong the targeted hard disk.

4.9.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Previous versions of Hard Disk Manager traditionally expect that a user chooses a hard disk and then selects an
operation for a chosen object.

Current version of Hard Disk Manager allows also initiating the Resfore function as an operation over a backup image.
Sections below describe both ways.

4.9.2.1 A traditional procedure of restoration over a hard disk

With this way, the program allows restoring following objects:

e It can restore all disk contents from images of a hard disk;
e It can restore 1 track from images of 1 track;
e It can restore MBR bootstrap code from images of MBR

allow using images of partitions, in order to exhibit the behavior

@ In the traditional restoration procedure, the program does not
compatible with old versions of Hard Disk Manager.

Step 1. Select the hard disk to be restored
There are two variants:

e select a hard disk in the Tree Layout panel or in the UDP Layout panel.
e select any partition that belongs a hard disk of interest.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Hard disk = Restore hard disk from image...

e  Press the Ctrl+R key combination.

e In case of a hard disk is selected, Press Restore button on the Main Toolbar.

e Incase of a hard disk is selected, call the popup menu for the selected partition in any of layout panels (click right
mouse button)
then select the menu item

Restore hard disk from image...

Step 3. Select an image that should be used for hard disk restoration

The program displays the Open File dialog in order that a user selects an image to be used for restoration:
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Lu:u:ukin:llf}dr j = B cf B

File name:  [Img_D1.pbf Open |
Files af type: IF'aragu:un Drive Backup Image [*.pbf) j Cancel |
A

It is allowed selecting files from any mounted local drive, on mapped network drive and on unmounted partitions from
local hard disks (see the section Selecting unmounted partitions as the target location for saving backup images for
more details).

At this stage, the program can generate following error messages:

o In case of the selected image is located on the hard disk that was selected for restoration, the program displays the
error message:

Drive Backup error x|

@ Hard disk cannok be restored from itself!

o In case of the selected image contains too much usable data, which cannot went into the selected hard disk, the
program displays the error message:

Paragon Drive Backup ﬂ

L] E Image from file F:24Img_01.pbf can't be restore on the current selection!
L

In any of these cases, one should choose another image for disk restoration.

Step 4. Inspect contents of the hard disk image
The program displays the Restore Disk from Image dialog:
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Restore hard disk from Image F:' 4% Img_D1.pbF ed B

E=) M

-2 Primary partition
Q Primary partition a

| »

-2 Primary partition hd|
W alunne | Tupe | Systemn | Sizel -
i Frimary FAT1E 201 MB —
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Check archive integrityl Browse archive |
Archive label: I 1=l

=

™ Encrypted ¥ Compressed [~ Splitted ™| Bestore secton by sectc
Cylinders: Ox0000028D g2l
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Gectorz / Track: 0x0000003F 63
Total Sectors: 0x004CE5980 5007744

Q. | Cancel |

A user can see properties of saved hard disk configuration:

amount of partitions

type, filesystem and size for each partition

image properties (compression, encryption, label etc)
information about hard disk geometry.

3434030

Step 5. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Restore Hard Disk operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the Restore Disk operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.
e If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the

future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.9.2.2 An alternative procedure of restoration of an image

An alternative way is to perform the Restore operation over a selected backup image. The program keeps the database
of recently used backup images (see the chapter List of Backup Images).

With this way, the program allows restoring following objects:

It can restore all or selective partitions from images of a hard disk;

It can restore 1* track from images of 1" track;

It can restore MBR bootstrap code from images of MBR;

It can replace current disk layout by a single partition restored from images of partitions.

It can replace current disk layout by selective partitions restored from multi-partition images

Step 1. Select a backup image to be restored

Select an image in the List of Backup Images. The program displays a type of an image in the first column.

Step 2. Select the operation to perform
Call the popup menu for the selected image, and select the menu item:

Restore archive...
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Step 3. Select an object that should be restored from the image

The program displays the window "Select target object to restore from archive":

Select target object to restore from archive x|

Dizk:
Yolurne | Type | Syztern | Size|
2} Hod 1
&G Prirnary FAT3Z2 40GB
iF H: Primary FaT32 25 GE
= Primary FaT3z 1.7GE
= MR Primary FAT32 301 GE

Cancel |

This dialog allows selecting destination object for the restoration. The detailed description is given in the next section
Description of the dialog "Select target object to restore".

Step 4. Inspect image contents and select ones to be restored

The program displays the Selective Partition Restore dialog in order a user is able customizing disk layout that should
be restored.

The functionality of this dialog is same with the Selective partition restore function.

Step 5. Apply the operation

The final step is common for all operations (see the section Applying operations):

Hard Disk Manager supports both Immediate and Virtual execution of the Restore Hard Disk operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the Restore Disk operation in the List of Pending Operations.

4.9.2.3 Description of the dialog "Select target object to restore"

Select target object to restore from archive x|

Select these items
in order to restore hard disk

Yolume | Type | System Sizel

= Hdd 14

i3 G: Primary FAT3Z 40GE

B H: Frirnary FAT3z2 25 GB

= i Prirnary FaTaz? 1.7GB

. Primary FaT3z 301 GE
Select any of these items in order to restore partitions

Cancel |
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Disk
This pull-down list allows selecting a hard disk, which contains a targeted object.

The UDP control and the List of Partitions, which are placed below, display contents of the selected hard disk that can
be restored from the selected backup image. Either of these controls can be used for selecting a restorable object.

The table below exhibits rules, which Hard Disk Manager follows:

Which disk components:
Image type
Are displayed Can be restored
HDD e Hard disk e  Entire hard disk
e  Partitions e  Selective partitions
Partition . Harc'l Fiisk o A disk with sin'g‘le partition
e Partitions e A selected partition
First Track | Hard disk 1* track of the selected hard disk
MBR Hard disk MBR of the selected hard disk

493 Description of Restore Hard Disk dialog

In fact, the Restore Hard Disk dialog is very similar to the Show Archive Info one. It provides the following
functionality:

Confirm or cancel the operation
Explore properties of saved objects
Check integrity of the selected image
Explore contents of saved partitions

Restore hard disk from Image F:',44Img_D1.pbf 2=

FY

: W Primary partition

----- i Primary partition hd|
Yalume | Type | Syztem | Sizel -~
= Frimary FAT1E 201 MB —
€ B Frimary NTFS 895 MB [
P TN o N ————

LCheck archive integrit_l,ll Browse archive |

Archive label: I =
I

[" | Encrypted ¥ Compressed [" | Splited [ Bestore secton by sectc

Cylinders: 0x00000Z60 621

Heads: Ox00000050 125

Sectors / Track: 0x0000003F 63

Total Jectors: 0x004Ce950 L007744

ok | Cancel |

Hereafter the brief description of available functionality:

Check archive integrity

Press this button for immediate performing the Check Archive Integrity operation.

This option allows making certain about usability of the selected backup image prior the real execution of the operation.

Browse archive

Press this button to browse the archive contents with using the Paragon Image Explorer built-in tool.
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Image Explorer allows exploring files and directories from partitions, which are saved in the image, opening files in the
read-only mode and extracting separate directories and files from the backup image.

Archive label and archive options

The grayed controls exhibit information about the selected archive: the descriptive text (Archive Label), whether or not
Compression, Encryption, Splitting were implemented to the archive.

The upper part of the window

contains the group of panels, which represent the layout of disk contents saved in the selected image: List of Partitions,
UDP controls, Tree-Layout. Each of these panels can be used for selecting disk contents in order to inspect its
properties.

The lower part of the window

displays properties of the selected object:

== HDD

e In case of a "hard disk" object is selected, the program displays properties of a saved hard disk (commonly named
hard disk geometry see Glossary for more details):

Cylinders Amount of Cylinders on the saved hard disk

Heads Amount of Heads on the saved hard disk)

Sectors/Track Amount of Sectors per Track on the saved hard disk

Total Sectors The total amount of sectors on the saved hard disk

------ I3 Primary partitian

e In case of a "partition" object is selected, the program displays properties of a selected partition:

File system File system that is placed on the selected partition

Drive letter --- not available for partitions from backup images ---

Volume label of the selected partition; can be used for distinguishing

Volume label partitions in case of Selective Partition Restore.

Amount of sectors reserved for the bootable code on the selected

Sectors/boot partition. In fact, this information of least importance for most users.

Cluster Size value expressed in Sectors. Halve this value to get the

Sectors/Cluster Cluster Size value in Kbytes.

Size (capacity) Capacity of the selected partition in bytes and Mbytes

Amount of usable data on the selected partition, percentage and the
real value in Mbytes

Used space

Amount of free space on the selected partition, percentage and the

Free space real value in Mbytes

494 Running the Restore Hard Disk operation

contents of a// partitions that are located on the targeted hard

@ Let remind once again that this operation irrevocably destroys a//
disk!

The most first action at the real disk restoration is the overwriting of existing Partition Table, which causes to the
immediate removal of all partitions. Even the "fastest" interruption of the operation is too slow for the aborting the first
stage of the operation.

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e Averaged read & write speed and summarized data transfer rate
e  Currently used volume filename

The restoration of each archive volume is treated as suboperation, and the program displays information about
suboperation progress.
4.9.4.1 Restoring multivolumic archives

Hard Disk Manager always creates hard disk images consisting in multiple volumes. Volumes can be placed in different
directories, on different disks and removable media. During the restoration from a multivolumic image, the program



- 100 -

searches volumes on their original location for completing the process without user's intervention (see aso the section
Backup Partition=» Running the Backup operation).

In case of some files were renamed or moved to another location, the program pauses working and displays the Open
File dialog in order to a user points next volume location manually.

Note: this is not a usual behavior of Hard Disk Manager. The program pauses the restoration only in the following
cases:

= some volumes of the image were moved or renamed
= volumes are located on removable media

The program will automatically restore multivolumic image in "unattended" fashion, in the following cases:
e  All volumes of the image remain on their original locations, and all of them are placed on local hard disk(s).
e  All volumes of the image are picked up in the same directory on a local hard disk.

4.9.5 Comments

4.9.5.1 How Hard Disk Manager evaluates the disk space required to restore the image of the hard disk
Hard Disk Manager uses the following rules of image appropriateness in the Restore Hard Disk function:

1. The program calculates the overall size of all primary partitions and the Extended Partition (if exists) that are saved
in the image of the hard disk. Let's name it image size in this section.

Blocks of free space that are
ignored in the calculation of image size

‘ m-ﬁ o s - [
I ]

These parl:iﬁons will be taken into account
in estimation of required size

2. The primary constraint is that the summary image size must not exceed the capacity of the targeted hard disk.
Otherwise the program immediately cancels the operation:

Paragon Drive Backup ﬂ

L ‘: Image From file F:h2YImg_D1.pbf can't be restore on the current selection!
L

3. Ifthe targeted hard disk is larger than the one saved in the image, the program restores the hard disk from the
image with keeping intact the position and size of all on-disk partitions. The residual disk space remains
unpartitioned.

See the illustration below: the larger disk (Disk #1, 3.0Gb) is restored from the image of the smaller disk (Disk#2,
2.4GDb). The last 600Mb of disk space remains unpartitioned (i.e. this space does not belong to any partition):

Nl e )
B

4. If the targeted hard disk is less than the one saved in the image, but greater than the summary image size, the
program restores the hard disk from the image with keeping intact only the relative order and size of all on-disk
partitions. The blocks of free space will be proportionally squeezed.

See the illustration below: the smaller disk (Disk#2, 2.4Gb) is restored from the image of the larger disk (Disk #1,
3.0Gb). Primary partitions and the Extended Partition keep their sizes. The structure of the Extended Partition remains.
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Blocks of free space between primary partitions and the Extended Partition are squeezed with keeping the size
proportion:

T 5 e )
v

B

4.9.5.2 How to avoid bad sectors during the restoration

In case of restoring data to the bad sectors, the resulting partition(s) may become corrupted. To avoid loosing data due
to bad sectors, select the surface test to the value other than None.

(menu) General = Settings... = (page) General = Surface test

In this case, the program performs the surface test prior to the data restoration over the disk space that will be occupied
by the restored partition(s). In case of detecting bad or unreliable sectors, the program will mark them bad and will not
place data to those sectors.

The additional surface test noticeably increases the overall time required to complete the operation, also the algorithm
that bypasses bad sectors significantly slows down the performance. Use this feature only in case of you suspect that
there are bad sectors on the chosen hard disk.

4.9.6 Restoration of locked hard disks

Hard Disk Manager allows restoring the image over the partitioned hard disk. Generally, this operation is similar to the
restoration of locked partitions (see the section Restoration of locked partitions). The program deletes all existing
partitions prior to the real restoration of data. Still, there could be a situation when some of partitions on the targeted
hard disk are used by another software. In this case, Hard Disk Manager is unable to complete the data restoration.

To avoid the damage of data consistency, Hard Disk Manager reboots the system to a single-tasking environment in
order to eliminate the interference of other programs.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

4.9.6.1 Restoration over locked hard disks in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase to operate the locked
partitions:

1. Before starting the operation, the program checks whether partition is locked or not.
2. If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.
4. Then the program reboots the computer.
5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.
6. In case of using the multivolumic image having some volumes:
= moved to another location
= placed on removable media (such as CD/DVD-ROM)
the program may fail to find automatically the sequel of the multivolumic image. In this case, the program asks the
user for the filename of the next volume. The most bottom lines of the console output will be the following:

Get new filename of the file for subsequent reading.
(Type exit to cancel operation.)
D:\Img_1_8.p01

7. You should choose one of the following alternatives:
= change the filename to proceed with another filename.
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= clear the filename and type the word "exit" to abort the operation.

8. By default, Hard Disk Manager suggests the filename that is registered in the archive. The problem is that the
program has failed to open the volume (otherwise it would continue working without pausing). At this moment, the
user must guess right the filename to continue with the restoration.

9. After the BlueScreen Component completes the operation, the Windows session begins and the Windows-based
version of Hard Disk Manager comes up.

The text editing abilities in the BlueScreen Component:

See the section The text editing abilities in the BlueScreen Component.

4.9.6.2 Limitations of the BlueScreen Component

There are some minor functionality limitations of the BlueScreen Component that come from the inaccessibility of
some Windows services during the Startup Bluescreen phase:

e  The version of the BlueScreen Component provided with Hard Disk Manager interacts with the user in the console-
like style. Such useful functions like Browse disk contents and Search files are not available. In case of the program
asks a user to enter a filename, the user must enter a filename "blindly".

e The BlueScreen Component allows input only English letters.

The text is in lowercase, only BackSpace editing key is supported.

e During the Startup Bluescreen phase, the network redirector does not functioning.

For this reason, it is impossible to restore backup images located on mapped network drives because their contents
are unavailable at the Startup Bluescreen phase.

The detailed information about the interaction between Windows-based and Bluescreen components of Hard Disk
Manager is discussed in the Technician Manual.

4.10 Copy Partition

This chapter explains how to copy single partitions that are placed on local hard disks, under various conditions.

410.1 Overview

Copy is another primary function of Hard Disk Manager. The copying of partitions can be used for the purposes of:
e cloning "sample" partitions

e making backup copies of working partitions

One can duplicate partitions to protect oneself from downtime in case of system malfunction. The partition can be
copied back to the original place within few minutes, or it can be used for copying just separate files.

Hard Disk Manager allows to copy partitions of any type. Partitions of unknown filesystem types are always copied in
the sector-to-sector copying mode, and both copy and original have the same size.

As to partitions of known filesystem types, the program provides an ability to copy them either in the fast copying mode
or in the sector-to-sector mode. In addition, there is the ability to automatically change the partition size during the
copying.

Hard Disk Manager duplicates all usable partition data including files, the exact structure of directories and filesystem
metadata: location of files, security information, access quotas and so on.

The implementation of the backup function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) partitions. To process locked partitions, the
program need to reboot the computer.
2. In turn, the processing of locked partitions differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

4.10.1.1 Where original and duplicate partitions can be located

Currently, Hard Disk Manager allows to copy partitions that are located on non-removable local hard disks only. Hard
disks should be connected to IDE, SCSI or RAID controllers and should be somehow available in the operating system
(see Comments for more details).

The program allows to copy partitions within the single hard disk and between local hard disks of types mentioned
above, in any combination. In particular, it is possible to copy partitions from IDE to SCSI disks and vice-versa.
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The program allows to copy primary partitions into the Extended Partition (so that a primary partition becomes a logical
one). In addition, logical partitions can be copied outside the Extended Partition (so that a logical partition becomes a
primary one).

4.10.1.2 Restrictions

Limitations in supported media

e The current version of Hard Disk Manager does not support removable hard disks such as USB, PCMCIA or LPT
hard disks or FLASH cards.

e  The program cannot copy partitions on remote hard disks. LAN, USB, LPT/COM and other type connections are
not supported.

e Finally, the program does not allow to copy contents of formatted removable media as separate partitions on hard
disks.

In addition, the significant restriction of the current version of Hard Disk Manager is that it supports only DOS
partitioning scheme (see Glossary).

Functionality limitations

Hard Disk Manager allows to copy partitions only to the blocks of free space.

To copy some partition over another one, use the following method:

1. delete the targeted partition
2. select the partition that should be copied
3. copy the selected partition to the block of free space.

4.10.2 Initiating the operation

The Copy Partition operation can be initiated in several ways that differ in their user friendliness and the flexibility.
According to your aims, you can choose either the fast method based on the drag-&-drop technique or the accurate
method based on entering parameters in the Copy Partition dialog.

4.10.2.1 Using the drag-&-drop technique

The drag-&-drop technique is available only in case of enabling virtual execution of operations, in the Smart and
Virtual Execution modes (see the chapter Virtual operations).

The drag-&-drop technique for the Copy Partition operation is supported in all layout panels (the Tree Layout panel,
the UDP Layout panel and the List of Partitions):

select the partition you want to copy

press and hold the primary (=left) mouse button
then press and hold the Ctrl keyboard key

drag a partition to a block of free space

and drop it to the desired position.

During the dragging a partition, the program indicates the availability of the operation for the current position:

The program is able to copy the partition to this place:

See the Comments for more details about copying rules and constraints.



-104 -

4.10.2.2 Drag-&-drop copying limitations

1. The drag-&-drop copying is enabled only in the Virtual Execution mode. See the section Virtual operations for
more details. Remember, you can switch on/off the Virtual Execution mode from the program's Settings:

(menu) General = Settings... = (page) Virtual operations = Enable virtual operations

2. The drag-&-drop copying allows only copy a partition without changing its size (within the single operation).

4.10.2.3 Using the Copy Partition dialog

The Copy Partition dialog provides the full functionality of the Copy function: one can copy a partition to any available
disk, set accurately any admittable position for the duplicate partition and define precisely its final size.

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select the partition you want to copy.

Select the partition you want to copy, in the Tree Layout panel, or in the UDP Layout panel, or in the List of Partitions.
In any case, the partition will be highlighted in all three panels. The function is not available for blocks of free space.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:

Partition = Copy partition...

o Call the popup menu for the selected partition in any of layout panels (click right mouse button) then select the
menu item:

Copy partition...
e  Press Alt+C keyboard combination
e  Press Copy button on the Main Toolbar.

Step 3. Define parameters of the operation

Copy primary partition 1 "G (disk 0) to: ﬂﬂ

Diigk: IHDD 0-19077M j [ fullow resize/move

Yolume | Type | System |
= Logical [free]

¥ PFlace at beginning of free block. [ 51D Changer
{~ Place at end of free block,

] 4 |

In the Copy Partition dialog, you can define the properties of the duplicate partition: targeted disk, position and size of
the duplicate partition. The section Description of the parameters contains the detailed description of the dialog's
functionality.
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Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Copy Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the Copy operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.10.3 Description of the parameters

4.10.3.1 Copy partition dialog

Copy primary partition 1 "G" (disk 0) to: ﬂﬂ

Drigk: IHDD 0-19077M j [~ Allow resize/move

Wolume | Type | System |
= Logical [free]

¥ Place at beginning of free block. [ 51D Changer

"~ Place at end aof free black,

] 4 |

Disk
Select the hard disk, where the duplicate partition should be placed.

After selecting the targeted hard disk, the program displays the current disk layout in the UDP control that is located in
the Copy Partition dialog. The List of Available Places placed below contains only the list of free blocks (on the
selected disk) that match the constraints on the disk space for copying partitions.

Initially, the List of Available Places includes only blocks of free space that are larger or equal in size the original
partition.

If the List of Available Places remains empty, there is no appropriate place to copy the selected partition. Choose
another hard disk for duplicating the partition.
Allow resize/move

Set this checkmark to allow the program simultaneously changing the size of the duplicate partition during the copying.
In terms of Hard Disk Manager project, this feature is named autoresize.

The state of the checkmark affects the List of Available Places and on the available functionality at executing the
operation (see Comments for more details).

If the checkmark is marked, the List of Available Places includes blocks of free space that are larger than the amount of
data on the selected partition (see the picture below). The partition can fit additional free blocks in case of performing
the partition shrinking.
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Copy primary partition 1 "G" (disk 0) to: ﬂﬂ

Digk: IHDD 0-19077M j v Bllow resizedmove

Wolume | Type | System |
= Primary [free]
=" Logical [free]

[~ 51D Changer

] | Cancel |

On the picture: the 2™ partition was selected to copy. Initially, it can be copied only to the logical block of free space.
After resize/move enabling, the selected partition can also be copied to the primary block of free space (because this
free block larger than the amount of on-partition data).

Place at beginning of free block
Place at end of free block

These radio buttons allow fast aligning the partition to the right or the left edge of the selected block of free space.

In case of the Allow resize/move checkmark is turned OFF, this is the only option for selecting the position of the
duplicate partition.

In case of the Allow resize/move checkmark is marked, the program ignores the state of these radio buttons but uses the
Resize/Move Partition dialog for defining the position and size of the duplicate partition.

SID Changer

Set this checkmark so that the program runs the built-in SID Changer at the end of the copying this partition. The option
can be potentially useful in case of copying the Windows system partition.

The List of Available Places

Finally, select some item in the List of Available Places. The program will copy the partition to the selected block of
free space.

4.10.3.2 Resizing & moving the duplicate partition

In case of the Allow resize/move checkmark is marked, the program automatically runs the Resize/Move Partition
dialog for accurate defining the position and size of the duplicate partition:

set place and size of partition copy 2 x|

= I

Free space before: IE 3: from 0 ME to 4244 B

Mew size: 936 =~ from 502 ME to 4746 MB

Free space after |3?5|:| 3: fram O ME to 4244 MB
ok, I Cancel |
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Use three spinner controls or the drag-&-drop technique over the UDP control to locate and change the size of the
duplicate partition (see the section Resize&Move Partition = Description of parameters or Restore Partition =
Defining the location and size of the restored partition for more details).

The UDP control and spin controls are synchronized, the changing of any of these elements affects on all other ones.

How the spin controls behave:

Free space Moves the beginning of the partition (left edge), preferably with keeping the
before partition size.

Changes the size of the partition, preferably with keeping the starting

New Size | Gition (left edge).

Free space Moves the end of the partition (right edge). On increasing the value, it

bef p (preferably) keeps the partition size. On decreasing the value, it (preferably)
e1ore

keeps the starting position (left edge) so that the partition expands.

There are rules that take effect in the partition resizing. See the section How Hard Disk Manager evaluates space
available for partition copying for more details.

4.10.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed and summarized speed of the operation

The operation is lengthy. Real performance fundamentally depends on hardware and an operating system being used.
410.5 Comments

4.10.5.1 How Hard Disk Manager evaluates space available for partition copying

In case of copying a partition without changing its size, the program uses the following rules for placing the duplicate
partition:

For partitions that are copied in the sector-to-sector mode:

1. The program always keeps the partition size. The resizing is not available.
The starting position of the partition (the left edge) is aligned to the boundary of the corresponding cylinder, in
accordance with the rules of the DOS partitioning scheme.

3. The ending edge remains "as is". In particular, it can become unaligned to the boundary of the corresponding
cylinder (for example, after copying the primary partition to the Extended Partition or after copying the logical
partition outside the Extended Partition).

For partitions of known types that are copied in the fast copying mode:

1. The beginning and ending edges of the duplicate partition are aligned in accordance with the rules of the DOS
partitioning scheme:
= Ending positions of all partitions are aligned to the end of corresponding cylinders.
= Starting positions of logical partitions are aligned to the second track (track #1) of corresponding cylinders.
= The beginning of the most first primary partition, which begins from the cylinder#0, is aligned to the track
#1.
= Starting positions of other primary partitions are aligned to beginning of corresponding cylinders.
2. In case of copying a partition without changing its size, the program keeps the amount of cylinders that partition
holds. So that:
= Primary partitions are slightly reduced when they have been copied to the Extended Partition.
= Logical partitions are slightly expanded when they have been copied outside the Extended Partition.

In case of copying a partition with simultaneous changing its size, the program uses the following rules for placing the
duplicate partition:

1. The partition boundaries are aligned in accordance with the rules of the DOS partitioning scheme.
2. The size of the partition can be selected between the following values:

= It cannot exceed the size of the selected block of free space

= It must be larger than the on-partition used space.
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= The used space is estimated as the summary size of clusters that are used by files, directories and filesystem
metadata.
3. The program tries to keep intact important partition parameters such as the Filesystem Type and the Cluster Size, if
it's possible.

Thus, the program does not change these partition properties for NTFS and FAT32 partitions within the very large

range of partition size values.

It is not so with FAT16 partitions: the doubling partition size usually requires the Cluster Size doubling. Hard Disk
Manager automatically performs changing the cluster size when changing the partition size.

In addition, the size of FAT16 partitions is limited to the value of 2Gb. Windows NT 4.0 supports FAT16 partitions up
to 4Gb in size (in this case the Cluster Size value is 64K). Unfortunately other operating systems do not support 64K
cluster size. Hard Disk Manager supports the 64K cluster size (see Settings overview).

4.10.5.2 Converting FAT16 to FAT32 during the automatic resizing

FAT16 partitions are limited to the value of 2Gb (see comments above). Nevertheless, Hard Disk Manager allows
expanding FAT16 partition over the 2Gb boundary. In fact, the program can automatically convert the FAT16
filesystem to FAT32. In case of such conversion is required, the program displays the warning message:

Hard Disk Manager warning x|

"-.. Partition size is boo large For FAT 16,
! The partition will be converted to FATIZ,
Only Windows 95 OSRZ [ 98 can access FAT3Z,
Do you wank bo continue?

There is the ability to inhibit this warning (see the chapter Settings overview, section General Page):

(menu) General = Settings... = (page) General = (checkmark) Convert FAT16 to FAT32
automatically

In this case, the program automatically converts FAT16 partitions to FAT32 without warnings.

4.10.6 Copying locked and system partitions

Hard Disk Manager allows to copy locked and system partitions. In case of other software or the operating system
modifies contents of the partition being copied, the program stops the operation as it cannot make the valid duplicate.
To complete the copying of a locked/system partition, Hard Disk Manager reboots the system to a single-tasking
environment in order to eliminate the interference of other programs.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

Generally, the copying of locked partitions is mostly like the creating of backup image of the locked partition (see the
section Backup system and locked partitions for more details).

4.10.6.1 Copying locked partitions in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase to operate the locked
partitions:

1. Before starting the operation, the program checks whether partition is locked or not.
2. If the partition appears is the locked one, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.

4. Then the program reboots the computer.

5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.
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The detailed information about the interaction between Windows-based and Bluescreen components of Hard Disk
Manager is discussed in the Technician Manual.

4.10.6.2 Copying locked partitions in Windows 95 and 98

Windows 95 and 98 include the limited version of the MS-DOS 7 as a part. The "true" DOS environment is available
after booting to the DOS session (do not confuse with the DOS prompt in the Windows session).

1. [Initially, the program tries to copy the partition without rebooting to DOS. The operation continues until the end or
until another software writes to the original partition.

2. In case of the original partition is modified, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

3. The application passes silently the task to the DOS-based version of the Hard Disk Manager. Then the Windows-
based application just runs the DOS-based program.

4. The DOS-based version of the Hard Disk Manager is configured (through the .PIF-file) to run in the true DOS
session. Windows should reboot to the DOS session.

5. The DOS-based program becomes working in the unattended mode with displaying the operation progress and
statistics.

6. When completing the operation, the program reboots the computer.

4.10.6.3 Using the Hard Disk Manager diskette in Windows ME

The diskette-based version of Hard Disk Manager can work either in the interactive mode or in the batch mode. In both
cases, it can copy partitions like the Windows-based version does.

There are some functionality limitations of the diskette-based version of Hard Disk Manager. These limitations coincide
with the ones concerning the DOS-based version that works in the unattended mode (see Limitations of the DOS-based
version in the unattended mode). These limitations come mostly from the unavailability some services in the DOS
environment that are available in Windows:

e In the unattended mode, the program unconditionally aborts the operation in case of detecting bad sectors, missing
the image file or similar problems. To get a friendly behavior of the Hard Disk Manager, run the program in the
interactive mode.

e  The diskette-based version may not work with SCSI and RAID controllers that have no own BIOS.

e Remember that DOS may fail to access to large partitions. For instance, MS-DOS does not work with partitions
that are larger than 8Gb.

e  Your computer must have the ability to boot from floppy.

The detailed information about interaction between Windows-based and the diskette-based versions of Hard Disk
Manager is discussed in the Technician Manual.

The preferred solution is to use the Paragon Recovery CD instead of using the bootable diskette.

4.11 Copy Hard Disk

This chapter explains how to copy contents of local hard disks to another ones, under various conditions.

4111 Overview
Hard Disk Manager provides the ability to copy not only separate partitions but also entire hard disks.

During hard disk copying, the program moves controlling records of used partitioning scheme, the bootstrap code and
on-disk partitions. The Hard Disk Copying operation cannot be substituted with only copying all on-disk partitions.

Generally, Hard Disk Manager allows copying hard disks that are partitioned with any partitioning scheme, in the
sector-to-sector copying mode (see Fast copying algorithm). For disks, which use DOS partitioning scheme, the
program provides many functional extensions for the disk copying operation:

e Hard Disk Manager supports the fast copying mode for partitions of known filesystem types. This functionality
significantly reduces elapsed time for the disk copying because the program transfers usable data only.

e In case of the disk contains partitions of both known and unknown filesystem types, the program automatically
switches between fast copying and sector-to-sector modes.

e Hard Disk Manager provides an ability of automatic proportional resizing of all partitions, which have known
filesystem types, during the operation. This functionality extension may be very useful in upgrading hard disk(s) to
larger ones.
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¢ Finally, Hard Disk Manager supports the disk copying with selective copying of partitions. Some partitions can be
skipped, other ones can be copied multiple times, with changing their size, relative order and position.

The way Hard Disk Manager duplicates disks, allows successfully migrating some boot managing software to another
hard disks. For example, standard bootstrap code, Paragon Boot Manager and LILO can successfully work on cloned
hard disks without re-installation.

With Copy Hard Disk operation, the program irreversibly
@ destroys old contents of the targeted hard disk, replacing them

with the new data and new layout of partitions.

The implementation of the Copy Disk function varies in some cases:

1. In Windows, the operation differs for unlocked and locked (system) hard disks; this mention concerns both source
and targeted disks. To process locked hard disks, the program need to reboot the computer.
2. The processing of locked disks differs for Windows 95/98, Windows NT/2000/XP and Windows ME.

Note: locked hard disks are ones having locked partitions.

4.11.2 Initiating the operation in the Windows-based version

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select the hard disk you want to backup.
=T

General Wiew Hard Disk  Partition Operations  Help
Create Copy Delete Format  Propetties

Apply Undo  Unde all Ehanges Backup  Restore Burn
E@; Digk.0 (TOSHIBA MK2018GF | 7 Disk I FATIE [T LiuxExt2 I Linux Swap [ Unfomalted
3 Primary C: 777 Extended [N FAT3Z [ LiwEstd |EEEE HFFS [ [rvalid
(3 Primary Gt [ Free [ NTFS I ReiserFS [ Other

- Primary *;
-3 Extended *:

gy |
- [ Primary I: F: MTFS _
-3 Extended *:

38 Logical *:
Logical H: volume_| Type [ syst... [ sizs | Used | Free [ Yolume label [ Active | Hidden I

3 Logical, free @F Primary  NTFS  417MB 349MB  co.4MB Yes Mo
@1 Privary  FATIG  303MB  208MB 95.2MB Mo Mo
@*  Extended 2368 Mo Mm
@*  logcd  FAT3Z  F2IMB 265MB 456 MB Moo es
@H: logcd  NTFS  622MB 6B.SME  SS4MB Mo Mo

= ko Logical [free] 1024 MB

Archive byvpe | Archive file name | System Size | Used |
5 Partition DAImg_0_2.pbf FAT3Z 958 MEB 497 MEB
Kl E——
For Help, press F1 2. ZMB CPL: 0% o

There are two variants:

e select the hard disk in the Tree Layout panel or in the UDP Layout panel.
e select any partition that belongs the hard disk of interest.
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Step 2. Select the operation to perform
=lolx|

General Wiew Hard Disk Partition  Operations  Help
Create Copy Delete Formak  Properties

Apply Undo Unde all Changes Backup  Restore Burn

B% Disk 0 (TOSHIBA MEZ018GE T Diigk, [ FATIE I Linu< Ext2 [ Linuz Swap [HEEM Unformatted
[ Primary C: I Extended [T FAT3Z I Linu<Ext3  [MEEM HFFS [ Irvalid
N Fres [ NTFS [T FeiserfS W Other

[T N 1| e s

Crrl+C
Chrl+E

(3 Primary *!
=3 Extended *:
Q Logical D

Copy hard disk.
an im. f hard disk...

Burn an image of hard disk to €D

2 Logical *; Restore hard disk from image...  Ctr4R

o LogicalH: g e partition restore on Hdd Siee | Used [ Free [ Volume lshel [ Active | bidden |
(@ Logical, fr . 7ME  349ME £8.4MB ves Mo
SID Changer... IME  ZUEME 95.2MB Mo Mo
Hard disk properties. .. Chel+T 3B Mo Mo
|= Logicarl FAT 1 ME Z6SMB 456 MEB Mo Yes
FH: Logical MNTFS 622MB  63.5ME  SS4ME Mo Mo
= ks Logical [free] 1024 ME
Archive bype | Archive file name | System Size | Used |
='; Partition :iImg_0_2.pbf FATIZ 95 ME 497 ME
——
Create animage of hard disk [2.6mB |cPU: 0% 4
Alternatives:
e Select in the main menu:

Hard disk = Copy hard disk...

e In case of the hard disk is selected, call the popup menu for the selected hard disk in any of layout panels (click
right mouse button)
then select the menu item:

Copy hard disk...

e  Press Ctrl+C keyboard combination
e  Press Copy button on the Main Toolbar.

Step 3. Assign parameters of the operation

Dezstination dizk |5

—Resize
' Do pot change the size

" Resize manual

" Resize proportionally
Set size of copy

3 —

[ without free blocks

[ 5ID Changer

| k. I Cancel

The program allows:

e Select a target hard disk
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e Select a copying method
e Run SID Changer utility after completing the disk copying
Initially the program suggests the simplest method of copying disk contents without changing size. In most cases, you
just need to press OK button to confirm the operation.
Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Copy Hard Disk operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.11.3 Description of the parameters

Destination dizk IHDD 0- 19077 j

—Reszize
" Do not change the size

" Fesize manual

{* Fesize proportionally
Set size of copy

400.00 ME | 18E3GE
: I
| 11.15GE

[ without free blocks

[ 51D Changer

k. I Cancel

4.11.3.1 Common parameters

Destination disk

The pull-down list includes legal hard disks, which can be targeted for the operation. It contains all fixed hard disks
available in the system, with the only exception of the source hard disk.

By default, the 1* hard disk in the list is selected.

the system), the Disk#0 is present in the top of the list of legal

@ If the source disk is any but the Disk#0 (Disk#0 is the 1% disk in
hard disks; so that it will be the default destination disk.

Take care of changing the targeted hard disk, if you do not intend overwriting all contents of the Disk#0.

SID Changer

Select this checkmark to force the program running SID Changer utility after completing disk copying. The feature is
useful in case of cloning Windows system hard disks.

Without free blocks

This option takes effect in the "Do not change the size" and "Resize proportionally" copying methods (see the
section Disk copying methods for more details).
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With this option being active, the program does not leave blocks of free space between partitions on the targeted hard
disk.

4.11.3.2 Disk copying methods

Do not change the size

Select this radio button to apply the method of copying without changing partitions size.

In this mode, Hard Disk Manager moves partitions with keeping their relative order, absolute size and position. See
more details in the section Copying without changing partitions size.

Resize manual

Select this radio button to apply the method of selective partitions copying. The additional dialog window "Copy HDD
with manual resizing partitions" will appear after pressing OK button.

In this mode, Hard Disk Manager allows changing size, position and relative order of partitions, skipping some
partitions, or multiple duplicating other ones. The functionality is described in the section of Selective copying of

partitions.

Resize proportionally

Select this radio button to apply the method of Copying with proportional changing partitions size.

In this mode, Hard Disk Manager changes the size of partitions in the same proportion, with keeping intact their relative
order. This option can be useful in upgrading a hard disk to a larger one. See more details in the section Copying with

proportional changing partitions size.
Set size of copy

The slider control allows assigning the range of the disk space that will be occupied on the destination disk with copied
partitions.

% Resize proportionally
Set gize of copy

FS3.00 ME | 301GE
sl iy
: i ]

280 GE

Actual value

Mazximum value

Minimum value

e The minimum value (shown on the left side) is equal to the amount of the data currently allocated on the source
hard disk.

e The maximum value (on the right side) corresponds the capacity of the destination disk.

o The selected size of the used range is displayed bottom the slider.

Rules the program use are described in following sections; in the Virtual Execution mode Hard Disk Manager allows to
evaluate the resulting state of hard disks prior to real performing the operation.
4.11.3.3 Copying without changing partitions size

In this mode, Hard Disk Manager moves partitions with keeping their relative order, absolute size and position.

Removing free space between partitions

If the option "Without free blocks" is active, the program allocates copied partitions one by one, with removing free
space between them. The rest of the destination disk may remain unpartitioned:
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In case of the targeted disk is larger than the source one

Hard Disk Manager copies all source partitions with keeping their size, position and order. The rest of the disk space on
the destination hard disk remains unpartitioned (free space):

A | A

In case of the targeted disk is smaller than the source one

Hard Disk Manager copies only those source partitions that fit the targeted disk, with keeping their size, position and

order:
%TE * Linug Ext2 & ||

* Linug Ext2 @ || e

Copying the Extended Partition

As to Logical Partitions, the program will copy them only in the case the entire Extended Partition can fit to the targeted
hard disk. Otherwise, the program skips copying the Extended Partition.

4.11.34 Copying with proportional changing partitions size

In this mode, Hard Disk Manager changes the size of partitions in the same proportion, with keeping intact their relative
order.

The slider control "Set size of copy" allows selecting the range of the disk space that will be occupied on the destination
disk with copied partitions. This assigns implicitly the proportion of changing size of partitions.

If the option "Without free blocks" remains inactive, blocks of free space between partitions will be changed in the
same proportion.

4.11.4 Selective copying of partitions

In this mode, Hard Disk Manager allows changing size, position and relative order of partitions, skipping some
partitions, or multiple duplicating other ones.

If this copying method is selected, the additional dialog window "Copy HDD with manual resizing partitions" will
appear after pressing OK button in the "Copy HDD" dialog:
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Copy Hdd 2 to Hdd 1 with manual resizing partitions e |
—Source Hdd 2
H: NTFS J:NTFS
Yolume I Type I Swyztem I Size I
B F Frimary FAT1E 204 kB
i H: Frimary HTFS 936 MB
€ Primary MTFS 996 B

[Eapy paltitionl Copy all partitionz proportionally |

— Destination Hdd 1

W alunne | Tupe | Systemn | Sizel
& Primnary [free] 0GB
Fresize/tdove partitinnl [elete partition | nda last | Wridaall

Cancel |

This dialog is functionally similar to the "Selective Partition Restore" dialog (see the chapter Description of the
Selective Partition Restore dialog functionality).

The dialog maintains own list of virtual operations: some or all partitions can be virtually copied to the destination disk
in any order; at any time, any of copied partitions can be resized, moved or deleted from the destination disk. Changes
in the layout of the destination disk can be cancelled.

After a user has confirmed changes, the program analyzes the final layout of the destination disk and generates the
optimal sequence of actions, with ignoring unnecessary ones.

4.11.4.1 Description of parameters

"Source HDD" and "Destination HDD' groups of controls

In the Source HDD group, the UDP control and the List of Partitions represent the layout of the source hard disk. Any
of these elements can be used for selecting source partitions.

In the Destination HDD group, the UDP control and the List of Partitions represent the future layout of the targeted
hard disk. Any of these elements can be used for selecting blocks of free space and partitions on the destination disk.

Copy partition

Press this button to copy a single partition from the source disk to the destination one. The button is enabled only in
case of selecting the source partition in the Source HDD group (above) and the block of free space in the Destination
HDD group (below).

The action can be cancelled with the Undo last button (see below).

Destination partitions are marked with symbolic labels like" 1 ", " 2 " etc. These labels only display a number of a
corresponding source partition.

Copy all partitions proportionally

Press this button to copy all contents of the source disk with keeping size proportions for partitions of known types and
blocks of free space.

This action cancels all changes previously made. The destination disk becomes in the state it would be after executing
the copying with proportional resizing. Next, you are able to delete or resize some destination partitions.

This action is very useful, if you need copy entire hard disk having many partitions, with only minor changes of the disk
layout.
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The action can be cancelled with the Undo last button (see below).

Resize/Move partition

Initially, a source partition that is copied to a block of free space on the destination disk, is aligned to the beginning of
the selected free block, and has the original size.

Press the button "Resize/Move partition" to change the size and/or position of a partition on the destination disk. The
button is enabled only in case of selecting some partition in the Destination HDD group (below).

In this case, the program will display the Resize/Move partition dialog:

Resize/Move primary parktition 1 “** (disk 1}

Free space before: from 0 ME to 2599 MEB

Mew size: B2 =~ from 488 ME to 3087 MB

Free space after; |1455 3: from 0 ME to 2593 ME
Ok I Cancel |

The functionality of this window is the same with similar window in functions Restore Partition, Selective Partition
Restore, Copy Partition.

Use three spin controls or the drag-&-drop technique over the UDP control to change size and position of a destination
partition (see Defining the location and size of the restored partition for more details).

The UDP control and spin controls are synchronized, the changing of any of these elements affects on all other ones.

How the spin controls behave:

Free space | Moves the beginning of the partition (left edge), preferably with keeping the
before partition size.

Changes the size of the partition, preferably with keeping the starting

New Size position (left edge).

Free space Moves the end of the partition (right edge). On increasing the value, it

bef p (preferably) keeps the partition size. On decreasing the value, it (preferably)
e1ore

keeps the starting position (left edge) so that the partition expands.

There are rules that take effect in the partition resizing. See the section How Hard Disk Manager evaluates space
available for partition copying for more details.

Delete partition

Press this button to delete a partition from the destination disk. The button is enabled only in case of selecting some
partition in the Destination HDD group (below).

The action can be cancelled with the Undo last button (see below).

Undo last

Press this button to cancel the last change in the layout of the destination disk.

Undo all

Press this button to cancel all changes in the layout of the destination disk. After this action, the destination disk
becomes empty.

Edit the destination disk layout with using drag-&-drop technique

The UDP control in the Destination HDD group supports the drag-&-drop technique for changing size and position of
partitions on the destination disk.
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4.11.4.2 Copying the Extended Partition
Hard Disk Manager allows copying the Extended Partition as a whole.

In case of copying the Extended Partition, the program asks for copying all Logical Partitions together with the
Extended Partition:

Paragon Drive Backup ﬂ

\:{) Do wou copy exkended partition with all logical partitions?

If Yes answer is selected, the program copies the Extended Partition with all Logical Partitions inside. Otherwise, the
empty Extended Partition will be created on the destination disk; later, you can populate it with selective partitions.

Hard Disk Manager allows copying primary partitions to the Extended Partition, so that they become /ogical ones, and
vice versa.
4.11.4.3 Partition copying rules

e The source partition can be copied to the destination free block only in case of the size of the free block exceeds the
amount of used space for the selected partition.
Otherwise, the error message appears:

Paragon Drive Backup El

L ] "_'.‘ Partition can't be copied ko selected target!
[

e The source Extended Partition can be copied to the destination free block only in case of the size of the free block
exceeds the summary amount of used space for all logical partitions.

e If the destination free block is less than the original size of the source partition, the program squeezes the source
partition so that it fits the free block. In case of the Extended Partition is selected, all Logical Partitions will be
squeezed proportionally.

411.5 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed and summarized speed of the operation

The program treats copying of each partition as a suboperation, and the program displays suboperation statistics.

The operation is lengthy. Real performance fundamentally depends on hardware and an operating system being used.
411.6 Comments

4.11.6.1 The source disk contains partitions of unknown types
Hard Disk Manager can only copy partitions of unknown types in the sector-to-sector mode, with keeping their size.

When using the copying with proportional resizing to a hard disk, which has unknown partitions, Hard Disk Manager
moves unknown partitions without changing their size. The program re-calculates the resizing rate for partitions of
known types and blocks of free space.
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4.11.6.2 Cloning the system hard disk in Windows 2000 and XP

Hard Disk Manager is frequently used for cloning or distributing system hard disks. In case of performing this action
with Windows 2000/XP system disk, the specific procedure is required in order to avoid problems with the duplicate
hard disk.

1. Connect both source and destination disks to the computer. Boot the computer and run Hard Disk Manager (any
version, for any platform).

With using Hard Disk Manager, clone the source disk to the destination one.

(!) Shutdown the computer.

(!) Disconnect (physically) the source hard disk.

(!) Boot the computer from the destination hard disk. No problems should appear during the startup process.

nhwe

After completing these actions, you can use both hard disks separately or together on the same computer without
problems.

The thing is that Windows 2000 and XP keep information about all mounted and dismounted partitions ever on all hard
disks ever connected to the system in a special database. Partitions are identified by the hard disk serial number and the
relative partition's order. The database of partitions is periodically updated. During cloning hard disks, this database is
duplicated on the destination disk.

Usually, users do not perform two last steps, i.e. they remain the source hard disk connected at the most first startup
from the destination disk. At the startup, Windows finds the old hard disk, retrieves drive letters to its partitions from
the old records, adds new drive letters for partitions on the destination disk, and updates the database.

After the source disk has been disconnected, the single destination disk becomes unusable: Windows is unable to boot
from this disk because of some important system data become associated with absent drives.

4.11.7 Working with locked and system hard disks
The Copy Hard Disk operation requires both source and destination hard disks should be unlocked ones (see Glossary):

e The program needs to destroy contents of the destination disk in the beginning of the operation. If some partitions
on the destination disk are locked, that means that an operating system or other applications still use this partition.
The untimely deletion of disk contents may violate working of other software.

e  The program requires contents of the source disk remain unchanged during data copying. If some partitions on the
source disk are locked, that means that other software can modify disk contents. In this case, the program cannot
securely copy disk contents.

To complete the disk copying of/to a locked/system hard disk, Hard Disk Manager reboots the system to a single-
tasking environment in order to eliminate the interference of other programs.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

Generally, the copying of locked hard disks is mostly like the copying of locked partitions (see the section Backup
system and locked partitions for more details).

4.11.7.1 Copying locked hard disks in Windows NT, 2000 and XP

In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase to operate the locked
partitions:

1. Before starting the operation, the program checks whether any locked partitions on both source and destination
hard disks.

2. In case of some partition(s) appears locked, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

By default, the program pauses the execution until the user makes the choice. For configuring the unattended working,
see the section How to automate the system reboot for processing the locked partitions.

3. The program silently schedules the BlueScreen Component to run at next Windows startup and to execute the
required operation.

4. Then the program reboots the computer.

5. At the next system boot-up, the Bluescreen Component executes the operation in place of the Windows-based
version. The BlueScreen Component will display the operation progress in the console-like style.
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The detailed information about the interaction between Windows-based and Bluescreen components of Hard Disk
Manager is discussed in the Technician Manual.

4.11.7.2 Copying locked hard disks in Windows 95 and 98

Windows 95 and 98 include the limited version of the MS-DOS 7 as a part. The "true" DOS environment is available
after booting to the DOS session (do not confuse with the DOS prompt in the Windows session).

1. Before starting the operation, the program checks whether any locked partitions on both source and destination
hard disks.

2. In case of some partition(s) appears locked, the program asks for reboot the system. Press OK button to reboot the
system and complete the operation, press Cancel button to abort the operation.

3. The application passes silently the task to the DOS-based version of the Hard Disk Manager. Then the Windows-
based application just runs the DOS-based program.

4. The DOS-based version of the Hard Disk Manager is configured (through the .PIF-file) to run in the true DOS
session. So that Windows reboots to the DOS session.

5. The DOS-based program becomes working in the unattended mode with displaying the operation progress and
statistics.

6. When completing the operation, the program reboots the computer.

4.11.7.3 Copying locked hard disks in Windows ME

The diskette-based version of Hard Disk Manager can work either in the interactive mode or in the batch mode. In both
cases, it can copy partitions like the Windows-based version does.

The procedure of processing locked partitions and hard disks is described in the section Working with locked
partitions/disks in Windows ME.

There are some functionality limitations of the diskette-based version of Hard Disk Manager. These limitations are
listed in the section Backup locked partitions in Windows ME.

The preferred solution is to use the Paragon Recovery CD instead of using the bootable diskette.

4.12 Create Partition

This chapter explains how to create new partitions with using Hard Disk Manager; in addition, it contains the
description of partitioning rules and limitations.

4.12.1 Overview

Hard Disk Manager provides the ability to create new partitions on hard disks that are partitioned with using the DOS
partitioning scheme (see Glossary).

4.12.1.1 Limitations

1. The program allows creating new partitions only within blocks of unpartitioned space. It cannot "convert" a free
space on an existing partition to a new partition!
The procedure of creating a new partition from a free space on an existing partition is described in the section How
to make a new partition from a free space in another partition.

2. Do not use the Create Partition function in order to undelete the just deleted partition. Use the Undelete Partition
function instead.

3. The program cannot create new partitions on Dynamic Disks. Current version of the program supports only hard
disks that use the DOS partitioning scheme (in Windows 2000 and XP these disks are named Basic Disks).

4. Empty hard disks are automatically become partitioned with the DOS partitioning scheme, in case of creating a
partition of any type.

5. New partitions are aligned to the boundaries of the beginning and ending cylinders in accordance with the rules of
the DOS partitioning scheme (see Partition alignment rules).

4.12.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.
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Step 1. Select a location of a new partition
Select a block of free space (unpartitioned disk space) in the Tree Layout panel, or in the UDP Layout panel, or in the
List of Partitions. The newly created partition will be located within the bounds of the selected free block.

=
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Apply  Undo  Undo all Changes Backup  Restore Burr Create Copy. Delste Formab  Broperties
= i2p Disk 01 {TOSHIBA MK201864 [ Disk W FATIE [ LinwExiZ I Linux Swap I Urformatted
& Frimary C: [ Estended [ FATa [~ LinuExid . HPFS I Irvalid
g Primary G: [ Free . NTFS [T Reiserf§ I Other

G taten oy periton. Albc
2 Disk 1 (n Cre2 e mane of partion. . Alb+s
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=y Partition DiwingBeng.phf  FAT32 958 MB 457 MB
joj— 0
Create a partition [1 operations Bzme [cPu: 42 4

The program differentiates between Primary free space and Logical free space:

e  Within the Logical free space, only Logical partitions can be created
o  Within the Primary free space, Primary partitions or the Extended Partition can be created, only in case of the
partitioning rules are not violated (see Limitations of the DOS partitioning scheme.)

Step 2. Select the operation to perform
Variants:
e Select in the main menu:

Partition = Create ...

e Call the popup menu for the selected block of free space in any of layout panels (click right mouse button), then
select the menu item:
Create...
e  Press Alt+N keyboard combination
e  Press Create button on the Main Toolbar.

Step 3. Assign properties of a new partition

After selection a free block, the Create Partition dialog appears:
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Create partition
Create partition as ILc.gic:aI vl partition

Free space before: IEI 3: from 0 ME to 12739 MB
Mew size: |12?4? 3: from 8 ME to 12747 ME

Free space after: IEI - I from 0 ME to 12733 MB

V¥ Famat new partition

Cancel |

The Create Partition dialog allows assigning the accurate position and size of a new partition. In addition, there is the

ability to format the new partition just after creation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Create Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules

the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.
e If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in

the Virtual Operations Toolbar (see the section Applying operations).

4.12.3 Description of the parameters

Create partition
Create partition az IF'rimar_',' vl partitior

¢ Prirmary

2%

Free space before: I 3 from 0 ME to 13727 MB
Mew size: |13?"35 3 from & ME to 13735 MBE

0 -
Free space after: IEI - I from 0 ME to 13727 MB

¥ Fomat new partition

Cancel |

Create partition as ...

Select the desired kind of a new partition in this pull-down list. As the matter of fact, the available alternatives
fundamentally depend on the type of the selected block of free space:

e  Within the Logical free space, only Logical partitions can be created

e  Within the Primary free space, Primary partitions or the Extended Partition can be created (in case of the
partitioning rules are not violated, see Limitations of the DOS partitioning scheme.)
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New Size, Free Space Before, Free Space After

The capacity of the new partition must not exceed the size of the selected block of free space. You can freely define the
position and size of the new partition within the targeted block of free space by using the UDP control that is located in
the window:

Create partition as | partition

Free zpace before: |5?5 3: from 0 ME to 3083 WE

Mew zize: |1 B35 3 from 4 MB to 2037 ME
Free space after: IB-I 7 I frorn 0 ME to 3083 ME

¥ Fomat new partition

Cancel |

In addition, you can use three spinner controls placed on the bottom:

e The Free space before spinner control defines the position (in Mb) of the new partition relative to the beginning of
the block of free space.

o The New size spinner control defines the size (in Mb) of the new partition.

o The Free space after spinner control defines the amount of trailing free space (in Mb) at the end of the new
partition.

How the spin controls behave:

Free space | Moves the beginning of the partition (left edge), preferably with keeping the

before partition size.

. Changes the size of the partition, preferably with keeping the starting
New Size position (left edge).
Free space Moves the end of the partition (right edge). On increasing the value, it

(preferably) keeps the partition size. On decreasing the value, it (preferably)
before keeps the starting position (left edge) so that the partition expands.

The UDP control and spinners are synchronized, the changing of any of these elements affects on all other ones.

At the real partition creation, the program will round these values to accommodate user-defined values to the
partitioning rules that are effective for the DOS partitioning scheme. So that the final values may slightly differ from the
entered ones.

Format new partition

The program allows to populate the new partition with some filesystem.

Set this checkmark ON in order to immediately format the newly created partition. Otherwise, the partition will remain
unformatted (so that it will not be ready for use).

The program allows defining parameters of a filesystem that will occupy the new partition by calling the Format
Partition dialog (see the next section).
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Format the logical partition 4 *** {disk 0} ﬂﬁl
Walume *: ak. |
Size 12747 kB
C I
Yolurme Mame ITEST Anee |
System hpe | FAT22 j | Advanced I
Surface test I
4.12.3.1 Formatting a new partition

The appearing Format Partition dialog is identical to the one described in the chapter Format Partition.

The simple form of the dialog allows selecting the Filesystem Type and defining the so-called Volume Label for the
partition.

The advanced form of the dialog allows defining important filesystem properties such as Cluster Size (Sector/Cluster
spinner control) and amount of sectors per boot code (Sector/Boot spinner control). For FAT16 filesystem, the amount
of Root Entries can also be changed:

Format the logical partition 4 *** {disk 0} llﬁl
Yalume * Ok, |
Size 12747 MB
Yalurme M ame ITEST Cancel |
System lpe I FAT32
Surface test |

Sectors/Boot |32 E: from 32 to 255

Boat entriez ] = fraamm [ b

Sectorz/Cluster I'I B 3: fram 4 to B4

Fieztore default |

412.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:
e FElapsed time and estimated remaining time

The program treats the updating of system information as a suboperation, and the program displays suboperation
statistics.

The creation of a partition takes just a fraction of a second. Still, the program waits until Windows accommodates
changing of the disk layout. This operation may take 5-20 seconds in Windows 2000 and XP.
412.5 Comments

4.12.5.1 How to make a new partition from a free space in another partition

Hard Disk Manager does not provide a function like "pick-up free space from existing partition(s) and create one more
partition". One should manually define a sequence of resize/move operations on existing partitions in order to free disk
space and collect it into a single block of unpartitioned space.
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Example

Suppose you have one primary and one logical partition on the hard disk, and you need to create one more primary
partition for the isolated installation of another operating system, at the expense of unused space on the Logical
Partition.

The original disk layout is shown below:

Step 1. Resize&Move the Logical Partition

Move "forward" the starting edge of the Logical Partition. With this action, you are releasing some disk space:

Step 2. Resize&Move the Extended Partition

Move "forward" the starting edge of the Extended Partition. The block of unpartitioned space is moved outside the
Extended Partition, so that a newly created partition will become a primary one:

Step 3. Create the new Primary Partition

|

Create the new Primary Partition in the block of unpartitioned space:

| E—

4.12.5.2 Limitations of the DOS partitioning scheme

Current version of Hard Disk Manager fully supports only the DOS partitioning scheme. The program follows
limitations of the DOS partitioning scheme at the creating of new partitions.

Practical limitations

Only one Extended Partition can be created on a hard disk.

Only four Primary Partitions can be created on a hard disk, or three Primary Partitions and one Extended Partition.
The amount of Logical Partitions within the Extended Partition is not limited.

All newly created partitions are aligned in accordance with rules of the DOS partitioning scheme and the current
disk geometry (see the section Partition alignment rules of the DOS partitioning scheme).

e  The program does not change the order of entries in the Partition Table for existing partitions (see the section
Order of Partitions).

4.12.5.3 General structure of the DOS partitioning scheme

The DOS partitioning scheme keeps the information about partitions located on the disk, in the Partition Table. The
Partition Table consists of elements describing partitions: location, size, filesystem type and "Active" flag. These
elements are usually named entries or slots of the Partition Table.

The first sector of the hard disk (sector #0) is occupied with the Master Boot Record (MBR). It contains the primary
part of the Partition Table and the so-called bootstrap code — a very small program responsible for initiation of the boot-
up process.

Primary Partitions

The primary part of the Partition Table contains only 4 entries. The partitions that are registered in these records are
named Primary Partitions. There can be only four primary partitions on the disk.

The specific property of primary partitions is that the standard bootstrap is able to start operating systems from them.

Extended Partition

One of the primary partitions can be marked as the Extended Partition.
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The Extended Partition is used for expanding the Partition Table to provide the ability of allocating many partitions.
The Extended Partition begins with the extension of the Partition Table, which sometimes is named Extended Partition
Table (EPT).

Logical Partitions

Partitions that are registered in the Extended Partition Table are named Logical Partitions. All Logical Partitions must
be nested within the Extended Partition. The amount of logical partitions is not limited.

4.12.54 Partition alignment rules of the DOS partitioning scheme

When creating new partitions, Hard Disk Manager follows common partition alignment rules that are compatible with
all operating systems and disk management utilities.

Alignment rules

1. The ending edge of every partition is aligned to the end of the appropriate cylinder.
The Primary Partition, which is located at the beginning of the hard disk, starts from the 1 Track of the 0™
Cylinder. The 0" Track is occupied by the MBR and boot managing software.

3. Other Primary Partitions start from the beginning of appropriate cylinders.

4. Logical Partitions start from 1% Tracks of appropriate cylinders. 0" Tracks of these cylinders are occupied by the
EPT records.

5. The Extended Partition should start from the beginning of the first cylinder it occupies. In case of the Extended
Partition is located at the beginning of the disk, it starts from the 1% Cylinder (see the picture below) because the
beginning of the 0™ Cylinder is occupied by MBR.

‘rolume rT‘p'pe‘ | sk, | Sizel Usedl Freel wolume label | Activel Hidden |
3+ Primary:ﬂ‘ [free] 3.9 ME

%  Extended 3.0GB Mo Mo

2 *: Logical [free] 3.0GE

An unused part of the 0" Cylinder potentially can be used for creation of a small Primary Partition.

4.12.5.5 Order of Partitions

The order of partitions may affect on the partition accessibility and on the assignment of drive letters in various
families of operating systems: DOS, Windows and Linux are among them. The creation of a new partition can change
their relative order and violate references to partitions.

Partitions can be enumerated by their natural location on a disk, or by the index of respective entries in the Partition
Table. Generally, these enumerations are not same: the order of entries coincides with the natural order of partitions for
Logical Partitions, but this is not true for Primary Partitions.

From this point, problems come up:

e Linux enumerates partitions according to the order of entries. The creation of a new partition in front of existing
partitions changes references to sequent partitions on the disk. These changes take effect at the system reboot.

Disk | Partition Symbolic name in Linux
1* primary /dev/hdal
1 | 2" primary /dev/hda2
1* logical /dev/hda5
ond 1* primary /dev/hdbl
1* logical /dev/hdb5

e  Windows 95, 98 and ME use rather intricate algorithm for assigning drive letters to partitions of supported type
(see the chapter Mount Partition=» Comments). A creation of a new FAT16/FAT32 partition on any of hard disks
may shift drive letters, after the system reboot. This operation does not affect drive C: only.

e  Generally, Windows NT, 2000 and XP save the physical location of all partitions in the Registry and use this
information for assigning drive letters. The creation of a new partition does not violate drive letters of mounted
partitions.

There is another problem with Windows NT, 2000 and XP. The OS loader (NTLDR in these systems) enumerates
primary partitions by the number of respective entry in the Partition Table. Partitions numbers are used by NTLDR for
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locating the Windows System Partition during the startup. The creation of a new primary partition in rare situations may
lead to inability to start Windows NT/2000/XP. It is impossible to observe all probable scenarios, but the creation a new
primary partition before the system partition is potentially dangerous operation!

Hard Disk Manager provides the functionality of controlling the order of entries in the Partition Table (see the function
Change Primary Slot). In addition, the problem of changing the order of primary partitions can be solved by editing the
BOOT.INI system file that is responsible for configuring NTLDR (see Glossary).

Hard Disk Manager does not change the order of entries in the Partition Table. Such logic allows avoid the problem
mentioned above in many cases.

The other side of the problem is that Windows Disk Administrator system utility automatically re-sorts entries in the
Partition Table according to the natural order of partitions, without making corrections in system files. In case of
creating new primary partitions with using Windows Disk Administrator, and in case of alternate use of both Hard Disk
Manager and Windows Disk Administrator, Windows bootable files may become disorganized.

4.13 Format Partition

This chapter explains how to format existing or newly created partitions with using Hard Disk Manager; in addition, it
discusses some filesystem limitations related to the Format function.

4.13.1 Overview

A partition should contain some filesystem to be used for keeping data; a partition itself is only a continuous range of
disk space that is marked as "exploitable" in the Partition Table (see Glossary).

The process of installing of a filesystem is commonly named format. There is a large variety of filesystems developed.
Hard Disk Manager can format partitions to the following filesystems:

FATI12 & FATI16
FAT32

NTFS

Ext2

Ext3

ReiserFS

Linux Swap v. 2
HPFS

4.13.1.1 Limitations

The current version of Hard Disk Manager creates NTFS ver. 1.2 (it corresponds to Windows NT 4.0 abilities). For this
reason, Access Quotas feature is not available on NTFS partitions formatted with Hard Disk Manager. To get Access
Quotas feature available, use Windows 2000/XP FORMAT tool instead.

4.13.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a partition to be formatted

Select an existing Primary or Logical partition in the Tree Layout panel, in the UDP Layout panel or in the List of
Partitions. The operation is not enabled for the Extended Partition and for blocks of free space.

Step 2. Select the operation to perform

Variants:

e Select in the main menu:
Partition = Format...

e  Call the popup menu for the selected partition, then select the menu item:
Format...

e  Press Alt+F keyboard combination
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e  Press Format button on the Main Toolbar.

Step 3. Assign format properties

After selection, the Format Partition dialog appears:

Format the logical partition 4 "#** {disk 0} ilﬁl
Yolurne = oK |
Size 12747 MB
Yolurne Mame ITEST Eaid |
System tupe [FaTa2 ] | Advanced |
Surface test [

The Format Partition dialog allows defining the label of the partition and choosing the filesystem type, which should be
placed on the partition.

In addition, there is the ability to control important parameters of the installed filesystem such as cluster size, amount of
entries in the Root directory and size of the on-partition boot area.
Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Format Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.13.3 Description of the parameters
The program provides the Simple and the Advanced forms of the Format Partition dialog.

The Simple form allows only selecting the filesystem type and define the volume name:

Format the logical partition 4 *** {disk 0} ﬂﬂ
Wolume B ok, |
Size 12747 MB
Yolurme Mame ITEST Lees] |
System type I FATa2 j | Advanced I
Surface test [

Volume Name

Enter the Volume Name for the selected partition in this textual field. The Volume Name an unimportant parameter of a
logical drive that can be used for drive identifying. See the chapter Glossary for more details about Volume Name.
System type

Select the desired filesystem type from this pull-down list. By default, the program suggests to keep the Filesystem
Type and the Volume Name.

The program allows creating following filesystems:



- 128 -

FATI12 & FATI16
FAT32

NTFS

Ext2

Ext3

ReiserFS

Linux Swap v. 2
HPFS

In fact, the program displays only filesystems that can be correctly placed to the selected partition, with taking account
the capacity of the selected partition. For example, the program will not allow FAT16 filesystem for partitions that are
larger than 2Gb, or FAT32 for partitions that are less than 128Mb. See the section Capacity limitations for different
filesystems for more details.

Surface test

Set this checkmark so that the program performs the surface test on the formatted partition. In this case, the program
will find bad and unreliable sectors and mark them as unusable in the filesystem metadata.

The program supports several levels of the surface test thoroughness (see the description of the Surface test option in
the chapter Settings overview, section General Page):

Surface Test used Surface Test level in the e
. . Description
during format Settings
Normal None No surface test
Normal Normal Single-pass read test
Extreme Extreme Three-pass read & write test
Advanced (button)

Press this button to get access to advanced format features. The Advanced form of the Format Partition dialog allows
controlling some important parameters of the installed filesystem:

e  Cluster Size
e  Amount of entries in the Root Directory
e Size of Boot Area

Format the logical partition 4 *** {disk 0} ilﬂ
Walume * (1] |
Size 12747 KB

C I
Woalurme Mame ITEST Anee |
System wpe I FaT32
Surface test I
Sectors/Boat |32 E: from 32 to 255
Boot entriez 0 = fram O ta 0

Sectorz/Cluster I'I B 3: from 4 to B4

Fieztore default

Sectors/Boot
This parameter is available for FAT16 and FAT32 filesystems only.

Set the amount of sectors to be reserved for the boot area on the partition in this spinner control. The program relies on
the rules of FAT filesystems when determining the available range and default value for this parameter.
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Root entries
This parameter is available for FAT16 filesystem only.

Set the maximum amount of files/directories that can be placed to the Root Directory on the FAT16 partition. The
program relies on the rules of FAT16 filesystem when determining the available range and default value for this
parameter.

In FAT12 and FAT16 filesystems, the Root Directory is the very specific one. The capacity of the Root Directory
cannot be changed until re-formatting the partition.

For example, you have formatted FAT16 partition so that the capacity of the Root is 64. Then, if you populate this
partition with files, you are unable placing more than 64 files in the root of the volume. The only way to place more
files is to create directories and place files inside. Still, you're again unable to make more than 64 directories in the Root
directory.

Sectors/Cluster

This parameter is available for all known filesystems (excepting HPFS and Linux Swap 2).

Define the Cluster Size for the formatted partition in this spinner control. The program relies on the rules of these
filesystems when determining the available range and default value for this parameter.

Hard Disk Manager reports the Cluster Size value as the Sectors per Cluster ratio. To get the Cluster Size in Kb, just
halve this value.

It is the important filesystem parameter: the Cluster Size affects on such significant characteristics as the input-output
performance of file operations on the volume, the waste space percentage and so on. In Windows 2000 and XP, some
advanced features of the NTFS filesystem are available only in case of Cluster Size is 4Kb or less.

Restore default (button)

Press this button to roll back to the default values of the Cluster Size, Amount of Root Entries and Size of Boot Area
parameters.

Short (button)

Press the button to return to the Simple form of the Format Partition dialog. In the simple form, the Format Partition
function applies the default values for the Cluster Size, Amount of Root Entries and Size of Boot Area parameters for the
partition being formatted.

4.13.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e Averaged read & write speed

The program treats the Surface Test and the updating of system information as suboperations, and the program displays
suboperation statistics.

The formatting itself takes just few seconds: it includes only a creation of clean filesystem metadata and empty Root
Directory.

However, the Surface Test suboperation can take large amount of time. The real value of the elapsed time
fundamentally depends on the size of the new partition, hardware performance and the software platform being used.

On modern disk models, the Normal surface test may take 0.5 - 2 minutes per 1Gb of capacity. For the Extreme surface
test, the elapsed time is approximately 6 times more.

413.5 Comments

4.13.5.1 Capacity limitations for different filesystems

Filesystems have maximum capacity, different for each filesystem. The maximum capacity is derived from the
maximum cluster size available in the filesystem and from the maximum amount of clusters. The last value depends on
the bit capacity of cluster index in the filesystem.
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Filesvstem Max Max amount Max partition
y Cluster of clusters capacity
FAT16 32K 216 2 Gb
FAT32 32K 2% 8 Tb
NTFS 32K 264 ~6*10° Tb
Ext2/Ext3 4K 232 16 Tb
ReiserFS 8K 264 ~1.5%10° Tb

4.13.5.2 Default Cluster Size values

Capacity NTFS FAT32
<512 Mb 0.5K (I sector/cluster) 4K
<1Gb 1K (2 sectors/cluster) 4K
<2 Gb 2K (4 sectors/cluster) 4K
<4 Gb 4K (8 sectors/cluster) 4K
>4 Gb 8K (16 sectors/cluster) | 4K
> 8 Gb 16 K (32 sectors/cluster) | 8K
> 16 Gb 32K (64 sectors/cluster) | 16K

Windows 200 and XP provide advanced service for NTFS partitions such as contents compression and encryption.
These services are available only on partitions that have cluster size 4Kb or less.

In case of formatting NTFS partitions with using Hard Disk Manager, take care of changing the cluster size from the
default value to 8 sectors/cluster in order to use advanced capabilities of NTFS partitions.

The table above exhibits default Cluster Size values for partitions of different size. NTFS partitions, which require
manual diminishing of cluster size for enabling advanced features of NTFS, are yellow-shaded.

413.6 Formatting locked and system partitions

Hard Disk Manager allows to format locked and system partitions. This operation requires rebooting the computer to be
completed. The partition formatting unconditionally destroys an existing on-partition filesystem, so that it violates any
unfinished read-write activity.

To avoid the damage of data consistency, Hard Disk Manager reboots the system to a single-tasking environment in
order to eliminate the interference of other programs.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

As the matter of fact, the formatting of a partition being in use looks illogistic (say, you're keep using a partition and
want to destroy it at the same time). It's recommended to re-check your actions to avoid the destruction of usable data.

4.14 Delete Partition

This chapter explains how to delete existing partitions with using Hard Disk Manager.

4141 Overview

Hard Disk Manager allows deleting partitions on hard disks that are partitioned with using the DOS partitioning scheme
(see Glossary). The program removes references to the partition from the Partition Table, so that information from the
deleted partition becomes inaccessible. The freed disk space can be used for creation of more partition(s) or added to an
existing partition.

Information from the deleted partition can be retrieved back, in case of the block of disk space remains unpartitioned.
Hard Disk Manager provides the convenient and powerful function Undelete Partition that allows to find and restore
back deleted partitions within blocks of unpartitioned space.

Data from the deleted partition do not disappear from the disk but just become unavailable in the operating system. The
specially designed software allows retrieving an entire partition or separate files from it. In particular, confidential
information can be analyzed and stolen from deleted partitions.
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Hard Disk Manager provides an option to irrevocably wipe out all contents of the partition being deleted. The Wipe
Partition function allows to securely remove data from hard disks in cases of hardware clearance sale, disks sanitizing
etc.

4.14.1.1 Restrictions

Current version of Hard Disk Manager works with DOS partitioning scheme only.

4.14.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a location of a new partition

Select a single existing partition of any kind (Primary, Logical or Extended Partition) in the Tree Layout panel, or in
the UDP Layout panel, or in the List of Partitions. The selected partition will be deleted.

In case of the Extended Partition is selected, all Logical partitions
@ within the Extended Partition will be removed, too.

Step 2. Select the operation to perform

Variants:

e Select in the main menu:
Partition = Delete...

e  (Call the popup menu for the selected partition, then select the menu item:
Delete...

e  Press Alt+D keyboard combination

e  Press Delete button on the Main Toolbar.

Step 3. Confirm the partition deletion

After selection a partition, the Delete Partition dialog appears:

Delete logical partition 5 “E* {disk 0)

Y'ou are deleting partition: MO MAME

Enter the wolurme label to confirm deleting: Cancel

[N NAME

Advanced

ek,

™ Do not ask volume label next time

With the Delete Partition dialog, Hard Disk Manager asks the confirmation of the partition removal. In addition, the
program can wipe the partition during the deletion.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Delete Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).
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4.14.3 Description of the parameters

Delete logical partition 5 “E™ (disk 0}

ld-Volume label—

s
'ou are deleting partition: MO MARME

Enter the wolume label to confirm deleting: Cancel

[ND NAME

Advanced

Elel;

[ Do not ask volume |abel next time

You are deleting partition:

This text contains the current value of the Volume Label of the selected partition. In the case the partition has no the
Volume Label assigned, the "NO NAME" text is displayed.

The Volume Label is used for the purpose of additional deletion confirmation from the user.

Enter the volume label to confirm deleting:

To confirm the deletion of the selected partition, enter the Volume Label for it. The actual Volume Label value is
displayed just above.

In the case, the partition has no the Volume Label assigned, enter the text "NO NAME".

Generally, this confirmation is used only to get a user a chance to think over his actions.

Do not ask volume label next time

Mark this checkmark to inhibit the confirmation of partition deletion. This option duplicates the similar option in the
program's settings (see the chapter Settings overview, section General Page).

In fact, Hard Disk Manager now reduces to zero the danger of occasional deletion of a partition. The virtual deletion
can be undone; in case of physical removal of a partition, the Undelete Partition function allows to retrieve the partition
back.

Advanced (button)

Press this button to get access to advanced properties of the program. The Advanced form of Delete Partition dialog
appears.

Delete primary partition 2 “** {disk 0} ﬂﬁl

Ok
Y'ou are deleting partition: WM 98 TEST —l

Enter the wolume label to confirm deleting: Cancel

[N 98 TEST

™ Do not ask volume label next time

[ Alzo wipe the partition

Hex maszk; I 1] :II
ASCI mask: | :ll

Murber of pazses I 1 j
[T Check

Percentage to check: I 1] :II

The program provides the ability to wipe the deleted partition.
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In case of wiping a partition, all on-partition information becomes irrevocably destroyed: filesystem metadata,
programs, personal data and settings.
Also wipe the partition

Set this checkmark so that the program will wipe the contents of the deleted partition (see also the chapter Wipe
Partition).

Note, that contents wiping takes some time for the completion. The actual value of the elapsed time fundamentally
depends on the hardware performance, operating system used and amount of wiping passes.

Hex mask

Hard Disk Manager wipes the disk space by filling with the single 8-bit character.

The Hex mask spinner control allows defining the two-figure hexadecimal presentation of the character being used.
The default value is "00" (that is corresponds to the hexadecimal value 0x00). The available range is from "00" to "FF".

This value is synchronized with the ASCII mask value.

ASCII mask
Hard Disk Manager wipes the disk space by filling with the single 8-bit character.

The ASCII mask spinner control allows defining the symbolic presentation of the character being used. The default
value is zero character (character #0).

This value is synchronized with the Hex mask value.

Number of passes

Set the amount of wiping passes here. The default value is 1, the available range is 1 to 100.

Check

Set this checkmark ON to force the program to additionally check the just wiped disk space for "clearance" — this
feature just allows to ensure the result of wiping.

Percentage to check

The program allows checking for "clearance" a part of the disk space being wiped: set the percentage of the disk space
to be checked. The available range is from 0% to 100%, the default value is 0%.

Percentage Action
100% All sectors are checked
0% Nothing is checked
The program checks randomly selected sectors over the
1-99% . .
entire range of disk space.
Short (button)

Press this button to return to the Simple form of the Delete Partition dialog. Remember that the supplementary function
of wiping of a partition contents will be ignored.
4.14.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:
e FElapsed time and estimated remaining time

The program treats the updating of system information, wiping and clearance checking actions as suboperations, and the
program displays suboperation statistics.

The deletion of a partition takes just a fraction of a second. Still, the program waits until Windows accommodates
changing of the disk layout. This operation may take 5-20 seconds in Windows 2000 and XP.
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Instead, the Wiping and Checking suboperations can take large amount of time. The real value of the elapsed time
fundamentally depends of the hardware performance and the software platform being used. On modern disk models, the
performance may take 0.5 - 2 minutes per 1Gb of capacity.

4.14.5 Comments

A deletion of partition(s) may lead to mixing drive letters assigned to partitions, in DOS and in Windows 95, 98, ME.
In Windows NT, 2000 and XP, a deletion of a primary partition, which was located in front of the Windows system
partition, may lead to inability Windows to boot. The problem can be solved by editing the BOOT.INI system file.
4.14.6 Deleting locked and system partitions

Hard Disk Manager allows to delete locked and system partitions. This operation requires rebooting the computer to be
completed. The partition deletion breaks the accessibility of the partition, so that it violates any unfinished read-write
activity. In turn, this may lead to the severe problems in the functionality of software being worked.

To avoid mentioned problems, Hard Disk Manager reboots the system to a single-tasking environment in order to
eliminate the interference of other programs.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

As the matter of fact, the deletion of a partition being in use looks illogistic (say, you're keep using a partition and want
to destroy it at the same time). It's recommended to re-check your actions to avoid the destruction of usable data.

4.15 Mount Partition

This chapter describes how to assign drive letters (mount) and dismount partitions in Windows NT, 2000 and XP, with
using Hard Disk Manager.

4.15.1 Overview

Hard Disk Manager allows assigning or changing drive letters to existing formatted partitions. This function is available
only in Windows NT, 2000 and XP.

This functionality is not available in DOS and Windows 95, 98
@ and ME because of these operating systems do not support
customizing of drive letters assignment.

Operating systems require some name (e.g. drive letter) should be assigned to a partition, which should be used. DOS
and Windows 95, 98, ME automatically assign drive letters to all partitions of supported filesystem types during the
startup. These operating systems do not allow changing drive letters.

Instead, Windows NT, 2000 and XP freely changing, deleting or adding drive letters to partitions that are supported by
these operating systems. Windows provides the Windows Disk Administrator utility for assigning and changing drive
letters. Hard Disk Manager can be used instead, for this purpose.

4.15.2 Initiating the operation in the Windows-based version

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select an existing partition

Select any Primary or Logical partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

The operation is not available for the Extended Partition.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:

Partition = Mount...



-135-

e  Call the popup menu for the selected partition, then select the menu item:

Mount...

Step 3. Assign or change drive letter
After selecting a partition, the Mount Partition dialog appears:

Assign drive letter to the logica d |

Partition K: Logical Linus Extd 772 MB

£ Azsign drive letter IN: "’I

& Do not azzian. 3 dive Jetter

Cancel |

The Mount Partition dialog allows to assign, change or delete a drive letter that is associated with partition.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution modes for the Mount Partition operation (see the
chapter Virtual operations for more details):

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

e If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

e In the smart mode, the program:
= immediately executes the operation, in case of no virtual operations are scheduled in the List of Pending
Operations.
= schedules the operation, if any virtual operations are scheduled in the List.

4.15.3 Description of the parameters

Assign drive letter to the logica d |

Partition * Logical Linux Ext2 772 ME

& k=

£ Lo not assign a drive [etier

Cancel |

Partition

This text contains a brief description of the selected partition. It is used for notification purposes only.

Assign drive letter
Set this radio button to assign a drive letter to a non-mounted partition, or to change a drive letter for already mounted
partition.

The pull-down list contains unused drive letters that can be associated with the selected partition.
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Do not assign a drive letter

Set this radio button to remove the drive letter associated with a partition from the system. By default, the program
suggests this action for mounted partitions. The action of drive letter removal is also named dismounting.

4.15.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:
e Elapsed time and estimated remaining time

The program treats the updating of system information as a suboperation, and the program displays suboperation
statistics.

The mounting/dismounting a partition itself takes several seconds: the program waits until Windows accommodates
changing of the disk layout. This operation may take 5-20 seconds in Windows 2000 and XP.
4.15.5 Comments

4.15.5.1 Mounting partitions with unsupported filesystem types

Hard Disk Manager allows mounting partitions of any filesystem type, including ones not supported by an operating
system. In this case, a partition has a drive letter assigned; but when attempting exploring partition's contents, a user
receives the error message:

Disk is not formatted |

"j The disk in drive K is not Formatked,
L

Do yiou wank to Formak it now?

4.15.5.2 Manipulating drive letters in Windows 95, 98 and ME

DOS and Windows 95, 98 and ME automatically assign drive letters to partitions during the system startup. These
operating systems scan partitions in the predefined order, which cannot be changed, and successively assign drive
letters to unhidden FAT16 and FAT32 partitions. In case of IFS drivers for other filesystems are installed, Windows can
additionally mount partitions of other types.

The order Windows looks through partitions:

1. The active partition on the first hard disk takes the drive letter C:
Windows scans first primary partitions on all other hard disks.

3. Windows scans all logical partitions on the first hard disk, then it adds logical partitions on the second hard disk,
and so on.

4. Finally, it adds residue primary partitions on all hard disks.

The legal way of "dismounting" partitions in DOS and Windows 95, 98 and ME is to Hide unnecessary partitions.
Disadvantages of this method are following:

e Other partitions may change their drive letters.
e A system reboot is required to apply changes.
4.15.6 Dismounting locked partitions

Hard Disk Manager allows dismounting locked partitions. Locked partitions are used by other software; An untimely
dismounting of locked partitions may lead to unpredictable results.

To avoid mentioned problems, Hard Disk Manager reboots the system to a single-tasking environment in order to
eliminate the interference of other programs. In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called
"startup Bluescreen" phase.
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As the matter of fact, the dismounting of a partition being in use looks illogistic (say, you're keep using a partition and
want to cancel its accessibility at the same time). It's recommended to re-check your actions to avoid the corruption of
usable data.

4.16 Changing Partition Attributes

This chapter explains how to change some partition attributes ("Hidden" flag, "Active" flag, Partition ID, Volume
Label) with using Hard Disk Manager.

4.16.1 Set a Partition Active/lnactive

4.16.1.1 Overview

Hard Disk Manager allows selecting an active partition on a hard disk. Active (or bootable) partition is the one a system
will boot from, at the PC startup (see Glossary for more details).

The Set active/Set inactive operation is available only for Primary Partitions.

The "Active" flag is kept in entries of the Partition Table. The standard MBR bootstrap code use this flag to define
which of primary partitions should be used to boot the system.

With changing an active partition, one can manage an operating system to be activated at next reboot.

4.16.1.2 Initiating the operation

The operation can be activated from the main program's menu or from the partition's popup menu. For inactive
partitions, only Set active operation is available, For active partitions, only Set inactive operation is available.
Step 1. Select a Primary Partition to be activated/deactivated

Select an existing primary partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

The Set Active/Set Inactive operation is enabled only for Primary
Partitions.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition =» Set active...
o  Call the popup menu for the selected partition, then select the menu item:

Set active...

4.16.1.3 Running the operation

Hard Disk Manager supports both Immediate and Virtual execution modes for the Set Active/Inactive operation (see the
chapter Virtual operations for more details):

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

e  If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

e In the smart mode, the program:

= immediately executes the operation, in case of no virtual operations are scheduled in the List of Pending
Operations.
= schedules the operation, if any virtual operations are scheduled in the List.
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4.16.1.4 Comments

About setting active/inactive locked and system partitions

The Set Active/Inactive operation does not interfere with file input-output operations. No reboot is required to change
the "Active" flag for locked partitions.

Multiple active partitions

Potentially, Hard Disk Manager allows setting all primary partitions inactive, or setting multiple primary partitions
active. In the last case, the program displays the warning message:

Drive Backup warning El

"'_-. You will have more than one bootable partition,
L

Do ol really wank ko perform the operation?

Yes

The thing is both situations may lead to problems at next system reboot:

e In case of there are no active partitions on a hard disk, the standard bootstrap is unable to continue the startup
process. The error message will be displayed:

DISK BOOT FAILURE, INSERT SYSTEM DISK AND PRESS ENTER

e In case of there are multiple active partitions on a hard disk, the standard bootstrap is unable to continue the startup
process. The error message will be displayed:

Invalid partition table

8Gb boundary limitation

Another problem comes from the standard bootstrap code limitation: the standard MBR code is unable continuing the
startup process from primary partitions that begin beyond the 1023™ Cylinder. On most modern disk subsystems, the
1023™ Cylinder corresponds to approximately 8Gb of disk space. This limitation is named sometimes the "8Gb
boundary limitation".

In case of the active partition starts beyond the 8Gb from the beginning of the disk, the standard MBR code displays the
error message:

Invalid partition table
4.16.2 Hide/Unhide Partition

4.16.2.1 Overview

Hard Disk Manager allows hiding and un-hiding partitions. Operating systems do not mount "hidden" partitions,
preventing getting access to their contents (see Glossary for more details).

This function is available for Primary and Logical Partitions only.
The function can be usable in following cases:

e Managing partitions availability in DOS, Windows 95, 98, ME and Windows NT, XP.

e Managing drive letters assigning in DOS and Windows 95, 98 and ME.

e  Manual un-hiding of just copied and restored partitions.

4.16.2.2 Initiating the operation

The operation can be activated from the main program's menu or from the partition's popup menu. For hidden
partitions, only Unhide operation is available, For un-hidden partitions, only Hide operation is available.
Step 1. Select a partition to hide/unhide

Select an existing partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.
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Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Hide...
e  Call the popup menu for the selected partition, then select the menu item:

Hide...

4.16.2.3 Running the operation

Hard Disk Manager supports both Immediate and Virtual execution modes for the Hide/Unhide operation (see the
chapter Virtual operations for more details):

o  If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

e In the smart mode, the program:

= immediately executes the operation, in case of no virtual operations are scheduled in the List of Pending
Operations.
= schedules the operation, if any virtual operations are scheduled in the List.

4.16.2.4 Comments

About hiding locked partitions

The Hide/Unhide operation does not interfere with file input-output operations. No reboot is required to change the
"Hidden" flag for locked partitions.

Hiding bootable partitions

Potentially, Hard Disk Manager allows hiding bootable partitions. Unfortunately, most operating systems cannot boot
from hidden partitions.

Hiding partitions in Windows 2000

Unfortunately, Windows 2000 and XP ignore "Hidden" flag. In these operating systems, it is possible mounting and
accessing hidden NTFS, FAT32 and FAT16 partitions. Windows 2000 and XP allow mounting partitions of any type
through the intermediation of the internal programming interface (so-called WinAPI), within the current Windows
session.

However, there is the method of preventing a partition from the automatic drive letter assigning at Windows startup: the
Partition ID should be changed to the of 0x12 or 0xDE value (see the chapter Change Partition ID). A propo, this
method is recommended by Microsoft in the document "Windows XP OEM Preinstallation Kit, Design Notes".

About hiding the entire Extended Partition

This operation is disabled in Hard Disk Manager.

The thing is that Windows 2000 and XP cannot process hidden Extended Partitions correctly. The system may hang at
the stage of accommodating disk layout changes, or it may generate errors at the system startup.

4.16.3 Change Partition ID
The chapter explains how to change Partition IDs with using Hard Disk Manager.

4.16.3.1 Overview

Partition ID is an identifier of a filesystem that is placed in the partition. Partition ID is saved in the Partition Table; it is
purposed for fast detecting partitions of supported types.

With manual changing of Partition ID value, it is possible to manipulate the accessibility of partitions.
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4.16.3.2 Initiating the operation

Step 1. Select a partition

Select an existing partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify =» Change partition ID...
o  Call the popup menu for the selected partition, then select the menu item:

Modify = Change partition ID...

Step 3. Assign new Partition ID value

After selecting a partition, the Change partition ID dialog appears:

Change system ID of logical partition 3 d |

— Ko 1D List
0«01 DOS 12-bit FAT 0=42 LD
D02 =enix 051 Mowvell
=03 Henix 063 Ui
0«04 DOS 186-bit <32 =64 MNowvell
0:05 Extended =20 Old kIME

0=08 DOS 16-bit =32
0=07 05/2 HFFS or NTFS

087 Linws /A IM L
=32 Linus swap

D04 052 Boot Manager 083 Linux native
0«08 FAT3Z2 085 Extended Linus
040C FAT 32 LBA 0493 Linus hidden
(«0F Extended LBA 034 Amoeba BET
0«12 Compag

Yaolurme WEB_3D

Syztem |0 [hex] IE

| oK Cancel |

With this dialog, you are able to observe and modify the Partition ID value for the selected partition.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Change Partition ID operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

e If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.16.3.3 Description of parameters

System ID (hex)

The textual field contains a hexadecimal presentation of the Partition ID. Generally, the Partition ID should be
presented as 1-2 digits hexadecimal number; only hexadecimal digits {0..9, A..F} are allowed in this value.
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In case of entering of an ID value that is not supported by a currently used operating system, the following warning
message is displayed:

Partition Manager warning 5[

'T This action can make vour partition inaccessible!
L

Do wou really wank ko perform the operation?

Volume

This parameter just displays the Volume Label of the selected partition. This information is only for notification
purpose.

Known ID List

The section just provides information about some frequently used Partition IDs. This information is only for notification
purpose.

4.16.3.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:
e FElapsed time and estimated remaining time

The program treats the updating of system information as a suboperation, and the program displays suboperation
statistics.

The opeartion itself takes several seconds: the program waits until Windows accommodates changing of the disk layout.
This operation may take 5-20 seconds in Windows 2000 and XP.
4.16.3.5 Comments

How operating systems use Partition ID

DOS and Windows 95, 98, ME, NT and XP rely on the Partition ID value when searching for partitions with supported
filesystem types. These operating systems do not allow using partitions with unknown IDs.

Linux actually ignores the Partition ID value. Windows 2000 ignores this value (with only exception of some special

values).

The Partition ID value can be used for the following purposes:

e Hiding partitions in Windows 2000, by changing Partition ID to 0x12 or 0xDE values.

e Insimple cases, converting Dynamic Disks back to the Basic ones. This option is available only for hard disks that
were initially partitioned as the Basic Disks, and then converted from Basic to Dynamic ones.

Changing Partition ID for locked partitions

This action does not require a reboot, because the Changing Partition ID operation does not violates file input-output

activity.

4.16.4 Set Label of a Partition

The chapter explains how to change the Partition Label parameter with using Hard Disk Manager.

4.16.4.1 Overview

The Partition Label is a small textual field (up to 11 characters) that is located in the partition's boot sector. This value
is detectable by any partitioning tool; it is used for notification purposes only.
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4.16.4.2 Initiating the operation

Step 1. Select a partition

Select an existing partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify =» Set Label...
o  Call the popup menu for the selected partition, then select the menu item:

Modify = Set Label...

Step 3. Assign the new Partition Label
After selecting a partition, the Change partition label dialog appears:

Set label of the primary partitic 7] x|

Current label: M 98 TEST

Mews label ]VIDEEI TEST

k. I Cancel

With this dialog, you are able to observe and modify the Partition Label value for the selected partition.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution modes for the Set Label operation (see the chapter
Virtual operations for more details):

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

e In the smart mode, the program:

= immediately executes the operation, in case of no virtual operations are scheduled in the List of Pending
Operations.
= schedules the operation, if any virtual operations are scheduled in the List.

4.16.4.3 Description of parameters

Current label

This parameter just displays the current Partition Label value of the selected partition. This information is only for
notification purpose.

New label
Enter the new value of the Partition Label. The length of the Label is limited to 11 characters.

4.16.4.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:
e FElapsed time and estimated remaining time

The program treats the updating of system information as a suboperation, and the program displays suboperation
statistics.
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The opeartion itself takes several seconds: the program waits until Windows accommodates changing of the disk layout.
This operation may take 5-20 seconds in Windows 2000 and XP.

4.16.4.5 Changing Label of locked and system partitions

Hard Disk Manager can change Partition Label of locked and system partitions. This operation requires rebooting the
computer to be completed.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

4.17 Undelete Partition

This chapter describes how to return back occasionally deleted partitions with using Hard Disk Manager.

4171 Overview

Hard Disk Manager provides an ability of finding and recovering deleted partitions. This functionality is usually named
"undelete". The undelete feature nullifies the danger of an occasional partitions deletion.

To delete a partition, disk management software just removes references to a partition in the Partition Table (see the
chapter Delete Partition). So that a previously deleted partition can be recovered, in case of valid restoration of the
record in the Partition Table. A restored partition will be usable, in case of other partitions were not created, moved or
expanded over disk space that is occupied by this partition. For this reason, the program enables the Undelete Partition
function only for blocks of free space.

To find and restore a partition, Hard Disk Manager scans sectors in order to detect servicing structures of a filesystem
that was installed on a deleted partition. Of course, the program allows finding and correctly restoring only Primary and
Logical partitions of known filesystem types (see the section Limitations).

Hard Disk Manager supports the manual and the semi-automatic un-deletion modes:

e In the manual mode, a user is allowed freely defining location and size of a partition that should be undeleted.
Potentially, this option provides an ability of restoring partitions of any type.

e In the semi-automatic mode, the program searches traces of deleted partitions within a block of free space. The
program makes a list of all places, which look like a deleted partition. A user can inspect listed variants and select
one to undelete.

Hard Disk Manager identifies deleted partitions by some starting fragments of a filesystem. There can be situations
when the program finds "phantom" partitions, i.e. places that only look like a deleted partition but they are not ones in
reality. In such situations, a user can undelete a partition and then check a filesystem or browse its contents (again, with
using Hard Disk Manager) in order to understand is it a real partition or not.

Phantom partitions usually do not pass the filesystem integrity check; when browsing, their "contents" seem strange or
corrupted. A user can simply delete a phantom partition and make a new attempt of undeletion.

4.17.1.1 Limitations of Undelete function

The Undelete Partition function does not support virtual execution. Either mode Hard Disk Manager works, the
Undelete is always executed in the Immediate Execution mode.

program disables the function in case of any virtual operations

@ The special feature of the Undelete Partition function is that the
are placed in the List of Pending Operations.

To check if any virtual operations are in the List of Pending Operations, inspect the state of the Virtual Operations
Toolbar or the state of the Operations submenu — all contents of the toolbar and the submenu are disabled (with the
only exception of the "Reload " item), in case of no virtual operations is accumulated in the List.

Other limitations:

e The current version of Hard Disk Manager allows restoring one partition per Undelete Partition operation. To
undelete several deleted partitions, multiple undelete sessions are required.

e  The current version of Hard Disk Manager supports DOS partitioning scheme only. In Windows 2000 and XP,
these disks are named Basic Disks. Deleted partitions on Dynamic Disks cannot be restored!
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e  The program allows restoration of partitions of following types:
= FATI16 & FAT32
= NTFS
= Ext2 & Ext3
= ReiserFS
e  The program cannot un-deleting partitions, which have corrupted boot sector.
e Hard Disk Manager is unable retrieving partitions that were wiped-&-deleted with using Hard Disk Manager, Disk
Wiper or similar software. Such software is specially designed for complete and irreversible destruction of data.

4.17.2 Initiating the operation

Step 1. Select a block of free space

The Undelete Partition operation is enabled only for blocks of free space.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Undelete...
e (Call the popup menu for the selected block of free space, then select the menu item:
Undelete...
In case of this operation is disabled, check that there no pending operation in the List of Pending Operations; you can
either clear the list (Undo all operation) or execute pending operations (Apply operation).
Step 3. Work with the Undelete Partition dialog
The Undelete Partition dialog should appear:

— Static

Start position: |44aEIDEI 3: End positior: |4059F"f 3:

Size: Ox7cO80 [248 MB]

— Search deleted partitions

Wilurme | Type | Szt | Sizel Used| Freel W alure Ial:uell A

4| | i
[ Scan all zectars Search |

— Additional Info

Cancel |

The same dialog is used for both manual and semi-automatic un-deletion.

The section Description of the dialog explains purposes and functionality of dialog elements.
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See the section Semi-automatic Undeletion of Partitions to learn about the procedure and abilities of semi-automatic
undeletion.

See the section Manual Undeletion of Partitions to learn about the procedure and abilities of manual partition
undeletion.

4.17.3 Description of the dialog

— Static

Start pogition: 258?80 End position: |44a8ff 3

Size: 0x1F2180 [336 ME]

— Search deleted partitions

Wiolurme | Type | Syst.. | Sizel Llsedl Freel Yolume label «

= Prirnary FAT1E 2 MB  EFSME 133 ME
E Iy Logical MTFS  1000ME 435 MB 515 MB

Primary 995 ME  343ME  ES3ME

S Prirnarn | it 240 kAR ANKR 240 KR hat
4 3
[ Scan all sectars Bzraniell |
— Additional Info

File spztem: FAT32

Size [capacity):  1.044.573.304 b (336 MEB)
Uzed space: 343 MBE [34%)
Free zpace: E53 MB [EEX)

Sectors / book: 32
Sectars / cluster: 8

Cancel |

Static (group of elements)

The top group of elements named "Static" is purposed for the "final" assignment of parameters of a partition, which
should be undeleted after a user presses OK button bottom the dialog window.

(UDP control)

The UDP control, which is located on the top of this group of elements, displays a resulting position, a size and an
estimated filesystem type of a partition being undeleted. This UDP provides an ability of changing resulting location
and size of an undeleted partition, with using the drag-&-drop technique (see the section UDP control activity for more
details).

Start position

This spinner control displays (and allows changing) the starting position of a partition, in sectors from the beginning of
the disk, in the hexadecimal presentation.

Note about specific behavior of this spinner control:

e  With changing the displayed value by clicking on up and down arrows, the spinner increases or decreases the
position value by the [amount of sectors in the Cylinder for the current disk geometry].
e  With direct entering a new value in the spinner control, one can define any acceptable value of the starting position.

See the detailed explanation this specific feature in the section Manual Undeletion of Partitions.

End position

This spinner control displays (and allows changing) the ending position of a partition, in sectors from the beginning of
the disk, in the hexadecimal presentation.
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This spinner control provides the specific behavior, same with the behavior of the Start Position spinner control.

Size

This text just displays the partition size in sectors and megabytes.

Search deleted partitions (group of elements)

This group of elements provides a functionality that is used in the semi-automatic undeletion.

(List of found partitions)

This control contains the list of currently found deleted partitions. The program retrieves and correctly displays the
following information about found partitions:

e Type (Primary or Logical)

e Filesystem type

e Size, Used Space and Free Space
e  Volume Label

Scan all sectors

Set this checkmark to force the program an exhaustive searching of deleted partitions. This feature allows finding
deleted partitions that do not meet rules of partition alignment , which are effective in the DOS partitioning scheme.

This option affects significantly slows the search performance. In addition, it can lead to detecting more phantom
partitions.

Search

Press this button to search deleted partitions within the selected block of free space.

When a user presses the Search button, the program clears the list of found partitions. Then, it populates the list again,
with found partitions.

Additional Info

This control displays some details about a partition, which is currently selected in the List of found partitions. This
information can help in distinguishing desired partition.

417.4 Semi-automatic Undeletion of Partitions

Initially, the Undelete Partition dialog suggests to "restore" a partition, which occupies a whole block of free space.

— Stahic

Start position: |44aE|EIEI a: End pozitian: |4'355?f 3:

Size: Ox7c030 (243 ME]

— Search deleted partitions

Yolume | Tvpe | Sust... | Size| Llseu:l| Free| W olume Iabel| &

1| | >

[~ Scan all zectars Search |

Initially the program displays its type as "Unformatted" because the program haven't analyzed disk yet.

Step 1. Searching deleted partitions
Press the Search button; the program begins scanning the disk and filling the list of found partitions:
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T — I —
{ e
[ Static:
B
| |I—
; o o
f | Statpositon: [3 = End position: Grive Backup o
: I —
¢ Elze 064641 (201 MEB)  Gearch delsted partition on free block
_ 7 Deleted parttion has been found. Star seclor. 31, End sector B4671. B
peaichdelsedpalon Seaich deleted patiions fiom sector. 40 1n sector 4c637, El
1| [Volume [ Type [ Syt | Size|  Used|  Fi h . o1 258771
¢ |[@e Pimay  FATIE  2001MB  G7.9ME 133t
© |3~ Logeal  NTFS  997MB  4EGME  511h
Suboperation progress  Time elapsed: 00:00:10 Time to finish: 00:05:23
]

4
I
g B Szt Dperation progress Time elapsed: 00:00:42 Time to finish: 000539

Addiional Inf —

File syster:  FAT1E

Size [capacily):  210.534.912 b (201 ME)

Used space:  E7.9MB (33%)

Fiee space: 133 MB (6%) Dverall progress Time elapsed: 00:00.42 Time o finish: 00:05.39

Sectors / boot: 1 —

Sectars / cluster. 8 ™ Close progress dislog automatic:ally

Cancel
0K Cancel —I
T
Archive bype Archive fle name | System | Size [used |

*SDarkikinn P hwindfann rhf EATA? TRA MR 407 MR

The program will open the Progress dialog for the Undelete operation, which reports the overall progress of the
searching process. Simultaneously, the program populates list of found partitions.

A user can break scanning the rest of the disk, if the program have already finds and includes the required partition in
the list.

— Search deleted partition:

Complete Walume | Type | Spat... | Sizel Used| Freel Yolurne label +
scanning @+  Pimey  FATIE  201MB EB7.9ME  133ME
=1 : : 515 ME
The program has £ Primary FAT 32 995 ME  343ME  EEIME
found 4 partition = Prirnan Linn 4R MR ANMR TA0 MR hd
ound 4 partitions %‘1 N|1 _’l_l

— Search deleted partition

Interrupted .

. Wolume | Type | Swst... | Size | Used| Free | Wolume label | A
scanning E I Prirnary FAT1E 201ME E7.9ME  133MB M
The program has £ Logical MTFS 997 ME  4BEME 511 MB |386 M
found 2 partitions
before interruption a| | |

Step 2. (optional) Scanning all sectors

There can be situations that Hard Disk Manager fails detecting desired partitions. In this case, a user can set the option
"Scan all sectors" and repeat searching.

— Search deleted partitions

Normal Scan Volume | Type | System | Size | Used | Free| W=
4 partitions found, = Primary FAT1E 201 kB E7.9MB 133mB
1 is phantom one, £ B Logical NTFS 1000 HE 485 MB 515 MB
1 real partition was £l Frimary FAT3Z2 996 MB 343 MB E53 MB

5 Prirnanis Lirw E 740 MR anme sanmp T
not found q | :

— Search deleted partition

Scan all sectors Yolume | Tupe | Spstem | Size| Used| Free| \"Ll
14 variants found, € Primary FAT1E 201 MB E7.9MB 133ME
10 phantom ones, & Logical NTFS 397 ME 486 ME 511 MBI
all real partitions € Logical FAT1E 11.0 B E.4 MB 4.6 MB

. . = | aieal FATTR 1N9 MR FF 2 MR ddimp T
are in the list. 4 | »

The difference between these modes is the following:

In the normal mode, Hard Disk Manager expects that deleted partitions were correctly allocated in accordance with
partition alignment rules, and, that the disk geometry was not changed since these partitions were created. Taking into
account these assumptions, Hard Disk Manager reads just a few sectors per each Cylinder.

In the exhaustive searching mode, Hard Disk Manager examines all sectors within the selected range of the disk space.
In this case, it can detect not only "normal" partitions but also ones that are not correctly aligned.
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Incorrectly aligned partitions may appear in case of creating different partitions with different BIOS settings, or in
different operating systems. For example, Linux, Windows and DOS apply different disk geometry values (see Glossary
and Partition alignment rules of the DOS partitioning scheme); Windows 98 and Windows XP can apply different disk
geometry values for very large hard disks (greater than 32Gb capacity).

Step 3. Inspecting found partitions

When a user selects an item in the list of found partitions, the UDP control displays its position and size within the
selected range of the disk space, and spinner controls display its location.

A user can inspect type, size and location of every found partition.

- Static:

On the picture: two of found

partltlons lnterseCt eaCh Other' Start position: | 1f21bf Hi End position: ISeEZ?F Hi
One of these partitions is Size: 0lMDc1 (1000 ME)
definitely a phantom one. - Geaich deleted pati

Volume | Type | Spst. | Siee|  Used|  Fres| Wolume label &

: : : @"  Pimay  FATIE  201MB  G7.3MB  133ME
In such situations, the program 18 " NTFS  1D00ME 485 hE 515 B
unable distinguish a valid R Pimary  FAT32  99EME  343ME  EG3IME
.. . ?*I # Priraan Lirn 24A MR ANKA 240 lfn _,'LI
partition. A user must decide by

self which of partitions should be [***

restored.
. L Start position: 258780 3: End positian: 44a8ff 33

Information about partition's S DWIFZIG0 (356 ME]
type, size, amount of data or its | -seach cekted parion

: el : : Wolume ‘ Tupe | Syst... | S|2e| Used| Flee| Wolume |abel =
relative position within ‘the blqck T E T
of free space may help in making g e P T

" rimary AT32 936 MB

a rlght ChOice, ?i B Lins 248MR ANMRA 240 Nlm L'LI

Formally, the program still allows a user changing "Start position" and "End position" parameters even after selecting
an item in the list of found partitions. In most cases, it just leads to an incorrect restoration of a partition.
Step 4. Appling the selection

Finally, a user should press OK button bottom the dialog window in order to undelete the selected partition. The
program will modify the Partition Table and then ask the system to accommodate changes. This operation takes several
seconds.

Note, the program allows retrieving only one partition per Undelete operation.

4.17.5 Manual Undeletion of Partitions

The program allows retrieving partitions with manual entering parameters of an undeleted partition.

4.17.5.1 Actions

To manually undelete a partition, a user should just enter desired values to the "Start position" and "End position"
spinner controls, and press OK button in order to complete the operation.

Generally, these steps are explained in sections Semi-automatic Undeletion of Partitions and Description of the dialog.

In spite of meager interface support, the Undelete Partition function combined with the Change Partition ID function
allows recovering partitions of any type, including unknown filesystems, and ones that are incorrectly aligned. The
feature can be useful for people who use operating systems and filesystems Hard Disk Manager does not support, who
frequently toggles a hard disk between several computers and so on.

Operating systems take into account rules of partitions alignment (see Comments); unfortunately, they do not follow
common standards in disk geometry parameters, which are used in the mentioned rules.

For example, Linux always use so-called NORMAL disk geometry, while Windows prefer LBA geometry. A partition
created in Linux is correctly aligned for the NORMAL disk geometry. In Windows, this partition becomes "incorrectly
aligned". In most cases, Windows will see this partition and can work with it. However, after deleting this partition,
Windows-based utilities that rely on disk geometry are unable detecting and restoring it. Hard Disk Manager is free of
this limitation.
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4.17.5.2 Automatic restoration of size and filesystem type

In case of manual entering partition's location, the program does not perform detection of the filesystem type, so that it
displays the partition as "Unformatted".

When committing changes in disk layout, in case of a partition being undeleted coincides with existed partition, the
program can detect the actual filesystem type and size, and correctly retrieve these parameters.

Pictures below demonstrate the feature of automatic parameters restoration:

Initial disk layout:

soi Logical *;
i “-{3 Logical *:
&2, Disk 2 (STE25204) - 2.4 GB

volume | Type | syst... | size | Used|  Free | volume label | Active | Hidden |
Primary  [free]  2.4GB

Disk presentation in the Undelete Partition dialog:

Static

Start position: |3t = E nd position: I-'-h:EE!F"f 3:

The actually undeleted partition has correct size and filesystem type:

=i Logical *;

{3 Logical *:

(-2} Disk 2 (5T525206) - 2.4 66 | |
= §rimary *:

@ Primary, free

Volume_| Type [ Syst... | size | Used|  Free [ volume label [ Active [ Hidden |
= 1 Primary FAT1E 201 MB  B7.9ME 133 MEB Mo Mo
% Primary  [free] 2268

4.17.6 Undeleting the Extended Partition

An undeletion of the Extended Partition is the special case.

The Extended Partition is the specific one: it is used as the container for Logical Partitions. If the Extended Partition is
deleted, all nested Logical Partitions become deleted, too.

Unfortunately, current version of Hard Disk Manager does not support a direct undeletion of the Extended Partition,
primarily because of intricate logic and multiple possible variants that should be examined.

Still, Hard Disk Manager can be used for recovering the entire Extended Partition with all Logical Partition included.
Like ordinary partitions, the Extended Partition can be undeleted in the manual and in the semi-automatic modes. The
difference from ordinary partitions is that in both cases some additional actions are required.

4.17.6.1 Semi-automatic undeletion of the Extended Partition

When searching deleted partitions, Hard Disk Manager estimates their partition type (Primary/Logical) by analyzing
their actual location and parameters in the boot sector.

Search deleted partitionz

Wolume | Type | Syzt.. | Sizel Llsedl Fleel Waolume IaI:ne|| )
=R rimar, FAT1E 201MB B7SME 133 ME M
E | ogica MTFS 997 B 436ME  H11ME |38E M

Still, at the time of undeletion, the program ignores this information:

e Ifadeleted partition is located within the Extended Partition, it will be restored unconditionally as a Logical
Partition.

e Ifadeleted partition is located outside the existing Extended Partition (or in case of no Extended Partition exists), it
will be restored unconditionally as a Primary Partition.

The disadvantage of this logic becomes apparent in the situation of the Extended Partition was deleted: the program
finds all Logical partitions, but it allows restoring them only as Primary ones.

To correctly restore Logical Partitions, use the following procedure:

1. Select the block of free space, which covers the former location of the deleted Extended Partition.
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2. Create the new Extended Partition over the entire block of free space (see the chapter Create Partition for details).

3. After this operation, an empty Extended Partition should appear. It should contain a block of free space within.
Complete all pending operations (by pressing Apply button on the Toolbar) in order to enable the Undelete
Partition operation.

4. Select the block of free space within the Extended Partition and perform the Undelete Partition operation.

Remember, you can retrieve only one partition per Undelete session. To recover multiple Logical Partitions, multiple
calls of the Undelete operation are required.

4.17.6.2 Manual undeletion of the Extended Partition

The procedure of manual undeletion of the Extended Partition may lead to the complete restoration of all Logical
Partitions in only two steps. On the other hand, it succeeds only in the case a user guesses right the location of the
Extended Partition.

Generally speaking, the manual procedure is effective in case of the existing block of free space has appeared in place
of the deleted Extended Partition.

To restore Logical Partitions, use the following procedure:

1. Select the block of free space and call the Undelete Partition operation.
In the Undelete Partition dialog, press the OK button in order to retrieve a partition. In case of you know the exact
location of the deleted Extended Partition, enter this value to the "Start position" spinner control.
After these actions, the program will "recover" an Unformatted partition over the selected free block.
Select this partition and call the Change Partition ID operation.
5. Inthe Change Partition ID dialog, enter the "F" or "5" Partition ID value. These values correspond to the Extended
Partition
= 0xF — the Extended Partition requires EBIOS support; it exceeds 8Gb in size, or it begins over 8Gb
boundary from the beginning of disk space.
= 0x5 —the Extended Partition does not require EBIOS, it entirely fits in first 8Gb of disk space.

W

In case of the starting position of the deleted Extended Partition was guessed right, all Logical Partitions would be
restored, too.

A user can retrieve information about partitions from the log-file that Hard Disk Manager keeps during working
sessions. Early records in the log-file may contain data about deleted partitions.

4.17.7 Comments

4.17.7.1 Alignment of undeleted partitions

When undeleting partitions, Hard Disk Manager only updates records in the Partition Table, so that an undeleted
partition becomes available. The program does not perform extra actions to adjust the starting position and capacity of a
partition to the actual hard disk geometry. The partition alignment rules are discussed in the section Create Partition =
Comments =» Partition alignment rules of the DOS partitioning scheme, the hard disk geometry is discussed in the
Glossary. This feature allows undeleting partitions having allocation mismatched to the partition alignment rules.

This feature substantially extends the class of retrievable partitions. Such a functional flexibility is of value for users:

e who uses multiple operating systems on the single computer.
e who frequently switches a hard disk over multiple computers.

The thing is that partition alignment rules rely on the hard disk geometry. On modern systems, the hard disk geometry
is not the native feature of a device but only a firmware dependable (or a software programmable) representation of
hard disk parameters. The same hard disk can have different geometry on various computers and even in different
operating systems on the same computer. So that a partition may appear misaligned in the actual system, if it was
created (or modified by Hard Disk Manager) under other conditions.

Hard Disk Manager allows detecting and retrieving deleted partitions even in case of mismatching the actual hard disk
geometry with one used at the partition creation. Most of modern operating systems and disk managing tools
successfully work with misaligned partitions.

4.17.7.2 Known problems with Undeleting misaligned partitions

When searching deleted partitions, Hard Disk Manager uses information from a boot sector of a found partition in order
to distinguish its type (Primary or Logical). Formally, Logical Partitions are located within the Extended Partition, and
Primary Partitions are outside. However, in case of a user somehow changes the capacity of the Extended Partition, this
rule can be violated.
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Primary and Logical partitions meet different alignment requirements (see the section Create Partition = Comments =»

Partition alignment rules of the DOS partitioning scheme), so that an undeleting of a logical partition outside the
Extended Partition, as well as an undeleting of a primary partition inside the Extended Partition makes a retrieved
partition misaligned. The following sections recover known problems with misaligned partitions.

4.17.7.3 Undeleting a Logical Partition outside the Extended Partition

This operation is safe, and a Logical Partition can be retrieved outside the Extended Partition without problems. The
resulting partition becomes a Primary one. Modern operating systems will recognize and successfully access such
partitions. Old versions of MS-DOS can fail recognizing partitions of this kind.

4.17.7.4 Undeleting a Primary Partition inside the Extended Partition
Under some conditions, this operation can lead to damaging of an undeleted partition. Conditions are the following:

Searching deleted partitions within the Extended Partition,

A deleted Primary partition is found,

It is located right behind an existing Logical Partition,

It is aligned to the beginning of an appropriate Cylinder (that's correct for primary partitions, but it is wrong for
logical ones).

In this case, the program is unable undelete the partition correctly. After the completing the operation, the undeleted
partition becomes "unformatted".

To get around the problem, use the following procedure:

1. Move boundaries of the Extended Partition in order to exclude the location of the deleted primary partition from
the Extended Partition.

2. Run the Undelete Partition operation again

3. Search deleted partitions. The program will find this partition once again.

4. Restore this partition as a Primary one.

The partition will be restored correctly.

4.18 Supplementary functions
This chapter describes supplementary functionality available in Hard Disk Manager.
4.18.1 Retest surface

4.18.1.1 Overview

Hard Disk Manager allows performing additional surface test on existing partitions and blocks of free space.

This option allows detecting unreliable sectors on a hard disk. Unfortunately, current version of the program does not
support retrieving data that become located in bad sectors.

4.18.1.2 Initiating the operation

The operation is available for partitions of any type and for blocks of free space. It can be activated from the main
program's menu or from the partition's popup menu.

Step 1. Select a Partition or a Block of Free space

Select a partition or a block of free space in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition =» Retest surface...
o  (Call the popup menu for the selected partition, then select the menu item:

Retest surface...
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4.18.1.3 Running the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Retest surface operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

The Retest surface operation takes a long while; the actual value of elapsed time depends on the size of a partition (or a
free block) being tested, hardware performance and the Surface test settings (see the chapter Settings overview for more
details).

4.18.1.4 Comments

The primary purpose of this function is detecting of bad and unreliable sectors on existing partitions. In case of
detecting bad sectors in a usable partition, exit Hard Disk Manager session and use a standard disk-checking tool from a
used operating system (CHKDSK, SCANDISK, e2fsck and so on).

4.18.1.5 Retest surface on locked partitions

The program allows testing surface of locked and system partitions. The operation requires rebooting the computer to
be completed.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

4.18.2 Check Filesystem Integrity

4.18.2.1 Overview

Hard Disk Manager allows checking of filesystem integrity on existing FAT16, FAT32 and NTFS partitions. This
function can be used for detecting filesystem errors before applying other operations on a partition.

Most useful operations require a targeted partition must have a valid filesystem to be processed; otherwise, the program
cancels this operation and all consecutive virtual operations in the List of Pending Operations.

The advantage of Hard Disk Manager is that it can check both mounted and non-mounted partitions of a many types.
Unfortunately, current version of the program cannot fix filesystem errors, just detects them.
4.18.2.2 Initiating the operation

The operation is available for primary and logical partitions, which are formatted to the following filesystem types:
FATI16, FAT32, NTFS. The program allows checking both mounted and non-mounted partitions.

The function can be activated from the main program's menu or from the partition's popup menu.

Step 1. Select a Partition to be checked.

Select a formatted partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions.

Step 2. Select the operation to perform
Variants:
e  Select in the main menu:

Partition = Check file system integrity
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e  Call the popup menu for the selected partition, then select the menu item:

Check file system integrity

4.18.2.3 Running the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Check filesystem integrity operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

The Check filesystem integrity operation takes a long while; the actual value of elapsed time depends primarily on
amount of data being stored on the targeted partition.
4.18.2.4 Comments

The primary purpose of this function is a preliminary detection of erroneous partitions, as they cannot be handled with
the program. In case of detecting filesystem errors, exit Hard Disk Manager session and use a standard disk-checking
tool from an appropriate operating system (CHKDSK, SCANDISK and so on).

4.18.2.5 Check filesystem integrity on locked partitions

The program allows checking filesystem on locked and system partitions. The operation requires rebooting the
computer to be completed.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

4.18.3 Check archive integrity

4.18.3.1 Overview

Hard Disk Manager provides an ability performing the archive integrity check for backup images. The function allows
distinguishing between valid and corrupted images prior using them.

4.18.3.2 Initiating the operation

The Check archive integrity function is available only from application's interface, it does not support virtual execution.
Either execution mode the program is switched to, the integrity check is always executed in the Immediate Execution
mode.

The operation is available only for backup images listed in the List of Backup Images via the context menu. The
program automatically appends the List of Backup Images at cases of creating new backup images and opening existing
ones.

Archive bype | Archive file name | Systerm | Size | sed
_EE Partition h3Img_ 07 el E— arcive = F = 497 B
2 Partitian D2\ Img_0_Z. = v 497 ME

Restare archive. ..

Browse archive

Add archive
Remaove archive
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To perform the integrity check, select an image from the List of Backup Images and call the context menu. Select the
item Check archive integrity.
4.18.3.3 Running the operation

Hard Disk Manager supports only the Immediate execution of the Check Archive Integrity operation. The program starts
the operation immediately after submitting parameters.

During the operation execution, the Progress Information window appears (see the section Progress Information for
more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e Averaged read & write speed

The program treats the verifying of a single volume of a multivolumic archive as a suboperation. In this case, the
program displays suboperation statistics.

The operation takes a long while. Real performance depends on:

e The integrity checking algorithm used during the image creation
(see the section Settings overview=»Backup=»Do not control archieve integrity).
e File input-output system performance.

4.18.4 Send log-files

4.18.4.1 Overview

Hard Disk Manager simplifies the procedure of sending a support requests to the Paragon Support Team. Generally,
support engineers require some technical details about a user's computer, disk layout and performed operations. Most of
this information is kept in LOG-files the program keeps.

After activating this function, the program starts a default mail client, generates a template request e-mail with
compressed LOG files being attached. A user should only include a generic description of a problem.
4.18.4.2 Performing the operation
Select from the main menu:
Help = Troubleshooting =»Send log files
The program will make following actions:

1. compress LOG files with using built-in compressing module.
2. start the default mail client registered in the system.
3. The mail client starts with a support query template, having compressed LOG-files attached:

4 Edit Mail Message - > logs@paragon.ag - |EI|£|
Message Edit Search Utilkies Spell Checker Privacy Wiew Options

To: b L4 |5}
Subject: Auto request for Paragon Drive Backup.
This is @ sample of a Support reguest. -~
Please read the following text and £ill in reguest form.
win_pulog.dat j
We need this technical information sbout your problem snd your system

to a==2ist you. Before sending this email please check if PWLOG.DAT and
STUBACT.DAT files are attached to your email. These files contain only

technical information sbout performance of our software on ¥our sSystem.
Win_stubact...

TUzer Info:

Regiztered e-mail:

Hardware

Computer type:

Processor:

NotherBoard:

AM (Twpe.Mo.): i
ST | il | o
| 1:1 | |Straam ‘Insert |ﬂ |Paragnn ‘W\ndmws-lzsl S

4. Finally, a user should fill in a support request form, describe a problem in details and send email to the Support
Team.



- 155 -
4.18.4.3 Comments

LOG files
Hard Disk Manager 6.0 keeps following LOG-files:

Contains the extended information about parameters and
STUBACT.LOG | performance of every executed operations and changes
being made in disk layout.

Contains brief information about operations and the
PWLOG.TXT extended information about state of all hard disks.

BioNTlog. TXT | An OS-dependent supplementary LOG-file from
or BIOxx.DLL. It may contain valuable information on
Bio95log. TXT | Windows NT/2000/XP-managed systems.

LOG files are in readable textual format; they contain information about Hard Disk Manager performance and just most
common information about hard disks layout. These files do not include confidential information about system settings,
user documents or other things.

The request template is included in the file AUTOREQUEST ENG.TXT, which is located in the subfolder
"Resource".

Error sending mail

In Windows, in case of the program fails starting the default mail client, the following system error message appears:

Paragon Drive Backup El

L] "_n.‘ Send Mail Failed ko send message.
[

To solve the problem:

o  Check settings of a default mail client and default Internet connection.
e  Run Internet Connection Wizard and create a new mail account.
o In the Internet Explorer settings, choose a default mail client.

An alternative routine is the following:

1. run mail client with keeping Hard Disk Manager working.

2. repeat sending LOG files (with keeping mail client working)
4.18.5 View Partition/Hard Disk Properties

4.18.5.1 Overview

Hard Disk Manager allows obtaining general information about hard disks and partitions. The program displays not
only a standard information such as capacity, used space or filesystem type, but also some advanced information such
as hard disk geometry, Cluster Size, exact partition location, and so on. This information can be used for revealing
mistaken situations, finding reasons of errors and other purposes.

4.18.5.2 Running the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select an interesting object (a disk or a partition)

Select a hard disk or a partition in the Tree Layout panel, in the UDP Layout panel or in the List of Partitions. In any
case, it will be highlighted in all three panels.

Step 2. Select the operation to perform

Variants:
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o call the popup menu for the selected object and select the item:
Properties

e  Press the Properties button on the Main Toolbar.
e Select in the main menu:

Hard disk = Hard disk properties... (for hard disks)
Partition =» Properties (for partitions)

e Press Alt+Enter for displaying Partition properties.
e  Press Ctrl+I for displaying Hard Disk properties.
e Press Copy button on the Main Toolbar.

4.18.5.3 Hard Disk Properties

Drigh: HOD 1 -

Jerial number: 134304723

Model: TOSHIEA MES0Z1GAS
Cylinders: 0x00000E20 3648
Heads: Ox000000FF 255
Gectors f Track: 0x0000003F a3
Physical Sectors: 0x037ESE4QD SE6e051:20
Total Sectors: 0= 037ESELD 55605120

Cloze |

Disk
This pull-down list allows choosing a hard disk for observing its properties.

The program displays the following information about a hard disk:

Serial number This OEM information can be unavailable in DOS, Linux and in some

Model cases in Windows 95/98/ME environments.
Cylinders These parameters constitute the actual Hard Disk Geometry.
Heads The program displays both the decimal and the hexadecimal

Sectors / Track representation of these values.

Physical Sectors | The maximum disk capacity value as reported by the hardware.

The maximum disk capacity value as reported by the operating system.
Total Sectors This value is actually derived from the Hard Disk Geometry:
<Total Sectors> = <Cylinders> * <Heads> * <Sectors/Track>

4.18.5.4 Partition Properties
The Partition Properties window contains two tabs.

The first one includes general information about a partition that is usually available in Windows for mounted partitions.
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Properties of the primary partition 2 “E" (disk [ 5[

I Advanced I

Label  WIDEO
Twpe:  Local dizk [FAT32]

Root entries: ]

Sectors per boat; Bl

Sectors per clister: 32
. Uszed space: 28.635.817.216h0 267 GE
. Free space: 3.596.632. 064 b 3.3GE
Capacity: 32,292 449,280 b 301 GB

primary partiion 2 “E" [digk 0]

] 4 I Cancel Helg

This tab displays filesystem type, volume label, capacity, amount of used and free space, Cluster Size value, the size of
the Bootable Area and the capacity of the Root Directory. The Root Directory capacity is valuable only for the FAT16
filesystem. The program displays zero Root entries for other filesystems.
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Properties of the primary parkition 2 “E" (dis il

Partition 2, hard disk 0

Volume label: YIDED
File zyatem: FAT3Z
Drive letter: E:
Serial number: O0AEOOARE

Jectors / boot: &0
Sectors / cluster: 32

Size (capacity): 30.1 GB (32.292.449.280 h)

Uzed =zpace:

Free szpace: 3.3 GB [(11%)
Physical sectors:
First: 17334135 (Cyl 1079, Hd 0, Sec 1]
Last: S0405324 (Cyl 5004, Hd 254, Sec  63)
HOD info: Cyl 5005, HAd 255, Sec 63

26.7 GBE (88%)

o ]

Cancel Help

The second tab contains advanced information about a partition:

Partition #, disk #

Includes the partition's index on a disk, and the disk index as
reported by the operating system.

Volume label

Partition's Volume Label value, which is saved in the boot sector,
available for FAT16, FAT32, NTFS and HPFS filesystems

File system

Filesystem type (only for known filesystems)

Drive letter

Drive letter that is assigned to a partition in the operating system.
In DOS, the program can fail revealing drive letters for partitions
being mounted by IFS drivers (such as NTFSDOS)

Serial number

Partition's Serial Number taken from the boot sector

Sectors / boot

The Bootable Area size

Sectors / cluster

The Cluster Size value

Size (capacity)

The absolute partition's capacity:
<Capacity> = (<Last Sector> — <First Sector>) * <Sector Size>
In fact, this value is a little bit greater than the filesystem capacity.

Used space

Includes files, filesystem metadata and reserved space:
<Used Space> = <Capacity> — <Free Space>

Free space

Amount of free space taken from the filesystem.

First physical sector

The address of the first partition's sector, expressed in both the
C/H/S and the linear addressing formats

Last physical sector

The address of the first partition's sector, expressed in both the
C/H/S and the linear addressing formats

HDD info

The actual Hard Disk Geometry of a disk holding the partition.

4.18.6 Show Archive Info

This chapter describes how to inspect contents of existing backup archives by using Hard Disk Manager.

4.18.6.1

The function Show Archive Info allows preliminary inspecting backup archives for better recognizing their contents,
finding images of required partitions or hard disks, browsing archived contents and verifying image integrity.

Overview
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Hard Disk Manager keeps a separate list of archives that were created or opened by the program. The Archives List
panel displays archives placed in this list. By default, the program includes every successfully created archive in the
List. In addition, the program includes each backup archive that is opened for the first time, by the following functions:

Show Archive Info

Restore Partition

Restore Hard Disk
Selective Partition Restore
Check archive integrity
Browse Archive

R R Y

The list of archives can be edited manually, the popup menu for the Archive List panel includes Add archive and
Delete archive items, which allow customizing the archive.
4.18.6.2 Inspecting archives listed in the Archives List panel

To inspect a listed archive, use the following routine:

Step 1. Select an interesting archive

Select an archive in the Archives List panel.

Step 2. Select the operation
Call the popup menu for the selected archive and then choose the item:
Show archive info...
After these actions, the Archive Info dialog should appear (see next sections for more details and its functionality
explanation).
4.18.6.3 Inspecting arbitrary archives

To inspect an archive that is not included in the Archives List yet, use the following procedure:

Step 1. Select the operation
Select the menu item in the main program's menu:

General = Show archive Info

Step 2. Select an archive file

Lok in: [ 1 ~| & & cf BE-

File name: | Dpen I
Filez af type: IF'aragu:un Hard Dizk b anager Image [*.pbf] j Cancel |
A

The program displays the advanced Open File dialog, which allows selecting files on:

Mounted local volumes

Mounted local removable media

Mapped network drives

Unmounted FAT16, FAT32, NTFS, Ext2 and Ext3 partitions
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The functionality of the advanced Open/Save File dialog is explained in the section Backup Partition = Selecting
unmounted partitions as the target location for saving backup images.

After these actions, the Archive Info dialog should appear (see the next section for more details and its functionality
explanation).

4.18.6.4 Description of the Archive Info dialog

Archive from D:41%Img_D1.pbf e |

== HDD - 3087k -]
Q Prirary partitian; (I
Bl Extended partition
3 Logical partition ;I
T - Loz | S |
W olume | Type | System | Sizel ﬂ
= Frimary HTF5S B2 kB
(=i Extended 24 GE
. e B [
Check archive integrit_l,ll Browse archive |
Archive label: =l
| =
[T Ercrpted ¥ Compressed [~ Splitted [T Bestore sector by sector
File syatem: NTF3 I
Driwve letter: W3
Volume label:
Sectors / boot: g |
Sectors f cluster: 2
Size [capacity): 631.668.736 b (602 MB) -

Cloze

Let's remind that Hard Disk Manager supports multiple formats of backup archives:

= Archives of a single partition
= Archives of multiple partitions
= Archives of hard disks

=  Archives of 1* track

= Archives of MBR

The Archive Info dialog reveals contents of archives of any type in similar fashion. Archives of a hard disk are the most
complex ones. The picture placed above displays layout of a hard disk archive.

The top section of the dialog contains the Tree Layout, UDP controls and the List of Partitions panels. They show the
disk layout and basic properties of partitions.

When an object is selected in either of these panels, extended information about the selected object is displayed in the
bottom section of the dialog.

In addition, the dialog provides the ability of performing some operation on the selected archive:

Check archive integrity

Press this button to perform the Check archive integrity operation on the selected archive.

Browse archive

Press this button to perform the Browse archive operation on the selected archive.

4.18.6.5 Comments

The bottom section of the dialog displays the following information about selected objects:
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Partition
File system File system that is placed on the selected partition
Drive letter --- not available for partitions from backup images ---

The partition's Volume Label. It can be useful for distinguishing

Volume label between partitions in case of selective restoration of partitions.

Sectors/boot The Bootable Area size.

Cluster Size value expressed in Sectors.

Sectors/Cluster Halve this value to get the Cluster Size value in Kbytes.

Size (capacity) The partition's Capacity (in bytes and Mbytes)

Used space Amount of usable data on the selected partition

Free space Amount of free space on the selected partition

Hard disk, 1% Track, MBR

Cylinders

Heads Reveals the Hard Disk Geometry
Sectors/Track

Total Sectors The hard disk capacity expressed in Sectors

4.18.7 Browse Partition

4.18.7.1 Overview

The windows-based version of Hard Disk Manager is integrated with the Paragon Partition Explorer utility, which
provides the ability of browsing mounted and unmounted partitions of FAT16, FAT32, NTFS, Ext2 and Ext3 filesystem

type.
The Partition Explorer utility is described in the chapter Paragon Partition Explorer. Briefly, Partition Explorer allows

browsing, exporting and importing files and folders from a partition, renaming and deleting files and folders, creating
new folders and open documents by associated applications.

4.18.7.2 Starting the operation

Step 3. Select a partition to browse

Select an existing Primary or Logical partition in the Tree Layout panel, in the UDP Layout panel or in the List of
Partitions. The operation is not enabled for the Extended Partition and for blocks of free space.

Step 4. Select the operation to perform

e Select in the main menu:
Partition =» Browse partition

o  Call the popup menu for the selected partition, then select the menu item:
Browse partition

After these actions, Hard Disk Manager will start the Partition Explorer utility to browse the selected partition:
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olume | Type | Syskam | Size | Usedl Freel Yolume |abel | Active | Hidden |
@ Primary FAT3Z 4.0 GB 3.0GE 931 MB Yes Mo

=+ Pri B

= kN Eul A 17 478 (1P (15
o]
Fle Edit Wew Help
FETEELE R \
E] i ition F Hame: | 5ize | Modified attr... iy
{3 Dokumente und Einstellungen | Dokurente und Eins. .. 02.07.2003 16:05 r
1 bos CDos 02.07.2003 15:33
s N 02,07.2003 15:33
{3 Paragon HDM 23 Paragan HOM 02.07,2003 21101
1) Program Files [S)Program Files 02.07.2003 16:45
{3 Programme [E)Programme 02.07,2003 16:29 R
1 Recydled [SRecyded 02.07.2003 18136 HS
{7 System Yolume Information
DUt [C2)5ystem Yolume Info... 02.07.2003 16:34 HS
() WINDCWS UL 02,07 2003 15:33
[ WINDOWS 02,07 2003 16:02
[Flaurcesec.Bat O.1KE 02072003 15:34 A
CHBOOT.IN 0.2KE 02072003 16:22 HS
BOOTFONT.BIN 4.5KE  23.08.2001 16:00 RHSA
BOCTLOG, PRY 03K 02.07.2003 1545 HS |
[E] BooTLOG. T2T 03K 02072003 1549 HS
BOOTSECT. D0 0.5KE  02.07.2003 1552 HS
[ commann. com 930, 16051998 00:01  HS
CONFIGE.SYS 0.2KE  05.10.2002 03:39 A
HIEERFIL.5%S 240ME 18072003 2351 HSA =l
4

See the chapter Paragon Partition Explorer to learn more about usage of the utility.

4.18.8 Browse Archive

4.18.8.1 Overview

The windows-based version of Hard Disk Manager is integrated with the Paragon Image Explorer utility, that provides
the ability of browsing contents of partitions of FAT16, FAT32, NTFS, Ext2 and Ext3 filesystem type, which are saved
in a backup archive.

The Image Explorer utility is described in the chapter Paragon Image Explorer. Briefly, Image Explorer allows
browsing and exporting files and folders from an archive and opening documents by associated applications.

4.18.8.2 Starting the operation

Step 1. Select an archive to browse

Select an archive presented in the Archives List panel.

In case of an interesting archive is not listed yet, add it to the Archives List by calling the popup menu for the Archives
List panel and by selecting the item Add archive...
Step 2. Select the operation to perform
Call the popup menu for the selected archive, then select the menu item:
Browse archive

After these actions, Hard Disk Manager will start the integrated /mage Explorer utility for browsing the selected
archive.
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See the chapter Paragon Image Explorer to learn more about usage of the utility.
4.18.9 View Sectors

4.18.9.1 Overview

Hard Disk Manager includes a simple disk editing tool, which allows directly accessing and editing disk sectors, saving
and restoring sectors from files, navigating through filesystem metadata and so on.

The built-in Disk Editor is not an end-user tool. The current version of Disk Editor can be used primarily for
troubleshooting purposes.
4.18.9.2 Starting the Disk Editor

The View Sectors function can be applied to partitions and hard disks only. Hard Disk Manager limits Disk Editor to
navigate only within sectors of a selected object: if a partition was selected, the program can explore only partition's
sectors.

Step 1. Select an object to view its sectors

Select a partition or a hard disk, which needs to be explored, in the Tree Layout panel, in the UDP Layout panel or in
the List of Partitions. In any case, the object will be highlighted in all three panels. The function is not available for
blocks of free space.

Step 2. Select the operation to perform

If a hard disk is selected:

e Select the item in the main menu:
Hard disk = View sectors

e  Call the popup menu for the selected hard disk, then select the item:
View sectors

If a partition is selected:

e Select the item in the main menu:
Partition = Modify = View sectors

e Call the popup menu for the selected hard disk, then select the item:
Modify = View sectors

After these actions, the View Sectors dialog appears:
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The View Sectors window includes the following components:

1.

The hexadecimal representation of the sector's contents. Contents are divided into lines, 16 bytes per line. Each
byte is represented by the two hexadecimal digits (0..9, A..F). The left-most column contains the offset values of
lines within the sector (expressed in hexadecimal numbers, 0x000 to 0x200).

The "hex numbers" text can be edited and written back to the disk.

The textual representation of the sector's contents. Contents are divided into lines, which are 16 characters long.

This text cannot be edited.

Controlling buttons:

Read

Re-read sector contents. All changes made in the editor are cancelled.

Write

Write changes to the disk.

<<Prev Show to the "previous" sector. . ) .

Next>> Show o the "next” sector The real step is defined in the Options.
€X .

Save... Save a group of sectors (beginning from the current one), in a file.

Restore Overwrite a group of sectors (beginning from the current one), by

contents of a file.

Options...

Define options of the Disk Editor.

Go...

Fast navigation between servicing structures (see below).

Fast navigation controlling menus.
The fast navigation menus are available only for sectors, which are "look like" servicing sectors of the DOS
partitioning scheme or boot sectors of the FAT16, FAT32 or NTFS filesystems.

The current sector is interpreted as a servicing one, and the program interprets its data as references to most

important elements of a filesystems or a partitioning scheme.
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5. A group of controls that allow navigating through sectors in the mode of the absolute addressing of sectors. In this
mode, the index of a sector is independent from the actual Hard Disk Geometry.

6. A group of controls that allow navigating through sectors in the mode of C/H/S addressing of sectors. In this mode,
the address of a sector fundamentally depends on the actual Hard Disk Geometry.

7. The group of the choice controls that alter the current addressing mode.

8. A group of buttons that allow translating a sector's address between the two addressing modes.
They do not alter the actual addressing mode but only allow inspecting the sector's address in the other addressing
model.

9. The textual box that allows setting the sector's address by a formula.
Enter a valid arithmetic expression in this text box and press the ENTER key to jump to the appropriate sector.

10. The textual mark that displays the offset of the currently selected byte in the hexadecimal text (section (1)). When
the textual cursor is moved through the hex numbers, this mark displays the actual position within the sector.

11. This control allows manually entering the number of a sector to be displayed next. The pull-down list contains the
list of favorite addresses. Press the Add sector button in order to add the number of the current sector to the list of
favorite addresses.

4.18.9.4 Disk Editor Options

Yiew/Edit sector options e |

[w Enable write Cancel
[ Confirm exit

|1 3: Set ztep in sectors for "Mest' and "Fres'" operations

Font... | Select font for data representation

i

Use hex

Set this option ON in order to force the program displayed sector address value in the hexadecimal format.

Enable write

Set this checkbox in order to be able editing sector contents and restoring sectors from files.

Confirm exit

If this option is activated, the program produces a confirmation message when exiting the Disk Editor tool. This feature
just prevents from occasional closing of the View Sectors window.

Set step in sectors for ""Next" and "Prev'' operations

This control allows regulating the amount of sectors that will be skipped when jumping to a next or previous sector.

Font...

Press this button in order to select the font, which will be used for displaying sector contents in the View Sectors dialog.

4.18.9.5 Fast navigation menu

The Fast navigation menu allows quickly positioning the Disk Editor to some locations on a disk or a partition, which
contain system information.

The Fast navigation menu is activated by the button Go...

Structure
| FATI16 | Interpret the sector as the Boot Sector of a FAT16 filesystem
1 FAT Find the first copy of FAT (the 1™ sector occupied by FAT)
I EAT Find the second copy of FAT
Root Find the Root Directory
28 Cluster Find the 2" cluster of the FAT16 partition
N Cluster Find the N™ cluster.




- 166 -

| | See the section Navigating the N Cluster for more details.

| FAT32 | Interpret the sector as the Boot Sector of a FAT32 filesystem
1 FAT Find the first copy of FAT (the 1™ sector occupied by FAT)
I EAT Find the second copy of FAT
Root Find the Root Directory
28 Cluster Find the 2" cluster of the FAT16 partition
th Find the N™ cluster.
N Cluster See the section Navigating the N" Cluster for more details.
| NTFS | Interpret the sector as the Boot Sector of a NTFS filesystem
MFT Find the 1* sector occupied by the MFT (Master File Table)
. Find the 1* sector occupied by the MFT-mirror (a servicing object,
MFT mirror that is the backup copy of the MFT's 1* cluster)
th Find the N™ cluster.
N" Cluster See the section Navigating the N" Cluster for more details.

| MBR | Interpret the sector as a Partition Table sector (MBR or EPT)
I CHS | Use the C/H/S addresses of partitions
Slot 0 Find a partition that is referenced by the Slot#0 of MBR/EPT
Slot 1 Find a partition that is referenced by the Slot#1
Slot 2 Find a partition that is referenced by the Slot#2
Slot 3 Find a partition that is referenced by the Slot#3
I Relative | Use linear addresses of partitions
Slot 0 Find a partition that is referenced by the Slot#0 of MBR/EPT
Slot 1 Find a partition that is referenced by the Slot#1
Slot 2 Find a partition that is referenced by the Slot#2
Slot 3 Find a partition that is referenced by the Slot#3

4.18.9.6 Navigating the N™ Cluster

When the item "N™ Cluster" of the Fast navigation menu is selected, the program places an arithmetic expression in
the Formula Box (9):

T |

1sk FAT +35
Zsk FAT 12027
Root +1337524

Znd Cluster  +24016
I-th Cluster :Formula

Abzalute Sector
Syntaw emar at pozition 3

| 24016 N-2 16

A Cluster Number should
he entered here

The expression includes a character "N", which should be replaced manually by a number of an interesting cluster.

4.18.10 Generate scripts

4.18.10.1 Overview

Hard Disk Manager provides the ability of the batch processing of disk management operations. Hard Disk Manager
includes separate command line utilities for working in the unattended mode, which are generally named Paragon
Script Interpreter (PSI):

e  The utility SCRIPTS.EXE is included to the Windows-based version
e  The utility PSI.LEXE is included to the DOS-based version
e  The utility PSI. is included to the Linux-based version
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These utilities take job tasks from so-called script files. A script file is just a textual file written in the Paragon
Scripting Language, it contains the description of operations to be executed and program's settings that should be
applied to these operations.

The interactive versions of Hard Disk Manager provide the ability of generating a script file from accumulated virtual
operations. The resulting script file can be used "as is", or it can be used as a template for building custom script files.

With using this feature, one can automate the disk/partition backup routines or cloning procedures of almost any
complexity. The Paragon Scripting Language supports all operations that are available in interface-managed versions.
In addition, it supports the conditional execution, subroutines, repeatable iterations, disk/partition properties analysis,
errors management and even the controllable console-like input-output features.

4.18.10.2  Running the operation

Let's remind that Hard Disk Manager generates scripts only from virtual operations that are accumulated in the Lisz of
Pending Operations.

Step 1. Switch on the Virtual Execution mode for all operations

Open the program's Settings and force the virtual execution for all operations (see the chapter Settings overview for
more details):

(menu) General = Settings =
(tab) Operations =» Virtual operations are enabled
Step 2. Execute required operations virtually

The next step is to emulate all operations that should be executed by the Script Interpreter in the automated mode. A
user should execute these operations virtually in the Windows-based interactive application.

(!) Do not apply accumulated pending operations!

Step 3. Select the operation to perform
Select the following menu item:
General = Generate Script

This menu item remains disabled if there are no operations accumulated in the List of Pending Operations.

Step 4. Define parameters of the operation

The following dialog should appear:

Generate Script El

[ Tumn on confirmation

¥ Call &pply after each operation

¥ Check for emmors after each operation
¥ Put cument zettings into script file

Cancel |

A user is able customizing some supplementary features of the generated script file, such as including of error
management, enabling or disabling interactivity with a user and so on. See the next section for more details.

Step 5. Select a filename for a newly created script

Finally, the program suggests choosing a filename for a new script file. The default file extension that is reserved for
scripting files is .PSL. However, a script can be saved under any filename.
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4.18.10.3  Description of parameters

Generate Scripk x|

[ Tum on confirmation

¥ Call &pply after each operation

¥ Check for emmors after each operation
¥ Put cument settings into script fils

Cancel |

This dialog allows controlling a script's code that will be generated.

Turn on confirmation

When this option is active, the program inserts the command:

confirmation on

This command enables to pause the script execution in order to acquire input information from a user. For example, the
program will pause when creating a multivolumic archive (with the volume filenames generating option switched off),
when the program needs erasing a non-empty rewritable CD and so on.

When the confirmation mode is switched off, the program does not pause the script execution. Instead, it behaves as if a
user always selects a default answer to each question. In this mode, the program really does not need a user
intervention. However, in some cases the program will simply abort operations.

Call Apply after each operation

When this option is active, the program inserts the apply al1 command after each disk management operation.
Otherwise, the apply alT command will be included only once, after the last operation.

The thing is that the script processing module works like the interactive application, it accumulates operations in its
own List of Pending Operations. The script command apply al7 is similar to the Apply action in the interactive
application, it forces executing all pending operations.

There is the difference between the applying of a large list of pending operations and the stepwise execution of multiple
operations, e.g. in case of processing of locked partitions. See the Paragon Scripting Language Manual for more details.

Check for errors after each operation

When this option is active, the program inserts a code, which checks the status of a last executed operation and halts the
script processing on errors of any kind.

This feature is useful, if a set of operations should be applied to the same partition. If some operation fails for any
reason, the error checking code cancels sequent data modifications and prevents them from further corruption.

In some situations, this feature can be a drawback, if operations are independent from each other. For example, a
backup operator wrote a script that creates an incremental backup of first two partitions of all hard disks, and he intends
using this script for unattended processing of office computers. On computers having only single partitions on the 1%
disk, this script wouldn't save contents of other hard disks. In case of switching off the error checking (at least between
independent operations), the program will save all available partitions.

Put current settings into script file

When this option is active, the program inserts the actual program's settings to the settings ... endsettings
section.
Otherwise, the program omits the settings ... endsettings section.

4.18.10.4 Comments

All versions of the Script Interpreter have similar usage rules. PSI supports several command line keys. To obtain the
usage prompt, one should run the utility from the command line with —h parameter:

in Windows: scripts.exe -h
in DOS: psi.exe -h
in Linux: psi -h
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The program will display the prompt screen:

Shows this screen and exits.

Shows version number and e

Uerbose output. (Default:

8ilent output. (Default: disahled.

Expert mode C(use with caution>. (Default: disabl

——nochs Don't use CHS geometry. (Default: disabhled.
——ebhios Use EBIOS. (Default: disahle>.
—p:<{parameter>=<value’> Specifies parameter for script.
Value must he in decimal format.
—lno Dizables all warnings. (Default: enable).
—errnum <number> Specifies number of errors will bhe displayed.
—o <{output filel> Specifies output file. (Default: psi.outd.
To turn off writing output file, H
<input file> Specifies input file. (Default:

The Windows-based utility SCRIPTS.EXE

The SCRIPTS.EXE utility is located in the same directory with the Windows-based application of Hard Disk Manager.
By default, it is the folder:

C:\Program Files\Paragon Software\Hard Disk Manager\WinHDMTL

The DOS-based utility PSLEXE

The PSL.LEXE utility is located in the scripts subfolder of the directory containing the DOS-based version of Hard
Disk Manager. By default, it is the folder:

C:\Program Files\Paragon Software\Hard Disk Manager\DosHDMTL\scripts

The program is packed in the SRPTPACK.EXE self-extracting archive. Before using the utility, one should extract all
contents of the SRPTPACK.

The Linux-based utility (PSI.)
The PSI. utility is located on the Linux-based bootable CD of Hard Disk Manager, in the folder:

/usr/local/bin
and in the original location on the bootable CD:
/mnt/cdrom/usr/local/bin
However, the on-CD Linux is configured so as a user can run the utility from any location.

How to execute scripts
All versions of the Script Interpreter are used in the same fashion:

1. Run an interactive version of Hard Disk Manager and prepare a script file as it described in the above sections.
2. Run the Script Interpreter from the command line in the following fashion:

In Windows: <path>scripts.exe <path><script-file>
In DOS: <path>psi.exe <path><script-file>

In Linux: psi <path><script-file>

The Script Interpreter supports the silent and the verbose working modes. In the verbose mode, the program outputs the
detailed report executed operations on the console. In the silent mode, no information is displayed.

However, in any of these modes the Script Interpreter produces the report file that is named PSI.OUT. In addition, the
utility also keeps two log files, the STUBACT.LOG and the PWLOG.TXT.

4.18.11 Show CD/DVD Burners info

4.18.11.1 Overview

Hard Disk Manager allows obtaining the list of available CD and DVD writing drives that can be used in the function
Burn image of a partition on CD/DVD-R(W). This function is available only in the Windows-based and the Linux-
based versions of the program.
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The DOS-based version of Hard Disk Manager does not support CD and DVD burners. It does not provide an ability of
burning archives on recordable CD/DVD discs.
In Windows environment, Hard Disk Manager can use all CD/DVD burners supported by the Win32 ASPI service:
these devices should be listed in the Device Manager, but they need not having drive letters assigned.
4.18.11.2  Running the operation
To obtain the list of available CD and DVD burning devices, select the menu item:

General & CD/DVD Burners...
The program will display the CD Burners Info window:

Hum | Wendor | Product | Tupe |
1 _MEC CO-Rw NR-91004 CDR; CD-Rw
2 CWD+Rw Rw5125 CD-R; CD-Rw: DVD +R; DVD+RW

Canicel |

The program reveals the following information about burning devices:

Vendor |OEM code (Original Equipment Manufacturer code)

The model name. This value is provided by the device drivers, so that it can differ
from the device model in case of using generic and non-original drivers.

Product

T Lists all supported media types.
ype (in fact, this the only important information about a CD/DVD burning device).

4.18.12 Change Root Size

This chapter explains how to change the capacity of the Root Directory of formatted FAT16 partitions with keeping
data intact, by using Hard Disk Manager.

4.18.12.1  Overview

The maximum capacity of the Root Directory is the important parameter of "elder" FAT12 and FAT16 filesystems. On
FATI12 and FAT16 partitions, the maximum capacity of the Root Directory is defined at the moment of formatting a
partition (see the Glossary).

A user may have a need of changing the capacity of the Root Directory:

e The Root Directory should be enlarged in order to enable placing more files and directories in the drive's root.
e The Root Directory should be reduced in order to increase the common file space.

Common disk management tools and operating systems usually do not provide an ability of managing the capacity of
the Root Directory.

Hard Disk Manager allows arbitrary assigning the Root Directory capacity at the formatting a FAT16 partition (see the
chapter Format Partition). In addition, the program allows changing the capacity of the Root Directory without
destroying existing data.

4.18.12.2  Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a FAT16 partition for changing the Root Directory size

Select a primary or logical partition formatted to FAT16, in the Tree Layout panel, in the UDP Layout panel or in the
List of Partitions. In any case, it will be highlighted in all three panels.
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Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify = Change Root size...
e call the popup menu for the selected partition and select the item:

Modify = Change Root size...

Step 3. Define parameters of the operation

Change root size of the primary par 2=

YWalume iR

Boot entriez Add =~ from 16 to B5520

Cancel

You are able assigning the maximum capacity of the Root Directory.

Initially, the program suggests using the actual value of this parameter that is meaning making no changes in the
partition's layout.

After choosing desired operation parameters, one should press OK button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Change Root Size operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.18.12.3  Description of parameters

Change root size of the primary par ed

Yaolume iR

Boat entries A44d = from 16 to BE520

Cancel

The dialog displays the selected value of the Root Directory capacity and the available range for this value.

Root entries

This spinner control contains the selected value of the Root Directory Size filesystem's parameter. The text on the right
side displays the available range of values.

The program accommodates the Root Directory capacity to the FAT16 filesystem standards, so that the program rounds
an entered value to a nearest valid one.
Volume

This text contains a drive letter that is assigned to the selected partition. It is used for notification purposes only. In case
of no drive letter is assigned, the text "*:" is displayed.
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4.18.12.4  Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

e Amount of moved and remaining data

e Information about actions being performed.

The actual time required for the completing the Change Root Size operation depends on the actual allocation of data on
the modified partition.
4.18.12.5 Comments

About the maximum amount of files in the Root

The maximum amount of files and directories, which can be placed in the Root Directory on a FAT16 partition, can be
actually equal or less than the Root Directory Capacity value.

The thing is that the Root Directory Capacity is the total amount of directory entries in the Root Directory. Directory
entry is 32 bytes long record purposed for saving the reference to a file.

In FAT family filesystems, a short filename of a file takes one directory entry, while a long filename actually occupies
multiple directory entries. If some files or directories in the root directory have long filenames, the maximum amount of
files is less than the Root Directory capacity.

4.18.12.6  Changing the Root Size on locked partitions

The difference between locked and unlocked partitions is that locked ones are used by other programs for file input-
output activity (see Glossary).
Hard Disk Manager requires the exclusive controlling of a partition when changing the capacity of the Root Directory.

This operation is incompatible with any other data activity, because the program needs temporarily distort filesystem
data in order to successfully complete the operation.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Change
Root Size operation, in case of a locked partition is selected.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions

4.18.13 Change Boot Size

This chapter explains how to change the size of the Boot area of formatted FAT16 and FAT32 partitions with keeping
data intact, by using Hard Disk Manager.

4.18.13.1  Overview

In almost all known filesystems, first sectors of a partition are used for saving a bootable code of an operating system.
This region of a partition is generally named the Bootable Area, or the Boot Sector (actually, it takes multiple sectors).

The Bootable Area holds only the starting part of a bootable code, which is responsible for detecting, initializing and
starting the OS kernel.

In FAT family filesystems, the size of the Bootable Area can vary within the predefined limits. Potentially, this feature
can be used for changing the alignment of the filesystem contents.

Common disk management tools and operating systems usually do not provide an ability of managing the size of the
Bootable Area.
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Hard Disk Manager allows arbitrary assigning the Bootable Area size at the formatting FAT partitions (see the chapter
Format Partition). In addition, the program allows changing this value on formatted FAT partitions without destroying
existing data.

4.18.13.2  Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a FAT partition for changing the Boot Area size

Select a primary or logical FAT16 or FAT32 partition in the Tree Layout panel, in the UDP Layout panel or in the List
of Partitions. In any case, it will be highlighted in all three panels.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify = Change Boot size...
o call the popup menu for the selected partition and select the item:

Modify = Change Boot size...

Step 3. Define parameters of the operation

Change boot size of the logical park ed

ES

Yaolume

Boot entries |1 3: fram 1 ta 285

Cancel

You are able assigning the amount of sectors reserved for the Boot Sector.

Initially, the program suggests using the actual value of this parameter, which is meaning making no changes in the
partition's layout.

After choosing desired operation parameters, one should press OK button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Change Boot Size operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.18.13.3  Description of parameters

Change boot size of the logical park ed 4

.

Yalume

Boot entriez I'I 3: from 1 to 255

Cancel

The dialog displays the selected value of the Bootable Area size and the available range for this value.
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Root entries

This spinner control contains the selected value of the Boot Size filesystem's parameter. The text on the right side
displays the available range of values.

Volume

This text contains a drive letter that is assigned to the selected partition. It is used for notification purposes only. In case
of no drive letter is assigned, the text "*:" is displayed.

4.18.13.4  Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

Elapsed time and estimated remaining time
Averaged read & write speed

Amount of moved and remaining data
Information about actions being performed.

The Change Boot Size operation takes noticeable time, because it actually requires moving all other contents of a
partition for several sectors forward or backward. The actual time required for the completing the operation depends on
the amount of data that should be processed.

4.18.13.5  Changing the Boot Size on locked partitions

The difference between locked and unlocked partitions is that locked ones are used by other programs for file input-
output activity (see Glossary).

Hard Disk Manager requires the exclusive controlling of a partition when changing the Bootable Area size. This
operation is incompatible with any other data activity, because the program needs temporarily distort filesystem data in
order to successfully complete the operation.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Change
Boot Size operation, in case of a locked partition is selected.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions

4.18.14 Change Serial Number of a Partition
This chapter explains how to change the partition's Serial Number by using Hard Disk Manager.

4.18.14.1 Overview

FATI16, FAT32, HPFS and NTFS filesystems include the Serial Number parameter (see the Glossary). The partition's
Serial Number is saved in the bootsector, its value is generated at the moment of formatting a partition.

Common disk management tools and operating systems generate partition's Serial Number automatically and do not
provide an ability of customizing its value.

Hard Disk Manager allows arbitrary changing the partition's Serial Number on formatted FAT16, FAT32, HPFS and
NTEFS partitions without re-formatting.
4.18.14.2  Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.
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Step 1. Select a partition for changing the Serial Number

Select a primary or logical FAT16, FAT32, HPFS or NTFS partition in the Tree Layout panel, in the UDP Layout panel
or in the List of Partitions. In any case, it will be highlighted in all three panels.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify = Change Serial Number...
o call the popup menu for the selected partition and select the item:

Modify = Change Serial Number...

Step 3. Define parameters of the operation

Change Serial number of the primary pa ed A

Current zenal number of partition k: 00400730
Enter new zenial number [8 hex symbolz]: I-":"-B':DEFD”

] | Cancel |

You are able assigning the new Serial Number value.

After choosing desired operation parameters, one should press OK button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Change Serial Number operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.18.14.3  Description of parameters

Change Serial number of the primary pa ed |

Current zenial nurber af partition b: 00ADOT30
Enter new serial nurmber 2 hes symbolz]: I-‘:"-BEDEFU”

Ok, | Cancel |

The dialog displays the current value of the Serial Number and allows customizing it.

Enter new Serial Number (8 hex symbols)

A user should enter the new Serial Number value in this text box.

The Serial Number should contain 8 hexadecimal figures (0..9 or A..F). The OK button is disabled until a user enters all
8 symbols.

Current Serial Number of partition

This text contains a drive letter and the current Serial Number of the selected partition. It is used for notification
purposes only. In case of no drive letter is assigned, the text "*:" is displayed.
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4.18.14.4  Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

e Amount of moved and remaining data

e Information about actions being performed.

The Change Serial Number operation takes just a fraction of a second for the completion.

4.19 Wipe Partition

This chapter explains how to wipe contents of separate partitions and disk space on local drives.

4.19.1 Overview

Wipe Partition function allows irreversibly destroying all contents of a partition by overwriting all of its sectors with
unusable data.

This function can be usable, if a user intends:

e destroying on-partition data without an ability of restoration any of their parts;

o reselling or renting a workable hard disk;

e surely exclude any traces of old data on a newly formatted partition;

e destroying non-standard protection/registration/deactivation hidden marks made by some software;

Usually, operating systems and disk management software just remove references to a partition from the Partition Table
when deleting a partition. Specially designed software allows retrieving deleted partitions back, with complete restoring
data accessibility. For example, Hard Disk Manager supports Undelete Partition function.

When implementing Wipe Partition function, the program overwrites all sectors of a partition with non-interpretable
information, so that it's impossible recovering previous contents.

Hard Disk Manager allows safely wiping following objects:

e single partitions of any type

e blocks of free space

e entire Extended Partition

e entire Hard Disk (see the chapter Wipe Hard Disk)

e an unused space on partitions of known filesystem type (see the chapter Clear Free Space).

The program allows multi-pass wiping and post-operation checking of a wiped space for clearance. Hard Disk Manager
supports only a simplified edition of Wipe function: the program chokes up partition space with a single character.
4.19.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select an object you want to wipe

Select an object you want to wipe (see below), in the Tree Layout panel, in the UDP Layout panel or in the List of
Partitions. In any case, it will be highlighted in all three panels.

The function is available for:
= partitions of any type
= blocks of free space
= the Extended Partition
Step 2. Select the operation to perform

Variants:

e Select in the main menu:
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Partition = Wipe partition...
o call the popup menu for the selected partition and select the item:
Wipe partition...

e  Press Alt+W keyboard combination.

Step 3. Define parameters of the operation

Wipe logical partition 3 *** {disk 1) 2=
Hex maszk: H j
ASCI mazk: I A :II
Mumber of paszes: I 1 ﬁ
¥ Check
: =
Percentage to check: G| —
] 4 I Cancel |

You are able assigning following parameters:

e Amount of wiping passes
e A character that will be used for filling an object
e Enable post-operation clearance check.

Initially, the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.
Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Wipe Partition operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.19.3 Description of the Wipe Partition parameters

Wipe logical partition 3 "** {disk 1} 21 x|

: =

Hex maszk: 41 =

: = |

ASCI mask: [ & —

: = |

MNumber of pazses: I 1 —
v Check

: = |

FPercentage to check: | —

[k I Cancel |

Hex mask

Hard Disk Manager wipes disk space by filling with the single 8-bit character.
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The Hex mask spinner control allows defining the two-figure hexadecimal presentation of the character being used.
The default value is "00" (that is corresponds to the hexadecimal value 0x00). The available range is from "00" to "FF".

This value is synchronized with the ASCII mask value.

ASCII mask
Hard Disk Manager wipes disk space by filling with the single 8-bit character.

The ASCII mask spinner control allows defining the symbolic presentation of the character being used. The default
value is zero character (character #0).

This value is synchronized with the Hex mask value.

Number of passes

Set the amount of wiping passes here. The default value is 1, the available range is 1 to 100.

Check

Set this checkmark ON in order to perform post-operation check of wiped disk space for "clearance" — this feature just
allows ensuring in wiping.

Percentage to check

The program allows checking for "clearance" all or just a part of wiped disk space.

Set percentage of disk space to be checked in this spinner control. The available range is from 0% to 100%, the default
value is 0%.

Percentage Action
100% All sectors are checked
0% Nothing is checked
1-99% The program checks random sectors over the
selected range of disk space.

4.19.4 Running the Wipe Petition operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

The program treats each wiping pass and the clearance-checking pass as suboperations. In case of multiple wiping
passes is selected, the program displays suboperation statistics.

The operation is lengthy. Real performance fundamentally depends on hardware and an operating system being used.
4.19.5 Comments

4.19.5.1 How Hard Disk Manager wipes Extended Partition
When the Extended Partition is selected for wiping, the program destroys:

e All contents of all logical partitions.
e Information about location and type of Logical Partitions.
e The Extended Partition Table, which keeps information about Logical Partitions.

As aresult, the Extended Partition becomes empty.

4.19.5.2 If a wiping session was interrupted

In case of Wipe Partition operation is interrupted by a user, some data may remain non-destroyed. However, usually
these data are of least chance to retrieve, because the program destroys system information in first place.
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e Ifasingle partition was selected, the program destroys information about structure of directories and information
about allocation of files and directories. An operating system will treat this partition as "unformatted", and there is
no chance to "undelete" files and directories. However, contents of some files can be found with special tools,
which allow scanning sectors of a hard disk.

e If the Extended Partition was selected, the program destroys information about layout of Logical Partitions. First
Logical Partition(s) can be destroyed partially or fully, too. However, Logical Partitions, which are located at the
end of the Extended Partition, remain unharmed. These partitions can be restored back with using the Undelete
Partition function.

4.19.5.3 When a wiping of free space blocks can be useful

Blocks of free space may appear after deleting, resizing or moving some partitions, and potentially may contain
important or confidential data.

The mentioned functionality allows safely destroying this information.

4.19.6 Wiping locked and system partitions

The difference between locked and unlocked partitions is that locked ones are used by other programs for file input-
output activity (see Glossary). Destruction contents of locked partitions is potentially dangerous action, it can lead an
operating system to malfunction.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Wipe
Partition operation, in case of a locked partition is selected.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions

4.20 Wipe Hard Disk

This chapter explains how to wipe contents of entire hard disks.

4.20.1 Overview

Wipe Hard Disk function allows irreversibly destroying all contents of all partitions on a hard disk by overwriting all
sectors with unusable data.

This function can be usable, if a user intends:

destroying on-disk data without an ability of restoration any of their parts;

reselling or renting a workable hard disk;

surely exclude any traces of old data, which may violate correct working of newly installed software;
destroying non-standard protection/registration/deactivation hidden marks made by some software;

Usually, operating systems and disk management software limit their actions with just removal of references to
partitions from the Partition Table. Specially designed software allows retrieving deleted partitions back, with complete
restoring data accessibility. For example, Hard Disk Manager supports Undelete Partition function.

When implementing Wipe Hard Disk function, the program overwrites all sectors of a disk with non-interpretable
information, so that it's impossible recovering previous contents.

Hard Disk Manager allows safely wiping following objects:

single partitions of any type (see the chapter Wipe Partition)

blocks of free space (see the chapter Wipe Partition)

entire Extended Partition (see the chapter Wipe Partition)

entire Hard Disk

an unused space on partitions of known filesystem type (see the chapter Clear Free Space).

The program allows multi-pass wiping and post-operation checking of a wiped space for clearance. Hard Disk Manager
supports only a simplified edition of Wipe function: the program chokes up partition space with a single character.
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4.20.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a hard disk you want to wipe

Select a hard disk you want to wipe in the Tree Layout panel or in the UDP Layout panel. In any case, the hard disk will
be highlighted in both panels.

Step 2. Select the operation to perform

Variants:

e Select in the main menu:
Hard Disk = Wipe hard disk...

o call the popup menu for the selected hard disk and select the item:
Wipe hard disk...

e Press Ctrl+W keyboard combination.

Step 3. Define parameters of the operation

Hex mask: I 0 jl

ASCI mask: I :|I
Murnber of passes: I 1 j
[~ Check

Percentage to check: I 1] :II

Cancel |

You are able assigning following parameters:

e  Amount of wiping passes
e A character that will be used for filling sectors
e Enable post-operation clearance check.

Initially, the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.
Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Wipe Hard Disk operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o  If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).
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4.20.3 Description of the Wipe Hard Disk parameters

Hex mask: I 0 :II

ASCI mask: I :|I
Murnber of passes: I 1 j
[T Check

Percentage to check: I 1] :II

Cancel |

Generally, parameters of this operation are same with ones of the Wipe Partition operation. See the section Description
of the Wipe Partition parameters for more details.

Hex mask
Hard Disk Manager wipes disk space by filling with the single 8-bit character.

The Hex mask spinner control allows defining the two-figure hexadecimal presentation of the character being used.
The default value is "00" (that is corresponds to the hexadecimal value 0x00). The available range is from "00" to "FF".

This value is synchronized with the ASCII mask value.

ASCII mask
Hard Disk Manager wipes disk space by filling with the single 8-bit character.

The ASCII mask spinner control allows defining the symbolic presentation of the character being used. The default
value is zero character (character #0).

This value is synchronized with the Hex mask value.

Number of passes

Set the amount of wiping passes here. The default value is 1, the available range is 1 to 100.

Check

Set this checkmark ON in order to perform post-operation check of wiped disk space for "clearance" — this feature just
allows ensuring in wiping.

Percentage to check

The program allows checking for "clearance" all or just a part of wiped disk space.

Set percentage of disk space to be checked in this spinner control. The available range is from 0% to 100%, the default
value is 0%.

Percentage Action
100% All sectors are checked
0% Nothing is checked

The program checks random sectors over the

_000,
1-99% selected range of disk space.

4.20.4 Running the Wipe Hard Disk operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
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e Averaged read & write speed

The program treats each wiping pass and the clearance-checking pass as suboperations. In case of multiple wiping
passes is selected, the program displays suboperation statistics.

The operation is lengthy. Real performance fundamentally depends on hardware and an operating system being used.
4.20.5 Comments

4.20.5.1 If a wiping session was interrupted

In case of the Wipe operation was interrupted, some data remain non-destroyed and can be restored back. The program
surely destroys Partition Table, so that a hard disk looks empty.

However, partitions located at the end of disk space remain unharmed. These partitions can be restored back with using
the Undelete Partition function.

4.20.6 Wiping locked hard disks

The difference between locked and unlocked hard disks is that locked ones contain partitions, which are used by other
programs for file input-output activity (see Glossary). Destruction contents of locked hard disks is potentially dangerous
action, it can lead an operating system to malfunction.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Wipe Hard
Disk operation, in case of a locked hard disk is selected.

e In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
¢ In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions

4.21 Clear Free Space
This chapter explains how to clear unused space of formatted partitions on local drives with using Hard Disk Manager.

4.21.1 Overview

Clear Free Space function allows wiping unused space of a formatted partition by overwriting contents of unused
clusters.

This function can be usable, if a user intends:

o surely exclude any traces of deleted files and directories, without destroying usable data placed on the selected
partition;

e destroying non-standard protection/registration/deactivation hidden marks made by some software.

Usually, an operating system just removes references to deleted files and makes no actions to really erase their contents.

Specially designed software allows retrieving information from deleted files and directories, fully or partially. Restored
information can be analyzed, thieved and used against user's confidentiality.

When implementing Clear Free Space function, the program overwrites all unused clusters with non-interpretable
information, so that it's impossible recovering previous contents.

The operation Clear Free Space is available only for Primary and Logical Partitions of known filesystem types. The
program uses knowledge about filesystem structure to distinguish between used and unused clusters.

blocks of free space. To wipe the Extended Partition or a block of

@ The operation is not allowed for the Extended Partition and
free space, use the function Wipe Partition.

The program allows multi-pass wiping and post-operation checking of a wiped space for clearance. Hard Disk Manager
supports only a simplified edition of wiping: the program chokes up disk space with a single character.
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4.21.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a partition you want to clear free space

Select a primary or logical partition formatted to FAT16, FAT32, NTFS, Ext2, Ext3 or ReiserFS filesystem, in the Tree
Layout panel, or in the UDP Layout panel, or in the List of Partitions. In any case, it will be highlighted in all three
panels.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Clear free space...
o call the popup menu for the selected partition and select the item:

Clear free space...

Step 3. Define parameters of the operation

Clear free space of primary parkitio ed |

Hex maszk: FF :|I
ASCI mazk: I A :II
Mumnber of passes: I 1 j
¥ Check

Percentage to check: I 5 :II

] 4 I Cancel |

You are able assigning following parameters:

e Amount of wiping passes
e A character that will be used for filling unused clusters
e Enable post-operation clearance check.

Initially, the program suggests some consistent values for all parameters. In most cases, you just need to press OK
button to confirm the operation.
Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Clear Free Space operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).
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4.21.3 Description of the Clear Free Space parameters

Wipe logical partition 3 *** {disk 1) 21 x|
Hex maszk: H j
ASCI mazk: I A :II
Mumber of paszes: I 1 ﬁ
¥ Check
: =
Percentage to check: G| —
] 4 I Cancel |

Hex mask
Hard Disk Manager wipes unused clusters by filling with the single 8-bit character.

The Hex mask spinner control allows defining the two-figure hexadecimal presentation of the character being used.
The default value is "00" (that is corresponds to the hexadecimal value 0x00). The available range is from "00" to "FF".

This value is synchronized with the ASCII mask value.

ASCII mask
Hard Disk Manager wipes unused clusters by filling with the single 8-bit character.

The ASCII mask spinner control allows defining the symbolic presentation of the character being used. The default
value is zero character (character #0).

This value is synchronized with the Hex mask value.

Number of passes

Set the amount of wiping passes here. The default value is 1, the available range is 1 to 100.

Check

Set this checkmark ON in order to perform post-operation check of wiped disk space for "clearance" — this feature just
allows ensuring in wiping.

Percentage to check

The program allows checking for "clearance" all or just a part of wiped disk space.

Set percentage of disk space to be checked in this spinner control. The available range is from 0% to 100%, the default
value is 0%.

Percentage Action
100% All free space is checked
0% Nothing is checked
o The program checks random sectors within
1-99%
free space.

4.21.4 Running the Clear Free Space operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed
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The program treats each wiping pass and the clearance-checking pass as suboperations. In case of multiple clearance
passes is selected, the program displays suboperation statistics.
The operation is lengthy. Real performance of this operation fundamentally depends on data allocation, hardware and
an operating system being used.

4.21.5 Comments

4.21.5.1 Hard Disk Manager does not destroy files in the Recycle Bin

Modern operating systems use two-level scheme of files deletion known as Recycle Bin: an operating system moves
"just deleted" files to a special system folder, with keeping information about initial location. Files are kept in the
Recycle Bin, until they will be restored by a user or finally deleted either by a user or by an operating system.

Recycle Bin folders have predefined filenames depending on the filesystem type:

Filesystem Recycle Bin directory

FAT16/FA32 RECYCLED
NTEFES RECYCLER
Ext2/Ext3,
ReiserFS lost+found

Files, which are kept in the Recycle Bin, aren't truly deleted ones, they legally hold disk space on a partition. Hard Disk
Manager does not wipe these files. To clear contents of files in the Recycle Bin, one should remove them from the
Recycle Bin, and then perform the operation Clear Free Space.

4.21.6 Clearing free space on locked partitions

The difference between locked and unlocked partitions is that locked ones are used by other programs for file input-
output activity (see Glossary).

The program cannot clear free space on locked partitions, because this operation may interfere disk input-output activity
of an operating system or other applications.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Clear Free
Space operation, in case of a locked partition is selected.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions

4.22 Resize & Move Partition

This chapter explains how to change size and location of existing partitions with keeping data intact, by using Hard
Disk Manager.

Hereafter an operation of changing partition size is named resizing (resize).

4.22.1 Overview

The Resize & Move Partition function allows arbitrarily changing size and position of partitions on the disk. Combining
resizing and moving of several partitions, it's possible solving tasks of :

= Redistribution of disk space between existing partitions
= Releasing disk space for creating new partitions
= Adding extra space to existing system partition(s)
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Resizing partitions

Common disk management tools including ones supplied with operating systems, provide only the destructive method
of changing partition size: the old partition should be deleted, a new one having other capacity should be created and
formatted. These actions irreversibly destroy all data previously located on a partition.

Instead, Hard Disk Manager can resize the partition, i.e. it allows changing partition capacity without destroying data.
When performing this operation, the program analyzes the current allocation of files and evaluates the resulting
allocation of files on the changed partition. Next, the program moves data to the new location and finally, corrects the
system information about the partition properties.

Moving partitions

A partition can be re-located (i.e. moved) as a whole. Again, common disk management tools provide only the
destructive method of changing partition's position: the old partition should be deleted, a new one having other location
should be created and formatted. These actions irreversibly destroy all data previously located on a partition.

Hard Disk Manager can move the partition, without destroying data. When performing this operation, the program just
moves usable sectors of a partition to the new location and updates system information about the partition properties.
Combined Resize & Move operation

This version of Hard Disk Manager integrates both Resize and Move operation into the single operation Resize & Move
Partition, which is more convenient for users. The program uses the combined algorithm that allows freely changing
both capacity and location of a partition.

The combined Resize & Move operation submits to both resizing and moving terms, which are described in the
following text.
4.22.1.1 Supported filesystem types

Hard Disk Manager supports Resizing only for partitions of known filesystem types: FAT16, FAT32, NTFS, Ext2,
Ext3, ReiserFS.

The program uses knowledge about internal structure of filesystems for correct changing its size. Unknown and
unformatted partitions are not acceptable!

Instead, Moving is supported for partitions of any type. The program always uses the sector-to-sector copying algorithm
for unknown and unformatted partitions (see the section Functionality Overview =» Fast copying algorithm). Known
filesystems can be processed in both sector-to-sector and fast copying modes.

In the fast copying mode, the program copies only usable sectors. This feature significantly diminishes time required for
the operation completion. In this case, the program accepts only valid partitions, which have no filesystem errors.

In the sector-to-sector copying mode, the program ignores filesystem information and simply copies all sectors. This
method is slower than the fast copying; however, it allows moving any partitions.

4.22.1.2 Limitations on the new partition capacity and location

Hard Disk Manager allows resizing and moving a partition only within blocks of unpartitioned space that are
contiguous with the selected partition. The program does not allow the modified partition neither overlapping nor
"jumping over" other partitions.

In particular, the program does not allow making in one operation the expansion of the selected partition at the expense
of free space on other partitions. This procedure consists of several steps, and is described in the section How to expand
a partition at the expense of free space from another partition.

The picture placed below summarizes these constraints:

Selected Partition

S e Ne—A k—

o the selected partition is FAT16 (green-colored .).

o disk space, which is available for moving a partition, and which can be added to the partition during the resizing, is
marked with green arrows.

o disk space, where the selected cannot be moved, and which cannot be added to the partition, is marked with red
arrows.
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In addition, this theme is discussed in the section How Hard Disk Manager evaluates space available for relocating and
resizing of a partition.

4.22.2 Initiating the operation

The Resize & Move Partition operation can be initiated in several ways that differ in their user friendliness and the
flexibility. According to your aims, you can choose either the fast method based on the drag-&-drop technique or the
accurate method based on entering parameters in the Resize & Move Partition dialog.

4.22.2.1 Using the drag-&-drop technique for Resizing a Partition

The drag-&-drop technique is available only in case of enabling virtual execution of operations, in the Smart and
Virtual Execution modes (see the chapter Virtual operations).

The drag-&-drop technique for the Resize Partition operation is supported only in the UDP Layout panel:

select a partition you want to resize in the UDP control
position the mouse cursor over its right or left edge

press and hold the primary (=left) mouse button

drag an edge of the partition to an adjacent block of free space
and drop it to the desired position.

Remember, the program allows expanding a partition only to an adjacent block of free space (see Limitations of the
Resize & Move operation).

During the dragging a partition's edge, the program indicates the availability of the operation for the current position:

Initial layout of partitions:

The program is able expanding the partition:

EEmE b P

The program cannot expand the partition:

The mouse cursor is dragged over another partition. Nevertheless, partitions cannot overlap.

See the section Comments for more details about Resize & Move rules.

4.22.2.2 Using the drag-&-drop technique for Moving a Partition

The drag-&-drop technique is available only in case of enabling virtual execution of operations, in the Smart and
Virtual Execution modes (see the chapter Virtual operations).

The drag-&-drop technique for the Move Partition operation is supported in all layout panels (the Tree Layout panel,
the UDP Layout panel and the List of Partitions):

select a partition you want to move

position the mouse cursor within a colored bar representing the partition
press and hold the primary (=left) mouse button

drag a partition to an adjacent block of free space

and drop it to the desired position.

Remember, the program allows expanding a partition only to an adjacent block of free space (see Limitations of the
Resize & Move operation).

During the dragging a partition, the program indicates the availability of the operation for the current position:
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Initial layout of partitions:

The program is able moving the partition to this place:

B |
I |

The program cannot move the partition to this place:

The moved partition would overlap with another partition, but this is illegal case.

See the section Comments for more details about Resize & Move rules.

4.22.2.3 Using the Resize & Move Partition dialog

The Resize & Move Partition dialog provides the full functionality of the Resize&Move function: one can set accurately
any admittable position for the partition and define precisely its final size.

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a partition you want to Move and/or Resize

Select a partition you want to move or resize, in the Tree Layout panel, in the UDP Layout panel or in the List of
Partitions. In any case, the partition will be highlighted in all three panels. The function is not available for blocks of
free space.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:

Partition =» Resize/Move...

e  Call the popup menu for the selected partition in any of layout panels (click right mouse button) then select the
menu item:

Resize/Move...

e  Press Alt+Z keyboard combination

Step 3. Define parameters of the operation

Resize/Move logical partition 5 “D" {disk 0}

Free space before; I 3: from 0 ME to 2871 ME

Mew size: IEIE33 3 from 9633 ME to 12504 ME
Free zpace after; |1428 - l from0 MB to 2371 ME

Ok, I Cancel |

In the Resize & Move Partition dialog, one can define new location and size of the partition. The section Description of
parameters contains the detailed description of the dialog's functionality.
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Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Resize & Move Partition operation (see the
chapter Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it
schedules the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

o  If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).

4.22.3 Description of parameters

Resize/Move logical partition 5 “D" {disk 0} "?
Free space before; ! from 0 MBE to 2871 ME

Mew size: IEIE33 3: from 9633 ME to 12504 ME
Free zpace after; |1428 - l from0 MB to 2371 ME

Ok, I Cancel |

The Resize/Move partition dialog provides the ability to fully control the resulting position and size of the selected
partition. The program determines the range of disk space available for placing the restored partition (see the section
How Hard Disk Manager evaluates space available for relocating and resizing of a partition). Briefly, Hard Disk
Manager allows re-locating and re-sizing the partition within the range of disk space that includes the partition and the
enveloping blocks of free space.

One can move the partition and change its size either by using the UDP control that is located in the window or by
using three spinner controls placed on the bottom:

Free Space Before

The Free space before spinner control defines the position (in Mb) of the partition relative to the beginning of the
available range of disk space.

New Size

The New size spinner control defines the size (in Mb) of the partition.

Free Space After

The Free space after spinner control defines the amount of trailing free space (in Mb) at the end of the available range
of disk space.

The restrictions the program takes into account are those:

e  The partition cannot be enlarged beyond the range of available disk space.
e  The partition cannot be reduced less than the amount of used space.

The UDP control and spin controls are synchronized, the changing of any of these elements affects on all other ones.

How the spin controls behave:

Free space | Moves the beginning of the partition (left edge), preferably with keeping the

before partition size.
. Changes the size of the partition, preferably with keeping the starting
New Size position (left edge).

Moves the end of the partition (right edge). On increasing the value, it
(preferably) keeps the partition size. On decreasing the value, it (preferably)
keeps the starting position (left edge) so that the partition expands.

Free space
before

There are rules that take effect in the partition resizing. See the section Comments for more details.
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4.22.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e Elapsed time and estimated remaining time
e Averaged read & write speed

e  Amount of moved and remaining data

e Information about actions being performed.

Resize&Move is lengthy operation, and usually requires much memory. Its real performance fundamentally depends on
amount of files, branching and nesting of directories, hardware and an operating system being used.

4.22.5 Comments

4.22.5.1 How Hard Disk Manager evaluates space available for relocating and resizing of a partition

Hard Disk Manager uses following rules for determining the available range of disk space and resizing and moving
partitions:

1. The program includes to the available range:
= the selected partition
= the left adjacent block of free space (if exists)
= and the right adjacent block of free space (if exists).

Available range of disk space

-E- >|L|Ii

wolume | Tvpe | Syskem | Size | Used | Free | Yolume 1. .. | Ackive
Q * Primary MTF5 524 MB 4.5MB 519MB TEST_ME Yes
i *: Primary [free] 244 MB

B Extended 2.3GB Mo
Logical [Free] 272 MB
FaTla 441 MB

Selected
Partition

Logical 241 KE 441 MB

Logical [Free] f18 MB
Logical Linuz Ext2 492 MB 193 ME 299 ME Mo
Logical [Free] 0.6 MB

2. The moved (resized) partition must completely have room within the available range of disk space. The program
does not allow expand a partition over other partitions.

3. In case of miniaturizing a partition, the resulting partition size cannot be less than amount of used space stored on
this partition.

4.22.5.2 How to avoid bad sectors during the resizing/moving

In case of moving data to bad sectors, the resulting partition may become corrupted. To avoid loosing data due to bad
sectors, select the surface test to the value other than None.

(menu) General = Settings... = (page) General = Surface test

In this case, the program performs the surface test of disk space added to the partition, prior the data moving. In case of
detecting bad or unreliable sectors, the program will mark them bad and will not place data to those sectors.

The additional surface test can noticeably increase the overall time required to complete the operation, and the
algorithm of bypassing bad sectors slows down the performance. Use this feature only in case of you suspect that there
are bad sectors in the new location of the partition.

4.22.5.3 Conversion of FAT16 to FAT32 during the resizing

FAT16 partitions are limited to the value of 2Gb. However, Hard Disk Manager allows expanding FAT16 partition over
the 2Gb boundary by converting FAT16 filesystem to FAT32.

In this case, the program displays the following warning message:
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E Partition size is koo large For FAT16,
! The partition will be converted to FATIZ,
Ol Windows 95 QSRZ [ 98 can access FAT3E,
Do you wank ko continue?

The program allows inhibiting this warning (see the chapter Settings overview, section General Page):

(menu) General = Settings... = (page) General = (checkmark) Convert FAT16 to FAT32
automatically

In this case, the program automatically converts FAT16 partitions to FAT32 without warnings.

4.22.54 Resizing & moving the Extended Partition
Hard Disk Manager provides the limited functionality in changing size and location of the Extended Partition:

e The Extended Partition cannot be moved as a whole.
e  When resizing the Extended Partition, only its starting and ending edges can change positions. Logical and primary
partitions stay intact.

In fact, edges can move within adjacent blocks of free space. The picture below illustrates these rules:

.FAT32 el | * Linux Ext2 i-'i|

w
This edge cannot be moved This edge can be moved within the indicated range
4.22.5.5 How to expand a partition at the expense of free space from another partition.

According to the Hard Disk Manager strategy, partition-related operations should modify only one partition at once.

In fact, the procedure of redistributing space between partitions affects two or more partitions, so that it should be
executed in multiple steps. Each of these steps is resizing or moving of some partition.

Resize & Move is noticeably lengthy operation. For this reason, it is very convenient activating the Virtual Execution of
operations (see the section Settings Overview =» Virtual operations Page). In the Virtual Execution mode, one can
quickly "construct”" new disk layout in the program's GUI, and then leave the computer while the program completes all
pending operations (see the chapter Virtual operations to learn about the delayed execution of virtual operations).

Example 1: Transferring space between neighboring partitions

Initial state: there are three partitions on the disk, the NTFS partition has insufficient free space, and Ext2 partition is
almost free:

* Linux Ext2 #

Our aim is to "transfer" some free space from Ext2 to NTFS partition.

Step 1. Diminish Ext2 partition

At first, the partition having plenty of free space, should be diminished. In our example, the starting edge of the Ext2
partition must be moved away from the NTFS partition:

The released disk space is adjacent to the NTFS partition, so that it can be added to that partition.

Note: although the program supports visual drag-&-drop technique for the Resize & Move Partition operation, the using
of Resize&Move dialogs can be more convenient, because they allow accurate defining amount of released space and
new location of a partition.
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Step 2. Expand NTFS partition

Next, the NTFS partition should be expanded to the adjacent block of free space, by moving its ending edge towards the
Ext2 partition:

= Linux Ext2 B

Step 3. Applying pending operations

Finally, one should complete the physical execution of pending operations by pressing the Apply button on the Virtual
Operations Toolbar (see the chapter Interface Layout = Virtual Operations Toolbar).

Example 2: Gathering free space from several Logical Partitions and adding it to a Primary Partition.

This example is just a little bit more complicated. In addition to the Example 1, it demonstrates technique of
"transferring" disk space through boundaries of the Extended Partition.

Initially, the 1% Primary Partition (NTFS, drive F:) has insufficient amount of free space, while 1** Logical Partition
(FAT32, drive H:) and 2™ Logical Partition (FAT16, drive G:) have plenty of free space. In addition, there is a block of
free space behind the Extended Partition:

‘

Our aim is to pick up all unpartitioned free space and most of unused space (e.g. 50-80%) from all logical partitions,
and add it to the Primary Partition.

Potentially, this task can be completed in several ways. This is the optimal one: an outer block of free space must be
included into and then "walked through" the Extended Partition (by moving logical partitions). During moving logical
partitions, we can additionally shrink them in order to gather unused disk space into a single free block. On the opposite
side of the Extended Partition, the free block will be extracted outside.

Step 1. Include the last block of free space to the Extended Partition

Expand the ending edge of the Extended Partition to the free block in order to include free space to the Extended
Partition:

Now the block of free space can be re-positioned within the Extended Partition.

Step 2. Diminish and move the last logical partition

The last logical partition should be reduced and then moved to the end of the Extended Partition:

Now the free block becomes larger, and it is able taking unused space from the logical partition situated ahead.

The using of Resize/Move dialog provides more optimal sequence of operations:

e  With using the Resize/Move dialog, the step 1 can be realized within one Resize&Move operation. Within the
dialog, only the parameter Free Space Before needs to be changed.

e  With using drag-&-drop technique, two isolated operations are required — Resize Partition and then Move
Partition, separately.

Step 3. Diminish and move next logical partition ...

Similarly to the previous step, each logical partition should be moved towards the end of the Extended Partition:

Step 4. Exclude the block of free space from the Extended Partition

Move the starting edge of the Extended Partition towards logical partitions in order to extract the free block outside the
Extended Partition:




-193 -

Now the free block is located just behind the primary partition and can be joined with it.

Step 5. Expand the Primary Partition

Now the Primary Partition is able taking up free space:

Step 6. Applying pending operations

Finally, one should complete the physical execution of pending operations by pressing the Apply button on the Virtual
Operations Toolbar (see the chapter Interface Layout = Virtual Operations Toolbar).

4.22.5.6 About interruption of the Resize/Move operation

Both resizing and moving actions temporarily distort the original filesystem information in order to adapt data to the
new partition layout. A breaking of the Resize & Move operation usually makes a processed partition damaged and
unusable.

However, it is possible avoiding data loss in case of executing Resize&Move operation in the fail-safe mode, which can
be activated in program's Settings (see the section Settings overview =» General Page =» Data loss protection). In this
mode, the program is able continuing operations, which were interrupted by hardware malfunction, power break or
operating system failure.

A common procedure of resuming operations in the fail-safe mode is described in the section Executing operations in
the fail-safe mode.

In case of an operation was interrupted by a user, the program

will not provide an ability of resuming the operation, even if it
works in the fail-safe mode. Remember, an interruption of the

Resize&Move operation usually leads to the irrevocable
corruption of a processed partition.

4.22.5.7 Memory requirements

The Resize&Move operation require large amount of memory for the execution, primarily for building up the map of
data that should be moved to another location.

Here are the evaluation formulas:

Filesystem Memory requirements
FAT16/FAT32, | 12 bytes per used cluster
Ext2/Ext3 (maximum between the original and resulting filesystem states)
NTFS 0.5 bytes per used cluster
(maximum between the original and resulting filesystem states)

4.22.6 Resizing & moving locked and system partitions

The difference between locked and unlocked partitions is that locked ones are used by other programs for file input-
output activity (see Glossary).

Hard Disk Manager requires the exclusive controlling of a partition being moved or resized. The Resize & Move
Partition operation is incompatible with any other data activity, because the program needs temporarily distort
filesystem data in order to successfully complete the operation.

Hard Disk Manager requires rebooting the system to a single-tasking environment in order to complete the Resize &
Move Partition operation, in case of a locked partition is selected.

o In Windows 95 and 98, Hard Disk Manager uses the "true" DOS session as the single-tasking environment.
e In Windows NT, 2000 and XP, Hard Disk Manager uses the so-called "startup Bluescreen" phase.
e In Windows ME, Hard Disk Manager requires to reboot from a bootable diskette or CD-ROM.

The detailed explanation of stepwise actions is given in following sections:

e  Working with locked/system partitions and hard disks
e  Backup system and locked partitions
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4.23 Convert Filesystem
This chapter explains how to change the filesystem type of existing partitions with keeping data intact, by using Hard
Disk Manager.

Hereafter, the operation of non-destructive changing filesystem type is named filesystem conversion.

4.23.1 Overview

It is known that various operating systems have different stacks of supported filesystems, and filesystems vary
significantly in provided features, such as filename standards, security standards and many other properties. In addition,
filesystems differ in performance of input-output operations and in maintenance costs.

A user may have a need of changing the filesystem type on a partition in following cases:

Getting advanced filesystem features (security, compression, encryption etc).
Getting better performance of file managing operations.

Getting better fault tolerance

Allowing an access to an on-partition data from multiple operating systems.

Common disk management tools and operating systems usually provide only a destructive method of changing
filesystem type by re-formatting a partition to another filesystem. Unfortunately, this action destroys all data located on
a partition (the only exclusion is the CONVERT utility provided with Windows NT, 2000 and XP; its performance is
discussed in the section The CONVERT utility from Windows NT, 2000 and XP).

Hard Disk Manager provides the ability of the filesystem conversion, i.e. the program can change the filesystem type
without destroying data.

4.23.1.1 Supported filesystem types

Hard Disk Manager allows following filesystem conversions:

Original Resulting
Comments
filesystem | filesystem
NTFS
FATI16 . .
FAT32 Allows changing the Cluster Size to a smaller value
NTFS
FAT32
FATI16 A partition should meet FAT16 filesystem requirements
FATI16 (size<2Gb, amount of files/clusters<65530)
NTFS FAT32 Files should be less than 4Gb in size.
Keeps the original Cluster Size value
Ext2 Ext3 Adds the journal metadata

When performing the Convert Filesystem operation, the program first checks the current filesystem consistency and
verifies that on-partition data satisfies the requirements of the resulting filesystem. If the selected partition passed these
tests, the program re-organizes filesystem metadata and user files (see the chapter Glossary).

4.23.1.2 Primary Conversion constraints

The primary constraint of the filesystem conversion is that data placed on the selected partition should meet
requirements of the chosen resulting filesystem. These requirements are briefly listed in the table:

Conversion Conditions
FAT16 = NTFS
FAT32 = NTFS Auvailable for all partitions having consistent filesystem.

FAT16 = FAT32

Available for following consistent partitions:

e capacity < 8000 Gb

NTFS = FAT32 e amount of files and folders < 256 million

e cach file is less than 4Gb

e cach folder contains less than 65530 files and subfolders.

Available for following consistent partitions:

NTFS = FAT16 e capacity <2 Gb
FAT32 = FATI16 e amount of files and folders < 65530

e amount of clusters < 65530
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Ext2 = Ext3 Available for all partitions having consistent filesystem.

4.23.2 Initiating the operation

The actions you should make are similar to ones required for initiating other operations. See the chapter Initiating the
backup operation in the Windows-based version for the detailed explanation of every step.

Step 1. Select a partition you want to change the filesystem type

Select a primary or logical partition formatted to FAT16, FAT32 or NTFS filesystem, in the Tree Layout panel, or in
the UDP Layout panel, or in the List of Partitions. In any case, it will be highlighted in all three panels.

Step 2. Select the operation to perform
Variants:
e Select in the main menu:
Partition = Modify = Convert...
o call the popup menu for the selected partition and select the item:

Modify = Convert...

Step 3. Define parameters of the operation

Convert file system of logical par d |

Fartition: 4 Dirive letter: =

I-_I_a_ru:l 1 Current type: Logical

Sectors/Cluzter
2 #
32

File System

Current file zpztern: MTFS

Corvert bo: IF-"i"-T32 "I

Cancel

You are able assigning following parameters:

e Selecting a resulting filesystem type (see the table in the section Overview).
e  Choosing new Cluster Size (within a limited range of values).

Initially, the program suggests converting FAT to NTFS, or NTFS to FAT32, without changing the Cluster Size value.

After choosing desired operation parameters, one should press OK button to confirm the operation.

Step 4. Apply the operation

Hard Disk Manager supports both Immediate and Virtual execution of the Convert Filesystem operation (see the chapter
Virtual operations for more details). In the "smart mode", the program supports only Virtual execution, i.e. it schedules
the operation in the List of Pending Operations.

o If Virtual Execution is disabled, the program starts the operation immediately after submitting parameters.

e If Virtual Execution is enabled, the program only schedules the operation in the List of Pending Operations for the
future execution. For immediate execution of accumulated virtual operations, one should press the Apply button in
the Virtual Operations Toolbar (see the section Applying operations).
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4.23.3 Description of parameters

4.23.3.1 "Convert file system" dialog
Convert file system of primary pa ilil
Partitior; 2 Dirive letter: E:
I-_I_a_ru:l 1] Current type: Primany
File Systern———— — Sectors/Cluster
Current file zustem: {1 ———————i s

Corrvert bo: INTFS "I g
Cancel |

The dialog allows observing current properties of the selected partition and choosing a new filesystem type. When
converting FAT16/FAT32 to another filesystem, the program also allows changing the Cluster Size value.

Convert to:

The pull-down list contains filesystems the selected partition can be converted. The program takes into account current
parameters of the selected partition and filesystem limitations. Unavailable conversion variants are not displayed. See
section Comments and Format Partition = Comments for more details.

Sectors/Cluster

This tracker control allows additionally changing the Cluster Size property of the converted partition. This feature has
some limitations:

e This function extension is available only for cases of FAT16=»NTFS and FAT32=»NTFS conversion.
e  The Cluster Size can only be reduced in this function extension.

The operation Change Cluster Size allows fully control the Cluster Size parameter and changes it to any valid value.

In addition, following fields are used for displaying partition properties:

Partition Displays the number of the partition on the hard disk

Hard disk Displays the hard disk number that contains the selected partition

Displays drive letter that is assigned to the selected partition.

Drive letter Non-mounted partitions contain "*:" in this field

Current type Displays a partition type (Primary or Logical)

Current file system Displays the current filesystem placed on the selected partition

4.23.3.2 "Confirm locale settings" dialog

This dialog can appear before the real execution of the Convert Filesystem operation. It provides the ability of
customizing locale (regional settings), which should be used by the program during the filesystem conversion (see the
section Comments for more details).

Default locale settings are defined in the program's Settings (see the section Settings overview = Locale Info Page).
This dialog allows using custom settings in a particular case.




To allove accurate MTFS <- FAT/RAT 32 conversion pou
zhould zpecity corect locale zettings. Please, verify that the
following zettings are comrect.

Time zone:

Filenames |language: I [CP 437] Englizh j

[ Dionot show this dislog again

Time zone

This pull-down list allows selecting the time zone parameter.

This value is used for valid correction of file timestamps in case of conversion NTFS=PFATxx or FATxx=»NTFS (see
the section Comments for more details).

Filename language

This pull-down list allows selecting the code page parameter.

This value is used for the valid translation filenames from Unicode to ANSI (or OEM) coding and vice versa, in case of
conversion NTFS=PFATxx or FATxx=»NTFS (see the section Comments for more details).

Do not show this dialog again

Set this checkmark in order to inhibit appearance of the "Confirm locale settings" dialog. In this case, the program will
use default locale settings (see the section Settings overview = Locale Info Page).

This option duplicates functionally the program's setting "Convert FAT16 to FAT32 automatically" (see the section
Settings overview = General page = Convert FAT16 to FAT32 automatically ).

4.23.4 Running the operation

During the real operation execution, the Progress Information window appears (see the section Progress Information
for more details).

The program displays information about operation performance:

e FElapsed time and estimated remaining time
e Averaged read & write speed

e Amount of moved and remaining data

e Information about actions being performed.

Convert Filesystem requires much memory, in some situations it can take noticeable time for completion. Its real
performance fundamentally depends on amount of files, branching and nesting of directories, hardware and an
operating system being used.

4.23.5 Comments

4.23.5.1 Using locale settings in filesystem conversion

Regional settings (or locale settings) are important in converting NTFS to FAT and FAT to NTFS. The thing is that
FAT family filesystems (FAT12, FAT16, FAT32) and NTFS use different standards in saving file names and file
timestamps.
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File timestamps

FAT and NTFS keep Creation time, Last Modification time and Last Accessed time timestamps for every file and
directory.

In the FAT filesystems, timestamps, which are saved in servicing records referencing to a file, just duplicate the
appropriate values of local time.

In the NTFS filesystem, timestamps, which are saved in servicing records referencing to a file, are kept in GMT
(Greenwich Mean Time). An operating system calculates values, which should be saved in the file timestamps, by using
time zone value from Regional Settings.

Hard Disk Manager allows using not only the current time zone from Regional Settings, but arbitrary selecting this
value.

In case of the time zone value is incorrectly assigned, all on-partition files 