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Getting Started with Protect & Restore 

Protect & Restore provides comprehensive agentless protection for virtual environments hosted by VMware vSphere or 

standalone ESX servers and agent based protection for physical and virtual Windows systems. As a backbone it uses 

Paragon’s brand-new distributed architecture that allows efficient central management of hundreds of computers.  

Being obviously a product for IT personnel, it’s anyway really flexible in administration. For those, who are accustomed 

to automation scripts and command-line tools, there’s a Windows PowerShell based console, while for those, who value 

comfort – a well thought-out GUI console. 

In this guide you will find all the information necessary to get the product ready to use. 

System Requirements 

Hypervisors 

Protect & Restore can back up, replicate and recover virtual machines running on: 

 VMware® vSphere® 5.1, 5.0, 4.1, and 4.0 

 VMware ESX® and VMware ESXi™ 4.x and 5.x, including agent-based backup of guests hosted by free versions of 

ESX 

 

 
Virtual machines can run any guest operating system supported by VMware vSphere. 

 

Product deployment 

Administration Server, Backup Server, ESX Bridge and Consoles have similar software and hardware requirements. 

 

OS and software requirements: 

 Microsoft® Windows® XP SP3, Windows Vista, Windows 7, Windows 8, Windows Server® 2003 SP2, Windows 

Server 2008, Windows Server 2008 R2, Windows Server 2012 

 An Active Directory domain environment 

 Domain administrator credentials 

 Domain administrator must have permissions of the local domain administrator on all machines that join the 

Protect & Restore infrastructure 

 WMI (Windows Management Instrumentation) service is running 

 Open TCP ports: 135, 18950, 60543, or disabled Firewalls on all computers included into Protect & Restore 

infrastructure 

 File and Printer Sharing is allowed in Firewall, which enables default system shares on local volumes (ADMIN$, 

C$, D$, etc.) 

 

Hardware requirements: 

 CPU: x86/x64 processor (minimum 2 cores / 4 cores for Backup Server). The use of fast multi-core processors 

improves the data processing performance, and allows for more concurrent jobs 
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 Memory: 2 GB RAM 

 Hard disk space: 

- Administration Server: 400 MB to install the component 

- ESX Bridge or Backup Server: 200 MB to install the component 

- GUI Console: 50 MB to install the component 

Infrastructure Deployment 

First Start 

The product comes in one .exe file. When clicked on, the opened first start wizard informs you about the necessity to 

extract files into a temporary folder, which may take several minutes. 

 

 

When done, you can see Protect & Restore Installer that enables to initiate installation of components, register in 

Paragon’s E-service for support and updates, uninstall all or required infrastructure components, upgrade the product, 

read the user guide, etc. 



5 

Copyright© 1994-2013 Paragon Software GmbH. All rights reserved. 

 

 



6 

Copyright© 1994-2013 Paragon Software GmbH. All rights reserved. 

Deployment Phases 

To simplify deployment of the infrastructure there’s an intuitive setup wizard, which depending on the chosen 

component selects required product installation packages and prerequisites. The whole process involves several phases: 

Mandatory actions on-site:  

 Installation of Protect & Restore Server – the main management component of the infrastructure that includes 

Administration and Installation Servers. 

 Installation of Protect & Restore Console to install GUI and a PowerShell based consoles for administering the 

infrastructure. 

Actions for getting the infrastructure ready to work (depend on set tasks): 

 Launch of Protect & Restore Console to do remote installation of other infrastructure components. 

 Installation of Protect & Restore ESX Bridge to protect guests of one or several ESX hosts or vSphere. 

 Registering of a standalone ESX host or vCenter to access its guests for protection and/or management. 

 Installation of Protect & Restore Backup Server to configure backup and/or replica storages. 

 Setup of backup and/or replica storages. 

 Adding Windows physical machines to the infrastructure to do agent based protection. 

Additional actions: 

 Installation of Protect & Restore Tray Application to monitor backup progress on a Windows physical or a 

virtual machine where Backup Agent is deployed. 

 Creation of WinPE recovery media to do bare metal recovery of Windows physical machines. It can be done 

with Boot Media Builder. 

 

 

Protect & Restore Server and Console require manual installation on-site. All other 

components can be installed remotely through one of the consoles. 

Installing Server 

 

 
It’s highly recommended to deploy Protect & Restore in a Windows domain environment. 

 

1. Choose a computer to install Protect & Restore Server on. It can be any domain machine, but the more 

powerful, the better. 

2. Make sure it meets the systems requirements. 

3. Run Protect & Restore Installer. 

4. Select Installation > Paragon Protect & Restore Server. 

5. Click Next on the first page of the setup wizard. 

6. The wizard will analyze the computer for required prerequisites and notify you about product components to 

install. Click Install to initiate the process. 
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7. The wizard will detect your domain and prompt to provide credentials of the domain administrator. The 

provided credentials are only needed for this installation. Please make sure the domain administrator also joins 

the ‘local admins’ group. 

 

8. At the final stage the wizard will inform you on the installed prerequisites and product components and the 

roles the computer acquired in the infrastructure. Click Finish to confirm. 

9. The main indicator that the component has been successfully installed is the PRM service running – you can 

check it up in Windows Task Manager. 

 

Installing Console 

 

 

Protect & Restore Console should be installed on a computer within a domain environment 

of the Protect & Restore infrastructure. 
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1. Choose a computer to install Protect & Restore Console on. It can be any domain machine. 

2. Make sure it meets the systems requirements. 

3. Run Protect & Restore Installer. 

4. Select Installation > Paragon Protect & Restore Console. 

5. Click Next on the first page of the setup wizard. 

6. The wizard will analyze the computer for required prerequisites and notify about product components to install. 

Click Install to initiate the process. 

7. At the final stage the wizard will inform you on the installed prerequisites and product components. The 

computer with Protect & Restore Console doesn’t acquire a role in the infrastructure. Click Finish to confirm. 

 

 

 

As you can see through the installation process the wizard installs two consoles, one GUI 

and one command-line based on PowerShell. In this guide only GUI console will be 

considered for administering the infrastructure. 

Launching Console 

1. Launch Protect & Restore Console, by either clicking on its desktop icon or going to Start > Programs > Protect 

& Restore Console. 

2. Provide a DNS name or IP address of a machine where Administration Server has been installed and credentials 

of the domain administrator or a member of the ‘PRM Admins’ group. Click Connect. 

 

 

 

Beside domain administrators, Protect & Restore can also be administered by members of a 

special domain group “PRM Admins”. To use this option, create this group in the root 

domain AD, then add there users you want to allow management of the infrastructure. Our 

product will check this group up for a user, attempting to access the console. And if it’s a 
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member of the group, the access will be granted. 

 

Installing ESX Bridge 

You can install ESX Bridge either centrally through Protect & Restore Console (recommended) or manually on-site. 

Obviously the manual option is not default, and should only be used if there’s no way to do the remote installation. 

 

 
There’s allowed to have only one ESX Bridge in Protect & Restore infrastructure. 

 

Through Console 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select 

Add ESX Bridge, or go to Infrastructure > ESX Bridge, then click on Choose computers for ESX Bridge. 

 

3. Choose a machine to install ESX Bridge on. Despite the fact that it can be any machine, the maximum 

performance and stability can be achieved only when ESX Bridge is installed in a guest environment of an ESX 

server that hosts virtual machines you’re planning to protect.  
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By default, there only listed machines registered in Active Directory that join a forest domain where Protect & 

Restore is deployed. If you’d like to specify a machine that belongs to another forest click on Change forest… 

and enter its name. Click Change when ready. 

 

If you’d like to specify a machine that belongs to some workgroup, click on the corresponding link and provide a 

name or IP address of the required machine and its access credentials (recommended). You can also browse the 

entire network by using the corresponding option, but it may take plenty of time. When ready, click Save 

changes. 
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4. There will be created a summary page and a new installation policy, submitted immediately, which you can see 

through a popup window. 

 

 

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire 

the roles of Agent/ESX Bridge/ESX Backup Agent. 

 

 

To make ESX Bridge access the VMware infrastructure, you should add at least one ESX host 

or vSphere. Please consult the Adding ESX Connections chapter for more information. 
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Manually 

1. Choose a machine to install ESX Bridge on. Despite the fact that it can be any machine, the maximum 

performance and stability can be achieved only when ESX Bridge is installed in a guest environment of an ESX 

server that hosts virtual machines you’re planning to protect. 

2. Make sure it meets the systems requirements. 

3. Run Protect & Restore Installer. 

4. Select Installation > Paragon Protect & Restore ESX Bridge. 

5. Click Next on the first page of the setup wizard. 

6. The wizard will analyze the computer for required prerequisites and notify about product components to install. 

Click Install to initiate the process. 

7. When done with the installation, click Next to let the wizard assign the roles of Agent/ESX Bridge/ESX Backup 

Agent to this computer. At this stage you will need to provide a DNS name or IP address of Protect & Restore 

Server. 

 

 

 

 

By default, Administration Server communicates with agents through port 60543, which 

you can change however (available from the command-line console only). If changed, 

please set the same port in the corresponding field. If not changed, please ignore this 

option. 

 

8. At the final stage the wizard will inform you on the installed prerequisites and product components and the 

roles the computer acquired in the infrastructure. Click Finish to confirm. 

9. The main indicator that ESX Bridge has been successfully installed is appearance of the computer in Protect & 

Restore Console in the online state. To check it out launch the console, then select Machines > Physical 

Machines to see the required computer. 

 

 

To make ESX Bridge access the VMware infrastructure, you should add at least one ESX host 

or vSphere. Please consult the Adding ESX Connections chapter for more information. 
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Adding ESX Connections 

Protect & Restore can simultaneously work with several ESX hosts, or vCenters. To register a standalone ESX host or 

vCenter, please do the following: 

Prerequisites 

 Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more 

powerful, the better. 

 Protect & Restore Console is installed. 

 Protect & Restore ESX Bridge is installed. 

 Enough ESX privileges. 

1. Once you’ve got ESX Bridge installed, select Infrastructure > ESX Bridge, then click on Add ESX connection. 

 

2. Enter a DNS name or IP address of the required vCenter or ESX host, a communication port (if necessary), and 

administrator credentials in the corresponding fields. Click Save changes to start the operation, which takes 

approx. a couple of seconds. If a success, the corresponding connection will be added to the list. 
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If the required ESX host is a member of a vCenter, always use the IP address and credentials 

of that vCenter. 

 

3. Select Machines > Virtual Machines > Host and Clusters to see the connected ESX host, or vCenter. It’s the main 

indicator that ESX Bridge has been appropriately configured. 

 

If ESX Bridge has been installed, but no ESX host is displayed here, first click Refresh to force update of the information. 

If still no result, please check the following: 

 A network adapter on the machine where ESX Bridge is installed can access outer resources; 
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 The provided ESX access credentials are valid and allow enough privileges. You can always edit credentials by 

selecting Infrastructure > ESX Bridge > Edit. 

Installing Backup Server 

You can install Backup Server either centrally through Protect & Restore Console (recommended) or manually on-site. 

Obviously the manual option is not default, and should only be used if there’s no way to do the remote installation. 

Through Console 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon (active by default), then select 

Add Backup Servers, or go to Infrastructure > Backup Servers, then click on Set up Backup Server now. 

 

3. Choose a domain or a workgroup machine you’re planning to use as Backup Server. Click Save changes to 

proceed. 
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If you’d like to specify a machine that belongs to another forest domain or some 

workgroup, use the corresponding links. Click here to get more details. 

 

4. There will be created a summary page and a new installation policy, submitted immediately, which you can see 

through a popup window. 

5. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

6. The required machine will be added to the list of computers that join the infrastructure and eventually acquire 

the roles of Agent/Backup Server/ESX Storage plug-in/Remote Storage plug-in. 

 

 

To allow Backup Server to store backups of physical and virtual machines or VM replicas, 

you should configure corresponding primary storages, a local or network one for backups, 

and an ESX one for replicas. Please consult the Registering Primary Storages chapter for 

more information. 

 

Manually 

The procedure is similar to the manual installation of ESX Bridge, so please consult the corresponding scenario for more 

information. 

Registering Primary Storages 

Backup Server supports two-tier backup storage architecture of primary and secondary storages, enabling to set up data 

migration policies (Storage Archiving) between them according to a particular disaster recovery plan. It’s up to you to 

use this option or not, but if you want Backup Server to store backups of physical and/or virtual machines or VM 

replicas, you need to register at least one primary storage of the appropriate type. 

The current version of the product can back up physical or virtual target machines either to a local folder of Backup 

Server or to a network share, while replicate virtual machines directly to an ESX datastore. Thus you should configure at 

least two primary storages if you’d like both to back up and replicate, which is easy to achieve since one Backup Server 

can manage several storages at a time. 

 

 

It’s allowed to configure several Backup Servers, each having several primary and 

secondary storages.  

 

Prerequisites 

 Protect & Restore Server (Administration and Installation Servers) is installed on any domain machine, but the more 

powerful, the better. 

 Protect & Restore Console is installed. 

 Protect & Restore Backup Server is installed. 

Operation scenario 
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1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, go to Infrastructure > Backup Servers. 

3. If you’ve got several backup servers, first select the required backup server by clicking on its name, then click on 

the New primary storage link. 

 

You can also initiate this operation by the right click of the mouse button, then selecting the corresponding 

option. 

 

4. In the opened dialog you can see four tabs (Common properties, Archiving, Free space notification, and 

Advanced settings). The first one enables to configure a primary storage, the second one – to create an 

archiving policy for it, the third one – to make the program generate email notifications when the storage is 

about of free space, and the fourth one – to modify advanced parameters (available if the corresponding option 

is active in the Settings dialog). Configure a primary storage of the required type: 
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For local storages (can store backups of physical and virtual machines): 

 Storage Location. Select Local disk on Backup Server for storing backups of target machines locally. 

 

 Folder. Click Browse to specify a local disk and folder on Backup Server to place backup images to. Use the 

New folder button if necessary. Please make sure the amount of free space on the selected volume is 

enough to store all future backup images. 

 

 

 Name. Give it a catchy name.  

 

 Retention policy. Click on the default option (two weeks) to specify how long backups should be kept on the 

storage (from one second to infinite time) by using the appeared dialog. By default, for every machine our 



19 

Copyright© 1994-2013 Paragon Software GmbH. All rights reserved. 

product creates a full backup during the first run, then incremental updates according to a set timetable. 

When time comes, all restore points beyond the set limit are merged with their full backup thus creating a 

new full backup. 

 

 Retention schedule. By default, all backup images inside the storage will be checked for and processed 

according to the specified data retention policy (general or individual) every day. If you want to change the 

default schedule, just click on the corresponding link. 

 

The opened dialog consists of two sections: 

Basic scheduling 

 

In this section you can set up a data retention timetable. The minimal available update interval is one day. 

Exclude from schedule 
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In this section you can specify days of week, or certain dates, when the retention policy should not be 

submitted. 

 

 

Backup Server checks for and processes backup data of each storage according to their 

retention schedules. So if a retention policy limits the storage of backup images for two 

weeks for instance, while the specified retention schedule is configured to start up once a 

month, then backup images will only be checked for and processed once a month. 

 
 Click on the Free space notification tab to set up email notifications when the storage reaches the specified 

free space limit (10 GBs by default). The corresponding warnings will also be generated in the Event Journal 
after each backup or maintenance policy. 

 

 Click on the corresponding tab to see and configure additional options if necessary: 

 

- Ticket count. Use this option to limit the number of simultaneously backed up machines to this 

storage (Auto by default). This can help when Backup Server lacks CPU, disk subsystem and/or 

network throughput performance; 

- Stream count. Use this option to limit the number of simultaneously opened connections to backup 

objects (Auto by default); 
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Advanced settings will be available if the corresponding option is enabled in the Settings 

dialog (click on the Logo button, then select Settings > Advanced > Apply advance mode). 

 

 Click Save changes to complete configuration of the backup storage. 

For network storages (can store backups of physical and virtual machines): 

 Storage location. Select Local network server for storing backups of target machines locally. 

 

 Share. Specify the required network share by manually entering its location or click Browse to find it on the 

net. 

Manually: 

 

Through browsing: 

 

Double click on the required network machine to provide access credentials. 



22 

Copyright© 1994-2013 Paragon Software GmbH. All rights reserved. 

 

If the provided credentials are valid, you will be able to browse the specified network machine for the 

required storage folder. Click OK when ready. 

 

 Login and Password. Specify access credentials for the manually provided network resource. 

 

 Name. Give it a catchy name.  

 

 Retention policy. Click here to know more on the subject. 

 Retention schedule. Click here to know more on the subject. 

 Modify advanced settings if necessary. 

 Click Save changes to complete configuration of the backup storage. 

For ESX storages (can only store VM replicas): 

 Storage location. Select ESX server for storing replicas of target machines. 
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 ESX server. Click Select storage location to specify an ESX host, resource pool, and datastore to place 

replicas to. By default, there will be pre-selected parameters of the last added ESX connection. If the 

provided IP and access credentials are valid, there will be established connection to the specified VMware 

infrastructure. 

 

 

If the required ESX host is a member of a vCenter, always use the IP address and credentials 

of that vCenter. 
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 More ESX server connection info. Click on the corresponding arrow button to see detailed information on 

the connected VMware infrastructure if necessary. 

 

 Name. Give it a catchy name.  

 

 Retention policy. Click here to know more on the subject. 

 Retention schedule. Click here to know more on the subject.  

 Modify advanced settings if necessary. 

 Click Save changes to complete configuration of the backup storage. 

5. As a result you should have a new primary storage of the specified type and properties registered on Backup 

Server. If you need to register another primary storage, please go through this scenario once again. 
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Adding Target Machines 

To do agent based protection of Windows machines (physical or virtual), you need to add them to the infrastructure. It 

can be done either centrally through Protect & Restore Console (recommended) or manually by installing Backup Agent 

on all target computers. Obviously the manual option is not default, and should only be used if there’s no way to do the 

remote installation. 

Through Console  

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon then select Add Machines. 

 

3. The wizard will detect and list all machines (domain controllers separately) of a forest domain where Protect & 

Restore is deployed. Mark checkboxes next to those that require protection. Click Next to proceed. 

 

 

 

If you’d like to specify a machine that belongs to another forest domain or some 

workgroup, use the corresponding links. Click here to get more details. 

 

The wizard lists both physical and virtual machines. If virtual machines hosted by VMware 

ESX are on the list, please do not mark them here. Otherwise, they will be processed as 
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ordinary physical machines, so you won’t get the benefits of ESX Bridge (much higher 

performance, complete data safety, minimal downtime, etc.). 

 

4. Specify plug-ins to install. By default, the wizard will only add all selected machines to the infrastructure, 

assigning them the general role of Agent. To allow their protection, you should extend functionality of this agent 

by selecting required plug-in(s). The number of available plug-ins depends on the purchased license. Let’s take a 

detailed look at all possible plug-ins: 

 

 Wake-on-LAN assistant. It doesn’t provide any backup functions. It only allows waking up remote target 

machines to do backup. There’s no need to install this plug-in on all machines that require wake-up-on-LAN. 

Just select one that is always online and it will automatically wake up all others that share the same subnet 

when needed. 

 System tray application. It doesn’t provide any backup functions. It only allows users to monitor backup 

progress on machines where Backup Agent is deployed. 

 Volume backup application plug-in. It extends functionality of the general agent allowing it to back up an 

entire machine or separate volumes at sector level. It also enables to do remote restore of data volumes. 

 Exchange Server 2007 application plug-in. It extends functionality of the general agent allowing it to back 

up and restore databases of MS Exchange Server 2007 (not available in the current version). 

 Exchange Server 2010 application plug-in. It extends functionality of the general agent allowing it to back 

up and restore databases of MS Exchange Server 2010 (not available in the current version). 

5. Specify how and when the selected plug-ins should be installed. You’ve got three options to choose from: 
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 Install now. Installation will start immediately after confirmation. 

 Deferred installation. If you choose this option all target machines will become available in the 

infrastructure with the statuses ‘Role pending’, ‘Off-line’ as show below. 

 

That means no installation procedures will be initiated until you right click each machine and then select 

Update roles. 

 

 Install on specified date and time. By choosing this option you can schedule installation of roles on target 

machines, validating the process if necessary (highly recommended). Validation can be of great help as 

sometimes product components fail to install to a remote machine due to various reasons (incorrect 

credentials, off-line state, active firewall, disabled WMI, etc.). To make sure the scheduled installation will 

be a success, select one of the available validation levels: 

- Low. There will be checked all policy parameters, access credentials and availability of target machines. 

- Medium (recommended). Additionally there will be established connection to target machines and their 

systems will be checked for missed prerequisites, etc. Actually there will be carried out all actions 

required for the real installation, except for the installation of packages itself. 

The validation process will start once you click Finish, while the real installation as scheduled. 
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Validation is not a separate policy, but an installation policy committed with certain 

parameters. 

 

6. To get detailed information on the operation progress, click on the link in the popup window or select Activities 

and Events > Activities, or Activities and Events > Events, where you can see all events of the infrastructure. 

Just click on the interested one to see details. Use the Refresh icon to force update of the information. To know 

more on the subject, please consult the corresponding chapters: Managing Activities, Managing Events. 

7. The required machine(s) will be added to the list of computers that join the infrastructure (select Machines > 

Physical Machines) and eventually acquire the specified roles. 

 

Automatically through policy 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Home ribbon then select Configure discovery 

policy. 

 

3. The wizard will show organizational units of your Active Directory. Specify one or several units you’d like our 

program to check for new computers, and if a new machine has been found, it will be added to the 

infrastructure. This is realized with a special service that monitors activities in Active Directory every hour. Click 

Next. 
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4. Specify plug-ins to install. Click Finish when ready. 

Manually 

1. Choose a computer to install Backup Agent on. It can be any computer on the net. 

2. Make sure it meets the systems requirements. 

3. Run Protect & Restore Installer. 

4. Select Installation > Paragon Protect & Restore Backup Agent. 

5. Click Next on the first page of the setup wizard. 

6. The wizard will analyze the computer for required prerequisites and notify about product components to install. 

Click Install to initiate the process. 

7. When done with the installation, click Next to let the wizard assign the roles of Backup Agent to this computer. 

At this stage you will need to provide a DNS name or IP address of Administration Server. 

 

 

 

By default, Administration Server communicates with agents through port 60543, which 

you can change however (available for the command-line console only). If changed, please 

set the same port in the corresponding field. If not changed, please ignore this option. 

 

8. At the final stage the wizard will inform you on the installed prerequisites and product components and the 

roles the computer acquired in the infrastructure. Click Finish to confirm. 

9. The main indicator that Backup Agent has been successfully installed is appearance of the computer in Protect 

& Restore Console. 

Installing Tray Application 

To monitor backup progress directly on a machine where Backup Agent is deployed, you need to additionally install Tray 

Application on it. It can be done either centrally through Protect & Restore Console (recommended) or manually 
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through the Installer. Obviously the manual option is not default, and should only be used if there’s no way to do the 

remote installation. 

Through Console 

If the required machine has already been added to the infrastructure, then use the Edit roles dialog to additionally 

install Tray Application on it. If not, install it when adding this machine to the infrastructure. 

 

Manually 

If the required machine has already been added to the infrastructure, then use the Installer to install Tray Application on 

it (Installation > Paragon Protect & Restore Tray Application). If not, first install Backup Agent, then Tray Application. 

 

Building WinPE Recovery Media 

Prerequisites 

 A computer where you’re going to prepare WinPE recovery media should run Windows Vista or later operating 

system. 

 Before you launch Boot Media Builder please make sure you’ve got Windows Assessment and Deployment Kit (ADK) 

installed in the chosen system. Otherwise, you won’t be able to accomplish the operation. ADK is a Microsoft’s 
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proprietary tool and can be obtained from its Download Center for free. Please note that you need a genuine 

Windows installation to be able to download this tool. Moreover you will need to download a version, which is 

suitable for your Windows OS – Boot Media Builder automatically detects your system and offers the required 

download link. 

Preparing the WinPE recovery environment on a flash stick 

1. Plug in a thumb drive of at least 250 MBs in size. Please note all data on that drive will be deleted. 

2. Launch Protect & Restore Console. 

3. If a connection with the server has been established, click on the Home ribbon then select Create recovery 

media. 

 

4. First you will be asked to specify Administration Server to connect to during recovery operations. 

 

 Use current Administration Server. Once the recovery environment has been loaded, there will 

automatically be established connection to Administration Server used by the console at the moment. 

 Specify Administration Server to use. Once the recovery environment has been loaded, you will be 

prompted to specify a DNS name or IP address of Administration Server, you’d like to connect to. 

 Specify Administration Server and port to use. Similar option to the previous one, but you will be 

additionally prompted to specify a port, if it’s not default. 

 

http://www.microsoft.com/download/
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By default, Administration Server communicates with agents through port 60543, which 

you can change however (available from the command-line console only). If changed, 

please set the same port in the corresponding field. If not changed, please ignore this 

option. 

  

5. The welcome page introduces the wizard’s functionality. Please click Next. 

6. Select USB Flash. The other two options enable to prepare a bootable environment either on a CD/DVD/BD disc 

or in an ISO/WIM/PXE image format. 

 

7. Specify architecture of the prepared WinPE environment (either 32-bit or 64-bit). Please note it doesn’t matter 

what Windows OS architecture is used to build the recovery media. 

 

8. If you install ADK by its default location, the wizard automatically detects it. Otherwise, you will need to browse 

for the required folder. If you haven’t installed it yet, click Download ADK to get it directly from the Microsoft 

website. 

 

 

 

The wizard won’t continue until you install Windows ADK. 

 

 

9. As the next step you’re to set up a network connection. You’ve got several options to choose from: 
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 Connect to the network automatically after the startup (recommended). Specify the following parameters 

if you’d like to have an active network connection once the bootable environment has been started: 

- A network adapter to use. Select a network adapter (if several in the system) to be used for the 

network connection. 

- IP address settings. Choose whether to get an IP address automatically from a DHCP server or set it 

manually. 

 Connect to the network manually after the startup. You will be prompted to set up a network connection 

once the bootable environment has been started. 

 Skip network adjusting. 

10. The next page allows injection of drivers for special storage controllers, network cards, USB devices, etc. Click on 

the desired section, then click Add. 

 

In the opened dialog click Browse to find an .inf file of the required driver or manually set a path to it. In the 

Driver Details section you can see properties of the selected driver. Click OK when ready. 
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11. Select a thumb drive from the list of flash memory devices available in the system at the moment (if several). If 

you haven’t plugged it in yet, do it now, then click Refresh to see it on the list. 

 

12. You will have to confirm the operation. The wizard starts the operation immediately after confirmation. 

 

 

 
All data on the selected drive will be deleted. 

 

 

After you’ve installed all necessary components, you can get to protection of target 

machines. For more information, please consult the user guide of Protect & Restore. 
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What You Should Know More 

Privileges to Manage vSphere Guests 

The security model of VMware allows much flexibility in limiting access and management rights of any object of the 

virtual infrastructure. In vSphere 5.0 for instance, there are distinguished 255 privileges. To do backup, restore, partition 

alignment of ESX guests, or to store VM replicas on ESX datastores, Protect & Restore may require up to 50 privileges.  

Depending on tasks you’re going to accomplish with Protect & Restore, you can create one or several users in vSphere 

or modify already existed users according to the information above. For instance, the standard user ‘VMBackupUser2’ 

can well be used to do backup of ESX guests. If you don’t want to waste time on configuring users with specific 

privileges, you can use an administrative account of the datacenter you’re going to manage + add it the ‘Global.Licenses’ 

privilege. 

 

 

Only one account can be used for one ESX connection, thus if you need to back up and 

restore ESX guests for instance, you need to provide an account that cover privileges for 

both operations. 

  

Let’s see what privileges are needed for each type of operations: 

Privilege Backup Align Store Restore 

Category ‘Global’     

Global.CancelTask + + + + 

Global.Licenses + + + + 

Category ‘Folder’     

Folder.Create - - + + 

Folder.Delete - - + + 

Category ‘Datastore’     

Datastore.Browse + + + + 

Datastore.FileManagement + + + + 

Datastore.AllocateSpace + + + + 

Datastore.UpdateVirtualMachineFiles - + + + 

Category ‘Network’     

Network.Assign - - - + 

Category ‘Host > Configuration’     

Host.Config.Storage + + + + 

Category ‘Virtual machine > Inventory’     
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VirtualMachine.Inventory.Create - - + + 

VirtualMachine.Inventory.Delete - - + + 

VirtualMachine.Inventory.Move - - - + 

Category ‘Virtual machine > Interaction’     

VirtualMachine.Interact.PowerOn - + - + 

VirtualMachine.Interact.PowerOff - + - + 

VirtualMachine.Interact.DeviceConnection - - + + 

Category ‘Virtual machine > Configuration’     

VirtualMachine.Config.Rename - - + + 

VirtualMachine.Config.AddExistingDisk - - + + 

VirtualMachine.Config.AddNewDisk - - + + 

VirtualMachine.Config.RemoveDisk - - + + 

VirtualMachine.Config.CPUCount - - + + 

VirtualMachine.Config.Memory - - + + 

VirtualMachine.Config.AddRemoveDevice - - + + 

VirtualMachine.Config.Settings + + + + 

VirtualMachine.Config.Resource - + + + 

VirtualMachine.Config.DiskLease + + + + 

VirtualMachine.Config.ChangeTracking + - - - 

Category ‘Virtual machine > State’     

VirtualMachine.State.CreateSnapshot + + + + 

VirtualMachine.State.RevertToSnapshot - + + + 

VirtualMachine.State.RemoveSnapshot + + + + 

VirtualMachine.State.RenameSnapshot + + + + 

Category  ‘Virtual machine > Provisioning’     

VirtualMachine.Provisioning.Clone - - - + 

VirtualMachine.Provisioning.DiskRandomAccess - + + + 

VirtualMachine.Provisioning.DiskRandomRead + + + + 

Category  ‘Resource’     

Resource.AssignVMToPool - - + + 
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Resource.CreatePool - - + + 

Resource.RenamePool - - + + 

Resource.EditPool + + + + 

Resource.DeletePool - - + - 

Resource.HotMigrate - - - + 

Resource.ColdMigrate - - - + 

 

 

If you’d like to know how to create users with specific privileges in vSphere, please consult 

documentation provided by VMware. 

  

Managing Activities 

The Activities pane is the primary tool for getting information on policies created by the user. To open the pane, please 

go to Activities and Events > Activities. 

 

As you can see the pane is divided into two sections: 

 Current progress and future activities that displays scheduled policies and those that are being accomplished at the 

moment, 

 Past activities that displays already completed policies. 

By default, the program lists all ever submitted user policies by name, which can be customized through the View 

ribbon. To make the job with activities easier and more efficient, you can: 

 Sort out policies; 
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 Filter policies by their type; 

 

 Let the program display policies that require user’s attention on top (partially incomplete or failed policies); 

 

 Set a period and duration of policies. 

 

Monitoring running activities 

Let’s take a closer look at one of the running activities to see what information you can get from it and how it can help. 

  

For each activity the program outputs its name and type, time when it’s started, its current status, and estimated 

duration. As you may have noticed the current status of the questioned activity is ‘Running’ – actually nothing to worry 
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about, if not for a warning that should attract our attention. By clicking on this warning we learn that the installation 

policy was accomplished by the machine named ARGUT (Protect & Restore Server) with the resulted status ‘Finished, 

there were errors’ – not a good sign. 

 

By clicking on the More… link, we can finally see the reason. 

 

 

Having this information at hand, you can check the target machine and solve the problem. When done, the installation 

will be automatically completed. 

Monitoring past activities 

Submitted policies can either be successfully completed or with errors, which can be seen from their statuses. For each 

past activity you can open a list of corresponding infrastructure events to get detailed information on the operation 

progress. 

 



40 

Copyright© 1994-2013 Paragon Software GmbH. All rights reserved. 

 

Failed policies can be examined and restarted.  

 

Monitoring scheduled activities 

For each scheduled policy you can see when it’s planned to run next time. By using corresponding buttons, it’s also 

possible to change parameters of the policy or disable it. 
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Managing Events 

The Events pane provides in-depth information on all actions that take place within the infrastructure, both user and 

service. It’s a tool for thorough analysis of the infrastructure functioning and troubleshooting. To open the pane, please 

go to Activities and Events > Events. 

 

By clicking the arrow button you can hide/unhide details on the selected at the moment event. 

 

Events can be filtered for easier monitoring if necessary by using the corresponding  icon. 
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In the opened dialog you can filter events by their type, an infrastructure component (Backup Server, ESX Bridge, etc.), a 

particular machine, or a policy for transparent and easy administration and troubleshooting. All events fall into 4 types 

(errors, warnings, information, and debugs). 

 

 

To get the latest events available, force the update by directly requesting Administration Server. This action can take 

some time. 
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To see all infrastructure events just clear the previously made filtering. 

 

Removing Machines from the Infrastructure 

1. Launch Protect & Restore Console. 

2. Select Machines > Physical Machines, then a computer (use “Ctrl” or “Shift” for selecting several machines) 

you’d like to be removed from the infrastructure. Use the Delete Machine icon  to initiate the operation. 

 

3. Confirm the operation in the opened dialog. Please note that this operation initiates de-installation of all 

components of Protect & Restore on the selected computer. 

 

4. Select Activities and Events > Activities to monitor the operation progress. 
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If the delete operation fails for the selected target machine, please reopen the dialog and 

additionally mark the “Force Remove” option to delete all information on this computer 

from the infrastructure. Then uninstall all components of Protect & Restore on-site by using 

the Installer and its corresponding section. 

 

Collecting Logs 

In case of having difficulties with handling the product you can address our support engineers for assistance. To submit 

a support ticket, first you need to collect all operation logs. Protect & Restore simplifies this operation with a handy 

dialog. 

To prepare a package of operation logs, please do the following: 

1. Launch Protect & Restore Console. 

2. If a connection with the server has been established, click on the Logo button, then select Export logs. 

 

3. In the opened dialog select infrastructure members, which logs you’re interested in. Please note logs from 

Administration Server can help to figure out and resolve 90% of issues. However when the database replication 

with one or several infrastructure components is not possible, or has not been completed yet, the logs stored 

on Administration Server will not contain the most up-to-date information. Click Next to proceed. 

 

4. Browse to a place where you’d like to save the logs to. If you’d like Windows Explorer to open in the specified 

folder once the operation is over, please additionally mark the corresponding option. Click Export to initiate the 

operation. 
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Log files do not contain any confidential information on the operating system settings or 

the user documents. 

 

 


